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      This book is meant to be an introduction to anti-money laundering (AML) compliance. That means we’re going to cover topics like the three stages of money laundering, customer identification, customer risk assessment, suspicious activity monitoring and reporting, and other topics related to AML regulatory requirements.

      What we are not going to cover here, other than on a high-level for customer risk assessment purposes, is how to actually detect money laundering. We will discuss suspicious activity monitoring but not the nitty gritty of what is or is not considered money laundering.

      I want to make that part clear up front. Because I think that there can sometimes be this misunderstanding of AML compliance where the idea is that the goal of the compliance system is for the individual entities to identify money laundering activity.

      But in reality I view AML compliance as a set of structures that entities put in place to (a) make it more challenging for individuals and entities to operate anonymously or with flagrant disregard for the law, (b) ensure that the information and records are available when needed, and (c) provide sufficient information on suspicious activity to their regulatory authorities in order to allow those regulatory authorities to identify a pattern of activity that is potentially related to money laundering.

      This is just my personal take on how AML regulation and compliance work. There may be others out there who fully believe that a small broker-dealer or bank in Podunk, Middle America has all of the information they need to identify money laundering at their entity. And in some limited cases that may very well be true.

      A friend I asked to read an early draft of this book pointed out that there was a situation in Pennsylvania, for example, where a judge was getting kickbacks for sending kids to a reform school that all went through one bank. And another where the credit union itself was complicit in money laundering activity involving a series of money services businesses.

      But the reality is that potentially $2 trillion (USD) is laundered every year and the people who engage in the majority of that activity are sophisticated enough to use multiple entities, individuals, jurisdictions, and types of activities to obscure what they’re doing.

      Which means your average regulated entity with AML requirements is going to only see one piece of the puzzle. That bank in Podunk, Middle America is going to ask, “Why did that person who lives in Croatia and has no ties to my community open a bank account, wire in $10 million, and then wire it out again a month later? That’s odd.”

      They’re not going to know that the person who lives in Croatia is part of a vast network of individuals whose money movements tie back to organized crime in Eastern Europe. Nor should they be expected to in my opinion.

      What they should be expected to do is fulfill their part of countering that type of activity by complying with their AML requirements, such as knowing your customer and monitoring for and reporting suspicious activity.

      Which means that the mindset of a regulated entity should not be “I need to identify money laundering”, which can feel like an absurd effort in futility, but instead “I need to comply with this set of requirements, because my actions in doing so are part of a much larger system that is meant to identify and prevent money laundering,” which is in fact reasonable to expect of even the smallest regulated entity.

      So that’s where I’m coming from in this book. I want you to understand anti-money laundering regulatory requirements at a high level (since each jurisdiction and industry has its own little quirks), and I want you to embrace your role in that structure and understand why you’re being asked to do all this stuff that can sometimes seem ridiculous or daunting. (Either as a regulated entity or someone enforcing these regulations.)

      I also am not going to focus on specific rules and rule requirements in this book. I will occasionally reference a rule here or there, but the goal of this book is not to cover specific AML rules or regulations.

      AML is one of those areas of regulation where you can really drill down and parse the language at times and I don’t want to bog down in that sort of nuance in this book. So we’re going to stay conceptual as much as possible.

      In the appendices I provide links to some of the industry-specific guidance and resources that do get into that nitty gritty level of detail. (With more of an emphasis on U.S. resources than international, simply because those are the ones I know the best so I know more of them.)

      Alright. So. High-level and focused on the broader landscape of AML regulation so that hopefully this book remains relevant regardless of which jurisdiction you’re operating in or how AML regulation changes in the future.

      Okay? Great.

      Now. The next thing we need to cover is who am I that you should bother listening to me.
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      What qualifies me to write a book like this one?

      I first became involved in AML regulation while working at NASD, which is now FINRA, the primary entity that oversees regulatory compliance by broker-dealers in the United States.

      I was there after 9/11 when AML compliance moved from us asking, “Do you accept cash from your customers?” (which almost no broker-dealer did, maybe their bank affiliate did) and “Have you brought cash into the country recently?” (which they certainly weren’t going to tell us about if they had), to having to enforce an entire regulatory structure devoted to AML compliance.

      Even before that regulation was passed (NASD Rule 3011 at the time, now FINRA Rule 3310), we were starting to change how we approached AML requirements. Which is why I, a young and eager examiner who liked new challenges, was sent off to Washington, DC for a training by our regulator, the Securities and Exchange Commission, on the basics of AML.

      I was then part of a team that conducted best practice exams of some of our larger members to see what they were already doing related to customer identification and suspicious activity monitoring.

      And then when the new rule was passed I conducted AML reviews as part of my routine examinations of our member firms.

      When I then transferred to the Washington, DC office of NASD and started to work in the department responsible for coordinating all of the examinations conducted by our five hundred field examiners, I was assigned AML as one of my areas of responsibility.

      As part of that role I rewrote the AML examination procedures used by the district offices, which means that at one point in time every single examination for AML compliance that was conducted by NASD during routine field exams was based on the questions and procedures I had written.

      And because it was a very high profile area of regulation at the time with lots of scrutiny from outside parties, I also coordinated the disposition of all Member Regulation examination findings related to AML to ensure consistency of enforcement across districts.

      That means that for a couple of years every single exam finding related to AML issues had to be run through me. I then coordinated discussion of those findings with a team that consisted of my department and two others and we recommended back to the districts how those findings should be handled.

      I was also involved in discussions of other significant AML findings by other departments. And I was part of the team that drafted the initial AML Small Firm Template as well as its first revision.

      I also represented NASD when the United States had its FATF review during that period.

      In addition, I met quarterly with other regulators to discuss AML issues, and gave multiple presentations, speeches, and trainings related to AML both internally and to our member firms.

      And I was one of NASD’s nationally recognized experts in the area of AML.

      Eventually I left NASD and went to work for a boutique consulting firm that focused on regulatory compliance issues. There my AML work expanded to include various other financial entities such as banks, money services businesses, and Edge Act corporations. I was also part of AML reviews conducted in other countries, including Germany and the United Kingdom. And I helped oversee look-back projects for suspicious activity and enhanced customer due diligence.

      I was also the project manager for a small geographic risk assessment tool that my firm sold to financial entities.

      In addition, I’ve had some experience with sanctions compliance issues but, as we’ll discuss, that’s, in my opinion, a different area of regulation although it’s often handled by the same department as AML.

      Bottom line, I’ve had a wide range of experience with AML issues, both from the perspective of a regulator and from the perspective of entities trying to comply with those requirements. So that’s what I believe qualifies me to cover the basics of AML compliance in this book.

      I will note, however, that I am not currently actively consulting on AML issues, which is part of why I want to keep this high-level. The fundamentals remain stable but the particulars can shift, so we’re going to focus here on the fundamentals.

      For example, a fundamental fact for AML purposes is that some countries are riskier from an AML perspective than others. And accounts, individuals, or activity that involve those countries should therefore be monitored more closely.

      But how to identify those countries has shifted over time. When I first started working on AML issues one of the primary sources for high-risk countries was the FATF list of Non-Cooperative Countries and Territories (NCCTs). But there haven’t been countries identified as NCCTs since 2006, so that list is no longer a viable source for country risk information.

      FATF now identifies high-risk and other monitored jurisdictions instead, but that could change tomorrow or next year or the year after. And what I want here is an evergreen type of book that will continue to be a valid resource even as those particulars change.

      So we’ll talk geographic risk and I may mention a source such as FATF, but what I want you to take away from this book is an understanding of how customer identification and risk assessment flow into activity monitoring, and how all of that is part of the role of a regulated entity in the detection and/or prevention of money laundering.

      Alright?

      So that’s who I am and what I bring to this subject. Now let’s get started with something I think is especially important with AML, which is the difference between regulatory requirements and regulatory expectations.

      If you already read Regulatory Compliance Fundamentals, then you are familiar with this concept, but if you haven’t, it’s important to understand.
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