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Introduction

Silicon Valley was once called a tech Galápagos for the unique blend of talent, money, technology, culture, and government research and development that led to the diverse species of tech entrepreneurs who went on to found today’s mammoth Internet companies.1 The World Wide Web was invented by English computer scientist Sir Tim Berners-Lee at CERN, or the European Organization for Nuclear Research, in Switzerland, but it was commercialized in America.

This time is different. Web3, the subject of this book, is emerging at a time when technology tools and human capital are more distributed than ever. In 1993, as the Web’s pioneers were forging the first frontier online, half the world had never placed a phone call. Now more than two out of every three people on earth has a smartphone connected to the Internet.2 To build on science fiction author William Gibson, the future is already here, and its talent and technology are almost equally distributed. If Web1 and Web2 democratized access to information and made it easier to meet and collaborate online, Web3 equips us with a more powerful toolset to earn money, own assets, and build wealth on a globally level playing field, decentralizing power and influence in the process. If the spread of technology truly makes the world “flatter,” then Web3 will be a steamroller.

I first started writing about Bitcoin in 2014, before the word Web3 entered the vernacular. An investment banker by trade and a CFA charterholder in traditional finance (what my Web3 friends would call a “TradFi” person), I thought I was investigating a new financial technology.

In 2015, I began a much larger research project with Don Tapscott, my father. We published our findings in a book, Blockchain Revolution. During that research, I had the epiphany that this new general-purpose technology was ushering in a new Internet of value that would change everything. That was not obvious to outsiders at the time, and we faced many doubters then as now. In 2016, when Blockchain Revolution came out, the entire market value of all digital assets, what we refer to as tokens in this book and the foundational asset class of Web3, was about $10 billion. If the whole industry had been a publicly traded company, it would have barely cracked the S&P 500 index. The Gap, seller of khaki pants, was worth more than the whole Web3 industry. Today, Web3 assets are more than 100 times that. The book struck a chord and benefited from impeccable timing (hey, better lucky than smart!), with twenty translations worldwide.

Since 2016, I have traveled to nearly forty countries, visited every continent except Antarctica, and met with local entrepreneurs, policymakers, business leaders, and everyday people. What has struck me most is how globally distributed Web3 innovation is. Airplanes have become time machines, shuttling me to various “futures”: To Istanbul, where many citizens prefer to transact and store value in digital currencies. To Singapore, the beachhead of Asia’s burgeoning Web3 industry. To Thailand, where Internet users are experimenting with Web3’s toolset to bootstrap new jobs online. To Dubai, where the government has made Web3 the linchpin of a broader plan to attract global talent and capital. To London, where in June 2023 British Prime Minister Rishi Sunah shared his determination to “turn the UK into the world’s Web3 centre.”3 Wheels down in Toronto, which was a leader in Web3 for a moment, I feel like Marty McFly landing in a 1950s cornfield.

In my travels, I’ve also seen how common misconceptions of the technology have spread, propagated by some media, business, and government leaders. They’ve raised the barriers to Web3 entrepreneurship. This, too, is a global phenomenon, with old-paradigm power brokers everywhere struggling to embrace the new. They point to the 2022 collapse of FTX, a prominent cryptocurrency exchange, and the bankruptcies of crypto lenders like Celsius and Voyager, to justify their concerns about Web3—that this new technology, while innovative and useful when controlled by central banks or big companies, is a net negative to society when left to the free market.4 It gives speculators new ways to gamble and criminals new tools to evade law enforcement. In actuality, we can blame the collapse of these companies not on the technology but on the hubris of those wielding it.

The events of 2022 have smeared new mud on the windshield, increasing my sense of urgency for a comprehensive analysis of what’s going on. As with any new industry, many startups are trying to build this future, and many will end up as footnotes to the transformation. That’s normal. Though this book features the stories and insights of dozens of creators, builders, and dreamers, it’s not about the fortunes of any one organization, person, or company. I won’t be sharing industry gossip or predicting the price of any asset in this book. To be sure, tokens are key to Web3. Many of them will grow immensely valuable, especially those that represent ownership in the underlying protocols or some of the most disruptive organizations. But if you are looking for price targets or investing advice, look elsewhere. This is a book of enduring concepts, not of buy-in/cash-out strategies. I use data as points of comparison in time. This is such a vibrant and volatile space of innovation that readers will need to consult my sources for the latest data.

This book is also not an exhaustive study of every player in this new industry. To do so in the time allotted would be impossible. A decade ago, book authors could call up every founder in the space during manuscript development. No more. In this book, I attempt to bridge the islands in the archipelago of Web3 knowledge, to paraphrase historian Irene Vallejo’s library metaphor.5 In layperson’s terms, I connect the dots.

That said, this book draws from half a decade of research, investment, practice, and collaboration in Web3. In 2017, Don and I launched the Blockchain Research Institute, which has conducted more than a hundred research projects on the impact of blockchain and Web3 on every industry, from healthcare and financial services to energy and entertainment. This research has informed many of the ideas in this book.

I also conducted more than fifty interviews for this book. Web3 is first and foremost an economic frontier, and so I wanted to speak to the business-minded pioneers like Yat Siu, cofounder of Animoca Brands. Siu got his first job as a teenager at Atari in the 1980s, and stumbled into Web3 in 2017, later staking his company’s future on it and underwriting many of Web3 gaming’s biggest innovators. A decade ago, Jeremy Allaire had the idea of creating the “HTTP for money,” an Internet-native payment tool for dollars and other currencies. His company, Circle, created the stablecoin USDC, which through 2022 powered a cumulative $8.6 trillion in on-chain transactions.6 Another pioneer, Sunny Aggarwal, dropped out of the University of California, Berkeley after a computer science teacher refused to let him skip a test to attend a Web3 meetup. He went on to found Osmosis, a decentralized exchange that powers frictionless peer-to-peer transactions in dozens of different assets. On my podcast, DeFi Decoded, yet another inventor, Anatoly Yakovenko, explained how he realized that Apple and Google’s smartphone monopoly was choking off Web3 application development on his platform Solana. So Yakovenko launched a competing phone and operating system.

We spoke with technologists, and so-called “core developers” who are building the essential infrastructure of Web3. We caught up with Tim Beiko, a core developer at Ethereum, who worked with others to roll out a network upgrade known as “the merge,” roughly like swapping out the engines of a supersonic jetliner carrying $200 billion in cargo midflight without upsetting the drink cart. Our discussion with Kevin Owocki and Scott Moore of Gitcoin, which has provided millions in grants to social entrepreneurs in Web3, was illuminating and inspiring. Jimmy Wales, the founder of Wikipedia, was open-minded about Web3 but skeptical about Wikipedia’s benefitting from it. Several executives told us how they have evolved from thinking that closed-ended “enterprise blockchains” were the killer app of this technology, to realizing that public networks were the real innovation, as with the Web. Web3 skeptics shared their gripes (some legitimate) with me.

Venture capitalists Jesse Walden of Variant Fund and Arianna Simpson of Andreessen Horowitz described how their own personal journeys led them to Web3. Chris Giancarlo, the former chairman of the US Commodity Futures Trading Commission, weighed in on the direction of Web3 regulation and policy, as did Sheila Warren and Kristin Smith, who head up advocacy groups Crypto Council for Innovation and the Blockchain Association, respectively, in Washington, DC.

Web3 is also a cultural frontier, something apparent in conversations with Web3 artists like the pseudonymous pplpleasr, who is reimagining storytelling, and Jessie Nickson-Lopez, a screenwriter for hit shows like Narcos: Mexico and Stranger Things, who moonlights as a Web3 entrepreneur with her startup MV3. She wants to remake Hollywood. Several videogame executives in the Philippines and elsewhere told me how Web3 empowers cash-starved developers in the Global South with tools to fund new projects, elevating the creative power of typically marginalized groups. Culture needs a new business model. Web3 makes that possible. An eight-year-old Filipino artist named Sevi, who sells his paintings as NFTs to a global audience, raising enough money to pay for his autism treatment, put the societal impact of Web3 in stark relief. These interviews, my own wide reading, and the millions of dollars of Blockchain Research Institute research form the basis for this study of Web3.

This book is for everyone who cares about the future and wants to play a role in shaping it. Perhaps you’re a student weighing your career options, or an executive trying to understand what Web3 means for your business. Maybe you’re underemployed in Africa or India, and you see an opportunity to plug into Web3’s global labor pool and work for one of its native digital organizations, known as DAOs. Maybe you’re a social entrepreneur in the not-for-profit sector, and you’re evaluating different ways to raise funds or engage with young constituents. You could be an artist or storyteller exploring how Web3 tools can reward your creativity. Perhaps you’re a politician who wants to attract investment in your city, state, or country. Or maybe you’re a citizen who feels that the Web and the world could be better and fairer.

Web3 is the Internet’s next economic and cultural frontier. Some frontiers are for experts only and require vast amounts of capital or superhuman strength, like climbing Mount Everest or journeying to Mars. All frontiers present their share of risk and rewards. But the most bountiful of frontiers in history have often been pushed by everyday people, or at least the ones brave enough or driven by circumstances to pack up their belongings and hit the trail. Even the heartiest explorer needs a guide. With humility, I hope this one proves useful.





Part I

Disruptions





Chapter 1

The Web Is Entering a Third Era

Every so often, a new technology emerges, upending the social order and transforming the economy in profound and unexpected ways. Johannes Gutenberg’s invention of the printing press in 1440 democratized books and knowledge (for the literate) and, nearly eighty years after its invention, helped Martin Luther spread his ninety-five theses challenging church dogma, ushering in the Reformation. It also created an era of broadsheets, pulp fiction, pornography, and print advertising. James Watt’s steam engine in 1776 turbocharged the nascent industrial age, radically reshaped the natural world, and gave rise to new industries like railroads and telegraphy, giant corporations like Andrew Carnegie’s US Steel and John D. Rockefeller’s Standard Oil, and trade unions like the American Federation of Labor (later the AFL-CIO). The commercialization of Italian inventor Guglielmo Marconi’s wireless communications by the Radio Corporation of America in the 1920s with live news and corporate-sponsored programming created a new mass media and consumer culture and changed politics profoundly as both autocrats and politicians in democracies harnessed the airwaves, reaching into the homes of the poor and the emerging middle class, to spread fear and hope in equal measure.

In the second half of the twentieth century, the Cold War and the space race accelerated the convergence of computing and communications, giving us another breakthrough: the Internet, initially conceived in the 1960s to keep the US command centers operational in the event of an attack, and later commercialized with Tim Berners-Lee’s invention of the World Wide Web and Marc Andreessen’s Mosaic web browser in the 1990s. The Internet, and the Web specifically, has already altered our world in profound ways. Now it is entering a new era that promises once again to transform all industries, society, and culture.

The first era of the Web, now known as Web1 (1992–2002), the so-called Read-Only Web, was a broadcast medium that recast information such as mail, magazines, catalogs, newspapers, and classifieds, digitally. Wired, a print magazine, launched the banner ad business, and corporations everywhere replaced their interoffice mail department with email and marketing material with websites. Users could read information online but not interact with it. Web1 democratized access to information for those with connected computers but was static and unidirectional. Users were passive receivers of someone else’s content. Some of the best-known Web1 entities, such as Encyclopaedia Britannica Online, AOL, Lycos, and AltaVista, borrowed from pre-Internet counterparts.

The use of the words page and mail, as in a “web page” that one “published” and “electronic mail,” says it all: the mental model was rooted in paper and publishing. Web1 creations were skeuomorphic, that is, digital versions of preexisting products, services, or their business models.1 Sometimes the first version of a new product or service resembles the old version on one or more dimensions, because either the designer or the designer’s targeted audience can’t quite imagine a totally different future. More often, designers and entrepreneurs leverage aspects of the old to help their audience transition to the new, so that the new feels more familiar. For example, manufacturers of the first electric lightbulbs shaped them like candle flames. Computer icons of trash cans, file folders, and mailbox applications are another example. For years, the first Tesla cars had prominent front grilles, even though electric cars don’t need them.2

“The superpower of Web1 was it harnessed the power of third-party developers and so it was a system governed by open protocols,” said Chris Dixon of venture capital firm Andreessen Horowitz. “Anyone could come and build stuff—websites, app layer, and infrastructure layer across the board. It had this community-driven development, which I think is a very powerful force.”3

The crash of the dot-coms in 2000–2001 created a need for a new kind of Web. Thanks to some important technology innovations, the Web became a medium for collaboration and computation, called Web2, or the Read-Write Web (2002–2020), with tools for creating, sharing, and discussing content, unwittingly programming the Web in new ways.4 To use computer programming jargon, we all could “write” to the Web, adding our own content. Internet-native communities and organizations formed. Consider Wikipedia. Its cofounders, Jimmy Wales and Larry Sanger, invited volunteers to contribute or translate entries, building an important global resource in the process. Wikipedia and other volunteer organizations stewarded but didn’t control or own their sites’ utility and development.5 In contrast, social media giants like Facebook and Twitter enabled individuals to create and publish their own content, form groups, and collaborate online, but users couldn’t attach clear ownership rights to their content, and they lacked any say in the governance of those platforms. As a result, “the economic interests of the biggest Internet platforms [were and] are poorly aligned with their most valuable contributors: their users.”6 Web2 and mobile combined to form natural monopolies in several areas, from search to social networking, e-commerce to mobile operating systems. Said Dixon, “We used to have CBS, NBC, ABC. Now we have Facebook, Google, Amazon, Apple.”7

The Failures of the Old Web

Tim Berners-Lee’s great invention is still a force for tremendous good in the world, but it has fallen short in key respects, as Berners-Lee himself acknowledged. Thirty years after the World Wide Web went live, he wrote in the Guardian about its legacy, including the “perverse incentives” that encourage “ad-based revenue models that commercially reward clickbait and the viral spread of misinformation” and “the outraged and polarized tone and quality of online discourse.”8

Facebook’s Mark Zuckerberg joined Jeff Bezos of Amazon and Sergey Brin and Larry Page of Google as the magnates of the new oil: user data generated from user attention, which was fracked, analyzed, and sold to advertisers. With the marriage of personal digital assistants, cellular telephony, and 3G connectivity came the smartphone, putting supercomputers online in the hands of billions. The smartphone camera made everyone a documentarian of their own lives, streaming a deluge of data. Mobile combined with the Global Positioning System unleashed so-called “sharing economy” platforms to package and peddle other people’s excess capacity. Sharing economy is, of course, a misnomer: With Uber Technologies Inc., for example, drivers share their time and resources but do not participate in the upside of the platform and have no say in how Uber governs it. Likewise, riders make these networks valuable, but they have no economic or governance stake in Uber unless they’re institutional investors or Uber insiders.9

Berners-Lee shares Web3 proponents’ concerns about Web2. However, he is unenthusiastic about blockchain, one of the core technologies of Web3, as a solution to these problems. “Blockchain protocols may be good for some things, but they’re not good for Solid,” he said, speaking of his own project to decentralize the Web and improve privacy while putting data in the hands of Internet users. In his view, blockchains are “too slow, too expensive, and too public. Personal data stores have to be fast, cheap, and private.”10

Berners-Lee has also shared his frustration with the public’s conflating or confusing “Web3” with what he called “Web 3.0,” meaning the “semantic web,” where computers could read and process data from the Web to the benefit of all.11 He said we should just ignore “Web3” because it’s not really the Web at all. In a sense, he’s right. Web3 as a concept is emerging; it is a radical departure from the original technology and architecture of the Web. Further, Berners-Lee’s Solid could help solve the problems of data capture and ownership that he and others have identified with Web2. When the inventor of the World Wide Web speaks of its future, we should listen.

WEB2 ADVOCATES THOUGHT the new writable Web would remove gatekeepers. Instead, Web2 giants simply became new gatekeepers. When the government of Australia introduced a new law requiring Facebook, Google, and others to pay Australian news outlets to feature their links, Facebook responded by blocking all news content in a country where 39 percent of people get their news from the service. It did this in the middle of forest fires and the COVID-19 pandemic, effectively shutting off access to the national weather service and government health officials.12 People were awaiting word on vaccination distribution. The government capitulated and offered Facebook various concessions.

With reams of data at their disposal, Web2 platforms devised ever more sophisticated tools to profile and target users in ways that Nielsen couldn’t easily deliver for CBS, NBC, and ABC, even at its zenith. Social media specifically targeted those receptive to certain messages, regardless of their truth, amplifying extremism, harming public discourse, spreading misinformation, and, according to many scientists who’ve studied it, altering the chemistry of the mind.13 An internal audit of Facebook concluded, “Our algorithms exploit human brain’s attraction to divisiveness” and were “driving people toward self-reinforcing echo chambers of extremism.”14 So far such warnings have not spurred much soul-searching in the C-suites of Web2.

As more commerce moved online, Web2 businesses as well as banks and payment firms like Visa and Mastercard also became all-powerful financial intermediaries of the digital economy. Meanwhile, the value of all the collaboration and communication accrued to centralized platforms such as Apple, Google, Facebook, Amazon, and others as they harnessed user data, app developer data, and brand data to create immense value for themselves within their walled gardens.

This model worked well for a time, but it overwhelmed users with ever more targeted ads and page recommendations, and it exposed their data to hackers.15 “Imagine if General Motors did not pay for its steel, rubber, or glass—its inputs,” economist Robert J. Shapiro told the New York Times. “That’s what it’s like for the big Internet companies. It’s a sweet deal.”16

As natural monopolies, Web2 giants stifled competition as they consolidated network power. Founded in the 1990s and 2000s, these companies were flexing their muscles, killing off or acquiring upstart competitors. For example, Facebook snapped up FriendFeed in 2009, Friendster’s patents in 2010, Friend.ly in 2011, Instagram and a wallet app in 2012, and WhatsApp and Oculus VR in 2014, to name a few. But it didn’t stop there: it bought technologies for location discovery, facial recognition, speech translation, fitness and activity tracking, voice recognition, emotion detection, biometric identification, and a brain-machine interface that translates neural impulses into digital signals—setting the company up to collect the most personal data yet for profiling each user.17 An attempt in 2013 to buy Snapchat for $3 billion failed. From Facebook’s perspective, these deals were sound decisions; in other eras, corporate giants used their buying power to roll up competitors. But for Internet users today, the model looks more like a Faustian bargain and an increasingly unsustainable status quo in need of a major rethink.

Birth of the New Web

Following the financial crisis of 2008, just as the mobile Web was taking off and Web2 giants were consolidating their power online, an inventor named Satoshi Nakamoto surfaced to lay the foundation for another era of the Web. Satoshi released the Bitcoin white paper and then bootstrapped the first publicly available tool to send value over the Internet peer-to-peer with nothing more than a computer and an Internet connection.18 Before Bitcoin, this was not possible without trusting a middleman. Bitcoin became public infrastructure for payments the way email and the Web became public infrastructure for information. What was remarkable about Bitcoin was that it worked, setting the stage for much bigger commercial, cultural, and political upheaval.

The Web is entering a third era, Web3, the Read-Write-Own Web (2020–), which can democratize tools for owning of the Web’s key platforms, organizations, and assets and align incentives of users with the technologies they use. Web1 and Web2, though very different, were still information media. Together they make up the first era of the Internet. With Web3, the Internet is entering a second era—the Internet of value. In our book Blockchain Revolution Don Tapscott and I explained how the Internet is entering a second era. A revolutionary technology known as blockchain is ushering in an Internet of value where assets can be represented digitally, owned, transacted, and secured peer-to-peer. Blockchain is bringing a new Web and a new Internet.

Web2’s missing piece was digital property rights. All of us who use the Web create value—virtual goods or digital assets that have value. We “write” to the Web and create value, but Web2 giants instantly expropriate that value. Users don’t own the virtual goods they create, they can’t monetize their data or manage their privacy, and they have no say as stakeholders in how the services they use are run. Every time you tweet, form a group on Facebook, upload a photo to Instagram, make a TikTok video, or publish to YouTube, you are creating value that you can’t fully capture. Every time you do almost anything online, you leave a trail of intimate data about you—what you buy, eat, say, where you go, who you associate with, how you look, what interests you, which causes you support, how you access information, and how long you spend reading certain material. Get the picture?

Sometimes you even pay real money to create value for the platforms you use. Consider videogames like Fortnite, where you must buy that game’s digital goods to fit in and compete effectively. But you can’t take them with you. If the game developer gets acquired and shutters your favorite title or changes its code, you may lose your assets forever. We are not owners but renters online. Arianna Simpson of Andreessen Horowitz said, “Those aren’t really assets in the traditional sense. You don’t have ownership; there are no property rights. They exist inside someone else’s universe at their privilege.”19 This is bad for the user and limits the economic potential of the Web. Despite these limitations, Internet users still spend $100 billion a year on digital goods that they don’t truly own. Matthew Ball wrote in his book The Metaverse, “The virtual hat, plot of land, or movie that a user buys cannot truly be theirs because they cannot ever control it.”20 Property rights laid the groundwork for prosperity in the industrial age. Digital property rights—ownership online—will underwrite prosperity in the information age.

Ownership of digital assets, or tokens, is the foundation to Web3. It gives people an economic stake in their digital existence. Ownership enables new models of finance, as individuals leverage their digital assets to earn, save, transact, or invest peer-to-peer, foreshadowing the biggest upheaval to finance and money in centuries. Kevin Owocki, Ethereum pioneer and founder of Gitcoin, said, “Property rights in the digital realm are not something that we’ve had before. If you think property rights were important for the evolution of finance in the real world, then you should think they’re important for Web3.”21 With ownership also comes new forms of identity: Internet users can use Web3 tools to prove attributes about themselves, their Web3 identities complemented with biometrics and proof of government ID, what videogame entrepreneur Beryl Li calls “proof of humanness.”22 Finally, ownership gives users a say in how platforms and services operate. Governance rights promise a more representative and fairly run Internet where platforms are accountable to users. Simply put, Web3’s leaders posit that Internet users should have privacy in transactions, sovereignty over their digital self, and property rights for their assets online.

Web3’s leaders and advocates are also diverse, global, and young and empowered with technology tools that existed only in the domain of science fiction a generation ago. Dispersed technology will distribute power, influence, and value creation in Web3. Though there is no single “Web3 culture” any more than there is an “electricity culture,” some common themes run through this community of users and developers. Early adopters are, by their nature, experimenters who aren’t afraid of “reimagining the economy from first principles,” even if they’re playing with new and untested tools.23 Like Web1, Web3 has a jaunty, even irreverent vibe. The stakes are high and consequences weighty, but the memes are lighthearted. When everyone calls you crazy, it helps to have a sense of humor. Web3 is also open. “It’s not just that it’s open source or permissionless,” said Tim Beiko, a developer of the popular Ethereum platform. “When you build something on Ethereum, anyone can then interact with it.” Not only can they see the code, “but they can plug into your thing directly. That creates a huge culture of openness and collaboration.”24

Web3’s builders are a capitalistic bunch competing aggressively in an open market. But, in general, Beiko’s sentiment holds true. The one exception would be hard-core Bitcoiners who (to paraphrase a line from Tracy Kidder’s 1981 Pulitzer Prize–winning book, The Soul of a New Machine) harbor very strong feelings about bitcoin, like Cossacks toward their horses.25

Life, Liberty, and the Pursuit of Digital Property

Property rights are foundational to a free society, democracy, and a functioning market economy, a concept first articulated during the Enlightenment but expanded greatly through the centuries. Today they are a cornerstone of a modern society and market economy. Property rights, documented in contracts enforced through the consistent and impartial rule of law, anchor all investment, capital formation, and innovation. Indeed, contracts are the foundation of every asset class, every corporation, and all economic activity. The countries that govern these best reap the rewards of greater investment and innovation. This makes intuitive sense: Why would anyone allocate capital to a new business or any other investment for that matter if they were not sure of their ownership?

While exiled in Paris during the English Civil War in the seventeenth century, English scholar Thomas Hobbes wrote his seminal work, Leviathan. In this work, Hobbes advocated for a strong central authority, but rooted in law and the state rather than a single person, arguing human beings’ existence was “solitary, poore, nasty, brutish, and short.”26 A few decades later, during the Glorious Revolution, which affirmed the primacy of Parliament over the divine right of the monarchy, John Locke published his Two Treatises of Government. His view of man’s natural state wasn’t so pessimistic, and his concept of government was rooted more in the rights of the individual, not in the absolute authority of the state. Rights derived from private property, not government fiat.27 Of course, that was not how things worked. What was Locke’s remedy for the inconveniences of the state of nature? Property rights.

Web1 was not some barbarous state of nature—more Adam and Eve than Cain and Abel. Still, it was anarchic and disorganized, and it lacked a way for people to verify themselves without sharing personal information, as well as express digital property rights, represent community ownership, and develop other mechanisms to coordinate, organize, and fund the creation of value online. Web2 companies created a simple model where we get access to a gated and curated experience, and in exchange we contribute data to building these valuable platforms and agree to forgo any upside from our content or labor. We also agree to the terms of service without negotiation and often without reading them. We have no input into the platform’s evolution, its other participants, and so forth. To paraphrase Locke, despite our labors, our “property” isn’t properly ours. Instead, the platform markets our digital personhood to the highest bidder. In this respect, Web2 is more orthodox than enlightenment, more feudal than capitalistic. Surfing the Internet is more like serfing the Internet as we willingly forfeit privacy and data rights for the security of the digital estate.28 However, under authoritarian regimes, Web2 applications can be instruments of social control and political repression.29

Web3 technologies, on the other hand, can be instruments of economic, social, and political freedom. Rather than relying on governments to enforce our rights, blockchains can do it for us. Privacy is “one of the most important things that Web3 can do over centralized systems,” said Sunny Aggarwal, a serial crypto entrepreneur.30 Digital bearer assets, known in the industry as tokens, enable us to hold and port valuable digital goods from platform to platform online. These goods can be currencies, securities, and other financial assets as well as collectibles, intellectual property (IP), our identities, our data, and the as-yet unimagined. Online there are no fixed hectares of property to claim. Only an infinite frontier. “Cyberspace is likely to be in due course the richest of economic realms,” said James Dale Davidson and Lord William Rees-Mogg in their seminal book, The Sovereign Individual.31

The word token as a noun is an odd one for defining such a foundational concept. The Oxford Advanced Learner’s Dictionary defines a token as a visible or tangible representation of a fact, quality, feeling, or voucher that holders can exchange for goods or services or use to operate machines.32 For better or worse, the technology world has adopted the term and, as you will read, it turns out to be appropriate.

Chris Dixon explained how the token is the building block of Web3, just as the website was the building block of Web1 and Web2. Like a website, a token is a container, he said. “It can hold code. It can have images. It can have music. It can have text, whatever a creative person thinks of. The key property here is instead of being a hyperlink and delivering information, it can be owned. It can be owned by a user. It can be owned by a smart contract. It can be owned by a service.”33 The “smart contract” in question here is not the static and analog agreement that we can “sign” digitally using Web2 apps like DocuSign. For all their convenience, e-signatures are a Web2 invention: read the contract, write your signature. By contrast, smart contracts are self-executing and immutable peer-to-peer agreements written in code that do not require lawyers, banks, or other intermediaries to enforce the terms. In contrast, most of today’s contracts are quite dumb. Smart ones can do a lot more, like hold money or other assets, like a digital trust account without the lawyer.

Brett Winton of Ark Investment Management put it simply: “We have a default mechanism by which we can digitally possess something, prove that we possess it, and transfer possession to another person, in a way that everybody can agree upon.”34 Finally, we have an instrument for possessing and proving possession of digital goods and identity, and as the saying goes: possession is nine-tenths of the law.35

The Triumph of Our Digital Commons

In a 1992 presentation, research scientist David D. Clark expressed the ethos of the Internet pioneers for those who hadn’t been involved (as he had) since the 1970s: “We reject kings, presidents, and voting. We believe in rough consensus and running code.”36 Clark’s declaration captured the quasi-anarchic spirit of Internet standards development in the 1970s and 1980s, which carried into the ethos of openness and freedom of Web1.

The creators of the Internet’s early killer apps, like email and instant messaging, relied on open-source software funded by the US government and academia. No corporation owned the key platforms or oversaw the development of the early web.37 As the Web matured and gained new functionality and hundreds of millions of new users, a new breed of companies emerged to exploit the commercial opportunities on top of these digital commons.

The ecologist Garrett Hardin coined the phrase “tragedy of the commons” about nineteenth-century farmers who grazed their animals on common land. All the farmers had incentives to maintain the land. But without rules regulating its use, and with all farmers driven by their own self-interests to feed their cows, they depleted the land. Hardin was also a nativist and racist whose land use thesis informed a zero-sum view of humanity that advocated for eugenics and against immigration.38 Still, we cannot overstate his influence on everything from climate science to economic theory. Many others have extended cynical versions of his theory to other public goods, from roads and waterways to drinking water and food supplies, and used this “tragedy” as justification for private ownership or at least external governance of important resources.39

Our online public goods are not raw resources but open-source protocols, that is, software in the public domain, developed and maintained by volunteers who share the right to use, copy, adapt, and distribute the programs (called source code) to anyone who wants to use them. The Internet showed us that we could come together voluntarily to build open-source public goods of tremendous value. Open-source projects add hundreds of billions annually to the global gross domestic product (GDP), improve labor productivity, and help with startup formation.40

Kevin Owocki of Gitcoin told us, “As a software engineer, when I want to build a new website, I don’t build my own web server, database server, or cloud host. I use open-source software. What’s beautiful about that is, we’re all standing on the shoulders of giants. We can all go faster because of these open-source Legos.”41 While building open source is clearly possible, maintaining it is a lot harder. Owocki also pointed out that, because the projects are not well monetized, the people who maintain them either burn out or work corporate jobs to fund their open-source passion projects.

This misalignment of incentives and economic rewards keeps open-source projects from competing effectively with corporate ones. As Michael J. Casey wrote, “For-profit companies steered their resources toward the commercialized proprietary applications that ran on top of open protocols.”42 Companies have the financial resources to poach top talent and donate to nonprofits that shape their direction.

Web3 tools not only empower individuals with property rights online through the ownership of digital goods, but also provide a workable model to launch and sustain open-source projects by giving developers an economic incentive to work on them full-time. Users and developers are different groups, but their interests align as economic stakeholders online.

If tokens are containers that can hold anything we value, then we can also program them with certain economic rights for contributors and rules for how to govern public goods. Nobel Prize–winning economist Elinor Ostrom researched communities that governed communal assets effectively. She identified eight principles, from setting clear usage boundaries to codifying simple governance, which led to sustainable resource management.43 We can program rules and incentives into governance tokens along with economic rights so that open-source developers can turn their passion projects into full-time gigs. This essential infrastructure and these services for Web3 are open source: no corporation could capture them nor exclude others from building on them, thus bolstering individual ownership rights online.

This concept of community ownership extends to other realms of business and society. In Web3, people can pool their assets and manage them via new Internet-native organizations called DAOs, or decentralized autonomous organizations.

Six Transformations to Business and Our World

In this book, we look at Web3’s nascent impact on our world. We explore some topics as if they were concentric circles, focusing narrowly at first on the concept of assets, and expanding outward to people, to organizations and enterprises, then to industries, the human experience, and civilization as a whole. I explain what all this means for young entrepreneurs or innovators pressing forward with their pathbreaking ideas, but also for those in the leadership suites of industry, government, education, and more.

At no point has our planet been more interconnected and interdependent. Web3 will affect all of us equally but in different ways. It presents challenges and opportunities for all. First, in chapter two, we lay out the blueprint and architecture for Web3. At the ground floor of the Web3 superstructure are blockchains. Not exactly a sonorous term, nevertheless blockchains are the foundation of Web3. They are virtual computers with unprecedented capabilities. In this chapter, we dive into what this means and how innovators are applying it in Web3 today.

In chapter three, we start our analysis of the core transformations with a deep dive of the core building block of Web3: digital assets, or tokens. Without assets, there can be no ownership. Digital assets give Internet users a direct way to participate in the growth of the digital economy, which will soon be the richest of economic realms. Our token taxonomy covers eleven kinds of digital assets that have gained traction in Web3 so far: cryptocurrencies, protocol tokens, governance tokens, oracle tokens, interoperability tokens, securities tokens, corporate tokens, natural asset tokens, stablecoins, non-fungible tokens (NFTs), and central bank digital currencies (CBDCs). Collectively these types make up nearly 100 percent of all digital asset value and have already found product/market fit. For example, stablecoin transaction volumes hit $7.2 trillion in 2022, a 19 percent year-on-year growth from 2021.44 Nevertheless, cataloging the different “types” of tokens will soon be as useful as cataloging the ways we use websites—pointless. Further, if tokens are to Web3 what the website was to Web1, then many (though not all) of today’s tokens will end up with the early dot-com websites—footnotes to this transformation.

In chapter four, we talk about people—the impact that Web3 will have on users newly empowered with ownership of their assets online. In Web2, platforms owned or co-owned and controlled the property of creators; and musicians, artists, writers, and others have suffered. In a Web3 world, all individuals who create value can own and benefit from their contributions. For example, musicians can publish content on platforms like Audius with its 7.5 million users and earn a share of the platform used, with an economic stake in its success and a say in its governance. NFTs are unique digital goods that express value of cultural assets and among other things enable visual artists to bypass galleries and sell directly to fans on platforms like Magic Eden, Rarible, or OpenSea.45 When buyers resell their assets, the artists can earn royalties in perpetuity, all programmed on-chain. Hollywood is optioning rights to creating stories around early NFTs such as Bored Ape Yacht Club. As the saying goes, movies are the billboard for ancillary rights.46 One insider quipped, “Hollywood adapts everything” today.47 Some enterprising screenwriters who founded the NFT startup MV3 are rethinking the nature of storytelling, selling characters in their stories as NFTs to early fans and inviting them to write backstories for their NFTs, changing how fans participate creatively and economically in the process of storytelling and world-building. “Owning your own storm trooper” was not possible in Web2. “If bitcoin is a store of value, then NFTs are a store of culture” that will profoundly alter the creative industries, according to Yat Siu, executive chairman of Animoca Brands, a global leader in blockchain, gaming, and the open metaverse.48

But this is not just for creative types. All Internet users will have greater custody over their virtual selves. Each of us creates a mirror image of ourselves as we navigate and transact in the digital world. This trail of “digital crumbs” is the stuff of our digital identities.49 In Web2, we create this data, but the digital landlords take it from us. With Web3, we can each recapture our digital selves in something called a self-sovereign identity, where we can each manage our identities responsibly for our own benefit. Today, accessing most of Web3 requires no formal verification: it is open and permissionless. We need no third party to prove who we are. By giving users tools to accumulate and control an asset base and reputation, Web3 innovators are creating tools for us to build out our own self-sovereign identities.50

If corporations were the foundation of the industrial age, then decentralized autonomous organizations, or DAOs, may prove to be the foundation of Web3 and the next digital age. In chapter five, we discuss the new Web3-native organizations and how they’re transforming business and disrupting traditional enterprise. The limited liability company was a powerful machine for raising growth capital and spreading risks across a group of shareholders, which is why they worked great for an age of capital-intensive undertakings. Web3 is starting to change the deep structures and architectures of the firm itself, bringing new decentralized models of how we innovate and create wealth in society. DAOs are the default structure for most Web3 apps. Collectively Web3 DAO treasuries control billions of dollars of assets.51 Web3 also forces us to rethink management science—how we organize capability, work together, and collaborate for shared success. How can business leaders respond? As Harvard professor Clayton Christensen observed, the market opportunity of new technologies is so ill-defined that business leaders often choose not to embrace them until it is too late.52 Or they double down on existing technologies and tinker on the margin.

Some of Web3’s supposed defects may turn out to be it biggest strengths, another challenge for incumbents. Christensen wrote, “The attributes that make disruptive products worthless in mainstream markets typically become their strongest selling points in emerging markets.”53 Consider one staple of Web3: self-custody of tokens in wallets. Owners can hold and control their assets personally. In a marketplace where customers have relied for so long on intermediaries like banks to custody and move assets, self-custody can feel like an inconvenience. But for others—especially those in the developing world, where sometimes corruption is rampant, where terrorists and paramilitary groups hold sway, and where local legal and financial infrastructures are woefully underdeveloped or underenforced—self-custodying assets securely, conveniently, and digitally can be a superpower. For young Web3-native users, self-custody is neither an inconvenience nor a superpower, but an expected function of their mobile user experience—control of everything, everywhere, all at once.

Web3 is transforming not just firms but all industries. In chapters six and seven, we look at two industries where Web3 is having the greatest impact today: financial services and interactive entertainment (gaming).

First, finance is going through the biggest upheaval since the invention of double-entry bookkeeping. For as long as human beings have been transacting with strangers, banks and other intermediaries have acted as trusted middlemen in the economy, moving, storing, and lending money and keeping records. That is changing thanks to decentralized finance, or DeFi. This is about far more than fintech, which is merely a new coat of paint on the old edifice of finance—digital wallpaper slapped on legacy infrastructure. DeFi extends Satoshi’s concept of peer-to-peer electronic cash to lending, trading, investing, managing risk, and more, all of which operate on top of distributed networks, not corporations. These innovations are possible thanks to a breakthrough called a smart contract, an immutable, self-executing agreement written in code and settled on a blockchain such as Ethereum. Every industry will feel DeFi’s impact, because finance is the cardiovascular system of the global economy, the lifeline of all other industries.

Second, Web3 is also helping reimagine the user experience for gamers and consumers of interactive entertainment, the second case study of this chapter. In the same way that free-to-play gaming transformed gaming by lowering the barriers for amateur gamers to play, integrating mobile gaming and revolutionizing the revenue model for the whole industry, Web3-based gaming will reimagine content, including the virtual goods bought in games, as an asset that users can truly own rather than a consumable experience they only pay for. This too will change the gaming experience, bring in new players, and reimagine the revenue model for studios.

In chapter eight, we go beyond individual industries to explore the much-hyped world of the metaverse, a shared, immersive, persistent virtual space that many expect will become a new and important plane for the human experience. Nearly everyone agrees that this is going to be big. Morgan Stanley predicts the metaverse will be worth $8 trillion by 2030.54 Citibank believes that number will be closer to $13 trillion, which, for perspective, approaches China’s 2020 GDP. Citi also believes the metaverse will have five billion users in less than a decade, and will be an engine for new business growth, entrepreneurship, and employment.55

But the metaverse is deeply misunderstood. “A lot of people are trying to put metaverse in this box where it’s only about high fidelity and 3D assets,” said Aleksander Larsen, cofounder and chief operating officer of Sky Mavis, maker of the game Axie Infinity, when really “it’s a social construct where ownership is one of the foundations to real engagement. It’s all about the people who are engaging and how deeply they are engaging with each other.”56

If the desktop computer was our gateway to Web1 and the smartphone our portal to Web2, virtual reality (VR) and augmented reality (AR), along with the digital wallet, may be how many experience Web3. These technologies will usher in what technologist Dan Mapes calls a “spatial web” integrated into our natural environment.57 Most of the major investments into VR and other immersive online experiences are happening inside big companies like Apple, with its Vision Pro headset; Facebook, with its Oculus Quest; and Microsoft. But to give the metaverse a “second life,” we need Web3 tools of digital property rights and self-sovereign identities. Otherwise we run the risk of Web2 giants like Facebook, who see the metaverse as simply a new frontier to build a walled garden for existing users, harvesting their data and perpetuating the same ad-based model that made them successful in the smartphone age. Beware. “When big tech tries to co-opt the word meta, it’s totally ridiculous to me. It reeks of desperation,” said Larsen.58

The metaverse could become an Orwellian monster that reinforces existing inequalities, structures, practices, and forms of oppression. Innovators must hard-code property rights and self-sovereign identity into the metaverse, something Web2 giants would rather not see happen. Whereas the Web had its origins in government as well as volunteer and nongovernmental organizations (NGOs) such as the Institute of Electrical and Electronics Engineers (IEEE), private businesses are pioneering the metaverse “for the explicit purpose of commerce, data collection, advertising and the sale of virtual products,” said Ball.59 The winners will build the metaverse on shared infrastructure that functions as a public good and imbue it with digital rights. Only open-source Web3 tools like digital assets make this possible. In this chapter, we look at what builders are doing to pioneer the open metaverse for all.

Finally, we look at the physical infrastructure needed to power the Web3 metaverse. Call it DePIN, for decentralized physical infrastructure. It includes computation, Internet connectivity, graphics rendering, and more. The total addressable market for Web3-enabled decentralized physical infrastructure—from wireless networks to cloud computing—is estimated to be worth $3.8 trillion by 2028.60 Executives in all industries should take notice.

In chapter nine, we look at how Web3 builds economic bridges online between distant markets, putting people and creators around the world on a more level playing field to fully realize their potential. By buttressing digital property rights, lowering barriers to financial access, and strengthening economic ties between people and organizations online, Web3 empowers those living in the Global South. We look at several examples of how Web3 is helping creators, businesspeople, and everyday citizens connect to the global economy. We also examine how Web3 threatens currency issuers in these parts of the world, where mass adoption of digital goods and specifically stablecoins could accelerate the collapse of their local currencies. In his book The World Is Flat, Thomas Friedman examined how globalization was creating opportunities for people in the Global South while also exploring the downsides. Web3 builds on that concept, “flattening” the world further by giving people a new digital toolset to earn money and connect more fully to the global economy. We explore what leaders in business and civil society can do to harness this technology for good.

The final part of the book takes a frank look at the problems and challenges of getting from here to there. Web3 is not without its critics—and loud ones at that. Some see little more than a buzzword conjured by billionaire venture capitalists or a clever rebrand of cryptocurrencies that—in their view—only money launderers and other criminals use.61 Because of the Bitcoin blockchain’s carbon footprint, they assume all Web3 applications waste energy or they dismiss Web3 native assets as toys.

In chapter ten, we discuss the soul of this new machine, a soul that seeks self-actualization. When we wrote Blockchain Revolution, the new machine was trying to survive, not self-actualize, per Maslow’s framework. Now it can dream bigger as it rests up to clear the many hurdles ahead.

The failure of crypto exchange FTX in 2022 revealed the need for a comprehensive policy framework for Web3, digital assets, and companies that build services on top of these technologies. Government can help by creating the conditions for innovation to occur. But some fear that, in the absence of comprehensive Web3 legislation, US regulators are regulating by enforcement, choosing targets arbitrarily and interpreting their mandate too broadly. Lawmakers on both sides of the aisle condemned the U.S. Securities and Exchange Commission after the agency sued Coinbase in June 2023. The suit, if successful, would bring many, if not most, digital assets under the agency’s jurisdiction.

FTX’s collapse revealed another problem: that most new Web3 users began by buying into an asset class on a centralized exchange and then remaining there, favoring convenience over self-custody. We could say something similar about depositors of Silicon Valley Bank (SVB), including many startups and even large businesses that stood to lose almost everything, had the US Federal Deposit Insurance Corporation not stepped in.62 For many, self-custody was not a realistic option, especially because their loan agreements with SVB bound them to hold their cash at the bank, too. The perception that SVB’s collapse would cause widespread calamity and collateral damage in the economy spurred the government to act. In contrast, no one rescued the thousands of depositors, businesses, and investment funds that held assets on FTX; some of them lost everything.

Roneil Rumburg, founder of Web3 music platform Audius, told us that the collapse of FTX will “lead to more time/resources spent toward improving the usability of fully self-sovereign, decentralized tooling for managing digital assets.”63 But he was quick to point out that while “it’s possible to be a self-sovereign crypto user today, the usability bar for doing so is still so high that it’s out of reach for many mainstream users.” 64

Historian Niall Ferguson argued that Web3’s steeper learning curve could create opportunities to centralize power, re-creating the Web2 dynamic but for money rather than information, where decentralized finance is “currently about as user-friendly as personal computer software in the pre-Windows era. So long as that remains true, crypto exchanges will have a role.” He also underscored the possibility that, as in Web2, “a single exchange will become the dominant player, centralizing what was supposed to be a decentralized network, just as Amazon centralized e-commerce, Google centralized search, Facebook centralized social networking, and Twitter centralized outrage.” 65

There are other challenges: Does Web3 need its own hardware to dislodge the smartphone operating system duopoly of Apple and Google? What other technical upgrades do we need to usher in in a Web3 world? Many of these criticisms are valid. We are early and many Web3 applications are not yet ready for prime time, though that is changing rapidly. Criminals do use these assets, though with less enthusiasm than they spend stacks of cash.66 The experience of interacting with Web3 can be clunky and confusing to new users. The explosion of innovation has led to numerous conflicting standards, with blockchains like countries with their own rail gauges. Every time we switch from one country to the next, we must switch gauges. That’s risky, and we can derail. Can the technology coalesce around a single set of standards?

Every technological leap forward improves the reach of criminals. Exponential times lead to exponential crimes. Scammers have adopted Web3 tools, just as they embraced email, clickbait, text messages, and robocalls to rip off the vulnerable. Ponzi schemes specifically are what economists call a “negative externality” of Web3 that innovators and advocates must address.67 Web3 holds a mirror up to society, reflecting its best and worst. Its unique properties make it particularly useful for do-gooders and dirtbags alike: it lowers barriers to spinning up new digital assets and promoting them passionately to a global audience.

That’s why we need to assess “each crypto asset, blockchain, and project . . . on its own merit,” said Hester Peirce, a commissioner of the US Securities and Exchange Commission (SEC). “Talking about crypto as if it [were] a monolith obscures important differences.” 68 Obscurity is to scammers what water is to fish. How we act will heavily shape the development of this technology. As Ferguson argued, “The bursting of the Mississippi and South Sea Bubbles did not mark the end of equity financing and stock trading, any more than the many financial panics of the nineteenth century marked the end of joint-stock banking.”69

That leads us to regulation of this new asset class, which challenges many existing legal and policy rubrics for the financial industry, as we will explore. Because of government’s light touch in the West, Web2 entities have become some of the most powerful and profitable corporations in history, first undercutting the prices of brick-and-mortar incumbents and then acquiring potential rivals before they grew too menacing. Web3 innovations help to address the most glaring of Web2 shortcomings, such as the centralization of power and the manipulation and monetization of users’ personal data. Even so, dislodging them will sometimes feel like a quixotic undertaking, “tilting at windmills,” in the words of a prominent venture capitalist (VC).70 Some critics call Web3 the “Wild West,” but we have only just crossed the Appalachians. Ours is a journey through undiscovered country.

Such criticism has also exposed the cultural and generational fault lines between Web2 and Web3. The Internet was just for pornography, said early critics.71 Upstart minicomputer companies, which sought to challenge IBM’s mainframe monopoly, were cast as ravenous killers. In The Soul of a New Machine, a computer executive told author Tracy Kidder, “I’m not sure IBM with its organization, can compete in the traditional minicomputer market. It’s like putting a goldfish in a bowl with a piranha.”72 Later the PC caimans swallowed those same minicomputer piranhas whole. In 1977, the year Steve Jobs and Steve Wozniak launched the Apple II, the CEO of minicomputer juggernaut Digital Equipment Corporation, Ken Olsen, said, “There is no reason for any individual to have a computer in his home.”73 This cycle predates computers. Feudal lords would have doubtless scoffed at the notion that the “the small, dull, vulgar group of merchants and traders and money lenders” would somehow usurp them in power, and while it took centuries, capitalism became preeminent.74 History doesn’t repeat but it rhymes. In this chapter, we sort the myths and misconceptions from the real implementation challenges.

Finally, in the conclusion, we outline what readers can do. These formative years of Web3 are epochal times. We may look back on them as historians have looked back on previous upheavals. British historian Eric Hobsbawm said the “short twentieth century,” which began in 1914 with the outbreak of World War I, ended in 1989 with the collapse of the Soviet Union.75 The scales of geopolitics tilted dramatically that year, with a less dramatic impact on business, society, and daily life in the United States. Indeed, in retrospect, the present moment may itself mark the end of the long twentieth century and the dawn of a new era, and with it, a new economic and cultural frontier online.
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