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Introduction

THE INTERNET WAS supposed to be a thing of revolution.

From the first days of coming to the public’s attention, it was connected to a certain type of counter-culture – to cypherpunks and hackers, people learning, exploring and challenging authority. As early as the 1990s there was a declaration of online independence, telling the powers that be in the old world to stay away. A new order would surely emerge.

Even when business came to the internet world, it was going to be different. The reach and scale of the internet would enable a ‘long tail’ of small and independent producers to flourish. Online companies were launched talking in earnest terms of changing the world, with ‘don’t be evil’ mantras alongside – and generous share options making even their office decorators rich.

For a long time, you could convince yourself it was all the real deal. At the start of the last decade, WikiLeaks used its unique online platform to challenge the world’s biggest superpower with an unprecedented series of leaks. Shortly afterwards, the world’s biggest social media companies were credited with boosting Arab Spring protests against corrupt and dictatorial governments.

Such was the mood towards the internet that the exultant opening ceremony to the 2012 London Olympics culminated in a seventeen-minute dance sequence celebrating Tim Berners-Lee for creating the World Wide Web and giving it to the world for free. Berners-Lee himself featured, tweeting the words ‘This is for everyone’ as they simultaneously appeared in lights across the stadium. The internet was almost indisputably a thing to be celebrated.

That’s not the spirit of the world at the start of a new decade. The internet giants are viewed with mistrust, accused of playing a role in spreading misinformation, enforcing censorship and avoiding tax. Its billionaires are scrutinised and condemned for their working practices. Residents around the palaces of Silicon Valley have come to resent their corporate neighbours.

Has the internet and the people running it changed so much in such a short time? Did we get them wrong all along? Or is the problem with what we suspect they’ve been up to?

One thing, at least, is clear. The world’s biggest technology companies are now the world’s biggest companies full stop – and they are not ready for the scrutiny that goes along with that. From being hailed as ‘disruptors’ and the good guys shaking up the system, they have suddenly discovered they are the system.

The easy route – and the conventional wisdom – is to say that the dream has gone bad, that an engine of tremendous potential has been wasted. That story says also says the dream can be reclaimed: the internet is still inherently a force for good, a democratising power.

It’s a story that needs a villain, and there are no shortages of candidates on offer: the bosses of the technology giants, the agents of Russia’s intelligence agencies, dictators and party bosses across the Middle East and into the Great Wall of China, whoever. These people are standing in the way of the dream – move them and the internet’s disruptive power for good will be restored.

It’s a tempting story. It’s a story many armchair pundits want to tell. But it’s not the story of this book.

Whether they are loved or loathed, the four companies we always talk about when we talk about ‘the internet’ – Amazon, Apple, Facebook and Google (now formally known as Alphabet) – are not the internet itself. They are products of the internet, engines running along the railway lines set out by the internet’s very structure.

Despite its lofty language – the use of words like the ‘cloud’, language which suggests something free and natural, beyond the control of people – the internet is a network of physical cables and connections. It’s a web of wires enmeshing the world, connecting huge data centres to one another and to us, storing and sharing the innermost details of our lives.

Each of those cables is owned by someone, as is each of those data centres – and every piece of that data is also owned by someone, and that someone is almost never the person who that data is about. In turn, each of those owners was backed and financed by someone, and each physical site lies in the jurisdiction of a government and a myriad of regulators. We refer to the online world as if it’s abstract from the reality we all occupy every day: this is a myth, and it’s a myth that obscures where the real power lies.

Online power is offline power: the internet has handed more power, control and money to the people who already had plenty. It may have changed the people in one or two seats at the top table, but it has not changed the system itself in any ways that matter.

Systems don’t build themselves. The internet and the way it works were all human decisions, made by groups of men – it’s almost always men – in small rooms, with their own particular ideologies, motivations and divisions. This book aims to take you into those rooms, to meet those men, to find out why they made the decisions they did, and what the consequences were for them, and for us. Not all of them are household names, but each of them has helped shape the internet, and the world the internet has shaped, in profound ways.

The internet is fundamentally hard to think about and hard to understand, despite the fact that more than three billion of us use it in some form every day. What do we even mean when we talk about ‘the internet’? Do we mean the World Wide Web, what we see from our browser? Do we include the banking networks that now operate online, between businesses, almost every time we buy something? Do we mean the complex series of rules and protocols that govern flows of data across the world? Do we mean the business model behind it all, joining and auctioning our data, thousands of times a day, always out of our sight?

Most of these issues aren’t in our daily thoughts, and often seem too technical to be worth understanding. But it’s these things that shape the real internet – the big four tech giants are products of all of these factors.

Looking into the architecture of the internet – who built it, who governs it, how it works, and who funds it – becomes, then, a way of looking at the real power structure of a huge swathe of the modern world. While we might think of Mark Zuckerberg, Larry Page, Jeff Bezos or the other charismatic dotcom CEOs as the new rulers of the world, they’re just the tip of an iceberg. It’s time to see what lies beneath.

I am at my very core a creature of the internet. My earliest childhood had computers hooked up via creaking modems to the bulletin boards that were the precursor of the popular web. 

 As an adult, my childhood obsession had metamorphosed into using the internet, and working to chronicle it – as a tech journalist, as a WikiLeaks staffer, as someone later working on the NSA (National Security Agency) leaks from Edward Snowden, who documented how the intelligence agencies dominated the networks that had felt like my home.

A decade or more of reporting on the internet takes you across the world – from south London squats full of idealistic hackers, to secure operations rooms. For this book, I have tried to get inside the closed rooms, to meet the people who’ve made the decisions that have shaped the internet and to hold them to account. I’ve tracked down people in cluttered academic offices, in corporate penthouses, in electromagnetically shielded secure rooms from which no signals can enter or leave. The result, I hope, offers us a chance to meet and to confront the power brokers, the money men and more who are usually well beyond our view.

When it comes to the internet, there is a truth we need to acknowledge early: this story is overwhelmingly Western, and overwhelmingly male. Trying to tell the story without noting this fact – and, as we go, noting the effects of this homogeneity in missing some of the mistakes on the path – would be to tell the story badly.

THIS IS A BOOK of three parts. If you’re going to understand the system, you need to understand its components and their mechanics. Part one covers these chapters, explaining the history and structure of the internet and its power dynamics (and on the technical side, there’s a glossary if you need reminders of any specialist terms you encounter – jargon has been kept to a minimum and you’re not expected to pick up this book knowing any of it).

It opens with the architects of the internet, its earliest pioneers. While the internet has recently turned fifty years old, most of its founders still live, and for the first thirty years of its life it was a niche concern, to be left to the nerds – and yet in this largely unscrutinised phase, almost all of the key decisions and protocols used to this day were formed. It’s also here that we discover the free-wheeling idea of the internet isn’t quite what it seems, that it was always a lot closer to government and the establishment than its image might suggest.

The next chapter turns to the cable guys: the people who own and operate the cables that make up the physical internet itself – we might think of the cable companies as just the annoying people who send us a bill each month and try to upsell us, but they play a much bigger role as a power broker behind the scenes, and often clash with the far more visible online companies we hear about each day.

This section closes with the custodians who actually run the core mechanics of the internet. When you type in a web address, do you know who’s in charge of deciding which computer – out of the billions on the network – you’re asking to be connected to? Who’s in charge of that address book, and how does it work? And who decides which one of the many different routes of cables will take you there – who runs the internet’s satnav? The answer is a surprisingly fascinating one – but given how critical the internet is as a part of the world’s infrastructure, a disturbing one too.

But the physical infrastructure is only half the story. Beyond the cables, the companies and the governments there is one more power in the online world – the money men. The driving force behind almost every household name in the tech world is venture capital, a business model based on dropping millions of dollars into companies in the hope that they will grow exponentially fast, and then sell for hundreds of millions, if not billions. But anyone putting in millions expects to get it back tenfold – and that drives many of the decisions we see tech CEOs make, day in and day out.

The way those CEOs tend to build the businesses their funders want is via the ad men, the people responsible for targeting and tracking you in thousands of ways on the internet every day. The man who invented programmatic advertising – the ads supposedly aimed precisely at you on almost every website you visit – reveals the method by which his industry scatters your personal data across the internet, further than you would ever imagine, in what even he admits is a disaster.

In part three comes the melee. The internet is a constant battlefield. This can range from its role as the front line of the culture wars, to confrontations between superpowers, through cyber attacks and information warfare. It spans the battles between global tech giants and the countries and agencies which would check their power, as well as the resistance to the very idea of a corporate internet.

As light travels down the fibre-optic cables which cross the Atlantic and the world’s other oceans, intelligence agencies split it, siphoning it off and examining its data. The cyber warriors of the planet have a duty to protect us online, but also to spy on adversaries, a dual role and a tension which has left us all vulnerable. Through the Snowden leaks and a trip to the front lines of the cyberwar – thousands of state versus state daily hacks impacting on all of us – the hidden conflicts of the internet will be seen in plain sight.

And finally, we come to the rulemakers, the regulators who are supposed to be actually governing this mess, and the resistance: activist groups trying to hold the internet’s power in check – a shift from glitzy multimillion-dollar offices to leaseholds next to garages and one-man operations, a sign of the inequality of the fight they face, yet still score frequent triumphs.

Although this book might be a bid to reveal the systems behind the internet, it’s fundamentally a human story, told through the people who have made the decisions and the people who have been affected by them.

A MOMENT, THOUGH: if the internet is less a concept than a collection of infrastructure, cables, rules and regulators, is it really anything more than a tool? If it’s a tool, it’s tempting to believe that its potential for good or ill lies solely with who’s wielding it. A hammer can be used to build a house or break into one, and can be blamed for neither. The internet, surely, must be similarly intrinsically neutral.

We have to remember that new tools – even ones on a far smaller scale than the internet – can reshape the world, with seismic consequences felt across decades, if not centuries.

If we want to think of how a tool can reinvent the world, we need look no further than the invention of the railways and the steam trains to run upon them. In the nineteenth century, railways were a communications technology – at the very least, they connected the world in a way that was faster and more reliable than before. They boosted the potential for efficiency, and they became integral to the business models of numerous other industries. And because not everyone could easily start a railway – all that track, not to mention the labour to lay it, doesn’t come cheap – the industry quickly became dominated by a few giant players and their financiers.

These things can similarly be said for the architecture of the internet: just as railways could be used to create new monopolies in other industries – by charging different rates to different companies, or playing favourites – so too can the internet.

The internet, left unchecked, is a monopoly-making machine, an engine designed to concentrate power, attention and more in the hands of those who already have it.1

This was the potential of the railways, too – and the reason we don’t live in the second century of a gilded era of monopolies in every industry is not thanks to the benevolence or wisdom of the people who built and owned the railways. It’s because we took deliberate political and legal actions to stop them, in a series of vicious political and social battles that took decades.

That required building whole new branches of law, it required huge political will and it required some dramatic showdowns. It took nerve. But when an invention truly changes the world, that’s what needs to happen next.

More than a century ago, a handful of wealthy and well-connected men seized on the inventions of others – some themselves would-be entrepreneurs, some well-intentioned naïfs – and used them, with their wealth, to build the industrial era and leverage its huge financial returns for themselves. 

The consequences of what those men did – in what is sometimes referred to since as the ‘Gilded Age’ – were calamitous, fostering resentment among millions of struggling masses against an increasingly rich elite, sowing the seeds for populism in the twentieth century, and through industrial technological change and political pressure, fuelling in different ways both of the twentieth century’s world wars.

The parallels could hardly be clearer: we are once again seeing a technological revolution, benefiting a new elite and their old-money financial backers, until recently with the enthusiastic support of most lawmakers and regulators. And by telling us all that the whole thing is too boring and complicated for us to understand – it’s code, it’s algorithms, it’s machine learning, it’s AI, they say – they’ve stymied our questions.

The early consequences are the same, too. Across the developed world, the share of wealth held by the very richest is increasing to the highest it’s been in decades.2,3 Globally, a populist backlash is rising, with far-right and anti-establishment parties and movements doing better than they have for decades. 

These are the stakes in play: working out how to shape and control the internet means working out how to shape and, to an extent, control the world.

We need to figure out how to harness it as something which works for all of us, in the way that we managed to at least partially harness the potential of the industrial era to work for humanity as a whole: enriching us, giving us more to eat, easier housework, travel and more, and averting the disastrous backlashes to gross inequality we have seen in the past.

The first step of this is seeing the system as it really is. This book is an effort to do exactly that, to tell the story of how the internet came about and how it works. 
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