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  Preface






Welcome to Neko Unleashed: Build Your Own Self-Hosted Virtual Browser for Watch Parties, Private Browsing & Collaboration.




In a world where online privacy feels increasingly fragile, remote collaboration tools often come with hidden costs, data collection, or frustrating limitations, and shared streaming experiences still rely on clunky workarounds, Neko stands out as a breath of fresh air.




Neko (n.eko) is an open-source, self-hosted virtual browser that runs inside a Docker container and streams a full desktop or browser session with ultra-low-latency video, native audio, mouse/keyboard control, and multi-user collaboration directly to your web browser using WebRTC technology. Born from the ashes of the beloved Rabb.it service (which shut down in 2019), Neko was created so friends could watch anime together without laggy Discord streams or poor internet handling. What started as a personal project by m1k1o has grown into a mature, actively maintained tool with over 18.8k GitHub stars, pre-built images for Firefox, Chromium, Tor Browser, XFCE/KDE desktops, and more.




Whether you’re in Singapore watching a family movie night with relatives across time zones, conducting secure remote tech support, running throwaway sessions for suspicious links, or collaborating on design reviews Neko puts you in full control. No subscriptions, no vendor lock-in, no telemetry just your server, Docker, and the freedom to customize.




This book is deliberately practical and beginner-to-intermediate friendly. It assumes only basic familiarity with Docker (a quick docker compose up mindset) and avoids deep dives into WebRTC internals or kernel-level details. 

By the final page, you should have a reliable, private Neko instance running on your hardware or VPS ready for friends, family, or solo use.




Grab a coffee, open your terminal, and let’s build something powerful together.




~Mohan Krishnamurthy







  Disclaimer



This book is intended solely for educational and learning purposes. It provides practical guidance on setting up and using the open-source project Neko for self-hosted virtual browsing, collaboration, and streaming.

The author and publisher do not endorse, encourage, or support any form of copyright infringement, digital piracy, unauthorized streaming of copyrighted content, or violation of any applicable laws, terms of service, or platform policies (including but not limited to Netflix, YouTube, Disney+, Prime Video, or any other content provider).

All examples involving streaming services, media playback, or watch parties are presented strictly in the context of lawful, personal, and fair-use scenarios. Readers are solely responsible for ensuring their use of Neko complies with all relevant copyright laws, licensing agreements, and regional regulations in their jurisdiction.

Neko is presented here as a technological evolution in self-hosted tools — enabling privacy-focused browsing, collaborative learning, remote support, and legitimate multi-user experiences. Any other use is at the reader’s own discretion and risk.

The information in this book is provided “as is” without warranty of any kind. While every effort has been made to ensure technical accuracy at the time of writing, the author assumes no liability for any errors, omissions, or damages resulting from the use of the information contained herein.

By reading and using this book, you agree that you will use the knowledge responsibly and legally.
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What is Neko?

Imagine a browser that isn’t running on your laptop, phone, or tablet. Instead, it lives on a server you control  fully isolated, private, and shareable with friends or colleagues in real time. That’s Neko in a nutshell.




Neko is an open-source, self-hosted virtual browser (and more) that runs inside a Docker container. It streams a complete desktop environment  usually a web browser like Firefox or Chrome, but it can be any Linux app  directly to your web browser using WebRTC technology. You get smooth video, audio, mouse/keyboard control, and even microphone passthrough, all with surprisingly low latency (often under 300 ms).




The project started as a personal fix. When popular remote hangout service Rabb.it shut down in 2019, one developer wanted a simple way to watch anime with friends without relying on poor streaming quality or Discord crashes. He drew inspiration from early clones, improved on them, and built Neko. Today, maintained by m1k1o and the community, it has grown into a mature tool with over 18.8k stars on GitHub, regular updates (latest activity just yesterday), and an Apache-2.0 license  completely free and open.




Why People Will Love Neko


	Privacy first: The browser runs in a sandboxed container. Nothing (cookies, history, logins) leaks to your local device. When you close the tab, the session vanishes unless you choose persistence. Perfect for checking suspicious links, geo-restricted content, or throwaway browsing.

	Collaboration built-in: Multiple people can join the same session. Everyone sees the same screen, one person controls at a time (with easy hand-off), and there’s a simple chat + emote overlay. Great for group Netflix sessions, YouTube watch parties, Twitch co-viewing, or remote tech support.

	Beyond browsers: Run full desktops (XFCE, KDE), media players (VLC), or even automation tools (Playwright/Puppeteer inside the container). It’s not locked to web surfing.

	Self-hosted control: You decide where it runs  home server, VPS, Raspberry Pi, cloud instance. No third-party accounts, no usage limits, no surprise bills.

	WebRTC magic: Unlike older remote-desktop tools (noVNC, Guacamole) that send choppy image updates, Neko uses modern WebRTC for buttery-smooth video and native audio  the same tech that powers video calls.




Quick Comparison Table
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Quick Comparison Table

Neko shines when you want open-source freedom, strong privacy, and real collaboration without monthly fees or vendor lock-in.




By the end of this book, you’ll have your own Neko instance running  whether for private browsing, family movie nights, or team demos. Let’s start simple and build up.
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How Neko Actually Works 

Neko looks magical when you first use it  a full browser appears in your tab with perfect video, sound, and control. But under the hood, it’s a clever combination of proven technologies wrapped in Docker for easy deployment.

[image: Image]

Neko Functions

At its core, Neko has three main pieces working together:

1. The Runtime (inside Docker)

This is the “brain”  a Linux container running whatever you want to stream. Most people start with a web browser (Firefox, Chrome, etc.), but it can be a full desktop like XFCE or KDE, or apps like VLC.

Inside the container:


	A lightweight display server (Xvfb for headless, or real X11/Wayland for some images) renders the screen.

	The app (browser/desktop) runs normally.

	Neko’s small client agent captures the screen as video frames, grabs audio output, and listens for keyboard/mouse events.Everything stays isolated  no trace escapes to your host machine or local device.




2. The Backend Server (Go)

Written in Go for speed and low resource use, this is the signaling hub.

When you open https://your-domain:8080 (or whatever port you set):


	Your browser connects via WebSocket to the Go server.

	The server handles authentication (simple password or room codes).

	It coordinates WebRTC peer connections between viewers and the runtime container.

	It relays chat messages, emotes, and control hand-offs.Importantly: the actual video/audio never passes through this server  only metadata and signaling do. This keeps latency low and bandwidth efficient.




3. WebRTC (the streaming magic)

WebRTC is the same tech behind Zoom, Google Meet, and WhatsApp calls. Neko uses it to create a direct (or relayed via TURN if needed) peer-to-peer connection:


	Video: Screen capture encoded as VP8/VP9 or H.264 ? streamed at your chosen resolution/framerate (default often 1280?720 @ 30fps).

	Audio: System audio from the container captured and sent as Opus (high-quality, low-latency codec).

	Input: Mouse movements, clicks, keyboard presses sent back from your browser to the container in real time.

	Microphone: Optional passthrough  your mic audio goes straight into the container (great for voice chats in shared sessions).Multi-user support works because everyone connects to the same runtime via WebRTC. Only one person controls at a time, but viewers see everything instantly.




Simplified Data Flow

Your browser → WebSocket (signaling) → Go backend ↓ (after handshake) Direct WebRTC connection ↔ Docker runtime container (Video out + Audio out + Input in)




The backend stays lightweight  it doesn’t proxy media. If you’re behind NAT/firewall, WebRTC uses STUN/TURN servers (you can add your own for reliability).




This architecture gives Neko its superpowers:


	Very low latency (often 100300 ms round-trip)

	Native audio (no tinny resampling)

	True multi-user without heavy server load

	Easy sandboxing via Docker




No browser plugins, no local installs, no persistent data unless you explicitly configure volumes.




In the next chapter, we’ll zoom in on the components and paths in more detail  still keeping it practical, with just enough depth to understand why certain configs matter.
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Core Components & Data Flow

Now that we understand the high-level picture, let’s break Neko down into its exact moving parts and trace how data actually moves  from your mouse click to pixels on someone else’s screen. We’ll keep this practical: focus on what matters for setup, troubleshooting, and customization.
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Core Data Flow

The Three Core Components

1. Client (Your Browser)

This is just a modern web browser (Chrome, Firefox, Edge, etc.)  no extensions or apps needed.


	Loads a Vue.js-based frontend from the backend server.

	Displays the video stream, shows the chat/emoji overlay, and captures your inputs (mouse, keyboard, optional mic).

	Handles the WebRTC connection setup and media playback.Everything happens over HTTPS + WebRTC (secure by default if you use TLS).




2. Server (Go Backend)

The lightweight Go application that acts as the coordinator.


	Listens on your chosen port (default 8080).

	Serves the web client files.

	Manages authentication (room password or admin password).

	Runs the signaling server for WebRTC: exchanges connection offers/answers and ICE candidates so peers can find each other.

	Broadcasts control state (who has the mouse/keyboard), chat messages, and emotes.

	Spawns/manages the runtime container (via Docker API or docker-compose orchestration).Crucial point: media never flows through the server. It only handles small signaling messages (~few KB per connection) and control events.




3. Runtime (Docker Container)

The isolated environment where the real work happens.


	Runs a base OS (usually Debian/Ubuntu slim).

	Has a display server: Xvfb (headless virtual framebuffer) for browser-only images, or full X11/Wayland for desktop images.

	Executes the target app (e.g., firefox-esr, chromium, xfce4-session).

	Neko’s agent (small Go binary or script) inside the container:

	Captures the screen as a video stream.

	Grabs system audio (via PulseAudio or PipeWire pipe).

	Receives input events and injects them (using uinput or similar).

	Forwards microphone audio from WebRTC to the container’s audio input.The container is ephemeral by default  restart wipes everything clean (great for privacy).




Detailed Data Flow (Step by Step)

1. You open https://your-domain:8080

->Browser fetches client files + joins room (via WebSocket to server).




2. Authentication happens

→ Server checks password → grants access.




3. WebRTC negotiation (via signaling WebSocket):


	Runtime container offers a WebRTC peer connection.

	Your browser answers and exchanges ICE candidates (STUN helps punch through NAT).

	If direct P2P fails, falls back to TURN relay (add your own for best results).




4. Once connected:


	Video path: Runtime screen → encoded (VP8/VP9/H.264) → WebRTC → your browser decodes and displays.

	Audio path (out): Container system audio → Opus encoding → WebRTC → speakers in all viewers.

	Input path: Your mouse/keyboard events → WebSocket (control channel) → server → runtime agent injects them.

	Microphone path (optional): Your mic → WebRTC audio track → runtime audio input (e.g., for Discord in container).

	Chat/emotes: Text/events → WebSocket → server broadcasts to all connected clients.




5. Multi-user twist:


	All viewers get the same video/audio stream (one source).

	Only one active controller at a time (server enforces).

	Viewers can request control; admin can lock or kick.




This separation keeps things efficient: server CPU stays low even with 20 viewers; bandwidth scales with video resolution/framerate, not user count.




Key Takeaway for You

Understanding these paths helps when things go wrong (e.g., no audio? Check container PulseAudio config; connection fails? Look at firewall/ports for UDP WebRTC traffic).




In Chapter 4, we’ll get hands-on: prerequisites and your first 5-minute test run.
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Prerequisites

Before we dive into full setups, lets get something running fast. The goal of this chapter is simple: in under 10 minutes, you should see a Firefox browser streaming in your own browser tab. No fancy configs yet  just proof that Neko works on your machine.




What You Need (Minimum Requirements)




A machine to run Docker

Options:


	Home server / old PC / laptop (Linux preferred, but Windows/Mac work via Docker Desktop)

	VPS/cloud instance (2 vCPU, 4 GB RAM minimum; 4 vCPU + 8 GB ideal for smooth multi-user)

	Even a Raspberry Pi 4/5 (arm64 images available, but expect lower resolution/framerate)




Docker & Docker Compose

Installed and running.Quick checks: 

docker --version
docker compose version # note: "compose" not "docker-compose" on newer installs


Ports & Network


	Expose TCP 8080 (or your chosen port)

	For best WebRTC experience: open UDP ports 4915265535 (range used for media)

	If behind NAT/router: forward 8080 TCP + the UDP range, or use a reverse proxy later.

	Local testing? Just use http://localhost:8080 (no HTTPS needed for first test).




A modern browser on your viewing device (Chrome/Edge/Firefox recommended  Safari sometimes has WebRTC quirks).




Thats it. No GPU required (though nice-to-have for 1080p+), no domain name yet, no SSL certs for this quick test.

Your First 5-Minute Test Run

Well use the official pre-built Firefox image  its reliable and includes most common codecs.




1. Create a new empty folder for the project 

mkdir neko-test && cd neko-test





2. Create a minimal docker-compose.yaml file

Copy-paste this exact content:

version: "3.8"
services:
neko:
image: ghcr.io/m1k1o/neko/firefox:latest
restart: unless-stopped
ports:
- "8080:8080"
environment:
- NEKO_PASSWORD=neko123 # change this!
- NEKO_EPR=49152-65535 # WebRTC UDP range
- NEKO_NAT1TO1=127.0.0.1 # for local testing; remove or adjust later
shm_size: 2gb # helps with browser memory


3. Start it 

docker compose up -d


4. Open your browser and go to

http://localhost:8080 (or http://your-server-ip:8080 if remote)




5. Enter the password: neko123 (or whatever you set)




You should see a Firefox window appear almost instantly. Try opening YouTube, moving the mouse, typing  it should feel responsive.




Success? You now have a working Neko instance!




Quick Troubleshooting Tips (If It Doesnt Work)


	Connection refused ? Check Docker is running, port 8080 isnt blocked by firewall (ufw allow 8080, firewall-cmd —add-port=8080/tcp).

	Black screen / no video ? Wait 1020 seconds (first connection can take a moment), refresh, or check container logs: 




docker compose logs -fLook for WebRTC or ICE errors.



	“Password incorrect” ? Double-check case sensitivity in env var.

	Slow / choppy ? Try lowering resolution later via env vars (NEKO_WIDTH, NEKO_HEIGHT, NEKO_FRAMERATE).




What You’ve Achieved

You’ve confirmed:


	Docker + Neko image works on your hardware

	WebRTC streaming reaches your browser

	Basic authentication is active




This is the foundation. Everything else (multi-user, desktop mode, HTTPS, Tor, etc.) builds on this single container.




In Chapter 5, well turn this quick test into a proper single-user browser setup  with HTTPS, better defaults, and persistent tweaks.
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Basic Setup

You’ve already seen Neko running in the quick test. Now lets turn that prototype into a clean, secure, production-ready single-user browser. Well add HTTPS (via a reverse proxy), better defaults, persistent storage if needed, and sensible security tweaks  all while keeping things simple.

Goals for This Setup


	Access Neko securely over HTTPS

	Use a custom domain (or dynamic DNS)

	Prevent casual visitors from guessing your room

	Run reliably in the background

	Easy to update or restart
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Quick Setup

Step 1: Choose & Prepare Your Domain / Access Method


	Local testing only ? Stick with http://localhost:8080 or your internal IP.

	Remote access ? You need:

	A domain name (e.g., neko.yourname.com) pointing to your servers public IP, or

	Dynamic DNS (DuckDNS, No-IP) if your home IP changes.

	Port forwarding on your router: TCP 443 ? your servers internal port (well use 8443 internally).




Step 2: Use a Reverse Proxy for HTTPS

The easiest and most popular choice is Caddy (automatic HTTPS, tiny config). Alternatives: Nginx, Traefik, or Cloudflare Tunnel.




Create a new docker-compose.yaml (replace the test one):

version: "3.8"
services:
neko:
image: ghcr.io/m1k1o/neko/firefox:latest
container_name: neko-firefox
restart: unless-stopped
expose:
- "8080"
environment:
- NEKO_SCREEN=1920x1080@60 # adjust to your preference
- NEKO_PASSWORD=ChangeMe123! # strong password
- NEKO_ADMIN_PASSWORD=SuperSecret456!
- NEKO_EPR=49152-65535 # WebRTC UDP ports
- NEKO_NAT1TO1=your.public.ip # replace with real public IP or remove if using TURN
- NEKO_MTU=1400 # helps with some networks
shm_size: 2gb
volumes:
- ./downloads:/home/neko/Downloads # optional: persist downloads

caddy:
image: caddy:2-alpine
container_name: caddy
restart: unless-stopped
ports:
- "80:80"
- "443:443"
- "443:443/udp" # for HTTP/3 if desired
volumes:
- ./Caddyfile:/etc/caddy/Caddyfile
- caddy_data:/data
- caddy_config:/config
depends_on:
- neko

volumes:
caddy_data:
caddy_config:





Create a file named Caddyfile in the same folder:

neko.yourdomain.com { # ? change to your real domain
reverse_proxy neko:8080
}





Step 3: Start Everything

docker compose up -d





Caddy will:


	Automatically get a Lets Encrypt certificate (first time may take 12 minutes)

	Redirect HTTP ? HTTPS

	Proxy traffic to Neko







Step 4: Access & Verify

Go to:

https://neko.yourdomain.com




Enter your NEKO_PASSWORD. You should see Firefox load smoothly over a secure connection.

Optional but Recommended Tweaks


	Lock it down further: Add NEKO_LOCKED=true ? only admin (with NEKO_ADMIN_PASSWORD) can control. Viewers watch only.

	Custom username: NEKO_USERNAME=mohan ? shows mohan is controlling in multi-user later.

	Lower resource use on weaker hardware: NEKO_SCREEN=1280x720@30 + NEKO_FRAMERATE=30

	Persistent profile (if you want bookmarks/history): Add volume: - ./firefox-profile:/home/neko/.mozilla




Quick Checks


	Logs: docker compose logs -f neko or caddy

	Certificate: Visit site ? padlock icon should show valid cert

	Performance: Open YouTube ? video should play with good sync and audio




You now have a secure, single-user virtual browser accessible from anywhere. No local browser fingerprints, no tracking cookies surviving reboots, full control over the environment.




In Chapter 6, well enable multi-user mode so friends or colleagues can join the same session  perfect for watch parties or collaborative browsing.
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