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INTRODUCTION



I, for one, welcome our new computer overlords.

—Ken Jennings, after losing to IBM’s Watson on Jeopardy! in 2011
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We are in the middle of a change that is going to impact everyone. The artificial intelligence (AI) revolution is one of the pivot points in the trajectory of human knowledge, and congratulations, you have a front-row seat.

Throughout history, a handful of developments have fundamentally reshaped how we live. We started by banging rocks together and from there came fire, agriculture, and metallurgy. Each one changed everything that followed.

Fast forward thousands of years, and the Industrial Revolution super-charged productivity. Then something changed: Progress moved from the physical domain to information—it was all about data and communication. Printing presses, electricity, and the internet democratized knowledge and created the preconditions for the next leap forward. The time between pivot points has been decreasing exponentially, from thousands of years to centuries, decades, and now years. Most people won’t be ready when AI arrives, but it’s coming anyway.


AI is the first invention that uses us back. It responds, adapts, learns, and increasingly makes choices. Never has there been such an opportunity for people to learn, innovate, and contribute actively to the frontiers of human discovery. The wildest part of that frontier is the edge, where hardware meets the physical world, and embedded intelligence interacts directly with reality. This is where things get hard: smart devices that respond in real time, running on tight memory budgets with no cloud to fall back on. In this book, you will explore the principles required to operate at the edge, designing robust embedded systems, optimized to manage limited resources. Buckle up!



Our Approach


The book takes a project-based approach to embedded AI, using hands-on, real-world examples to teach key concepts. Each chapter is anchored around practical projects that demonstrate the theory—such as detecting orientation with a gyroscope, predicting battery health, or building a voice assistant. Designing and deploying complete systems will give you technical knowledge while also developing your intuition and confidence. Both are essential for applying AI in embedded contexts. These projects are designed to develop a deep, layered understanding of the material—something a purely theoretical treatment can’t replicate. Because projects deliver measurable outcomes, they demand rigor. You can’t hand-wave a wiring diagram, ignore timing constraints, or skip model deployment steps; the hardware won’t let you. This necessity forces clarity of thought and careful execution, making project-based learning a powerful way to internalize complex material and expose gaps in understanding that theory alone might miss.

Embedded AI is inherently multidisciplinary. A single project might span signal processing, machine learning, hardware design, and firmware. In the embedded world, hardware and software are tightly coupled, so this book treats them that way.

By the end of this book, you will be able to:


	Understand the foundations of embedded AI Grasp the core principles of embedded systems, artificial intelligence, and how they intersect at the edge, including key industry trends, applications, and challenges.

	Understand intelligence under constraint Examine how biological and artificial intelligence evolved in response to environmental and resource limits, and apply these principles to the design of practical embedded AI systems.

	Set up your development environment Identify the hardware and software tools required for embedded AI development and configure your environment for project-based learning.

	Build and analyze embedded systems Learn the fundamentals of embedded systems—from real-time software architectures to peripheral control—through a signal generator mini project.

	Apply classical and deep machine learning techniques Implement supervised, unsupervised, and reinforcement learning algorithms, then transition into deep learning with ANNs, CNNs, RNNs, and GANs using real-world projects like proximity detection, person detection, and music generation.

	Perform exploratory data analysis Clean, visualize, and engineer features from sensor data to improve model accuracy and reliability, using battery state of charge as a case study.

	Leverage smart sensors and adaptive sensing Understand the capabilities and limitations of modern sensors and apply techniques like finite-state machines and compressed sensing for efficient data acquisition.

	Preprocess IMU data and perform sensor fusion Translate raw accelerometer, gyroscope, and magnetometer data into meaningful orientation using preprocessing, complementary filters, and sensor fusion.

	Develop practical embedded AI projects Build and deploy real-world applications such as audio noise suppression, MIDI music synthesis, hot word detection, and battery monitoring using AI and embedded platforms like the Arduino, Raspberry Pi, and the Nicla series.

	Understand hardware–software trade-offs in embedded AI Learn to balance model complexity, accuracy, and deployability, making informed design decisions that respect microcontroller constraints.

	Envision the future of embedded AI Understand how embedded intelligence is evolving and explore biologically inspired approaches to next-generation machine learning systems.



All hardware designs, schematics, and software developed for this book are fully open source and released under the MIT License, so you can modify and build upon them freely. When we say code is available in the repo, we are referring to the GitHub repository for this book, located at https://github.com/Reefwing-Software/Embedded-AI.




Industry Trends


Five years ago, everyone was talking about blockchain and quantum computing. It is sometimes hard to know whether technology is a fad, marketing hype, not ready for commercial application, or a true disrupter. The internet in the early 2000s is an example of combining disruption with a big serving of hype. The unprecedented level of investment and integration signals that AI is a genuine pivot point.

The embedded artificial intelligence market is experiencing remarkable growth. It is estimated that the market will grow to approximately $143 billion by 2034, reflecting a CAGR of 21.04 percent. Predicting the future is notoriously unreliable, but you can be confident that the growth trend is positive and increasing.


Telecommunications providers promote 5G and 6G networks as enablers of edge-to-cloud architectures, offering trade-offs between bandwidth, ultra-reliable low-latency communication, device density, and cost. While these capabilities make it feasible to offload AI workloads to centralized or distributed cloud platforms, real-world systems must account for latency, determinism, resilience, and connectivity constraints. Applications with tight control loops, safety requirements, or intermittent network access often require inference to run locally, making embedded AI essential for predictable, real-time response. In practice, most systems adopt a hybrid model: Time-critical decisions are executed on-device, while large-scale analytics, retraining, and fleet management occur in the cloud. The key engineering decision is therefore not whether to use cloud or edge, but how to partition intelligence between them based on response time, reliability, energy, and system constraints.

The increasing penetration of connected IoT devices is propelling embedded AI market growth. These technologies rely heavily on embedded AI to process large amounts of data in real time, facilitating advancements in sectors such as autonomous vehicles, smart home systems, industrial automation, and healthcare. Modern technology gathers immense volumes of sensor data, with projections estimating that IoT devices will generate approximately 73 zettabytes (73 trillion gigabytes) this year. As data collection expands, so does the infrastructure needed for storage, transmission, and computation.

Advancements in specialized edge AI hardware, such as ultra-low-power processors and scalable neural processing units, are overcoming challenges related to limited processing power and scalability in constrained environments. This is enabling more sophisticated applications, including the execution of generative AI models directly at the edge. As the industry evolves, trends such as federated learning, quantum neural networks, and neuromorphic computing are emerging, paving the way for even more sophisticated, decentralized intelligence at the edge.

This stuff is important, and the trends are obvious. Remember when Laszlo Hanyecz paid 10,000 BTC for two pizzas—worth about $41 at the time? That day is now celebrated as Bitcoin Pizza Day. Those same 10,000 bitcoins would now be worth $873.8 million (USD). This is not an endorsement of cryptocurrency as an investment vehicle; it’s a point about the opportunity that emerges when exponential growth occurs. ChatGPT was launched on November 30, 2022, and hit one million users in five days—setting a record and drawing massive attention to generative AI’s potential. We are at the start of something amazing.





What Does This Book Cover?


This book is structured into three parts.

Part I: Foundations of Embedded AI


	Chapter 1: The Path to Embedded AI Introduces the core concepts of intelligence and the development of artificial intelligence, with a focus on how resource limits, environment, and task specificity shape real-world systems. The chapter establishes why embedded AI is fundamentally about engineering intelligence under constraint, setting the foundation for the projects that follow.

	Chapter 2: The Basics of Embedded Systems Covers what embedded systems are, why they are hard to build, and the principles needed to design them successfully.

	Chapter 3: Applied Machine Learning in Embedded Projects Provides a foundation in machine learning (ML) concepts and techniques, including two projects for estimating battery state of charge.

	Chapter 4: Deep Learning Introduces deep learning methods such as CNNs, RNNs, and GANs, with practical projects ranging from person detection to AI-generated music.

	Chapter 5: Exploratory Data Analysis Demonstrates how data quality determines AI effectiveness, with tools for cleaning, visualizing, and engineering better training data.



Part II: Working with Sensors and Data


	Chapter 6: Smart Sensors Introduces sensor intelligence, limitations, and adaptive sensing, with hands-on examples like compressed sensing and orientation detection.

	Chapter 7: IMU Data Preprocessing Explains how to convert raw IMU data into usable orientation angles, with projects that calculate roll, pitch, yaw, and dead reckoning.

	Chapter 8: Sensor Fusion Shows how combining multiple noisy sensor readings can produce accurate orientation estimates, including implementations of complementary, quaternion, and Kalman filters.



Part III: Building Complete Systems


	Chapter 9: Sensor Machine Learning Demonstrates how to apply ML to fused sensor data to recognize patterns and behaviors in real-time embedded systems.

	Chapter 10: Real-Time Audio Noise Suppression Uses a recurrent neural network to filter microphone input and improve speech clarity on-device, visualized with a live spectrogram.

	Chapter 11: Build an AI MIDI Synthesizer Combines touch-sensitive input, procedural music techniques, and AI-generated melodies to build a MIDI synth on embedded hardware.

	Chapter 12: Build a Hot Word Detection Engine Walks through the creation of a custom voice activation system for low-power devices using the Nicla Voice board and Edge Impulse.

	Chapter 13: Build Arduino Battery Monitor and Logging Shields Builds a complete battery management system, from voltage/current sensing to programmable load and data logging, ready for ML model training.

	Epilogue: Where Do We Go Next? Summarizes key insights from the book and looks at the future of embedded AI, including a glimpse into the primal layers approach for embodied intelligence at the edge.

	Resources Contains all the essential resources, open source datasets, reference datasheets, and key external links used in the book.






Who Is This Book For?


This book is for engineers, makers, students, and technical enthusiasts who want to bring machine learning and artificial intelligence to the edge. If you’re building smart sensors, intelligent robotics, drones, or microcontroller-powered AI projects, you’re in the right place.

We aim to strike a balance between simplistic beginner guides and highly technical academic theses. The content emphasizes understanding underlying concepts and principles—not just providing instructions, but explaining the reasoning behind design decisions and technical concepts. It is for those who prefer practical, hands-on learning through real-world applications.

The book covers a wide range of topics, including statistics, cognitive theory, electronics, programming, and control systems. This interdisciplinary approach is ideal for STEM learners. It’s also for the Arduino/Raspberry Pi community—particularly if you have moved beyond beginner-level projects and are looking for more challenging and comprehensive guides. You may have experience with simple projects and want to explore more complex applications utilizing machine learning techniques.

Some understanding of electronics and programming is assumed, but no prior experience with machine learning is required. You don’t need to be an expert embedded engineer, but you will need to be able to compile and deploy firmware to a microprocessor. Familiarity with electronic schematics will come in handy.

This is not a general primer on artificial intelligence. There are many excellent texts that explore AI theory. Our focus is narrower and more practical: how to design, build, and deploy intelligent functionality on resource-constrained embedded hardware. Where AI concepts are introduced, they are presented to the extent required to implement working systems. The objective is not to survey the field of AI but to equip you to make embedded devices that behave intelligently.





Hardware Requirements


This section outlines the core development boards and sensors used across the projects in this book, highlighting why each was selected and what it contributes to the learning experience. We’ve prioritized accessible, well-supported platforms that are widely available, but we also include more specialized boards where necessary to demonstrate real-world capabilities like computer vision, sound generation, or sensor fusion. Think of this as your starter kit for building intelligent devices at the edge.

In addition to the embedded hardware, you’ll need a laptop or desktop computer capable of running Python scripts and training machine learning models. Any modern system, whether running Windows, macOS, or Linux, should be sufficient, as long as it supports Python 3.x and can handle basic ML training workloads.

While this book focuses on embedded AI, the reality is that much of the model training, especially for deep learning, is performed on laptops, on desktops, or in the cloud. These environments offer the processing power and memory required to handle large datasets and complex computations that would be impractical on microcontrollers. Once trained, models are then quantized, compressed, and optimized for deployment on embedded hardware. This separation of concerns (train on the desktop, deploy at the edge) is a pragmatic and widely adopted workflow.

Each project has a parts list so you can get exactly what you need when you need it. You do not have to buy everything in advance, and you do not need most of the boards to get started.

A good portion of the book needs no hardware at all. Around a quarter of the chapters can be followed entirely on a laptop, using tools like TensorFlow and scikit-learn. Beyond that, two-thirds of the chapters can be completed with just two boards: the Arduino UNO and the Raspberry Pi Pico. Together, these cost around $35, and the Pico on its own is under $5. Add the Nano 33 BLE Sense, and you can build close to three-quarters of the projects in the book for a combined cost of around $70.

These three boards (the UNO, the Pico, and the Nano 33 BLE Sense) are reused across many projects, so they are the ones worth investing in up front. The remaining boards are each used in a single chapter, so you can buy them only if you decide to build those particular projects.

If you want to plan ahead, the full set of boards and platforms used across all projects is:


	Arduino UNO (R3 or R4)

	Arduino Nano 33 BLE Sense (R1 or R2)

	Arduino Nicla Vision

	Arduino Nicla Voice

	Raspberry Pi Pico (RP2040)

	Raspberry Pi Pico 2 (RP2350)

	STM32F401VE motherboard (MKI109V3) with ST ISM330BX 6-axis IMU (MKI245KA)



Browse the list, decide which projects you want to build first, and assemble the gear as you go. Some projects use Reefwing custom PCBs that need to be fabricated and assembled before use. The Gerber files are included in the book’s project repository, and you can upload them directly to your preferred PCB manufacturer. Allow one to two weeks for fabrication and shipping, depending on your location and supplier.




Software Requirements


A diverse set of software tools is needed to complete the projects in this book. These tools span the full stack of embedded AI development—from compiling C++ firmware in the Arduino IDE, to training neural networks in Python using VS Code, to deploying models with TensorFlow Lite for Microcontrollers, and capturing sensor data using terminal utilities. We’ve aimed to select open source, widely available tools, and where possible, platform-agnostic options compatible with Windows, macOS, and Linux. While we recommend tools like Visual Studio Code, Terminal, and specific Python libraries, feel free to substitute your preferred equivalents. Download links for the referenced software are available in the resources. The following list summarizes the primary software requirements:

Languages and Runtimes


	Python

	C/C++



IDEs and Editors


	Arduino IDE

	VS Code (with Pico SDK extension for Chapters 10 and 11)

	OpenMV IDE

	MEMS-Studio



Toolchains and Build Tools


	AVR-GCC and AVRDUDE

	Make

	Arduino CLI

	Pico SDK



Frameworks


	TensorFlow Lite for Microcontrollers

	Edge Impulse

	RNNoise

	CMSIS-DSP



Utilities


	CoolTerm

	Audacity

	FluidSynth

	TensorBoard

	Netron

	xxd

	Syntiant Uploader



Windows Arm-based systems, at the time of writing, have issues using driver-dependent or emulated tools, which impacts the use of Arduino IDE (DFU drivers), AVR-GCC, AVRDUDE, FluidSynth, Audacity, MEMS-Studio, CoolTerm, and OpenMV IDE.




Using Python on a Windows Arm PC


If you’re running Windows on an Arm64 machine, note that Python’s native Arm64 builds do not yet support all required libraries. At the time of writing, pandas was not available for Python 3.11, 3.12, or 3.13 on native Windows Arm64, and Python 3.10 has no native Arm64 build at all.

The workaround is to install the standard x86 version of Python, which runs under emulation on Arm64 hardware. While training will be slower than on a native x86 machine, all libraries will install and function correctly.




Tools for Assembly and Debugging


In addition to electronic components and microcontrollers, you’ll need a few basic tools to build and troubleshoot the projects in this book. Nothing fancy—just the kind of gear you’d find in a typical maker’s toolbox. A good set of screwdrivers, long-nosed pliers, wire cutters, and jumper wires will go a long way. If you plan to assemble your own PCBs, a soldering iron and some soldering accessories will also be necessary.

We will use the following debugging tools:


	Multimeter Quickly verifies voltages, currents, continuity, and resistance/capacitance.

	LCR meter Measures inductance, capacitance, and resistance, providing accurate component-level values. Some of these meters can also characterize transistors and diodes.

	Logic analyzer Debugs digital communication interfaces (SPI, I2C, UART). The problem with logic analyzers is that they clean up the signal and make it look like you are getting crisp changes in voltage, even if the actual signals on your hardware are noisy, slow, or distorted. As a result, subtle issues like signal noise, ringing, overshoot, slow rise/fall times, or marginal voltage levels can easily go unnoticed. This is why you need an oscilloscope.

	Oscilloscope Examines signals in real time, debugs communication protocols, and observes transient phenomena. Shows the true analog waveform, revealing problems such as noise, glitches, signal degradation, slow edges, or voltage-level issues.

	Hardware JTAG/SWD and in-circuit debuggers Allows stepping through code, inspecting registers and memory, and setting breakpoints.



None of these tools are essential, but they do make life easier when things go wrong. If you can only afford one, get a multimeter. For the signal generator project, an oscilloscope is very useful for observing waveform shape, frequency, and timing. A multimeter supports basic checks, but an oscilloscope provides the visibility needed to properly validate signal generation.




TLDR!


For those who don’t like reading introductions, here are the takeaway messages. AI is big, growing, and will soon touch every part of our lives. It’s also hard to do right. The word revolutionary is overused, but in this case, it is warranted. AI is an information force multiplier, and jobs will be lost. However, it will create more opportunities than are lost and will be of overall benefit to humanity.

What about programming? There is a school of thought that one of the casualties of AI will be coding skills. Our take on this is that AI will democratize coding and make it available to a much wider pool of people. This means that people with no ability to program will be able to copy and paste their way to a solution. There is even a name for this: vibe coding.

It is no different from what happened in photography, publishing, and music. What used to be the domain of experts is now possible for everyone. There may come a time when NASA uses vibe coding on the next Mars lander software, but that’s a long way off.

Does this mean traditional programming skills will vanish completely? Not exactly. Instead, the focus will shift toward architecture, design, and validation. You still need to understand the code that AI generates; otherwise, you’ll just be faster at creating buggy code. The parallel is how higher-level programming languages replaced machine language. C did not eliminate the need to understand memory. It changed where that understanding mattered.


So how do you position yourself to take advantage of what is coming? This book covers what you need, from foundational concepts to deployment techniques, providing practical guidance for engineers, makers, researchers, and entrepreneurs. By focusing specifically on the edge, we’ve chosen the point closest to where data is generated—the place where things get real.

This is also where the most work needs to be done. The approach throughout is pragmatic and engineering-focused: practical tools, real hardware, and projects you can construct. This book will help you build embedded AI systems that work.




Getting Help


If you spot an error, have a question, or want to share an alternate method, we welcome your input. Collaboration and continuous improvement are central to the open source spirit of this book. The best place to report issues, suggest enhancements, or ask questions is through the book’s GitHub repository: https://github.com/Reefwing-Software/Embedded-AI. There you’ll find an issue tracker, discussion forum, and links to all source code and examples. Whether it’s a typo, a bug, or a clever optimization you’d like to share, we’d love to hear from you.

With tools at hand and your environment ready to set up progressively as you move through the chapters, you’re equipped to begin your journey with embedded AI. It’s time to jump into the core concepts that underpin embedded AI systems. We’ll start by examining how intelligence has evolved toward increasingly specialized, task-driven systems and why everything is about constraints.







PART IFOUNDATIONS OF EMBEDDED AI






1THE PATH TO EMBEDDED AI



If evolution really works, how come mothers only have two hands?

—Milton Berle




[image: a robotic arm works on an assembly line of blocks with stylized brains on them]

AI didn’t start at the edge, but it’s rapidly moving there. The story of embedded AI is the latest chapter in a much older evolutionary tale—one that began with the first twitch of a neuron in ancient sea creatures and now manifests in microcontrollers and neural processing units. This chapter does not attempt to retell the entire history of artificial intelligence. Instead, it asks a more practical question: What does intelligence look like when it must operate under constraint?

By briefly tracing the parallel development of biological and artificial systems, we can highlight a shared pattern shaped by adaptation, specialization, and environmental pressure. From early rule-based systems to modern machine learning and deep learning, AI has evolved in response to available resources and defined tasks. Embedded AI represents the next step in that progression. Whether in edge devices, microcontrollers, or smart sensors, embedded AI is where the rubber meets the road. It is where intelligence must operate under tight resource constraints, in real time, and amid the messy unpredictability of the physical world. Before we build intelligent devices, we need to understand where intelligence comes from, how it grows, and what it means to engineer it.



The Evolution of AI


You will often see it stated that deep learning (DL) is a subset of machine learning (ML), and that machine learning is a subset of artificial intelligence (AI). This statement is not wrong, but it is incomplete. Does embedded AI fit into this taxonomy, and what does the rest of the AI evolutionary tree consist of? This section examines those questions and discusses the current state of the technology. To classify AI models, we first need some definitions.



What Is Intelligence?


The first problem you encounter when trying to answer this question is that no one agrees on what intelligence is. From that perspective, it’s an unanswerable question. However, this is a bit of a cop-out. While we can’t pin down a precise definition of intelligence, we do have a fairly good idea of the elements (Figure 1-1) that contribute to making something intelligent.


[image: Intelligence links to Motor skills, Creativity, and Cognition, which links to Decision making, Attention, Perception, Learning, Memory, and Language.]

Figure 1-1: The components of intelligence and cognition




These include:


	Reasoning, decision-making, and problem-solving The ability to think logically, make connections, and solve problems systematically.

	Learning and adaptability The capacity to acquire new knowledge and skills through experience and education. This includes the ability to process, organize, and use information.

	Understanding and comprehension Encompasses language comprehension, pattern recognition, and grasp of underlying principles and concepts.

	Curiosity, creativity, and innovation The generation of new ideas, solutions, and artistic expressions.

	Emotional intelligence Self-awareness, self-regulation, empathy, and social skills, including the ability to reflect on and regulate one’s own cognitive processes.

	Perception, motor skills, and sensory processing The interpretation of and response to sensory information from the environment.






Cognition vs. Intelligence


Cognition and intelligence are related concepts and are sometimes used interchangeably, but they are not the same. Cognition is one way in which we manifest intelligence. It refers to the mental processes involved in gaining knowledge and comprehension. These processes include thinking, knowing, remembering, judging, and problem-solving (Figure 1-1).




Artificial Intelligence


One yardstick of intelligence might be, “I can’t define intelligence, but I know it when I see it.” Using that criterion, we think most people would agree that artificial narrow intelligence (ANI) has been achieved. ANI, also known as weak AI, refers to AI systems designed to perform a specific task or a limited range of tasks. Unlike artificial general intelligence (AGI), or strong AI, ANI lacks the ability to apply its intelligence broadly across a wide range of contexts:


	Large language models (LLMs) These AI systems specialize in processing and generating human language. They can answer questions, write essays, create poems, translate languages, and more, but their capabilities are confined to language-related tasks.

	Board games AI systems are designed to play specific board games at a high level. For instance, Deep Blue defeated world chess champion Garry Kasparov in 1997, and AlphaGo made headlines for beating top human Go players.

	Self-driving cars Autonomous vehicles use AI to interpret sensor data, make decisions, and navigate roads safely. This involves real-time processing of vast amounts of data, including recognizing objects, predicting the behavior of other road users, and adhering to traffic rules.

	Personal assistants These AI systems can perform a range of tasks, such as setting reminders, playing music, providing weather updates, and controlling smart home devices. Their abilities are tailored to specific user commands and interactions.

	Recommendations Used by platforms such as Netflix, Amazon, Spotify, and YouTube, these AI systems analyze user data to recommend products, movies, songs, or videos. Their intelligence is focused on understanding user preferences and suggesting relevant content.

	Automated industrial operations These are implemented using ML models that learn patterns from data, including supervised, unsupervised, and reinforcement learning. These systems are used in many industrial settings and communication networks to identify patterns in measured data and predict future trends, enabling proactive and even predictive maintenance and improving system uptime.

	Text and image creation These are generative models that create new content—text, images, audio, or video—from learned distributions. They can be used to generate AI art, music, and deepfake videos.

	If we characterize intelligence as the ability to learn, understand, reason, identify and predict patterns, make decisions, create new content within a learned genre, and adapt to new situations, then current ANI systems clear this hurdle.






The Artificial Intelligence Evolutionary Tree


In AI, the progression of intelligence can be seen in the development of increasingly sophisticated algorithms and systems (Figure 1-2). The progression unfolded roughly as follows:


	Early AI (1950s–1970s) The focus was on rule-based systems and simple problem-solving.

	Machine learning (1980s–2000s) The development of algorithms that could learn from data marked a significant shift. This period includes the evolution of neural networks, decision trees, and support vector machines.

	Deep learning era (2010s–present) Deep learning—with architectures such as convolutional neural networks (CNNs) and recurrent neural networks (RNNs)—brought major advances in processing complex data, including images and natural language.

	Toward AGI The current frontier involves efforts to move toward artificial general intelligence, though this remains, so far, a theoretical goal.





[image: Tree diagram from 1950s to 2024: roots branch into Expert systems, Machine learning, Neural networks, and Deep learning, each with subcategories.]

Figure 1-2: The AI evolutionary tree



In both biological and artificial contexts, the tree of intelligence is characterized by diverse, branching developments rather than a single linear path. Each branch represents adaptations or technologies suited to specific needs and environments, whether surviving in a jungle or navigating the complexities of language. We will return to this idea when we discuss embedded AI.

OpenAI has tried to reframe the argument away from ANI versus AGI (Table 1-1), but its Stages of AI framework still has an evolutionary feel. OpenAI considers its LLMs to be at Level 1 and approaching Level 2, although the company has not given a definitive timeline for reaching that stage.


Table 1-1: OpenAI’s Stages of Artificial Intelligence






	Level

	Description






	1

	Conversational AI—chatbots and systems with conversational language capabilities




	2

	Reasoners—human-level problem-solving




	3

	Agents—systems that can take actions




	4

	Innovators—AI that can aid in invention




	5

	Organizations—AI that can perform the work of an organization









Artificial General Intelligence


Achieving AGI will require a lot of technological advancement, enabling AI systems to perform a broader and more adaptable range of functions (Figure 1-3). This progress will involve developing algorithms capable of learning and generalizing across diverse tasks and domains, surpassing existing deep learning and reinforcement learning approaches by incorporating unsupervised, transfer, and meta-learning.
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Figure 1-3: A conceptual AGI model



Additionally, AGI must exhibit genuine creativity and ethical reasoning aligned with human values. These advances represent a fundamental shift from current AI, requiring breakthroughs in machine learning, reasoning, memory, and interaction. The values component is particularly tricky, even without the added complication of self-willed machines.




What About Consciousness?


Consciousness is a complex, multidimensional concept that has been the subject of philosophical, psychological, and scientific inquiry for centuries. It generally refers to the state or quality of awareness—or, more specifically, the ability to experience thoughts and feelings and to be aware of oneself and one’s surroundings.


It has been argued that we can never fully understand consciousness because we can’t separate ourselves from that state. We can never achieve a truly objective perspective because we are immersed in it.

Philosopher Thomas Nagel famously articulated a related argument in his essay “What Is It Like to Be a Bat?” He argued that an organism’s subjective experience is inherently inaccessible to others; for instance, we can never objectively know what it is like for a bat to use echolocation.

An important point is that intelligence can exist without consciousness. These are distinct concepts. Intelligence refers to the ability to learn, understand, and apply knowledge, solve problems, and adapt to new situations. In humans, it is often associated with cognitive processes such as reasoning, memory, and learning. Consciousness, by contrast, concerns subjective experience and awareness—being aware of oneself and one’s surroundings, and having personal experiences, feelings, and thoughts.

Current AI systems (ANI systems) demonstrate a form of intelligence. They can process vast amounts of data, recognize and predict patterns, solve specific problems, generate language, and even learn from new information to some extent. However, this occurs without consciousness. AI systems do not have personal experiences or subjective awareness; they operate through algorithms and data processing.

In biological organisms, the relationship between intelligence and consciousness is complex and not fully understood. While higher intelligence in animals often correlates with what we interpret as signs of consciousness (as in primates, dolphins, and elephants), the exact nature of this relationship remains an active area of scientific and philosophical inquiry.




Can You Create Consciousness?


To create consciousness, you would first have to agree on a definition of what it is. As with intelligence, there is no universally accepted definition. Consciousness involves subjective experience, awareness, and the perception of one’s own existence—all of which are difficult to quantify or replicate artificially.

In humans and other animals, consciousness is hypothesized to arise from complex neural processes. Replicating these processes artificially, or even understanding them well enough to re-create consciousness, is currently beyond our reach. Even if it were possible, we would still need to ask whether we should.

Some theorists—notably Roger Penrose and Stuart Hameroff—have proposed that quantum phenomena may play a role in consciousness. Their orchestrated objective reduction theory suggests that quantum processes within the brain’s neurons could contribute to the generation of consciousness. This idea remains highly speculative, though appealing in part because it is easy to throw anything we don’t understand into the quantum bucket.

Current AI and robotics are far from achieving the kind of complex neural network architectures seen in biological brains. Even if that gap were closed, the question of whether we should create conscious machines would remain. The prospect raises profound ethical and philosophical issues, including concerns about the rights, treatment, and moral status of such entities.

A recent paper by Butlin et al. (2023), “Consciousness in Artificial Intelligence: Insights from the Science of Consciousness,” addresses this issue directly. Nineteen researchers developed a checklist to assess whether a system might be conscious and evaluated a range of AI models against it. Their conclusion was that current AI systems are not conscious, but that no clear technical barriers prevent the development of systems that could replicate—or at least simulate—consciousness.

On the other hand, not long ago, a TikTok video showed a ChatGPT-enabled robot recognizing itself in a mirror . . .




Embedded Artificial Intelligence


As noted earlier, evolution doesn’t create cognitive abilities beyond what is required for survival. In humans, however, many abilities that initially emerged to meet survival pressures were later expanded far beyond them, enabling art, science, philosophy, and technology. Exaptation (the repurposing of traits) and runaway complexity are terms used to describe these processes, which in humans were aided by the large amount of cognitive resources available in the brain. In animals, where cognitive resources are much more limited, these processes are rarer.

If we apply this same principle to embedded AI, where compute and other resources are constrained, several implications for embedded designs emerge:


	Task-specific design Develop AI systems with capabilities tailored to specific applications, avoiding unnecessary complexity.

	Resource optimization Ensure efficient use of computational power, memory, and energy.

	Real-time processing Prioritize fast, accurate responses to achieve low latency.

	Fail-safe and reliability Design systems with well-defined failure modes that can handle expected operating conditions, including internal failures, gracefully and safely.



This approach ensures that embedded AI is both effective and efficient, mirroring how natural evolution shapes biological systems. That said, embedded AI is not a fundamentally different type of AI. It uses the same models and techniques, but they are adapted for embedded environments. Embedded devices are not well suited for training AI models, but they can run models trained elsewhere and are well positioned to collect data for monitoring and maintaining those models.






The Embedded Hardware Ecosystem


The embedded hardware ecosystem is a rapidly evolving space that underpins modern smart devices, industrial automation, the internet of things (IoT), AI at the edge, and more. It includes a range of hardware components, architectures, development tools, and connectivity solutions designed to execute specialized tasks. In this section, we touch on some of the common “species” you are likely to encounter in the wild.

Embedded AI refers to the integration of AI capabilities into hardware devices with limited computational resources, such as microcontrollers, IoT devices, and edge computing systems (Figure 1-4). It enables real-time data processing, decision-making, and automation directly on the device, enhancing functionality while reducing reliance on constant connectivity to cloud-based AI systems. This approach is particularly important for applications requiring low latency, high efficiency, low power consumption, and reliable performance in environments with constrained resources or limited connectivity.


[image: Embedded AI box: Sensors, Preprocessing, AI inferencing. A wireless access point connects to a cloud with AI training, sending model updates to the device.]

Figure 1-4: Typical embedded AI block diagram



This can be contrasted with:


	Private industrial AI, which are midsize private cloud systems that use AI to process large volumes of operational data from industrial environments. These systems learn from data, detect patterns, identify anomalies and causal relationships, and recommend or automatically execute operational tasks, including the proactive and predictive management of equipment degradation, configuration issues, and faults.

	Cloud-based AI (Figure 1-5), such as ChatGPT, Claude, or Gemini, which leverage cloud computing infrastructure to deliver AI services over the internet. This model involves processing and storing large datasets on remote servers, enabling AI algorithms to perform complex tasks such as natural language understanding and generation. Users access these services through web interfaces or APIs. This approach is resource-intensive but offers the greatest processing capability.





[image: Users and Private data connect via HTTP to a Cloud-based AI cloud, which contains AI training, a security node, and AI inferencing.]

Figure 1-5: A typical cloud-based AI block diagram



You may also encounter related terms, including edge computing and internet of things AI (IoT AI or AIoT). Like embedded AI, these refer to specialized applications of AI technology. Edge computing (Figure 1-6) is a paradigm in which data processing occurs near the data source—at the edge of the network—reducing latency and bandwidth use while easing the load on centralized data centers.


[image: Field devices send data via wireless access point to an Edge box with AI inferencing, exchanging Insights and Updates with a remote AI training cloud.]

Figure 1-6: An edge computing arrangement



IoT AI or AIoT is defined as AI applied within the IoT ecosystem, where interconnected devices communicate and share data. The focus is on enhancing IoT devices with AI capabilities for tasks such as predictive maintenance, automation, and data-driven insights (Figure 1-7).



[image: Field devices send data via wireless access point to a Cloud-based AIoT cloud with AI training and AI inferencing. Decisions flow back to field devices.]

Figure 1-7: A cloud-based AIoT block diagram



While edge computing emphasizes local data processing, embedded AI focuses on AI capabilities within constrained devices, and IoT AI enhances smart device networks with AI functionalities. It is apparent from this that all of these are applications of AI, not necessarily new or fundamentally different AI models.

There are also specialized AI frameworks designed explicitly for low-power, resource-constrained environments. These lightweight models—often referred to as TinyML or Edge AI—operate directly on microcontrollers and embedded hardware, eliminating the need for continuous cloud connectivity. Notable examples include TensorFlow Lite for Microcontrollers, Edge Impulse’s guided model deployment, and CMSIS-NN for Arm devices.




AI Challenges


Despite rapid progress in artificial intelligence, the journey from research prototypes to reliable, real-world AI systems is riddled with challenges that span the entire technology stack. At the hardware level, constrained computing environments, power limitations, and specialized chip architectures can restrict deployment options, especially for embedded and edge applications. On the software and algorithmic side, models often lack robustness, adaptability, and an essential human trait: curiosity. They follow instructions but rarely explore beyond their training, making them ill-equipped to handle novel scenarios. Data remains a persistent bottleneck; acquiring high-quality, diverse, and labeled datasets is costly and slow, and access to real-time or siloed data sources adds further friction.

Debugging AI systems—especially those that learn or evolve over time—is notoriously difficult, as traditional software tools fall short in the face of probabilistic behavior. Even when a model reaches production, it is vulnerable to drift as real-world conditions change, degrading performance silently over time. Together, these challenges underscore the complex, interconnected landscape of modern AI development, in which solving one issue often reveals others and success demands holistic, system-level thinking.




Hardware


The increasing complexity of algorithms and the growing volume of data they process always seem to outpace advances in hardware capabilities, creating a continuous demand for more powerful computing resources. In embedded AI, things get even trickier.

Integrating AI into embedded systems presents a unique set of hardware-related challenges, arising from the inherent resource constraints and operational requirements of such devices. Embedded systems typically have far less processing power than server- or even desktop-grade platforms. The computational intensity of many advanced AI algorithms—particularly deep learning models—demands careful consideration of available processing capacity. Running complex neural networks in real time on microcontrollers or low-power processors requires highly optimized algorithms and, often, specialized hardware accelerators.

Both volatile (RAM) and non-volatile (flash) memory resources are often severely constrained in embedded devices. Large AI models with many parameters, along with the substantial datasets required for training or inference, can easily exceed these limits. This necessitates the use of model compression techniques such as quantization, pruning, and knowledge distillation to reduce the memory footprint without significant performance loss. Efficient memory management strategies are therefore essential.

Power efficiency is a paramount concern for battery-powered embedded systems, and even for those with fixed power sources due to thermal considerations. The energy demands of AI computations can dramatically shorten battery life and generate heat that affects reliability and longevity. Developing low-power AI algorithms and using hardware architectures optimized for energy efficiency are critical design priorities.

Many embedded AI applications—such as autonomous systems, robotics, and industrial control—require real-time or near-real-time processing of sensor data and execution of AI models. Hardware must deliver sufficient computational throughput within strict latency bounds to ensure system responsiveness and safety.

The embedded hardware landscape is highly diverse, encompassing a wide range of processor architectures (for example, Arm Cortex-M/A, RISC-V), microcontrollers, digital signal processors, field-programmable gate arrays, and specialized AI accelerator chips. Developing AI software that can be efficiently deployed and executed across this heterogeneous ecosystem presents a significant challenge. Standardized software frameworks and hardware abstraction layers are crucial for enabling portability and reducing development effort.

Implementing AI on embedded devices also raises security and privacy concerns, especially when processing sensitive data locally. Protecting AI models from reverse engineering and ensuring the confidentiality and integrity of data processed by AI algorithms require hardware-level security features and secure execution environments.


An interesting interplay exists between energy efficiency and performance in AI hardware. This topic was explored in Mark Horowitz’s 2014 ISSCC presentation, which examined the escalating energy demands of modern computing systems. He highlighted that while computational performance has grown rapidly over the past decades, associated energy consumption has risen even more sharply. This trend, driven by the limitations of traditional complementary metal-oxide-semiconductor scaling, creates a fundamental bottleneck: Improving performance becomes increasingly expensive in terms of energy (Figure 1-8). Horowitz argued that new hardware paradigms and innovative architectural approaches are essential to overcoming these constraints. Since 2014, progress has been made, but the core challenges Horowitz identified remain. The industry has shifted from a “more transistors” mindset toward “smarter energy use per workload,” focusing on architectural and domain-specific improvements rather than a universal solution.


[image: Line chart with Energy efficiency on x-axis and Performance on y-axis in relative units. Curve rises steeply, then flattens and slightly declines.]

Figure 1-8: Indicative plot of energy efficiency versus performance






Software and Algorithms


While the broader field of AI grapples with its own challenges, integrating AI into embedded systems introduces a host of new problems and amplifies existing ones due to hardware constraints. Enabling embedded AI systems to exhibit a degree of contextual awareness and perform meaningful reasoning within the severe limits of their processing power and memory remains a significant hurdle. We explore this issue in depth in later chapters, so we won’t dwell on it here.





Curiosity


Most current AI systems—even the most advanced language models and embedded agents—are goal-driven, not curiosity-driven. They’re optimized for performance on defined tasks rather than for the open-ended exploration, experimentation, or serendipitous discovery that characterizes human curiosity. Without curiosity, AI lacks the drive to seek out edge cases, explore unexpected paths, or test alternative hypotheses, all of which often lead to breakthroughs in human learning. AI remains trapped within the boundaries of its training data and objectives. It doesn’t self-initiate new goals or try to make sense of unfamiliar environments unless explicitly instructed to do so. In dynamic settings such as robotics, autonomous systems, or evolving sensor networks, a curiosity-less AI may plateau. It fails to discover new strategies or improvements unless nudged externally.

In embedded systems, where interaction with the physical world is key, curiosity could help AI agents explore their environment, adapt to changing sensor conditions, or learn user behavior more naturally. Yet today’s embedded AI is still mostly reactive, not inquisitive. The absence of curiosity reflects a broader limitation of today’s machine intelligence: It can optimize, but it rarely wonders. To move from smart tools to genuinely intelligent systems—especially in embedded contexts—we’ll need models that don’t just react to the world but are intrinsically interested in understanding it. Curiosity may be the missing ingredient that bridges the gap between narrow AI and lifelong learning.




Debugging


In some ways, debugging embedded systems is no different from any other engineering endeavor. But when you combine complicated low-level hardware control with sophisticated AI algorithms, things can get tricky quickly. High clock speeds, poor documentation, and multiple output peripherals add to the fun.

Our experience has been that you can’t rush the process or take shortcuts. The fastest way to get to the bottom of a problem is to do the work methodically and to verify one subsystem at a time. You should try not to make assumptions, and you should measure everything.

While developing a project, we encountered an issue with an output signal that wasn’t behaving as expected. We spent a lot of time debugging the software, which is tricky because you can’t directly read the contents of the registers involved. After much back and forth with the oscilloscope, we discovered a dodgy connection on the breadboard. It was only by tracing the signal from the GPIO outputs through the digital-to-analog converter that we were able to pinpoint the source of the problem.

Ultimately, patience, discipline, and attention to detail are essential skills for successfully navigating the complexities inherent in embedded system debugging.





Training Data


The moment you try to develop a custom AI application the issue of training data will slap you in the face like a wet fish. This is such a big problem that it deserves its own chapter, and so we gave it one. Chapter 5 examines the subject in some depth. For now, simply know that high-quality labeled datasets are expensive and time-consuming to create, especially for niche domains or real-world scenarios. Public datasets often don’t reflect real-world environments, sensor conditions, or device-specific anomalies. Environments and usage patterns evolve. A static dataset may become stale over time, causing performance to degrade unless the model is retrained on fresh, context-aware data. In sensitive domains—such as healthcare, defense, and smart homes—data is siloed due to privacy, regulation, or IP concerns. This limits access to the very data needed to train high-performing models.

Embedded devices can help us address this problem because they operate in the real world, collecting relevant, contextualized data from actual usage environments. With the right feedback loop—for example, user corrections or sensor cross-validation—embedded AI can generate weak supervision signals or self-label events to build datasets. Models can be trained locally on-device and then aggregated centrally, without transferring raw data, thereby preserving privacy while still learning from distributed environments. In this way, embedded AI can transform static, cloud-trained models into adaptable, self-learning entities.




Data Access


Even the most advanced AI models can only be as effective as the data they can access. Despite their capabilities, they’re often bottlenecked by data fragmentation and locked behind information silos, outdated protocols, and proprietary systems that weren’t designed for interoperability.

This fragmentation means that every new data source demands custom connectors, data mapping, or protocol translations, which increase complexity and slow deployment. In the embedded and edge AI world, the problem is even more pronounced, as devices may operate across diverse networks, hardware platforms, and data formats.

The result? Scalability suffers. Each integration becomes a bespoke project rather than a plug-and-play solution. Instead of the systems evolving into interconnected, intelligent ecosystems, they remain islands of capability—each powerful in its own right but operating in isolation. Solving this will require a rethinking of data architecture.

One solution would be a modular connectivity framework designed to standardize and streamline how devices and systems share and access data. Such a framework would provide a unified abstraction layer over devices, protocols, and data formats, eliminating the need for custom integration every time a new data source is added. A single interface to “rule them all,” in effect. By defining modular, reusable connectors or adapters, it would simplify onboarding of new devices, sensors, and data streams. A well-designed framework could run both at the edge and in the cloud, orchestrating data flow, applying policies, and routing data to AI engines or storage pipelines. This fits naturally into the broader trend toward distributed intelligence in embedded and IoT ecosystems.

Anthropic is exploring a solution to this problem with its Model Context Protocol (MCP), a specification for how external tools, services, and systems can provide structured context to language models such as Claude. MCP is still in its early days and may or may not become the solution adopted by everybody. A necessary evil of this sort of middleware is that it increases latency. The solution must therefore be designed carefully to avoid becoming another monolithic or middleware bottleneck.




Production Model Drift


A recent study shows that 91 percent of ML models degrade over time in real-world scenarios. Model drift, also known as model decay or degradation, occurs when a model’s performance deteriorates over time after it has been deployed in a production setting. This decline arises from changes in the data that the model is processing or in the underlying relationships between the input and output variables that the model was initially trained to capture.

In the context of embedded AI, the problem of model drift is especially critical. Embedded AI applications are frequently deployed for continuous operation in dynamic environments, making them highly susceptible to shifts in data patterns and environmental conditions. If left unaddressed, model drift in these systems can lead to faulty decision-making, unreliable predictions, and potentially serious consequences, especially in safety-critical domains. Understanding, detecting, and mitigating model drift is therefore paramount to the long-term reliability and effectiveness of embedded AI solutions.

There are several types of model drift, each with distinct characteristics and underlying causes:

Concept drift occurs when the statistical relationship between the input features and the target variable changes over time. For example, in a spam detection system, the characteristics of spam emails may change as spammers adopt new tactics. Concept drift can manifest in various patterns, including sudden or abrupt changes, gradual shifts over time, recurring or cyclical patterns tied to seasonality, or incremental changes occurring in small steps.

Data drift, or covariate shift, happens when the distribution of the input data changes over time, while the underlying relationship between the inputs and the target variable remains the same. For instance, if a website initially attracts a younger demographic and later gains popularity among older users, a model trained on the original user base might not perform as well on the new demographic.

Finally, label drift, or prior probability shift, describes situations where the distribution of the target variable itself changes over time, without a corresponding change in the relationship between the input features and the target. This type of drift is particularly relevant in classification problems where the proportions of different classes may fluctuate.


While model drift is a concern for all deployed machine learning systems, it presents a unique set of challenges in the context of embedded AI. The resource constraints inherent in these systems exacerbate drift. Unlike cloud-based systems with abundant compute resources, embedded devices cannot afford to run computationally intensive drift detection algorithms or large-scale model retraining processes locally.

Embedded systems are frequently deployed in harsh and dynamic environments, where they are exposed to a wide range of operating conditions such as changes in temperature, lighting, humidity, and vibrations. These factors can significantly impact sensor performance and induce data drift. For example, a temperature sensor might exhibit bias at extreme temperatures, or the characteristics of an acoustic sensor might change with humidity levels.

Many embedded devices have intermittent or limited network connectivity. This lack of reliable communication can make it challenging to implement centralized drift detection and model management strategies for distributed fleets of embedded devices. Applications such as predictive maintenance in industrial equipment or long-term health monitoring with wearables require models that can adapt to changes over the long term. This in turn requires the development of lifelong learning capabilities that allow embedded models to continuously learn and update themselves in response to drift.

Detecting model drift in embedded systems is tough. Traditional drift detection methods rely on computationally intensive statistical tests or comparisons with large reference datasets. One approach is to apply statistical tests that compare the characteristics of new batches of data with a baseline distribution. These tests aim to detect changes in the statistical properties of the data, such as mean, variance, or distribution. Research in this area focuses on optimizing these tests for minimal computational overhead and memory usage.

A more direct approach to detecting drift is to continuously monitor the performance of the deployed model on new labeled data. A significant drop in key performance indicators (KPIs), such as accuracy, precision, recall, or F1-score (depending on the task), can be a strong indicator of model drift.

Instead of relying on true labels, some methods focus on detecting changes in the model’s output predictions over time. For example, if the distribution of the model’s confidence scores or the predicted class probabilities shift significantly, it could indicate a change in the input data or the underlying relationships. Techniques such as monitoring the entropy of predictions or applying statistical process control to prediction patterns are being explored.

Treating drift as a form of anomaly detection is another possibility: If the new data deviates significantly from the data the model was trained on, it might be considered an anomaly indicative of drift.

Once drift has been detected, the next step is to decide how to respond. If sufficient computational resources and new labeled data are available—either collected on-device or obtained through other means—the model can be retrained. Research in this area focuses on techniques for lightweight on-device retraining, such as incremental learning or continual learning methods. Transfer learning can also be valuable: A pretrained model (perhaps trained on a larger, off-device dataset) can be fine-tuned with the new data available on the embedded device.

Rather than full retraining, an alternative is to adapt the existing model by adjusting its parameters in response to the detected drift. This could involve updating only a subset of the model’s parameters or using techniques such as meta-learning to quickly adapt the model to new conditions.

If multiple versions of a model have been trained (for example, for different operating conditions or different phases of the system’s lifecycle), a drift detection mechanism can switch to a more appropriate pretrained model. This approach requires having a repository of models available, but the switch itself can be relatively fast and computationally inexpensive.

In some applications, especially those with well-understood failure modes or environmental dependencies, model drift can be mitigated through rule-based adjustments or heuristic corrections applied to the model’s outputs based on detected conditions. Another term for this is applying a fudge factor.

The choice of mitigation strategy will depend on the severity and type of drift, the resources available on the embedded device, the device’s connectivity, and the application’s requirements for accuracy and reliability.





Conclusion


From ancient neural pathways to modern artificial neural networks, intelligence has always been shaped by its environment. In this chapter, we’ve traced the arc of both biological and artificial evolution, highlighting the milestones that brought us from early rule-based systems to today’s large language models and, beyond, to the long-sought goal of general intelligence. Along the way, we introduced the core ideas that underpin embedded AI: efficiency, adaptability, and the reality of operating under tight real-world constraints. But understanding the history and theory is only the beginning.

In the next chapter, we shift gears from ideas to implementation and examine the core concepts that underpin embedded systems. We’ll explore the basics—from microcontrollers and memory to super loops and their programming. Once you have a solid grasp of embedded systems, you can start squeezing AI models into them.






2THE BASICS OF EMBEDDED SYSTEMS



Measuring programming progress by lines of code is like measuring aircraft building progress by weight.

—Bill Gates




[image: a robotic arm works on an assembly line of blocks with stylized brains on them]

Engineering is often described as an exercise in making the right compromises. Nowhere is this more evident than in embedded systems. Unlike general-purpose computers, embedded systems are optimized for specific tasks, integrating hardware and software to meet real-time performance, power, and size constraints. In fact, the word you will use most often with embedded devices is constraints. You will never have enough of anything. Whether it is memory, speed, power, input/output (I/O), or clock speed, you can’t simply assume it will be sufficient. Writing embedded firmware is like writing a letter, but every time you write a word, you have to check whether the mailbox still exists.


This chapter introduces the foundational concepts of embedded systems, highlighting their defining characteristics, system architectures, and the challenges that make their development uniquely complex. It then examines different software architectures, including bare metal, frameworks, and real-time operating systems. We conclude by building a fully functional digital signal generator using the Raspberry Pi Pico. This project isn’t just about generating waveforms; you’ll gain practical exposure to concepts such as GPIO, PIO, interrupts, DMA, and analog outputs. This chapter’s project reinforces the core idea that embedded systems are all about smart compromises.



Overview of Embedded Systems


An embedded system is a specialized computing system designed to perform a dedicated function within a larger system. Embedded systems integrate hardware such as microcontrollers, memory, and peripherals with software such as firmware, operating systems, and application code to execute predefined operations. Embedded systems are commonly found in everyday devices, including automobiles, mobile phones, medical equipment, industrial machines, consumer electronics, and IoT devices. They often operate in real-time environments where responsiveness and low-latency processing are important. However, not all embedded systems prioritize speed above all else. In many IoT and consumer electronics applications, ultra-low power consumption and minimal cost are the dominant design constraints, and responsiveness or low latency may be deliberately traded off to extend battery life or reduce hardware complexity.

Most people are unaware of how ubiquitous embedded systems have become. For example, a high-end car typically contains anywhere from 50 to 150 microprocessors, depending on the complexity of its electronic systems. These microprocessors are distributed across various subsystems to manage different functions, including the vehicle’s powertrain, safety, driver assistance, infotainment, connectivity, climate control, security, and battery management (Figure 2-1).



[image: A network diagram showing four subnets—powertrain, comfort, body, and chassis—each with labeled subsystems connecting to a central can gateway.]

Figure 2-1: An example automobile embedded system block diagram in which components are interconnected via the CAN bus



The subsystems shown in Figure 2-1 need to be able to communicate with one another. This communication is enabled by the Controller Area Network (CAN) bus, a network protocol designed for automotive applications. For example, when the driver presses the brake pedal, the engine control unit (ECU) sends a CAN message containing wheel speed and braking force data. The ECU may adjust engine power accordingly, while the stability control system fine-tunes torque distribution to maintain vehicle stability. Similarly, the advanced driver assistance system can retrieve vehicle speed and steering angle data from the CAN bus to assist in lane-keeping or collision avoidance.




Characteristics


The following list summarizes common characteristics of embedded systems, each of which has implications for embedded design. Not every embedded system exhibits all the listed characteristics to the same degree, and some may not apply at all. As engineers, our task is to understand which constraints dominate in each design and make informed trade-offs accordingly. During a project’s development phase, there is often strong pressure, typically imposed by others, to meet a deadline. As engineers, we must remember that many embedded systems are used in real-world applications where failure can cause damage, injury, or even death. When making design compromises, safety should never be one of them.


	Task-specific operation Designed to perform a dedicated function within a larger system

	Real-time performance Operates under strict time constraints for immediate responses

	Resource-constrained Has limited processing power, memory, and storage; optimized for efficiency

	Low power consumption Designed for energy efficiency, especially in battery-powered devices

	Compact and lightweight Features a small form factor to fit space-constrained environments

	Reliability and stability Expected to function consistently over long periods with minimal maintenance

	Hardware and firmware coupled Runs preprogrammed software stored in ROM, flash, or EEPROM; the software is tightly integrated with the hardware

	Interfacing with sensors and actuators Collects data from sensors and controls actuators to interact with the physical world

	Embedded communication Uses wired and wireless protocols such as UART, SPI, I2C, CAN, Bluetooth, and Wi-Fi

	Autonomous fail-safe Able to operate when communication with a remote or master system is unavailable or when normal operating conditions are not detected

	Cost- and efficiency-driven Optimized for performance while keeping cost and power consumption low






Cautionary Tales


One of the most well-documented cases highlighting the critical role of real-time performance in embedded systems is the Toyota unintended acceleration crisis (2009–2011). This incident serves both as a warning of what can go wrong when real-time behavior fails and as an example of how properly implemented fail-safes can avert catastrophe.


In the late 2000s, reports emerged that certain Toyota vehicles were experiencing unintended acceleration, where the car would suddenly speed up without driver input. This led to numerous accidents, injuries, and fatalities. Investigations suggested that the issue may have stemmed from software faults in the electronic throttle control system (ETCS), the system responsible for regulating engine power based on driver input.

The ETCS processes signals from the accelerator pedal, engine sensors, and control algorithms to adjust the throttle opening. In Toyota’s case, the software may have suffered from task scheduling problems, race conditions, and memory corruption, leading to delays or failures in processing critical commands. A real-time failure in the embedded system could have prevented the throttle from closing when it should have, leaving it open even when the driver released the pedal. Although aspects of the investigation remain disputed, the court concluded that Toyota had not followed established best practices for real-time, life-critical software development. In safety-critical systems, failure to adhere to such standards is unacceptable. Following the incident, brake override systems became mandatory in many vehicles.

Another example of the importance of good embedded system design comes from the aerospace industry and the crash of Air Inter Flight 148 on January 20, 1992. The Airbus A320 was one of the first commercial aircraft to use a fully digital fly-by-wire control system. Such systems rely on real-time embedded software to manage aircraft stability, control surfaces, and engine performance. The autopilot allowed pilots to input either descent rates or flight path angles, with the system executing them automatically.

On Flight 148, pilot error, compounded by an ambiguous autopilot interface, led to an excessively steep descent. The pilots intended to program the flight control unit for a controlled descent at a 3.3-degree flight path angle. However, they accidentally entered “3.3” in a field that expected a vertical speed in feet per minute (3,300 ft/min) rather than angle. The autopilot, operating in real time and without additional fail-safes or alerts, executed this high descent rate without warning the crew. The aircraft rapidly descended and ultimately crashed into a mountainside near Strasbourg, France.

A final cautionary tale from aerospace concerns integer overflow and the maiden flight of the Ariane 5 rocket on June 4, 1996. Ariane 5 was an upgraded version of the Ariane 4, designed to carry heavier payloads into space. Its flight control system, including the inertial reference system (IRS), reused software originally written for the Ariane 4. The IRS is an embedded system that calculates the rocket’s position, speed, and trajectory in real time.

However, Ariane 5 had a significantly faster acceleration profile, generating higher velocity values than Ariane 4. A critical 16-bit floating-point variable used to store horizontal velocity data was too small to handle these higher values. This led to an overflow, where the computed velocity exceeded the variable’s maximum capacity.

The overflow caused the IRS to fail, triggering a chain reaction in which the onboard computer misinterpreted the fault as a physical guidance anomaly, leading to incorrect nozzle adjustments and the rocket’s self-destruction just 37 seconds after launch. Although two identical IRS units were on board, the backup system failed in the same way because it was running the same flawed software.

Resource constraints such as limited memory and processing power can lead to catastrophic failures if not carefully managed, particularly in mission-critical applications like aerospace, medical devices, and automotive safety systems. The Ariane 5 failure was preventable and remains one of the most expensive software errors in history




STACK VS. HEAP: WHEN RP2040 MEMORY COLLIDES












Hardware Components





[image: GPIO and peripherals including SPI, PWM, UART, and I2C connect via a central bus to dual Cortex M0+ cores, DMA, and Cache, ROM, and SRAM.]












Software Architectures







[image: Three columns labeled Bare Metal, Framework, and RTOS show stacked layers from Hardware and Bootloader up to User Code.]










Table 2-1: Comparison Between Bare Metal, Framework, and RTOS








	
	
	
	





	
	
	
	



	
	
	
	



	
	
	
	



	
	
	
	



	
	
	
	



	
	
	
	



	
	
	
	



	
	
	
	



	
	
	
	







Bare-Metal Programming






Using Super Loops





pinMode(13, OUTPUT);



Table 2-2: Data Direction Register for Port B (DDRB) on the ATmega328P MCU













	
	
	
	
	
	
	
	
	



	
	
	
	
	
	
	
	
	



	
	
	
	
	
	
	
	
	










	PORTB5 = 5 A constant defined in the AVR library.

	1 << PORTB5 = 1 << 5 = 0b00100000 Shifting left five times creates a bitmask with only bit 5 set, corresponding to PB5 = D13.

	^= The bitwise XOR operator, and XOR with 1 flips the bit.





void timer1_delay_ms(uint16_t ms) {
    // CTC mode, Prescaler 1024
    TCCR1B |= (1 << WGM12) | (1 << CS12) | (1 << CS10); 
    OCR1A = (F_CPU / 1024 / 1000) * ms;    // Compare match value
    TCNT1 = 0;                             // Reset Timer1 counter
    TIFR1 |= (1 << OCF1A);                 // Clear any previous interrupt flag
    while (!(TIFR1 & (1 << OCF1A)));       // Wait for timer to reach match value
}






Compiling, Uploading, and Running a Bare-Metal Program




	A compiler (AVR-GCC)

	An uploader (AVRDUDE)

	Optionally, a build automation tool (Make)




brew tap osx-cross/avr
brew install avr-gcc
brew install avrdude


avr-gcc -mmcu=atmega328p -Os -o blink.elf blink.c



avr-readelf -a blink.elf


avr-objdump -d blink.elf


avr-objcopy -O ihex blink.elf blink.hex



ls /dev/cu.usbmodem*


avrdude -c arduino -p m328p -P /dev/cu.usbmodem1201 -b 115200 -U flash:w:blink.hex:i


Reading 162 bytes for flash from input file blink.hex
Writing 162 bytes to flash
Writing | ################################################## | 100% 0.06 s
Reading | ################################################## | 100% 0.04 s
162 bytes of flash verified

Avrdude done.  Thank you.







Writing Sensor Libraries




#define LSM9DS1AG_ADDRESS 0x6B  // Address of accelerometer & gyroscope
#define LSM9DS1M_ADDRESS  0x1E  // Address of magnetometer





Table 2-3: Bit Assignments for Control Register 8 (CTRL_REG8)













	
	
	
	
	
	
	
	
	



	
	
	
	
	
	
	
	
	








Table 2-4: Bit Assignments for Control Register 2 (CTRL_REG2_M)













	
	
	
	
	
	
	
	
	



	
	
	
	
	
	
	
	
	








Table 2-5: Configuration for the FS[1:0] Bits in CTRL_REG2_M







	
	
	





	
	
	



	
	
	



	
	
	



	
	
	






void ReefwingLSM9DS1::reset() {
  writeByte(LSM9DS1AG_ADDRESS, LSM9DS1AG_CTRL_REG8, 0x05);
  writeByte(LSM9DS1M_ADDRESS, LSM9DS1M_CTRL_REG2_M, 0x0c);
  delay(20);

  // Check that chip boot up is complete - bit 3 is BOOT_STATUS
  // Mask the STATUS_REG with 0b00001000 = 0x08
  while ((readByte(LSM9DS1AG_ADDRESS, LSM9DS1AG_STATUS_REG) & 0x08) != 0) {
    yield();
  }
}







Using Software Frameworks





[image: Five layers—USER, MIDDLEWARE, RTOS, MCU FRAMEWORK, and MCU—are connected by arrows; the MCU layer contains a Processor and Peripherals.]













Using Real-Time Operating Systems



















# 1: Build a Signal Generator






[image: Waveform Selection icons feed a wave table through DMA and Rx/Tx FIFO to a PIO state machine, then via I/O MUX to a DAC.]






	How to represent and synthesize waveforms digitally using lookup tables

	How to configure PIO state machines for high-speed I/O operations

	How to use interrupts to manage real-time data flow between memory and peripherals

	How DMA can offload repetitive data-transfer tasks from the CPU

	How to build and test a simple R-2R DAC circuit and buffer it with an op-amp

	How to visualize and verify signals using an oscilloscope

	How to reason about real-time system limits, such as frequency, slew rate, and timing





Get Ready to Build




Table 2-6: The Signal Generator Bill of Materials







	
	
	





	
	
	



	
	
	



	
	
	



	
	
	



	
	
	







Tools and Software Setup




	A C/C++ toolchain: The Pico SDK and CMake

	An editor/IDE: Visual Studio Code (recommended) with the CMake Tools extension

	A compiler and debug tools: The Arm GCC toolchain

	Digital oscilloscope software or a USB logic analyzer for waveform capture






[image: The Additional Views menu is open with Raspberry Pi Pico Project highlighted, pointing to a Quick Access panel with New C/C++ Project selected.]







	Enter a project name: pico-awg (no spaces in the project name).

	Select your board type: pico.

	Enable CMake-Tools extension integration.

	Select Console over USB.

	Click Create.







Setup and Configuration





[image: Pico pins GP8 through GP15 connect to the R-2R DAC (U2); GP6 and GP7 are grounded, and the DAC Vout feeds to a Vawg output at the DUT.]






[image: A raspberry pi pico sits in the upper section of a breadboard with a dac module below it, connected by vertical jumper wires and two flying leads.]









Generate the Wavetable



uint8_t wave_table[256] __attribute__((aligned(256)));





WHY DO WE WANT DIFFERENT SHAPED WAVEFORMS?










	A modulation index of 0.0 yields no amplitude modulation, so the carrier remains at a constant amplitude, effectively producing a pure sine wave.

	A modulation index of 1.0 corresponds to full modulation, so the carrier’s amplitude varies from its maximum value down to zero, producing the strongest AM effect.








Stream High-Speed Data with PIO






.program wavetable_output
    pull         ; Get data from TX FIFO into OSR
    out pins, 8  ; Output 8 bits to GPIO8-GPIO15






HOW FIFOS ENABLE DATA FLOW IN PIO







	sm_config_set_out_pins(&c, base, count) Selects which GPIOs the OUT instruction (and MOV PINS, ...) will drive for this state machine.

	pio_sm_set_consecutive_pindirs(pio, sm, base, count, is_out) Sets those GPIOs as inputs (false) or outputs (true). Use it before enabling the state machine.

	sm_config_set_clkdiv(&c, clk_div) Sets the state machine instruction clock by dividing clk_sys. Choose the divider based on the intended sample rate. If freq is your waveform frequency and you output one sample per PIO cycle from a 256-sample wavetable, the sample rate is freq × 256, so clk_div = clock_get_hz(clk_sys) / (freq * 256). The default Pico system clock is 125 MHz, but it can be overclocked, so you read the actual frequency and divide it by the required PIO clock frequency to get the divider used here. This function sets the frequency of the generated wave.

	sm_config_set_out_shift(&c, shift_right, autopull, pull_threshold) Configures OSR shift behavior. With autopull=true and pull_threshold=32, the OSR automatically pulls a new 32-bit word from the TX FIFO after 32 bits have been shifted out. You don’t want to overwrite data in the OSR, so wait until all 32 bits have been used before refilling. The shift_right choice determines whether bits leave the OSR MSB-first (false) or LSB-first (true) and must match how you’ve packed bytes and wired the pins to the DAC.




# Create C header file with the name <pio program>.pio.h
pico_generate_pio_header(${PROJECT_NAME} 
        ${CMAKE_CURRENT_LIST_DIR}/wavetable_output.pio
)

# Add the standard library to the build
target_link_libraries(pico-awg
        pico_stdlib
        hardware_pio
)






Keep the Data Flowing with Interrupts






void setup_pio_irq(PIO pio, uint sm) {
    pio_set_irq0_source_enabled(pio, PIO_INTR_SM0_TXNFULL_LSB, true);
    irq_set_exclusive_handler(PIO0_IRQ_0, pio_tx_empty_handler);
    irq_set_enabled(PIO0_IRQ_0, true);
}








Convert Digital to Analog






[image: Four voltage inputs Va through Vd, labeled LSB to MSB, connect via shunt 2R resistors to ground and series R resistors forming a ladder to Vout.]










[image: A black PCB with two large capacitors and rows of labeled header pins: Vout, Vcc, GP15 through GP6]








Isolate the DAC with a Voltage Buffer




[image: VDAC connects to pin 3 of MCP6001 op-amp; output at pin 6 feeds back to pin 2 and to Vawg, with VCC decoupled by a 100 nF capacitor to GND.]









Test the Interrupt-Driven Solution





	Compile Compiles your source files and builds a .uf2 binary.

	Run Automatically detects a connected Pico, flashes the compiled code, and starts running it.













[image: A noisy waveform shows a roughly sinusoidal shape with jagged, stepped edges at 8.00 milliseconds time scale on a Hantek oscilloscope.]







[image: A square wave with noisy edges is displayed at 8.00 milliseconds time scale on a Hantek oscilloscope.]








WHAT IS DIRECT MEMORY ACCESS?








Offload Transfers with DMA





	Writing to the channel trigger register: This is the most straightforward way to start a DMA transfer manually.

	Using a chain trigger from another DMA channel: When a channel completes its transfer and has its CHAIN_TO field set, it can automatically trigger another channel.

	Using the MULTI_CHAN_TRIGGER register: This allows multiple channels to be started simultaneously with a single command.







	When a transfer sequence completes, if CTRL.IRQ_QUIET is disabled

	When a null trigger is received, but only if CTRL.IRQ_QUIET is enabled





uint32_t wave_table[WAVE_TABLE_SIZE / 4] __attribute__((aligned(256)));




    dma_channel_set_irq0_enabled(dmaData, true);
    irq_set_exclusive_handler(DMA_IRQ_0, dma_irq_handler);
    irq_set_enabled(DMA_IRQ_0, true);
    dma_irq_handler();  // Start the DMA channel



void dma_irq_handler() {
    // Clear the interrupt request
    dma_hw->>ints0 = 1u << dmaData;

    // Restart the DMA channel
    dma_channel_set_read_addr(dmaData, &wave_table, true);
}






Test the DMA IRQ Solution





[image: A clean sine wave is displayed at 4.00 microseconds time scale; the Measure panel shows frequency 49.21 KHz and peak-to-peak 3.40 V.]








Table 2-7: Maximum AWG Frequency vs. Samples Per Cycle






	
	





	
	



	
	



	
	



	
	



	
	








[image: A jagged triangular waveform is displayed at 800 nanoseconds time scale; the measure panel shows frequency 437.6 khz and peak-to-peak 980 mv.]









Understand How to Chain DMA Channels







[image: A wave table feeds a DMA Data Channel and CTRL Channel; data flows through Tx FIFO to a PIO state machine and OSR, then via 8 GPIO pins to a DAC.]






	read_addr Holds the memory address from which data will be read. It updates automatically after each transfer, ensuring that subsequent reads occur from the correct memory locations.

	write_addr Stores the destination memory address where data will be written. Like read_addr, it increments automatically if configured. When writing to the same location (as you are), this incrementing is disabled.

	transfer_count Defines the number of transfers that should occur in a sequence. Each time a transfer completes, the count decreases, and when it reaches zero, the channel can be re-triggered or halted, depending on the configuration.

	dma_channel_config Controls various aspects of DMA operation, including transfer size (8-bit, 16-bit, or 32-bit), whether address pointers should increment after each transfer, and whether the channel is chained to another DMA channel for automatic triggering. It also manages additional features such as high-priority scheduling, data request selection, and optional checksum calculations.




void dma_channel_configure(
    uint channel,
    const dma_channel_config *config,
    volatile void *write_addr,
    volatile const void *read_addr,
    uint transfer_count,
    bool trigger
);



&dma_hw->ch[dmaData].read_addr






Test It Out




[image: A smooth sine wave is displayed at 20.0 microseconds time scale; the Measure panel shows frequency 10.00 KHz and peak-to-peak 3.40 V.]








[image: A clean triangular wave is displayed at 4.00 microseconds time scale; the Measure panel shows frequency 100.2 KHz and peak-to-peak 3.00 V.]







[image: A jagged, triangular-looking waveform is displayed at 800 nanoseconds time scale; the Measure panel shows frequency 486.6 KHz and peak-to-peak 900 mV]










	f = 488 kHz

	Vpeak = 0.45 V (from Figure 2-19, VPk-Pk = 900 mV, so Vpeak = 900/2)








DERIVATION OF THE SLEW RATE EQUATION
















What’s Next




	Add a rotary encoder or potentiometer to adjust frequency or waveform type in real time and display the current state on an OLED or LCD screen.

	Add new wave types such as sawtooth, noise, exponential decay, chirp, and step functions.

	Look for the ability to combine waveforms (for example, adding a sawtooth and sine wave) or create arbitrary signals and store them.

	Create an input from the device under test. Provide the ability to capture an analog input, digitize it using the Pico’s ADC, and send both the generated signal and the measured input over UART for analysis.







Conclusion
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