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			Foreword by Keith Slotter

			I first arrived at FBI headquarters in early 1995, eager to kick off the management portion of my career as a newly appointed supervisor in the Financial Institution Fraud Unit, part of the global financial crimes enforcement team. Placed in charge of the Bureau’s check fraud initiative, my first directive was to host a series of national conferences bringing our field managers up to speed on the latest scams and how we might defeat them, or at least gain some traction on the problem.

			While searching possible expert speakers, an associate referred me to Frank Abagnale. I had never heard of him, nor his criminal and FBI past. Though Steven Spielberg already possessed the rights to Frank’s life story, this was years before Catch Me If You Can was written, cast, or filmed. Of course, the movie would eventually become a mega-hit, with a spin-off Broadway show, but in those pre-Internet days, all I could do was scrape together a few basics, including some material Frank sent me. It was thoroughly impressive and quickly confirmed that this guy was truly an expert in bank fraud and its prevention. There was a good chance he’d do quite well for my upcoming conferences. How little did I know.

			Well, he killed it at our first warm-up session in Salt Lake City and then again to a much larger audience in Boston six months later. Frank was witty, clever, and incredibly knowledgeable, and his fraud experience and expertise were unmatched. He even showed me how to wash checks, erasing handwritten ink using simple nail polish remover, so I could muddle through similar demonstrations on my own. And he was freely available! I tried to at least pay for his travel and expenses, but he’d insist that I only tell him where to be and when.

			Time went on, I’d request another presentation, and there he’d be at the appointed time and location. He was busy with paying gigs but would always find a way to carve out space for us. Amazingly, I still didn’t know much about Frank. His primary pursuer during those youthful days on the run, Special Agent Joe Shea (the inspiration for Carl Hanratty in the movie), had long since retired, and most folks in the Bureau by then simply didn’t know who Frank was. Meanwhile, he was barnstorming the country as a speaker, consultant, and general adviser, winning over clients with his anti-fraud messaging and amazing con-man past. Then, at a conference in San Diego, he gave me a copy of his book, Catch Me If You Can, and an audiocassette by the same name recounting his life story. I can’t count how many times I listened to that tape, but each time the message was incredibly authentic and mesmerizing, and a mere prelude to what the movie would become.

			Frank’s commitment to providing these presentations never ceased. He conveyed his wisdom in fighting fraud—in ways only he could convey—to thousands of FBI and other federal agents. Everyone wanted to learn from him; even Leonardo DiCaprio and Tom Hanks attended a session in preparation for their upcoming film roles. Then the movie came out, and his popularity and demand skyrocketed to the stratosphere. At home and internationally, companies, banks, protection groups—everyone—wanted a piece of Frank. But still, he was always there whenever I called asking for another favor.

			Of course, the criminal landscape has changed dramatically since our check fraud days, and Frank has continued to change and adapt to the new challenges as well. He was one of the first to anticipate the acceleration and personal devastation caused by identity theft and, ultimately, the many cyber risks attached to so many white-collar crimes we see today, which you’ll read much more about in these pages.

			People see the film, the antics, the cons, and the jail time and ask, “What is the real Frank Abagnale like?” Well, I can tell you that he’s certainly brilliant to have pulled off all those capers, but more important, he’s one of the most gracious, humble, and soft-spoken people you’ll ever meet. Case in point: A decade or so after first meeting Frank, I’d risen to the position of assistant director of training, including heading the FBI Academy, in Quantico, Virginia. One morning, I headed upstairs to greet the latest batch of new recruits on their first day and officially swear them in as new FBI agents in training.

			The classrooms are tiered, and the new agent hires sit in alphabetical order. After reciting the oath, they sat back down, and I glanced at the name card of the first new agent to my left. Scott Abagnale. At the time, I knew Frank had three sons, but I didn’t remember their names and jokingly asked if he was related to Frank. “He’s my dad,” came the reply, and the room burst into laughter. Obviously, the joke was on me. “Wait till I talk to him,” I warned, head shaking. But of course, that was Frank, not wanting any special treatment or recognition for his son. Sixteen weeks later, I’d have the honor of being on the graduation stage with Scott and his classmates as then-Director Robert Mueller gave them their official Special Agent oath of office. It was one of the proudest days of Frank’s life.

			One can walk into any bookstore and find entire sections on investment strategies, building wealth, and climbing the ladder to financial success. It’s a cottage industry and very profitable for the more renowned authors who write those books. But before climbing that next rung, how about properly securing what’s already been accumulated? Nobody really talks about that, but believe me, the scammers and thieves are out there. Every day. This is where Frank comes in, and this is his gift. He’s not just a financial consultant or adviser, but actually provokes thought and causes people to change their behavioral acumen. By following Scam Me If You Can’s suggestions, you’ll find your financial health and risk exposure improving because you’ll eliminate some bad fiscal habits and institute better practices, lowering your exposure to fraud and abuse. This isn’t a complex series of equations and financial strategies, but commonsense practices, easily implemented, to help keep us more secure.

			I’ve known Frank now for longer than I can remember, and I’m honored to call him my friend. He truly did bolster my career, and in turn changed my life, but I have never really understood why he’s done all this, and nor have I ever pushed him for an explanation. Those who have seen him present in person know how powerful and prescient his guidance can be. For those who haven’t, it’s a definite bucket list item, whether you’re savvy about scams but want to hone your knowledge, or you know next to nothing about cons and want to learn how to protect yourself, or you’re somewhere in between. Either way, enjoy the read and keep Scam Me If You Can on hand for future reference. Stay alert, remain diligent, and we can all stay a step ahead of the never-ending con game.

			
				Keith Slotter

				Former FBI Assistant Director,

				Training Division, Retired

			

		

	
		
			Introduction

			Smart People Get Scammed

			Scam [skăm] n. (informal): a dishonest scheme; a fraud.

			Fraud [frôd] n.: a person or group of people or thing(s) used by a person or group intended to unethically or criminally deceive other people for personal gain, usually by unjustifiably claiming to provide something of desire, value, or necessity, or by claiming to have certain advantageous qualities or accomplishments.

			I just wanted to die,” said Helen Anderson. “I wanted to go to sleep and not wake up, because I was so tired of it never ending and I didn’t know what to do.”

			Helen, sixty-four, was a victim of identity theft. She had worked in the operating room of a Seattle hospital and, like many nurses, had developed back problems because of the long hours she spent on her feet and the labor involved in maneuvering and lifting patients. By 2011 her legs had started to hurt so badly that she required back surgery, which prevented her from returning to work. Helen wasn’t worried about the loss of income. She had planned wisely for her retirement, enjoyed a solid credit rating, paid her bills on time, and owned her house outright.

			Soon after she’d recovered from surgery, her daughter in Portland, Oregon, started to suffer from health problems. Since Helen was now retired, she had time to travel to see her. She left her home and her dog in the care of her niece, Samantha. Helen asked Samantha to promise not to allow anyone else to stay in the house. She had had a bad experience fifteen years earlier, when the sister of one of her hospital coworkers stayed with her for a week. Using information she had found in Helen’s home, the woman opened a credit card in Helen’s name. After discovering the crime, Helen confronted the woman, who then paid off the debt and closed the account. But the event left an impression on Helen, and she didn’t want any strangers in her house, especially not while she was away.

			When Helen returned home from visiting her daughter, she was understandably upset to see another woman staying there. When Helen asked Samantha about the stranger, she explained that the woman, Alice Lipski, was a friend who had had a fight with her boyfriend and needed a place to stay. It would just be for a few days, and Samantha didn’t think Helen would mind. Well, Helen did mind, and asked that Alice be out of the house by the end of the week. She was right to feel uneasy. That feeling intensified when the branch manager of Helen’s credit union called her to tell her someone had charged $300 on a debit card that Helen had never used before. Now her account was overdrawn.

			Helen went to her credit union office to fill out a fraud affidavit, and the lost money was restored. But the problems continued. A few days later, she received another phone call, this one from Wells Fargo. Had she just made $5,000 in charges on a credit card she’d never used before? No, she hadn’t. The card had apparently been activated from her home the week before, and the balance had been paid off with one of her own credit union checks. What was happening? Helen went back to her credit union. While looking over her account, the manager asked, “Did you just pay $500 from this checking account toward your American Express card bill online?” No, she hadn’t. Helen didn’t pay bills online. The manager told her to file a police report.

			This was just the beginning of Helen’s identity nightmare. While Helen was trying to plug up the widening hole in her credit problems, Alice Lipski was methodically becoming Helen Anderson. On top of what Alice had stolen from paperwork at the house, she had also found Helen’s mother’s birthday through some basic social media sleuthing and an Internet background check. This information allowed Alice to negotiate the security questions and reactivate a canceled store card from Costco, setting new security answers that only Alice knew. In doing so, she effectively locked Helen out of her own account. She also signed Helen up for a credit-monitoring service. But instead of protecting Helen against ID theft, it gave Alice access to Helen’s complete credit history.

			The credit report contained a great deal of information about Helen’s bank and store credit cards. Alice reported each card as lost or stolen and opened new replacement cards, each with a new and unique username and password. And then she started to use them. Next, she had photo IDs made up with her photo but Helen’s info, so she could effectively impersonate Helen in real life, not just online. Then Alice instructed the U.S. Postal Service to forward Helen’s mail to a post office box. Naturally, Alice used one of Helen’s credit cards to pay the monthly fee. She also had a valid-looking driver’s license made, and she had Helen’s Social Security number, thanks to the new Medicare card Alice had received in the mail. (At the time, Medicare cards still listed Social Security numbers on them.)

			It took a while for Helen to notice that she was no longer receiving checks and bills in the mail. And then more calls came in from credit card companies asking about suspicious transactions. “I would call a card company and they would ask for the account number and password, and I couldn’t give them either one,” Helen said. She felt as if she were disappearing. She had to go to banks and stores in person and show them her driver’s license in an effort to convince them she was who she said she was. “I couldn’t prove who I was, because [Alice] could prove it easier than I could,” she said. Helen would cancel cards and reset information when she could, and there would be peace . . . for a while. But then a whole new set of charges would appear. Helen believes that more than $30,000 was spent in her name—at stores, restaurants, casinos, gas stations, and other places.

			What Helen didn’t know at the time was that Alice was spinning out of control. She was a methamphetamine addict. Law enforcement experts say there is a discernible link between meth addiction and ID theft. But eventually an addict’s drug use escalates, making her more prone to make mistakes. Alice was writing bad checks on other stolen accounts to keep Helen’s accounts from exceeding their limits. After Alice’s boyfriend was arrested, she needed $10,000 to bail him out of jail. To get it, she drained Helen’s credit union account, along with three other accounts stolen from other people. She also pledged equity in Helen’s home to spring him from jail. Helen had no idea that her house, which she had lived in for forty years and owned outright, was in jeopardy until she received an angry call from a bail bond company.

			“I felt like I was a nonhuman being,” said Helen.

			The devastation that Helen felt is often the most damaging aspect of identity theft—or any type of fraud. Even if you can get your money back and restore your credit ratings, what may never leave is the sense of violation that comes with the knowledge that your home, family, and personal information have been compromised. Experts say the effects of fraud on individuals are similar to the psychological aftermath experienced by victims of violent crimes and war, ranging from anxiety to emotional volatility, depression to post-traumatic stress disorder (PTSD).

			One night, Alice racked up $2,000 on one of Helen’s accounts on a Macy’s shopping spree. She was high, and in her haste to get out of the store, she left her purse on a chair. That handbag contained a meth pipe and all the tools of Alice’s trade—and proof of her deceit: a tablet computer with information about her victims, fraudulent credit cards, and ten Washington State driver’s licenses in nine different names. Each one had Alice’s picture on it. When she realized she had left her purse behind and went back to retrieve it, it was too late. The police had been called and were already trying to track her down, but she was able to flee the store before they arrived.

			Ultimately, it took six weeks for officers to find and arrest Alice. They learned she had accumulated these tools of her trade over the span of a few months, and with the help of a small team of accomplices, including a man named Dino, who crafted fake IDs so authentic-looking they fooled experienced bank tellers, and another named Brian, who had the skills to calculate algorithms used to determine driver’s license numbers, Alice was charged with ten counts of identity theft. She and her colleagues had stolen close to $1 million from Helen and other victims. Alice was successfully prosecuted but cut a deal that would limit her jail time if she successfully completed drug rehab.

			The funds Alice had stolen were restored, because Helen filed the appropriate police reports, but her life will never be the same. Her financial future remains uncertain as she struggles to clean up her damaged credit. After this ordeal, she sold the house that she had called home for forty years and moved in with her elderly mother. Helen is often stymied by the arduous paperwork she needs to fill out to get credit bureaus to correct her record and is fatalistic about the possibility of future fraud. “My information is out there for another scammer to use,” she said. Unfortunately, this will always be the case.

			

			—

			Every year, millions of American consumers—nearly 7 percent of the population—are victims of scams and fraud. Criminals everywhere, from people in your own community to international rings, are looking for opportunities to take advantage of you. In 2017, the number of fraud victims in the United States reached 16.7 million, with $16.8 billion lost. Victims lose not just money; they can spend hours trying to resolve scams. And worse: Scams can alter and ruin lives.

			In this book, I reveal the truth behind the methods used by the world’s most skillful con artists to steal billions of dollars each year from unsuspecting consumers. And I give you very specific steps to protect yourself and your family.

			I’m writing this book now because in my anti-fraud work I see how quickly scams and scammers are advancing. It’s frightening. I also see firsthand how devastating fraud can be.

			Scam Me If You Can draws on my own expertise working on the front lines to combat fraud. For more than forty-five years, I’ve worked with, advised, and consulted with the FBI and hundreds of financial institutions, corporations, and government agencies around the world to help them in their fight against fraud. I also serve as the Fraud Watch Network Ambassador for AARP, a nonprofit with thirty-seven million members. But my unusual blend of knowledge and expertise began more than fifty years ago, in an unusual way: I was one of the world’s most famous con men.

			I became a con artist in 1964, at the age of sixteen, and continued until I was caught and brought to justice in 1969, when I was just twenty-one. In those intervening years, even though I was very young, I was able to don a variety of professional disguises and professions, including airline pilot, doctor, lawyer, sociology professor, FBI agent, and Federal Bureau of Prisons agent. This is the story depicted in my 1980 book Catch Me If You Can, which in 2002 became a Steven Spielberg film of the same name, featuring Leonardo DiCaprio as me. (If you watch closely, you’ll see me make an appearance as a French cop!) I traveled the world, cashing more than $2.5 million in forged checks, and as a result I financed a lifestyle that included bespoke suits, luxury cars, and world travel. I dated beautiful women. It was thrilling.

			First I assumed the identity of a Pan Am copilot. I created a fake pilot’s license and posed as an off-duty pro, allowing me to fly in the cockpit anywhere I wanted for free. (Rest assured, I never actually flew a plane.)

			I was pretty audacious. Picture a sixteen-year-old decked out in a Pan Am uniform, impersonating an airline pilot. I was tall, which made me appear older, nicely dressed, and very polite. I knew that certain kinds of people were more apt to come under my spell than others. Pretty young women, older people, and those who felt I represented authority were all good targets. Young women because, well . . . I liked them and they liked me. Older people were always impressed with a well-spoken and courteous young man. And all sorts of people—airline and airport staff, people in banks and other institutions—respected someone in a pilot’s uniform. After all, we trust a pilot to fly a giant machine and get us to our destination safely.

			When I became tired of constant travel, I moved to a luxury apartment outside Atlanta, where I assumed the identity of a doctor. I was even hired as a supervising resident at a local hospital. (Again, you can breathe easy: I never practiced medicine on patients.) Next I pretended to be a Harvard-educated lawyer and a Columbia-educated sociology professor. After a while, I decided to return to my pretense as a pilot and went to Europe, where I printed and cashed more fake checks. It was an elaborate hoax that involved operating my girlfriend’s father’s massive Heidelberg printing press—one of the fun scenes in the movie. Finally, I was apprehended (a stewardess and former girlfriend recognized my face on a WANTED poster and alerted the authorities) and imprisoned by French police, was extradited to Sweden, and eventually landed in a U.S. prison (although I managed to escape police custody twice, once from a taxiing airliner and once from a federal penitentiary). Eventually, though, I was sent to prison and served four years.

			After I was released—still in my twenties—the FBI asked me if I wanted to use my expertise (so to speak) to fight the bad guys. I said yes, believing that devoting myself to fighting fraud was a good way to continue to repay a debt I owed to society. While I am ashamed of what I did as a young man, cheating and stealing and, along the way, deceiving and hurting people, I was grateful for the opportunity to turn myself around. The release of the Catch Me If You Can film gave me a wider audience to talk about fraud prevention.

			I’ve now been a security and anti-fraud consultant for more than forty-three years. I have a consulting company, Abagnale & Associates. My fraud prevention programs are used by more than fourteen thousand financial institutions, corporations, and law enforcement agencies. I’ve met and talked to thousands of everyday people who have been harmed by scams—from small business owners to CEOs, from students to retirees, and everyone in between, people of all ages and from all backgrounds, around the world—hearing their stories and offering advice. This has allowed me to cover a wide variety of scams, investigate where they come from, and find ways to fight back against this worldwide scourge.

			I don’t want it to happen to anyone else. That’s why I wrote this book.

			My goal with Scam Me If You Can is to arm as many people as I can with the information and tools you need to put a shield between you and the scammers. The book is part of AARP’s efforts to educate and arm readers of every age about as many scam techniques and prevention strategies as possible.

			Many of the stories I’ve heard and all the advice I’ve given is packed into this book. It’s such important information to have on hand, because we are living in a unique time. At no other point in history has it been easier to be a con artist—or to be victimized by one. In the past decade, technology has completely transformed the landscape of scams, making them quicker, more global, more anonymous, and more interconnected than ever before. Each week seems to bring new, ever more dismaying headlines about the use of technology for nefarious purposes, whether it’s such Orwellian acts as the use of social media to disseminate fraudulent news stories for political purposes during the 2016 election cycle or the widespread use of scams targeting vulnerable veterans. (Sixteen percent of vets lost money to scams between 2012 and 2017, and the number continues to grow.)

			The good news is that fraud is preventable. Vigilance is your weapon, and it is always at your disposal. Protection and prevention are your personal responsibility and can be achieved by taking easy, practical steps. Scam Me If You Can will empower you with information and proactive tips and strategies to defend yourself. Even small changes in habits, recommendations for which I provide here, allow you to stay a step ahead of the multitude of illegal schemes bombarding you constantly in a multitude of ways—via your front door, your mailbox, your telephone, and, of course, your electronic devices. Reading this book can make a world of difference in your life.

			WHO GETS SCAMMED

			Who is likely to experience certain scams? It turns out that demographics—gender, socioeconomic status, age—differ based on the type of scam. The 2011 AARP Foundation National Fraud Victim Study of 723 fraud victims and 1,509 respondents from the general public found that victims of investment fraud, for instance, were more likely than the general population to be male, be married, have some college education, and make $50,000 or more. Lottery victims were more likely to be single, to have less than a college education, and to be less likely to make $50,000 or more. Victims of identity theft to obtain prescription drugs were more likely to be female and single, have less than some college education, report an annual income of less than $50,000, and have a higher average age than the general population.

			Are some of us more prone to becoming victims than others? Yes and no. Research shows you can be vulnerable to a scam whether you’re seventy-five or five—yes, children can be victims, too. I’ve also heard from business executives, doctors, lawyers, and other highly educated individuals who have been victims. So let’s take a moment now to examine who gets scammed most often—and why. If you see yourself in any of these categories, you may have to be more vigilant in making yourself un-scammable.

			
					
					Active in more sales situations: Victims tend to be more engaged in the marketplace—whether that is the consumer marketplace (such as shopping or investing in the stock market) or the marketplace of ideas (social media). They are more likely to report attending sales presentations when offered a free meal or hotel stay in return; entering their name in drawings to win a prize; allowing salespeople into their homes to make a presentation; and opening and reading every piece of mail they receive—catalogs, advertising circulars, contests offerings, and promotional come-ons.

				

					
					Slow to take preventative actions: Victims are less likely than the general population to report taking prevention measures such as signing up for the National Do Not Call Registry or checking the references of businesses before hiring them.

				

					
					Under more stress: We have to be especially cautious in our decision-making during stressful events or when life is putting great demands on us. That’s because stress takes up cognitive capacity, which means we may not be thinking about how to defend ourselves against scams. Moreover, when we’re under stress, we give more weight to positive outcomes and we tend to discount negative effects of decisions.

				

			

			IN THIS BOOK

			The quiz that starts on p.15 will help you determine how knowledgeable you are about scams. But there are so many scams even the most vigilant people may not have heard of. The topics I discuss throughout this book range from identity theft and investment scams to digital safety and romance scams. To provide a framework for the wide swath of scams covered, I’ve organized the book around the five simple steps you can take to scam-proof your life.

			
					
					Protect your identity

				

					
					Secure your finances

				

					
					Preserve your digital presence

				

					
					Safeguard your home and hearth

				

					
					Shelter your heart

				

			

			Within each of these categories, chapters take you through what the related scams are, how they work, and what you can do to prevent them. Read the book straight through, or dip into the section or chapter that serves your immediate needs. It’s a reference you can look to again and again, since the index makes it easy to find specific topics. This is a solutions-oriented book; for every scam, I provide succinct ways you can protect yourself and your family as well as what to do if you become a victim.

			You’ll find fascinating detours into what I call our Hall of Shame, stories of notorious scammers and their scams; the psychology behind scams; and hundreds of in-depth, comprehensive tips to help keep you one step ahead of clever scammers and their rip-offs.

			So get ready. Today is a brave new world in which anyone—regardless of education or intelligence, age, gender, or class—can fall prey to a new, highly sophisticated breed of criminal. No matter how savvy or how old you are, it could be you! It’s a sad fact that scams continually evolve and become more insidious and convincing as scammers learn more about ways to thwart the latest anti-fraud and security efforts. So what can you do? Know where you fit into the profile. Be aware of, and guard yourself against, persuasion tactics. Take action to protect yourself. Be skeptical. Know the likely cons, and keep up with the latest scams by signing up for AARP’s Fraud Watch Network.

			I invite you to join me on this journey to make yourself “scamwise.” Share this information with your relatives and friends. There is power in numbers, and an army of vigilant, informed citizens connected through community makes us all safer. Working together, we can make a difference and reduce the number of scams. And, more important, we can protect you and your family.

			
				—Frank W. Abagnale Jr.

			

		

	
		
			What’s Your Scam Quotient?

			The following quiz can help test and identify your vulnerability to scams—what I call your Scam Quotient, or SQ. The results give you a general idea of how prone you are to becoming a fraud victim. No matter how you score, the good news is that the information, tips, and strategies in this book show you how to up your scam-proofing skills and raise your SQ. I recommend that you take this test again when you’ve finished reading, to see how much your SQ has improved. The quiz is simple: Read the statement and then decide whether you think it’s true or false. When you’re done, add up your score and read your assessment.

			
					
					Fraudsters use psychology more than technology to successfully run their scams.

					True

					False

					

					
					Always wait at least twenty-four hours before making any important financial decision.

					True

					False

					

					
					Identity theft is not a problem if you don’t use social media or do online shopping.

					True

					False

					

					
					The IRS is allowed by law to call you about back taxes you may owe without sending you written notice first.

					True

					False

					

					
					Medical ID theft is a serious issue only for people on Medicare.

					True

					False

					

					
					Banks never send their customers emails that ask them to click on a link wanting them to verify their information.

					True

					False

					

					
					State lotteries charge a fee in order to collect large winnings.

					True

					False

					

					
					Houses of worship, sororities and fraternities, alumni organizations, and other membership groups are a good way to learn about investment opportunities and meet financial professionals you can trust.

					True

					False

					

					
					The Social Security Administration might call and ask for confirmation of your Social Security number.

					True

					False

					

					
					Pop-up windows warning you of a computer virus are a handy way to identify a problem on your computer, and you should click on them to solve the problem.

					True

					False

					

					
					Long, complex passwords are one of the best ways to secure accounts online.

					True

					False

					

					
					Sharing vacation photos on social media while you’re away is a great way to keep family and friends up to date on your adventures.

					True

					False

					

					
					It is illegal for telemarketers to call you if you’ve never done business with them.

					True

					False

					

					
					It’s fine to buy medications from Canadian online storefronts or small pharmacies that don’t require a prescription or that offer deep discounts.

					True

					False

					

					
					It’s okay to buy a pre-owned or new designer bag online as long as it comes with a guarantee of authenticity and offers buyer protection.

					True

					False

					

					
					Up-front fees are legitimate and necessary to secure a lease on an apartment.

					True

					False

					

					
					Selling a timeshare requires numerous up-front fees.

					True

					False

					

					
					Dating apps are always a safe way to meet potential significant others.

					True

					False

					

					
					It’s difficult to get a copy of a birth certificate.

					True

					False

					

			

			ANSWER KEY

			
				Check your answers using the key below. Give yourself 0 points for every wrong answer and 10 points for every right answer.

			

			
					
					True. Psychology is the most important tool scammers use to defraud victims (see this page).

				

					
					True. It’s a good idea to give yourself time to gather your thoughts and emotions to make a sensible decision (see this page).

				

					
					False. Your identity can be stolen even if you don’t own a single digital device (see Protect Your Identity).

				

					
					False. The IRS will always send written notices before taking the rare step of calling you (see this page).

				

					
					False. In fact, children are some of the most vulnerable people when it comes to medical ID theft (see this page).

				

					
					True. Banks never send their customers emails that ask them to click on a link to verify personal information (see Secure Your Finances).

				

					
					False. There is never a fee to collect legitimate lottery winnings (although you may have to pay taxes on them!) (see this page).

				

					
					False. Some scammers use what’s called “affinity” to seek out targets in religious organizations or volunteer and school groups. Just because someone is a member of your house of worship, volunteer group, or school group is not a guarantee that they will give you credible legal advice (see this page).

				

					
					False. The SSA knows your Social Security number—they don’t need to ask you what it is (see this page).

				

					
					False. Pop-up windows telling you that your computer has a virus are scams to get money and/or infect your computer with malicious and destructive software programs (see this page).

				

					
					False. Most passwords used by scammers are stolen—not guessed. Long, complex passwords are as easy to steal as short, simple ones (see this page).

				

					
					False. Share your photos after you come back—don’t signal on social media that you’re not home! (see this page).

				

					
					True. Of course, this doesn’t stop illegal robocalls from interrupting your day (see this page).

				

					
					False. Pharmacies that do not require prescriptions for prescription drugs are often selling out-of-date, tainted medicine or fake pharmaceuticals.

				

					
					True. There are reputable sellers online in the business of selling genuine articles—as long as they offer buyer protection and proof of authenticity, you can shop till you drop.

				

					
					False. Avoid rental companies that require up-front fees and monthly membership dues to access listings of low-cost rentals, pre-foreclosure rentals, or rent-to-own properties. Most are scams. Moreover, if the landlord or agent wants a fee to show you the property, it’s a scam (see this page).

				

					
					False. Selling a timeshare should not require any fees other than closing costs, which are paid at the closing table (see this page).

				

					
					False. While you can meet honest people via digital dating, many scammers troll these sites to find potential victims (see this page).

				

					
					False. It’s very easy to order any birth certificate from a county clerk’s office (see this page).

				

			

			Add up the total to get your SQ score:

			
				0 to 50 points: You are at a higher risk of becoming a victim of a scam than higher-scoring readers. You may have already been scammed. Keep calm and know that you’re in good hands. You’re ready to read this book cover to cover—and your Scam Quotient will go way up.

				60 to 100 points: You are at average risk for becoming the victim of a scam, but you do have some knowledge of various schemes and how they work. You may have been a victim in the past, but you’ve learned from it. The good news is that you are poised to become scam-proof if you read this book.

				110 to 150 points: You’re well on your way to becoming scam-proof. You have knowledge and great instincts. If you’ve been tempted by a scam in the past, you likely were able to resist it.

				160 to 190 points: You are pretty close to being a scam-proof rock star. Keep reading to take yourself over the top.

			

			

		

	
		
			1.

			The Playbook Exposed: Recognize—and Beat—the Con Artist’s Game

			In this chapter, I shine a bright light on the common strategies scammers use and offer strategies to defend against their tricks, which should become part of your everyday scam-proofing tool kit. I’ve seen scammers use these methods for all the years I’ve worked with law enforcement, and I used them myself as a young man when impersonating an airline pilot and doctor, opening fake accounts at banks and cashing fake checks. As I relate examples of real-life scammers and how they operate in this chapter, I’ll point out the consistent strategies they use so you can spot them and stay safe.

			

			—

			Let’s start with the story of Kevin, a scammer working out of a large “boiler room,” a space where workers gather to make high-pressure calls, looking for customers—or, in fraudulent boiler rooms, victims. Kevin comes from a long line of scammers, and no, I’m not talking about his actual family, but a tradition of scammers that goes far back in time and that I was a member of, too, for a while. Kevin’s job was to call people he found on timeshare resale websites, using a set of methods common to all scammers to win the confidence of those frustrated with owning a timeshare and eager to sell it.

			Con men like Kevin are well trained in the techniques to get targets “under the ether.” Ether is a condition of trust and even infatuation with what is being presented. Getting a victim under the ether is crucial to all cons, no matter where or how they are perpetrated. This heightened emotional state makes it hard for the victim to think clearly or make rational decisions. To get their victims under the ether, fraudsters hit their fear, panic, and urgency buttons.

			Kevin found the perfect targets when he reached out to Florida natives Nancy Adams and her sister, Edith. The siblings had gotten swept up in the pitch from a timeshare company that had offered them a free weekend in April 2012 at one of its properties, in Charleston, South Carolina. Nancy, then in her early seventies, had grown up working at her grandfather’s Florida resort; she wanted to be the pampered guest for a change. Before the weekend was over, the sisters had bought a unit.

			But two years later, Nancy was starting to regret the purchase. The sisters had used the unit several times over the past twenty-four months and had even accumulated “points” that could be used to stay at another one of the resort’s properties. But expensive membership upgrades meant their total investment in the timeshare was now more than $20,000, so Nancy wanted to sell. She posted a for-sale ad on a website called BuyATimeshare.com. That was where Kevin saw the ad, and he reached out to her.

			Nancy answered Kevin’s call because it looked like it came from a local Florida area code, not an 800 number, like many previous calls she’d received (and hadn’t answered). The area code made her feel that the call was legitimate. On the phone, Kevin identified himself as a buyer’s agent from a firm called International Marketing Solutions. He told Nancy he represented a couple from Montreal who wanted to buy her unit. He even provided the buyers’ contact information so Nancy could speak to them directly, which made her feel more secure. She called the number provided, and the woman on the other end confirmed everything Kevin had said. The sisters were reassured. They could off-load the timeshare—right now! Kevin and his colleague posing as the potential buyer knew exactly what to say to make them feel confident.

			Kevin faxed Nancy and Edith documents signed by the phony buyers, and Nancy wrote a check for $2,250 (to be refunded later, Kevin assured the sisters) to set up an escrow account and title services. But then, as the weeks passed, and then months, Nancy never heard from Kevin or “the buyers” again. Kevin, it turned out, had moved on to more timeshare scams—for which he was eventually caught, arrested, and jailed. When Nancy realized what had happened, she filed a report, and eventually the state reimbursed her for most of what she had lost, and the resort bought her unit back. But she could have saved herself a lot of pain and money if she had known how to protect herself from fraud.

			GETTING TARGETS UNDER THE ETHER

			The best con artists know how to use a comforting and confident tone of voice to get people under the ether. They prey on vulnerabilities and seduce their victims into revealing their personal information. I perfected this technique while running scams as a young man. I knew how to modulate my voice and speak in a calm and reassuring manner to all my targets. The effect was almost hypnotic—before I was finished explaining why I had to cash a check or catch a free ride on an airplane, I had the target in the palm of my hand, under the ether. As Rocky, a con artist who worked as a consultant to numerous fraudulent boiler rooms in the 1980s and ’90s, explains, a good con should always try “to keep the victim up in the altitude of the ether, because once they drop into the valley of logic, [you’ve] lost them.”

			Establishing a level of trust provides the con with a valuable tool for accumulating data that he can use to lead targets into making less than ideal decisions that, under normal circumstances, they would not make. To induce the ether, the con artist asks questions that trigger emotional responses. In Nancy’s timeshare sale, for example, the con was straightforward and earnest, calm and professional, asking Nancy about her concerns about the cost of the unit and whether she would be able to carve out enough time to use it that it would be worthwhile in the future. But the questions vary depending on the scam. In a dating

			
			
			
			
			
					
					
				

					
					
				

					
					
				

					
					
				

			

			HITTING YOUR SCARCITY AND URGENCY BUTTONS, WITH A TOUCH OF FLATTERY THROWN IN

			
			
			
			
			
				
				

				
						
						
					

						
						
					

						
						
					

				

				
						
						
					

						
						
					

						
						
					

						
						
					

				

				
						
						
					

						
						
					

						
						
					

						
						
					

						
						
					

						
						
					

						
						
					

				

			
			
			PLAYING ON YOUR NEEDS

			
			
			
					
					
				

					
					
				

					
					
				

					
					
				

					
					
				

					
					
				

			

			SEDUCING YOU WITH THE BIG WIN

			
			
			
			
			
			
			
					
					
				

					
					
				

					
					
				

					
					
				

					
					
				

					
					
				

			

			
			USING AGGRESSION AND THREATS

			
			
			
				Hall of Shame: Michael Romano

				

				
				
				
				
				
			
			
				
				

				
				
						
						
					

						
						
					

						
						
					

						
						
					

						
						
					

						
						
					

						
						
					

						
						
					

						
						
					

						
						
					

				

			
			CON ARTISTS NEAR AND FAR
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