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Praise be to Allah, the Lord of the worlds, and peace and blessings be upon Prophet Mohammed, his family, and companions.

The MTCNA (MikroTik Certified Network Associate) is the first step in the MikroTik certification path. It is a foundational certification required before studying any other MikroTik certifications.

This book is designed to help you understand the official MTCNA certification syllabus, covering the fundamentals of MikroTik technologies in a simple and clear way. It includes step-by-step explanations, diagrams, and practical examples and labs in both GUI and CLI, using the latest version of RouterOS.

Whether you are new to MikroTik technology and want to learn it or are aiming to get certified, this guide is the right start. It will help you understand the course content and pass the exam with confidence.

I wish you all the best in your learning journey and success in your certification.

Ehab Abo Elazm

Istanbul, 2025
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​Module 1: Introduction
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Module 1

This module provides an introduction to MikroTik technology, introducing its products, exploring RouterBOARD and RouterOS, how to access the device, make simple configurations, manage the device, update it, and save a backup.

This module covers the following course content topics:


	About MikroTik 	What is RouterOS

	What is RouterBoard



	First time accessing the router 	WinBox and MAC-WinBox

	WebFig and Quick Set

	Default configuration



	RouterOS command line interface CLI 	Null Modem cable

	SSH and Telnet

	New terminal in WinBox/WebFig



	RouterOS CLI principles 	<tab>, double <tab>, “?”, navigation

	Command history and its benefits



	Upgrading RouterOS 	Package types

	Ways of upgrading

	RouterBOOT firmware upgrade



	Router identity

	Manage RouterOS logins

	Manage RouterOS services

	Managing configuration backups 	Saving and restoring the backup

	Difference between a backup and an export (.rsc) file

	Editing an export file



	Resetting a RouterOS device

	Reinstalling a RouterOS device (Netinstall)

	RouterOS license levels

	Sources of additional information 	wiki.mikrotik.com

	forum.mikrotik.com

	mum.mikrotik.com

	Distributor and consultant support

	support@mikrotik.com
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​1.1 About MikroTik
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MikroTik is a networking company established in Riga, Latvia, in 1996. It provides a wide variety of networking products.

These products and equipment are used by ISPs, companies, and individuals.

MikroTik mission is to make Internet technologies faster, more powerful, and more affordable for a wider range of users. (Source: MikroTik official website)

	[image: image]
	 	[image: image]


[image: image]

​1.2 Historical Background
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	In 1996, MikroTik was established.

	In 1997, MikroTik launched an operating system called RouterOS.

	In 2002, MikroTik introduced a hardware product called RouterBOARD.

	In 2006, MikroTik started organizing a meeting for its users called the MikroTik User Meeting (MUM).
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​1.3 MikroTik Products
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MikroTik develops and produces both hardware and software for networking devices.
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1.4 Hardware products
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In general, the main hardware devices or hardware solutions that MikroTik produces are called RouterBOARD. 

These devices range from small SOHO (Small Office/Home Office) solutions designed for home users to carrier-class, heavy-duty devices designed for companies and ISPs.

MikroTik products are categorized into several groups:

	Ethernet routers.

	Switches.

	Wireless systems.

	Wireless for home and office.

	RouterBOARDs.


Plus, additional categories like:

	Interfaces.

	Accessories.

	Antennas.


For detailed and up-to-date information about MikroTik products and categories, visit the MikroTik website. 

https://www.mikrotik.com
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1.5 Product Naming
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MikroTik products follow specific naming rules, making it easier to understand the product specifications by simply reading the product code name. Currently, at the time of publishing this book, these codes are divided into three categories:

	Naming codes for RouterBOARD products

	Naming codes for CloudCoreRouter products

	Naming codes for CloudRouterSwitch and CloudSmartSwitch products
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1.5.1 RouterBOARD Products
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For RouterBOARD (RB) products the following coding structure is used:

[image: A black background with a black square
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	Board Name



There are three types of board names, so far,:


	3-symbol Name 	The first symbol represents the series. It can be a number or a letter.

	The second digit represents the number of wired interfaces (Ethernet, SFP, SFP+).

	The third digit represents the number of wireless interfaces.





For example: RB951Ui-2HnD


	RB: RouterBOARD.

	9: 9th series board.

	4: 4 wired (ethernet) interfaces.

	1: wireless interface. 	Word 





The name of the Board can be a word. , like cAP (ceiling Access Point) , or hAP (home Access Point).

For example: hAP


	hAP: Home Access Point. 	Exceptional Naming





The name of the Board can be a number represents a product series, like 600, 800, 1000, 1100, 1200, 2011, 3011, 4011.

For example:RB1100AHx4


	RB: RouterBOARD.

	1100: 1100 series.


	Board Features



The board features are letters represents specific features, for example U means the device has USB port, H means the device has more powerful CPU, A means the device has more memory and ,or, higher license level, i means single port power injector.

For example: RB951Ui-2HnD


	U: USB port.

	i: single port power injector.



RB1100AHx4


	A more memory or higher license level.

	H more powerful CPU.

	x4: 4 CPU cores.


	Built-in Wireless 



If the device has built-in wireless, the wireless feature codes will be in the following structure:


[image: A black background with a black square
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	Band



Band represents the supported frequency band, like 5 for 5Ghz, 2 for 2.4Ghz , 52 for dual band 5Ghz and 2.4Ghz 

For example: RB951Ui-2HnD


	2 means 2.4Ghz.



RB952Ui-5ac2nD


	2 means 2.4Ghz.

	5 means 5Ghz. 	Power per chain





Power per chain is a symbol represents the supported chain power, for example H means High power.

For example: RB951Ui-2HnD


	H: High power. 	Protocol





Protocol represents the supported wireless protocol, like n, ac, ax.

For example: RB951Ui-2HnD


	n: means 802.11n support. 	Number of Chains





This symbol represents the number of chains in the device, like D which means dual chain, T which means triple chain.

For example: RB951Ui-2HnD


	D means dual chain. 	Connector Type





The connector type on the wireless interface. If there is no symbols that means only one connector option on the model. The MMCX means the device uses MMCX connector type. u.FL means the device uses u.FL connector type


	Enclosure Type



A symbol represents the enclosure type, like  RM means rack-mount enclosure, TC means tower case.

For example: RBD52G-5HacD2HnD-TC


	TC means tower case.







Example



RB941-2nD

	RB 	RB (RouterBOARD)



	941 	9th series board.

	4 wired (ethernet) interfaces.

	1 wireless interface.



	2nD 	2 means 2.4GHz band.

	n means 802.11n support.

	D means dual chain.




	[image: image]
	 	[image: image]


[image: image]

1.5.2 CloudCoreRouter Products
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To name CloudCoreRouter (CCR) products the following coding structure is used:
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	4-digit number 	The first digit represents the series.

	The second digit is reserved.

	The third and fourth digits represent the number of CPU cores.





For example: CCR2004-16G-2S+PC


	CCR: Cloud Core Router.

	2: Series 2.

	0: reserved.

	04: 4 CPU course.


	List of Ports



The second part of the name represents the number of ports and its type.

For example: CCR2004-16G-2S+PC


	16G: 16 one-gigabit ethernet interfaces.

	2S+: 2 ten-gigabit ethernet interfaces.


	Enclosure Type 



The third part of the name represents the enclosure type, like RM means rack-mount enclosure, TC means tower case, PC means passive colling enclosure.

For example:CCR2004-16G-2S+PC


	PC: Passive Cooling enclosure



Example


CCR2004-16G-2S+PC

	CCR2004 	CCR: Cloud Core Router.

	2: Series 2.

	0: reserved.

	04: 4 CPU course.



	16G-2S+ 	16G: 16 one-gigabit ethernet interfaces.

	2S+: 2 ten-gigabit ethernet interfaces.



	PC 	PC: Passive Cooling enclosure.
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1.5.3 CloudRouterSwitch & CloudSmartSwitch Products
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To name a CloudRouterSwitch (CRS) and CloudSmartSwitch (CSS) products the following coding structure is used:
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	3-digit Number 	The first digit represents the series.

	The second and third digits represent the number of wired interfaces.





For example: CRS326-4C+20G+2Q+RM


	CRS: Cloud Router Switch

	3: Series 3

	26: 26 wired interfaces (Ethernet+Fiber)


	List of Ports



The second part of the name represents the number of ports and its type.

For example: CRS326-4C+20G+2Q+RM


	4C: 4 combo 10G Ethernet/SFP ports.

	20G+ : 20 of 2.5G Ethernet ports.

	2Q+ : 2 40G QSFP+ ports.


	Built-in Wireless Card



If the device has built-in wireless, the third part of the name represents built-in wireless interface card details.


	Enclosure type 



The fourth part of the name represents the enclosure type, like RM means rack-mount enclosure, TC means tower case, PC means passive colling enclosure.

For example: CRS326-4C+20G+2Q+RM


	RM: rack-mount enclosure.



Example


CRS326-4C+20G+2Q+RM

	CRS326 	CRS: Cloud Router Switch.

	3: Series 3.

	26: 26 wired interfaces (Ethernet+Fiber).



	4C+20G+2Q+ 	4C: 4 combo 10G Ethernet/SFP ports.

	20G+ : 20 of 2.5G Ethernet ports.

	2Q+ : 2 40G QSFP+ ports.



	RM 	RM: rack-mount enclosure.




For detailed and up-to-date information about product naming, visit the MikroTik website. 
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1.6 Software Products
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At the beginning, MikroTik introduced an operating system called RouterOS.

Later, MikroTik developed another operating system called SwitchOS.
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1.7 RouterOS
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RouterOS is an operating system based on the Linux kernel. This operating system enables the device to function as a router with multiple features, such as:

	Full support for 802.11 a/b/g/n/ac standards, LTE, and 60GHz wireless technologies.

	Flow control, firewall filtering, and bandwidth shaping.

	Creating VPNs or tunnels using various protocols (PPPoE, SSTP, PPTP, OpenVPN, L2TP+IPsec).

	Running services like DHCP, Hotspot, and User Manager (RADIUS).

	And many more.


There are three version types of this operating system that can be installed on:

	MikroTik hardware devices (RouterBOARD) — RouterOS version.

	PCs — x86 version.

	Virtual Machines (VMs) — CHR version.
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1.8 SwitchOS
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MikroTik developed the SwitchOS operating system for specific products to provide enhanced switching and Layer 2 capabilities.

You will learn more about this operating system in the MTCSWE course.
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1.9 Accessing RouterOS 
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To configure RouterOS to perform the required operations in the network, you can use either the Command Line Interface (CLI) or the Graphical User Interface (GUI) and execute the appropriate commands.

To access the CLI or GUI, you need two things:

	Media.

	Software.
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1.10 Media
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You can access the RouterOS by using:

	Ethernet cable, connecting it to the Ethernet interface.

	Null modem cable, connecting it to the serial interface.

	WiFi, if the device has a wireless interface.
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1.11 Software.
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After choosing the connection media, you can use one of the following software to access RouterOS:

	WinBox.

	WebFig.

	Telnet and SSH.

	Terminal emulator.
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1.11.1 WinBox
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WinBox is a software developed by MikroTik to access the RouterOS GUI. It is a free software and can be downloaded from the official MikroTik website:
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To access RouterOS, enter the device address in the Connect To field, the username in the Login field, and the password in the Password field. Then, click the Connect button.

[image: A screenshot of a computer
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After connecting to the device, the RouterOS GUI will appear.

[image: A screenshot of a computer
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WinBox Supports both IP address and MAC address, that means you can enter the device IP address in the Connect To field, or its MAC address.

If you want to use the IP address to connect to the device, the IP address should be reachable from your PC. Or you can use the MAC address if the device is in the same broadcast domain and does not have an IP address, or if the IP address is not in the same subnet.

It is recommended to use an IP address whenever possible. A MAC session uses network broadcasts and is not fully reliable.

In the default configuration:

	IP address (LAN side): 192.168.88.1

	User: admin

	Password: (printed on the back of the device).
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MikroTik devices used to be shipped with a default configuration that did not have a password. Nowadays, all new devices are shipped with a password that is printed on the back of the device.

Instead of entering the address manually in the Connect To field, you can use the Neighbors tab for an easier way to access devices that are in the same broadcast domain.

[image: A screenshot of a computer
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In the Neighbors tab, WinBox displays a list of MikroTik devices that can be connected to, along with some information about each device, such as the IP address, MAC address, etc.

To connect to any of these devices, click the IP address or MAC address of the desired device from the list. The address will automatically appear in the Connect To field. 

[image: A screenshot of a computer
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Then, enter the username in the Login field, the password in the Password field and click the Connect button.
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WinBox uses TCP port 8291 to operate, and it uses the MikroTik Neighbor Discovery Protocol (MNDP) over UDP port 5678 to display information about devices.
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1.11.2 MAC-WinBox
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In the past, to run WinBox on macOS or Linux, you had to use an emulator like Wine software. Now. there is a new version of WinBox (WinBox 4) that can run directly on macOS and Linux.
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1.11.3 WebFig

[image: image]


WebFig is an application installed in RouterOS that allows access to the RouterOS GUI through any web browser.

To access RouterOS, simply enter the device IP address in the browser.
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Then, enter the username in the Login field, the password in the Password field and click Login to access the WebFig GUI.
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If the device does not have an IP address, you should use WinBox to access the device by MAC address.
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1.12 RouterOS GUI 

[image: image]


After using WinBox or WebFig to access RouterOS, the main window of the RouterOS GUI will appear.
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On the left-hand side of the RouterOS GUI, you will find a set of menus containing commands and other submenus.
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You can configure the device by clicking the menus, buttons, checkboxes, and other elements that appear in the GUI.
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Let’s study the following simple lab to learn how to configure a MikroTik RouterOS using GUI.
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LAB
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In this lab, you have a MikroTik device connected to a PC via the ethernet interface ether1.
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You want to assign the IP address 192.168.1.1/24 to the interface ether1 of the MikroTik device, and the IP address 192.168.1.2/24 to the PC. Then, you will check the connectivity between the two devices using the ping command.

In this lab, you will use the GUI to configure the MikroTik device and assign an IP address to its interface. The device has no configuration and has the default username (admin) without a password.

To access the MikroTik GUI:

	First: download WinBox from the MikroTik website and connect your PC to the MikroTik device using the interface ether1.

	Then: run WinBox and wait until the MikroTik device appears in the Neighbors tab of the WinBox window. Click the MAC address of this device in the Neighbors tab and make sure it appears in the Connect To field. Enter the username admin in Login field, leave the Password field empty, and click the Connect button.
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To assign an IP address to a MikroTik device interface using the GUI, you will use the Address List window.
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To open the Address List window:

	Click the IP menu to open it.

	From the IP menu, click Addresses to open the Address List window.


[image: A screenshot of a computer

Description automatically generated]


You can use the Address List window to assign IP addresses to the MikroTik device interfaces.


	From the Address List window, click the Add button to open the New Address dialog box.
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	In the New Address dialog box, enter the IP address along with the subnet mask 192.168.1.1/24 in the Address field, and select ether1 from the Interface field.
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Note that you should enter the IP address along with the subnet mask as follows:

192.168.1.1/24

It is a common mistake to write the IP address without the subnet mask, like this:

192.168.1.1


	Then click the OK button to close the dialog box and assign the IP address to the interface.


Now, when you look at the Address List window, you will see the new IP address.
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It is very important to learn how to read the information from this window to know which IP address is assigned to which interface.

Here in this lab, by looking at the Address List window, you can see that the IP address 192.168.1.1/24 is assigned to the interface ether1.
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If you want to edit or change this address, (in case you entered the wrong number or forgot to enter the subnet mask for example), double-click it to open the Address settings dialog box and make the required changes.
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If you want to delete or remove this address, select it by single-click, and click the Remove button from the Address List window.
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After finishing the configuration on the MikroTik device, assign the IP address 192.168.1.2/24 to your PC.
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Now, check the connectivity by pinging the IP address 192.168.1.1 from your PC CLI.
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​1.13 RouterOS GUI Principles
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As mentioned, you can configure the device using the RouterOS GUI by clicking menus, buttons, checkboxes, etc. There are some common buttons you will see in most windows and dialog boxes.
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1.14 Common Buttons

1.14.1 Add Button
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This button is used to add a new item or configuration, (like adding a new IP address to the Address List window, as you did in the previous lab).
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1.14.2 Remove Button
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This button will remove the item or the configuration. For example, if you want to delete or remove the IP address assigned to an interface, select this IP address by single-click in the Address List window, then click the Remove button.
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Or you can use the Remove button from the Address settings dialog box.
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1.14.3 Disable Button
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This button disables the item or the configuration, but does not remove or delete it.
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1.14.4 Enable Button
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This button will re-enable the item which was disabled using the Disable button.
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1.14.5 OK Button
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This button applies the configuration or the changes and closes the dialog box.
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1.14.6 Cancel Button 
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This button will close the dialog box without applying any configuration or changes.
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1.14.7 Apply Button 
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This button will apply the configuration and does not close the dialog box.
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