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The ignorance of one voter in a democracy
 impairs the security of all.

—John F. Kennedy, 1963


If I knew then what I know now, I might have recognized the sound of the phone ringing on my desk as something like the bell at the start of a wild horse race. My life, relatively calm on that warm day in July 2003, was about to change in ways I could never have imagined, and sometimes still can’t quite believe. Even so, if I knew then what I know now, I probably would have answered the call anyway.

The call came from David Dill, like me a professor of computer science, a man I had never met but knew by reputation. David was one of the leading voices in the computer science community to speak up with concerns about electronic voting. He was calling from his office at Stanford, and I was speaking from mine at Johns Hopkins in Baltimore. He asked me if I knew that Diebold’s source code was available for download on the Internet. I was a little embarrassed that my first thought was, What’s Diebold? until I told my wife the story and she asked, “What’s source code?” David explained that Diebold was the country’s leading manufacturer of electronic voting machines and that in the midterm elections of 2002 its Accuvote TS and TSx machines had been used in thirty-seven states.

“You mean the actual elections, where people go to the polls and vote?” I asked.

“That’s right.”

I hadn’t realized that e-voting had already caught on to such an extent. I asked David if the code he was talking about was part of the back-end processing system, the code in the individual voting machines themselves, or some other part of the larger system. He told me that the source code for the individual terminals themselves, the machines that millions of Americans would use to cast their votes, was available for download from a New Zealand–based website. An activist named Bev Harris had found the files, completely unprotected, on Diebold’s own servers and had posted them.

I couldn’t believe it. The companies that make such machines are notoriously—and fanatically—secretive about their systems. Outsiders could never examine the source code except under ironclad nondisclosure agreements, and inside the companies very few people had access to the code. Even professionals like us had no idea how the systems were designed and developed, and we didn’t believe there was much chance we’d ever find out. As unnerving as David’s news was, it was also exciting. Conceivably, we could have our first glimpse into the inner workings of the machines at the heart of our electoral future. David let me know that he had called a number of computer scientists with this news but had been particularly interested in contacting me.

My special expertise is in computer security. I had become involved in electronic voting somewhat haphazardly in the late 1990s when a colleague enlisted me in an analysis of computerized voting commissioned by the government of Costa Rica. That project led to my appearance before a National Science Foundation (NSF) panel on the subject, after which I wrote up my comments for publication and began giving academic talks on the subject. When David Dill circulated a petition advocating verified voting—the simple idea that when people go to the polls to cast their votes, they should be able to verify with a receipt that their votes have been recorded correctly—I was among the first to sign. It wasn’t that I had any special passion for politics, but the principle seemed straightforward to me, and the problems caused by computerized voting seemed obvious, as they did to most computer scientists.

I was already aware of several compelling arguments against electronic voting machines, notably that because the systems were proprietary, they hadn’t been proven to be tamperproof; nor was the voting verifiable after the fact. If it were now possible to do a security analysis of the Diebold terminals, it would be an opportunity to address the first problem publicly. As for the second, it was the computer security community, ironically, that first recognized that achieving the goal of verifiability might involve old-fashioned, low-tech paper ballots.

There are several levels of code, that is, the instructions created by programmers to run computers. Source code, which is written in a variety of commonly used and readable programming languages, instructs the computer to perform specific tasks. Once source code is written, a program called a compiler is used to convert it into object code, also referred to as executables, the seemingly endless stream of ones and zeros that is comprehensible only to a machine and is what actually runs inside a computer. Professionals are trained to read source code, but even for us it can be profoundly difficult to decipher and understand a complete, complex program. Computer and software companies look upon their source code as their most precious asset and guard it like Coca-Cola guards its secret formula. That any company, especially one as sophisticated as Diebold, would allow such a basic breakdown in security that its source code would be available for all the world to see was unimaginable to me.

I had to see for myself. I opened up Google and typed in “Diebold source code.” Sure enough, the very first hit was a website in New Zealand that appeared to contain all of the source code and documentation for an electronic voting machine. The documentation was password-protected, but the source code itself, the real treasure, was not. Apparently, whoever had set up the site had copied the code from Diebold’s site before the company wised up and shut it down. If this was what it seemed to be, it was indeed a stunning discovery.

In that first phone call, David Dill suggested that we assemble a group of computer security experts to analyze the Diebold code. While David got busy contacting colleagues by phone and e-mail, I turned instinctively to Adam and Yoshi, the two PhD students who were working with me that summer. If anyone was going to get excited about getting their hands on this code, it would be these two guys.

I’ve worked with a lot of brilliant students, but none have impressed me like Adam Stubblefield. Adam was brought to my attention by Dan Wallach, his undergraduate adviser at Rice University. I introduced myself to Adam at a computer security research conference where, though only nineteen, Adam had presented a fascinating paper he co-authored with some well-established and accomplished researchers. His modesty, charm, and obvious intelligence immediately won me over, and on the spot I offered him a summer internship working with me at AT&T Labs. It was a remarkably successful and productive summer, with major national media taking notice of the work we did (professor-speak for the work he did). Adam was the first person to crack the security of the wireless networking protocol that was designed to protect Wi-Fi communication. And it took him less than a week. Adam and I had developed a great relationship, and I invited him to come with me when I went to Johns Hopkins.

A few years older than Adam, and equally impressive, Tadayoshi Kohno, who goes by “Yoshi,” brought to our team experience and discipline that nicely complemented Adam’s raw, untamed genius. Yoshi, who had been a PhD student in computer science at the University of California at San Diego, had approached me at a conference and asked if I was hiring any summer interns. This was just before I was to leave AT&T for Hopkins, so I jokingly told him he’d be welcome to come spend the summer with me, earning the lowly wages of an academic. Amazingly, Yoshi wasted no time, subletting an apartment in Baltimore and leaving his wife on the other side of the country for the summer. Later Yoshi even lived for a while in a spare room in our house. He was often off to work before we got up in the morning, and still out working by the time we went to bed at night, but somehow he found time to develop a strong and lasting friendship with our four-year-old daughter.

With Yoshi in my office and Adam at home connected by speakerphone, I described David Dill’s phone call, suggested that the three of us form the core of the group doing the analysis, and asked if they were willing to drop everything else we were working on to concentrate on this project. Adam, who must have been sitting at his computer, replied that he was already downloading the Diebold code. Without missing a beat, Yoshi asked if he could go do the same. We hadn’t even gotten started, and I could tell these guys were hooked.

Meanwhile, David Dill had assembled a formidable team of interested computer scientists and got about seven of us together on a conference call to discuss the logistics of a collaborative and distributed analysis. It’s hard enough to work on a big project with people right down the hall. I couldn’t imagine how a group this size, spread all over the country, could work effectively, but I was eager to get started and went along with things. It was agreed that results would all be shared on an e-mail list.

At Hopkins, Adam and Yoshi dove right in and spent the first few hours poring over the source code. They compiled the code and were able to run it on the Windows machines in our lab, literally creating a working voting machine. Adam began posting their results to the e-mail list, but only Dill responded. The pair made astonishing headway over the next several days, while we continued to hear nothing from any of the other members of the group. I decided to move ahead on the project as a small Hopkins team rather than keep up the pretense that it was the work of a larger group. It may have been a rash decision, and it was not without its cost. At least one of the people on the original call bore me a grudge for a very long time.

Also in that first conference call, someone raised the specter of the DMCA. The Digital Millennium Copyright Act, a law signed by Bill Clinton in 1998 that, among other things, makes it illegal to circumvent a digital copyright protection system, can be a great thorn in the side of computer security researchers, especially those whose work focuses on exposing the weaknesses in those very systems. In the past, the law has been interpreted broadly and has often been invoked to hinder the kind of research or analysis that I like to do. It reinforces the notion that companies like Diebold never need to disclose the code that runs their machines, not even to the government and not even when the machines serve critical public functions. A young Russian computer scientist went to jail in 2001 for demonstrating how to break one of Adobe’s protection schemes. He was a young PhD candidate with two small children, presenting at an academic conference in Las Vegas, arrested for doing what he was trained to do. He was released on bail but not permitted to return to his family for six months. The DMCA is a sword hanging over our heads.

Knowing I needed to understand the legal risks better, I contacted Cindy Cohn, a sharp, tenacious attorney known as an effective defender of computer scientists against just this kind of legislation and legal trickery. Cindy works for the Electronic Frontiers Foundation (EFF), an organization founded in 1990 to help safeguard civil liberties in the age of digital communications technology. I brought her up to speed on our investigation into the Diebold code and asked if we needed to worry about DMCA. Cindy immediately—although already too late—said that she wanted to have a conversation with me, Adam, and Yoshi before any of us started looking at the code. When she had us all on the phone, she explained a point that should have been self-evident: since there was no protection scheme attached to the code, it probably wasn’t relevant in this situation. The documentation, however, was another story. It was password-protected, and even though we had easily found the passwords online, she instructed us not to use them. The documentation would have saved us considerable time, but we chose not to look at it. Cindy added that she needed time to investigate whether or not the code represented a trade secret of Diebold’s, like Coca-Cola’s recipe. If so, we would be upping the ante considerably if we were to publicly expose any flaws. Cindy offered to represent us pro bono, and I can hardly express how much her reassuring presence comforted me. I’m not sure we would have continued without her.

In the end, Cindy concluded that there was no real case to be made for the code as a trade secret. The code had been copied from Diebold’s own website and had been available online for months. By checking with the host of the site in New Zealand and with that person’s Internet service provider (ISP), Cindy established that Diebold had made no attempt to get its code removed. We could safely assume that Diebold knew about the online availability of its intellectual property, yet had made no effort to protect it. Cindy felt this pretty well deflated any trade-secret argument the company might ever hope to make, and she gave us the green light. The legal staff at Johns Hopkins confirmed Cindy’s opinion: the documentation was off-limits, but the code itself was fair game.

Adam and Yoshi were consumed by the dissection of the code. Almost immediately, they flagged some serious problems. It seemed like every hour or two one of them would pop into my office and breathlessly tell me about a new wrinkle he had discovered. We were stunned by some of these discoveries and began to sense how big this thing might be. When I called Cindy after a few days to tell her that we would soon be ready to go public with our findings, she was amazed at how quickly we had moved. She mobilized the EFF legal team to be ready to review our drafts and come to our rescue if necessary.

I’ll never forget what Adam and Yoshi put themselves through that week. They got almost no sleep, and Yoshi seemed to barely register the presence of his visiting wife, whom he hadn’t seen in weeks. I’ve gotten most of the recognition for this work, but these two did the heavy lifting.

One other researcher soon joined our little core group. Dan Wallach, the professor who had been Adam Stubblefield’s adviser at Rice, had been in on the conference call with David Dill and had also begun assembling a team of students to analyze the code. He had no way of knowing that Adam and Yoshi had moved like demons and were preparing a report by the end of that first week. When Dan e-mailed me with some thoughts on the project, I had to explain how far along we already were at Johns Hopkins. Dan didn’t take it well that we had moved ahead unilaterally, but after hearing about the sacrifices, not to mention the discoveries, that the two grad students had made, he softened. The truth was that the project needed Dan, not only because he could help with the analysis, but also because he’s a terrific writer and could bring much-needed clarity to the report, an invaluable contribution given how widely it was distributed.

Dan was also well acquainted with the legal issues surrounding security research, as were the lawyers at Rice. There had been complications relating to the DMCA with a controversial paper he co-authored about digital music, and now he correctly surmised that he would need clearance if his name was going on a report as explosive as ours seemed it would be. It was the middle of summer, however, and he couldn’t get the attention he needed from the legal staff. This seemingly small roadblock would have unfortunate consequences for him down the road. Our work ultimately became known as the “Hopkins Report” instead of the “Hopkins/Rice Report.”
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As long as I count the votes, what are
 you going to do about it?

—William Marcy “Boss” Tweed, 1871


Thomas Paine said that the right to vote is “the primary right by which other rights are protected.” The vote makes democracy possible, and at the same time a healthy democracy ensures the possibility of fair and meaningful voting. And yet, preserving and protecting the integrity of the voting process has proven quite a challenge throughout our history. In the earliest elections, citizens cast their votes by voice, in public. Not only was there no guarantee of secrecy or privacy, but the voice vote was susceptible to any number of frauds and corruptions, from individuals casting multiple votes to the intimidation of voters.

It didn’t take long for Congress to realize how insecure this system was, and in 1804 it ratified the Twelfth Amendment to the Constitution, which mandated voting by ballot. Paper ballots evolved throughout the nineteenth century. At first, there was no consistency in the ballots that voters used; as often as not, ballots were just random scraps of paper provided by the voters themselves, on which they had scrawled the names of their chosen candidates. These votes were unreliable, of course, as the ballots were open to subjective interpretation. Likewise, the protections against ballot-box stuffing and counting fraud were woefully inadequate. Quickly, candidates and political parties began making preprinted ballots available, but usually these ballots were designed to make it difficult, if not impossible, to vote for anything other than the straight party ticket. Moreover, since each party would print its ballot in a different-colored paper, voters often gave up the right of privacy or secrecy when they disclosed their votes simply by their choice of ballot. Although the ballots were gradually improved over time, it wasn’t until the late 1880s that a uniform, standardized, preprinted ballot provided by the government—called “the Australian ballot”—came into common usage. The Australian ballot, combined with proper monitoring procedures, was designed to provide a high level of security and integrity in the voting process, although the problems of ballot-box stuffing and fair tabulating procedures were still present. As long as ballots were marked by hand, they could be said to be open to interpretation, and parties could “train” election officials in the favorable reading of unclear ballots.

Around the turn of the twentieth century, the first lever voting machines came into use; inventor Jacob H. Myers proclaimed that he had designed the machine to “protect mechanically the voter from rascaldom, and make the process of casting the ballot perfectly plain, simple and secret.” But even though they became the dominant voting mechanism for decades, these machines posed their own problems. To begin with, at the time the lever voting machine was introduced it represented an extraordinarily high level of technology for its time. The machines were intricate and delicate, with hundreds of tiny moving parts that were subject to breakdown and malfunction. In fact, those little parts were vulnerable to an ingenious attack. While programming the levers, a technician could break off a pencil lead in one of the gears, creating a very small jam. The machine would fail to register the votes for a particular candidate, but there would be no obvious difference in how the machine operated. Eventually, the lead would wear away and fall out, leaving no evidence of the fraud—kind of like a bullet made of ice melting away after doing its damage. In addition, the lever machines did not provide a mechanism for maintaining an independent record of each voter’s ballot. Even now, despite all the technological refinements to the voting process, this simple, critical piece of the puzzle continues to prove elusive.

As America’s romance with computers took hold in the years after the Second World War, it seemed natural to apply this almost miraculous new technology to the election process. The most popular methods of registering votes by computer involved the use of either punch cards or a scanning process similar to the one used to record answers on standardized tests, like the SATs. Although these procedures went a very long way toward guaranteeing security from large-scale fraud or manipulation, there were still many problems at the local level, where improperly punched or filled-in ballots could lead to serious irregularities. The problems with punch-card ballots came under the harsh glare of public attention, of course, in the 2000 presidential election. The advantage to such systems, however, is that they naturally create a paper record of each vote for later auditing or recounting.

Most recently, as computers have become compact and portable, election officials have turned to direct recording electronic (DRE) systems. Congress helped this process along, in 2002, by passing the Help America Vote Act, a sweeping piece of legislation passed in a direct response to the election debacle of 2000. HAVA, as it is known, mandates wholesale reforms, including federal funding to states to improve election administration and update outdated voting systems. DRE machines, essentially personal computers running a special application, represent the digital equivalent of the old lever voting machines but lack the ability to monitor the settings of the levers. There are no ballots; voters make their selections from the list of candidates provided, using a touch screen, push buttons, or some other electronic pointing device. An onscreen keyboard is provided for write-in votes. Voters’ choices are recorded and stored on a diskette, memory card, or some other electronic device. The DRE is familiar and recognizable to Americans, who have become so used to interfacing with computers. It’s not purely coincidental that it reminds people of an automatic teller machine. Municipalities, counties, and even entire states have now adopted the machines. The security of DREs largely depends on the security of their hardware and software, and that is where computer scientists come into the picture.

After the 2000 election, the voting technology itself became the focus of large-scale public attention. The issue of electronic voting machines, particularly those that generate no paper receipts or other record that can be used in a recount, spawned a huge grassroots activist movement. At the core was Verified Voting, the organization founded by Stanford’s David Dill. Dill’s interest dated back to the moment when Santa Clara County, where Stanford is located, announced its intention to acquire Sequoia computerized voting machines. He was naturally curious about how the machines worked, and through his investigations he came to the realization that fully computerized, paperless voting poses enormous security risks. He set about trying to reason with county officials in early 2003 and launched a petition on his website. Dill mobilized people around the issue and contacted, among other people, Kevin Shelley, then secretary of state of California; Kim Alexander of the California Voter Foundation; David Jefferson, a secure voting advocate employed at Lawrence Livermore National Labs (LLNB); and me. He established Verified Voting, with an advisory board and a terrific executive director, Will Doherty. Dill actually created two separate legal entities: VerifiedVoting.org, a 501(c) (4) nonprofit lobbying organization, and the Verified Voting Foundation, a 501(c) (3) nonprofit educational group. VerifiedVoting.org quickly became the primary national resource on the issue, identifying its mission with a straightforward declaration:

We advocate the use of voter-verified paper ballots (VVPBs) for all elections in the United States, so voters can inspect individual permanent records of their ballots before they are cast and so meaningful recounts may be conducted. We also insist that electronic voting equipment and software be open to public scrutiny and that random, surprise recounts be conducted on a regular basis to audit election equipment.

These two simple sentences form the basis of the intense debate that has rocked the electoral process over the last few years.

         

IT WOULDN’T TAKE long for a literature professor to determine if an uncredited manuscript had been written by a serious professional or by a hack. Likewise, a computer scientist can look at the source code for a computer program and know if it was developed by an expert or an amateur. We were struck almost immediately by the amateurishness of the Diebold source code. That was the last thing anyone expected from such an old and well-established company.

The Diebold brand name may not be as recognizable as Ford or Marlboro, but it’s been around a lot longer and is probably vaguely familiar to most Americans. You can see it on everything from safes to alarm systems to cash machines. Founded in 1859 in Cincinnati by a German immigrant, Charles Diebold, the company’s growth has been entwined with American history in odd ways. Diebold, a manufacturer of high-quality safes and vaults, got his first big break when, in the aftermath of the Great Chicago Fire of 1871, nearly one thousand Diebold safes were discovered with the contents intact, a feat that cemented Diebold’s good reputation in the security business and brought the company a great deal of new business. Several generations later, after the company had become a large and diversified corporation, no less a personage than the legendary G-man Eliot Ness served for a time as its chairman of the board. Over the years, Diebold expanded from making locks and safes to designing sophisticated alarm and security systems for all manner of major industrial and governmental clients. Simply put, what Diebold sells is security. It’s notable that in 2001 the company won the contract from the U.S. National Archives in Washington to secure the Charters of Freedom, including the Constitution, the Bill of Rights, and the Declaration of Independence.

In the late 1960s, Diebold began manufacturing automated teller machines (ATMs), a business that, in the words of Diebold’s own literature, “could combine its security expertise and delivery system leadership with its metal construction and electro-mechanical device skills.” It’s only logical that such a company would be an early player in electronic voting machines, and in 2002 it entered what it called the “self-service elections industry” with the acquisition of Global Election Systems, an early leader in touch-screen voting technology. Previously, Global had acquired I-Mark Systems, the originator of the first DRE system, the Accuvote TS. An improved version of that machine, along with the Accuvote TSx, which ran the same software, became the anchors of Diebold’s e-voting product line. These two machines were the subject of our analysis.

At its heart, an e-voting machine is a computer running a version of the Windows operating system. A touch-activated screen allows voters to tap the screen corresponding to the candidate of their choice. It’s not much more complicated than voting by pointing. When you, the voter, arrive at your polling place, a poll worker confirms your registration status, then hands you a smartcard. The smartcard contains a computer chip that holds an electronic ballot corresponding to the races in which you are eligible to vote. You insert the smartcard into a slot in the e-voting machine, and your ballot is loaded onto the machine. The machine then displays a series of screens, allowing you to select your candidate in each race and to record your yes or no on each proposition on the ballot. When you’ve made all your choices, a confirmation screen lets you review all your choices and make any changes or corrections. When you’re done, the machine stores your votes on a memory card, not much different from the removable cards found in digital cameras and other electronic devices. Then it spits out your smartcard, deactivated so that it cannot be used again until it is reprogrammed by a poll worker for the next voter. When the poll closes, the machine prints the total number of votes cast for each candidate, and the totals from all of the machines are combined. Finally, one of the machines is used to send the combined preliminary results, via modem and phone hookup, to tallying servers at the back-end processing center of the board of elections. Later, poll workers hand-deliver the memory cards containing the official results to the board of elections.

The designers of such a system would have had four basic points of focus. The first is the user interface, or the means by which a human interacts with the computer. The second is security, the means to survive an attack. The third piece is software engineering, the expertise that ensures that the programming can be updated to meet evolving needs. Fourth, and finally, they would take into account the established election procedures in place at the polling sites. Given that the system is supposed to safeguard the very foundation of our democratic system, you’d think that only the most seasoned experts would be assigned to any of these functions, but we kept turning up design problems that could only have been caused by inexperienced programmers. Moreover, the problems were so numerous that our report paid only minimal attention to the fact that the whole system ran on top of Windows, a platform notorious for its bugs and security flaws. That fact alone is probably enough to scare anyone whose Windows computer has ever been laid low by a hideous virus from the outside world.

The Accuvote programmers realized that the smartcards were vulnerable to tampering simply because they were removable. The card records the votes on a particular machine in the order in which they are cast, the equivalent of having a stack of paper ballots saved in sequential order. An observer who took the trouble to keep track of the voters as they used the machine would later be able to match up each individual voter with his or her vote. If nothing else, this could threaten voters’ right to confidentiality. The programmers countered this possibility by designing a secure way to shuffle the votes, like a deck of cards, so that it would be impossible to reconstruct the voting order after the fact. The problem was that the procedure they chose, called a linear congruential generator (LCG), was not in fact secure, leaving open the possibility of reconstructing the voting order. Within the code itself, the programmers cite a book called Applied Cryptography by Bruce Schneier as the inspiration for this technique, yet in that very book the author says, “Linear Congruential Generators cannot be used for cryptography.” As he told me later, after reading our report, Schneier himself was worried about “amateurs” misusing the techniques he describes in his book. As it happens, LCGs, as useful as they are in other areas of computer science, were broken back in 1977. We didn’t like finding them used this way, but the worst part was that it seemed a symptom of a larger underlying problem. The question we kept asking ourselves was this: if you’re programming machines to be used in public elections—any election, no less a presidential election—wouldn’t you want to hire the guys who write books like this and not the guys who have to look things up in them?

We found this kind of sloppy mistake all through the code. Even when the programmers recognized that their code had a problem, they’d patch it up with a quick fix, a stopgap solution that we call a “hack,” as though they were patching up the backyard hose with duct tape. They even left references to their shoddy workmanship with comments throughout the code:

/* Okay, I don’t like this one bit. Its really tough to tell where m Audio-Player should live. […] A reorganization might be in order here. */

/* This is a bit of a hack for now */

/* need to work on exception *caused by audio*. I think they will currently result in double-fault. */

/* the BOOL beeped flag is a hack so we don’t beep twice. This is really a result of the key handling being gorped */

/* the way we deal with audio here is a gross hack */

Cryptography, the art and science of protecting information, is as important to computer security as it is to intelligence work. A key component of cryptography is encryption, the process of converting data into a form that cannot be understood by unauthorized people, similar to the way a spy might use a secret cipher. Every encryption system relies on an algorithm that converts plain text into cipher text and back again (decryption), using secret keys. Naturally, computer scientists have developed staggeringly complex encryption techniques, but even the most sophisticated cipher is worthless once it gets broken, or worse yet, if the key is exposed. Every place we found cryptography used in the code, we found it used incorrectly. In several places where it was definitely needed, there was no cryptography at all. For example, the Diebold machines used totally outdated encryption to protect the vote tallies on the smartcards. In 1998 John Gilmore built a machine that could crack encryption keys, and he used it to break the most widely used encryption algorithm, called the data encryption standard, or DES. DES has subsequently been replaced by AES, the advanced encryption standard, and yet Diebold used DES instead of AES. Furthermore, the company used it in an insecure way. It was like giving a patient medicine that has passed its expiration date when there’s a fresh supply at hand and when the expired medicine is known to do more harm than good.

A broken cipher can be replaced or repaired pretty easily, but there was an even bigger problem with Diebold’s key management, the process of generating encryption keys and distributing unique keys to terminals or discrete machines. Proper key management is vital to any cryptographic system and represents one of the biggest programming challenges. It’s particularly unwise, for instance, to use the same key in many different machines. Diebold’s key management, however, consisted of one line of code, hardwired into every machine:

#define DESKEY ((des_key*) “F2654hD4”)

In other words, the key used to encrypt the vote tallies in every single Diebold Accuvote machine is F2654hD4. Imagine if the front door to every house in America had the same lock, and the key was taped to every door. Later we were to find out that Diebold knew about this problem five years before we did our analysis and did nothing to fix it. This was arguably the most egregious of many security lapses.

We found another critical design flaw in something called the ballot definition file, which contains basic data such as the list of candidates, propositions or referenda for an election, and even information like the background color of the screen. The ballot definition file determines the candidates’ order of appearance on the ballot—which is how they will appear onscreen to the voter—and how they will be tallied by the machine after the voting. If tampering results in the candidates being presented to the voter in a different order than they appear in the ballot definition file, votes will be tallied incorrectly. So if the red candidate appears on the ballot in position 1 and the blue candidate in position 2, but someone has gotten into the ballot definition file undetected and swapped those positions, red votes would then be counted as blue, and vice versa. It wouldn’t take much to influence vote counts—just knowledge of a precinct’s voting habits, physical access to the machines, and some minimal computer skill. This kind of tampering would be undetectable through normal procedures at the polling site, since the total number of votes would remain accurate. And by the time anyone noticed suspicious results, the voters would be long gone.

The ballot definition file had no cryptographic protection, leaving it completely vulnerable to attack. The problems with this file highlight a much larger issue, what David Dill calls the lack of voter verifiability. In fully electronic DRE machines—that is, machines with no redundant recording system using another medium or technology—there is no way for a voter to verify that his or her vote was recorded accurately. The machine provides a confirmation screen, but a display of the votes as cast does not necessarily mean the votes are stored or tallied correctly. In fact, an accurate confirmation screen wouldn’t give the voter any clue as to whether the ballot definition file contains errors or has been corrupted.

This feature of DRE machines is particularly maddening, and it’s important to examine this issue carefully, because it’s a critical part of the larger e-voting debate that ensued. Diebold has in fact built three redundant storage systems into its machines. The problem is that each separate system stores the same votes as recorded by the machine, and based on the ballot definition file. If the file is corrupted, the vote is recorded incorrectly, and it doesn’t matter if there are ten or one hundred redundant systems; they’d still all store the incorrect votes. Without a record that the voter can point to and verify, the systems are totally meaningless.

We found that in addition to this basic data, the ballot definition file contained more sensitive, security-critical information, including the voting terminal’s voting center identification number, the dial-in numbers for the end-of-the-day tally reporting, the network address of the back-end processing server, and a username and password. It was like finding somebody’s wallet: in this file you’d have everything needed to impersonate the voting machine to the board of election servers. Since there was no cryptographic authentication between the voting machines and the tallying servers, someone with a laptop and the information from the ballot definition file could dial into the board of elections computers from anywhere and send in fake vote tallies. At the least, this could create serious confusion at the board of elections when the memory cards with the true tallies arrived. After our report was confirmed, Diebold claimed to have fixed this problem, but an independently commissioned study found that it had not. Later still, the company claimed to have really fixed it.

We found further problems in the smartcard. Recall that the purpose of the smartcard is to prevent multiple votes, so it would make sense that the voting terminal would need to know that a voter is using a legitimate card. However, the developers of the Diebold system did not provide any authentication between the card and the machine. This means that nothing—at least no design feature of the computer voting system—prevents someone from using smartcards they manufactured themselves. (It would not take a massive amount of skill or knowledge to make these cards at home.) Some simple cryptography on the smartcard could prevent this.

Besides the smartcard that a voter uses, the Diebold voting machines also utilize an administrator card that allows election judges and officials to manage the machines. The developers recognized the security value and sensitivity of these cards and established a PIN (personal identification number) code system for unlocking them, similar to the PIN that protects an ATM card. But the default PIN on every card was set to 1111. Diebold changed this once our report came out and disclosed the problem.

In addition to these and many other security flaws, we spotted breakdowns in established and accepted software engineering practices and a violation of the Federal Election Commission (FEC) standards for voting equipment.

         

IN THE 2002 election in Georgia, everyone who voted did so using an Accuvote TSx, the machine that uses code we analyzed. In fact, thirty-seven states used those machines that year. How did that come to be? It’s not as complicated as one might think. If you think that the federal or local governments put these systems out for bid from manufacturers according to announced specifications and standards, you’d be wrong. If you think that the systems would face an arduous, multilevel approval process, with panels of impartial experts and institutional review boards, like the FDA approval process, you’d be wrong again. If a company wants to market an e-voting machine, it just builds one, using hardware and software engineers of its choice. No one outside the company is in a position to pass judgment on the quality or experience level of the system designer, nor, necessarily, should anyone be. It is natural and expected that any company making any product will want to do so as efficiently and economically as it can, which is why we say, “Let the buyer beware.”

Once a system is completed, the company hires an independent testing authority (ITA) to certify it. If the ITA finds problems or declines to certify the system, the company can simply find another one that will, so there’s some incentive for an ITA to generate favorable findings. The certified machines are then paraded in front of election officials, many of whom have little or no computer training, much less computer security expertise; although they may be well intentioned, these officials are ill equipped to make anything other than a cosmetic usability evaluation. If the machine meets the requirements and performs as advertised, and the manufacturer promises to hold their hands throughout the process, how could election officials, plagued by memories of rickety old voting machines or truckloads full of ballots, fail to be seduced by the promise of this gleaming new technology? Georgia, as it happens, went so far as to advertise its cutting-edge leadership and to proudly pronounce itself the first state to do away with paper ballots entirely.

The Federal Drug Administration’s approval process for new drugs is grueling, and it
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