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Introduction: A Factory on the Other End of the Line
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In January 2026, the streets around several scam compounds in Cambodia filled with foreign workers carrying whatever they owned. The authorities had just arrested Chen Zhi, the tycoon whom American prosecutors accuse of running one of the largest fraud empires in Asia, and shipped him to China. According to researchers at the Global Initiative Against Transnational Organized Crime, Cambodian police were largely absent as the compounds emptied, and thousands of foreign nationals simply poured out into the streets. Many had been brought to Cambodia under false pretenses and held there; now they were free, without warning and without a plan. A young Indonesian man described the moment to those researchers in words that could stand for the whole strange business: "I didn't know what was happening. No one announced that we were allowed to leave."

Those workers were the people on the other end of the line. Somewhere in the United States, at that same moment, there were Americans who believed they were chatting with a kind widower in Singapore, a successful young woman in Manhattan who had texted the wrong number, or a customer-service agent who was helping them protect their savings from hackers. The person typing those messages was, often enough, someone like that Indonesian man: working a quota, reading from a script prepared by people he had never met, under threat of a beating if the money did not come in.

This is a book about that connection, and about what it has cost.

The finding is simple to state and hard to absorb. Fraud against ordinary Americans is no longer mainly the work of lone con artists, small rings or the occasional desperate relative. It has become an industry, with factories, supply chains, research and development, payroll, middle management and money-laundering subcontractors. It runs on forced labor in Southeast Asia, on call centers in South Asia, on stolen personal data bought by the million, on social-media advertising, on cheap phone numbers, on cryptocurrency kiosks installed in American gas stations and on bank transfers that move in seconds and cannot be called back. Since 2024 it has added a new tool: artificial intelligence that can copy a grandchild's voice from short clips posted online, or put a convincing fake of a company's finance chief on a video call. The FBI now counts the losses in the tens of billions of dollars a year, from reported cases alone. It is, in the plainest sense, the industrial theft of America's savings.

Even the word "scam" gets in the way. It sounds small: a rigged carnival game, a dodgy online store, a nuisance call at dinner. It does not sound like what is actually happening, which includes human trafficking, torture in locked compounds, the laundering of billions of dollars through banks and real-estate markets, the bribery of officials, and the loss, by people in their seventies and eighties, of everything they spent their working lives putting aside. The language has not caught up with the crime. Part of the purpose of this book is to describe the crime at its true size, so that it can be discussed in the terms it deserves.

The title of this book borrows an old phrase. A "long con," in the language of twentieth-century grifters, was an elaborate swindle that took weeks or months to play out, with a cast of accomplices, a fake setting and a victim, called the mark, who was gradually brought to hand over a fortune. The short con was the quick trick on a street corner. What has happened over the past decade is that the long con has been mass-produced. The patience, the rehearsed cast and the staged setting, once affordable only for a big score, can now be deployed against a retired schoolteacher in Ohio with a few hundred thousand dollars in a 401(k), because the labor is coerced, the scripts are standardized, and the software does much of the rest.

That shift changes the questions we should be asking. For decades, fraud was treated as a private misfortune and, quietly, as a personal failing. The victim had been greedy, or lonely, or confused, or simply not very bright. Banks, phone companies and technology platforms were neutral pipes, and the responsibility for not being fooled rested with the person who had been fooled. That way of thinking was always cruel. Against an industry, it is also wrong. Nobody expects a family to defend itself alone against a cartel. Yet that is, in large part, what American institutions have asked of fraud victims, and of the adult children trying to protect their parents.

This is also, unavoidably, a family story. Almost everyone in America now knows someone who has received the strange text, the alarming pop-up or the call from a "bank" that was not a bank. A growing number know someone who lost real money. The people who suffer most are often the least able to recover: the widowed, the isolated, the very old. And the people who discover the loss are, again and again, their children, nieces, neighbors and friends, who find out after the money is gone that a parent had been talking for weeks to someone who did not exist. The question of what a family can do is therefore not an afterthought to the larger story. It is where the larger story lands.

The chapters that follow are reported journalism. They are built from court records, Justice Department releases, regulators' data, congressional testimony, investigations by human-rights groups and reputable news organizations, and the published words of victims who chose to tell their stories. Every person named is real, and every quotation is taken from a published source. There are no composite characters here, because the real cases are more than sufficient, and because a book that asks readers to believe how real this is should not ask them to trust invented people.

A few words about what this book is not.

It is not a manual. The schemes here are explained in enough detail for a family to recognize them when they arrive, and no further. You will not find scripts, word-for-word pitches or step-by-step methods that someone could lift and use. Where a scam depends on a specific trick, the book describes what the trick does to the victim, not how to perform it.

It is not a book about every kind of cybercrime. Ransomware attacks on hospitals, data breaches at large corporations and the theft of company secrets are serious problems, but they are different problems. This book is about fraud in which a person is persuaded, by lies, to hand over their own money.

It is not an argument against cryptocurrency, artificial intelligence or any other technology in itself. Nor is it a polemic against any one country, though the trail of evidence leads repeatedly to particular places. Crypto features heavily in these pages because it is, at present, the scammers' favorite way to move money quickly across borders; AI features because it has made impersonation cheap. Both have legitimate uses, and the people who build and regulate them are part of the answer as well as part of the problem.

And it is not a book that pretends the solution is simple. The strongest case against the view argued here deserves a fair hearing, and it gets one: that adults must bear responsibility for their own decisions; that making banks repay every victim invites fraud and raises costs for everyone; that crackdowns abroad can work; that warning campaigns save money. Each of those arguments has real force in some measure, and each is weighed in the chapter where it belongs. A book that ignored them would be easier to write and less worth reading.

The book also tries to be honest about uncertainty. Nobody knows exactly how much is stolen each year, how many people are held in the compounds, or how often a voice on the phone is synthetic. Where estimates are rough, the book says so, and where it does its own arithmetic from published figures, it flags the calculation. The case it makes does not depend on any single number being precise. It depends on the direction and scale of the evidence, which point the same way from every angle.

What the book does insist on is that the people losing their savings are not fools. Among them are a bank chief executive, a financial-advice columnist, a finance employee at a global engineering firm, and many thousands of retirees who spent their working lives being careful with money. They were not beaten by their own stupidity. They were beaten by professionals using methods refined on millions of other people, often in a moment of fear or hope engineered precisely to switch off the part of the mind that asks questions.

Understanding that is the beginning of protection. A family that knows what the industry wants, how it reaches people and what its moves look like is far harder to rob. A country that understands the scale of the theft is more likely to demand that the banks, telecoms, platforms and governments in a position to stop it actually do so.

The workers who walked out of those compounds in January had been, in a sense, the industry's raw material, just as the victims in America were its product. Neither group chose to be part of it. The people who did choose are, for the most part, still very rich, and many are still in business. That is the story this book tells. It begins with the numbers, because the numbers are where the size of the problem first becomes visible.
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Chapter One: Counting the Uncountable
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On a Monday in November 2024, in a federal courtroom in Wichita, Kansas, a judge did something judges almost never get to do for fraud victims. Judge John W. Broomes looked out at a room of people from the farming town of Elkhart, near the Oklahoma line, and told them that their money was coming back.

They had lost it the year before, when the chief executive of their community bank wired tens of millions of dollars to strangers he had met through a messaging app. The story of how that happened belongs to the next chapter. What matters here is the scene in Wichita. Federal agents had traced part of the stolen funds to a cryptocurrency account held by the stablecoin company Tether, and the government had seized it. Bart and Cleo Camilli learned that they would recover close to $450,000. "I just can't describe the weight lifted off of us," Bart Camilli told the Associated Press. Margaret Grice had expected perhaps a thousand dollars. She learned she would get back almost $250,000, the whole of her 401(k). "I can breathe," she said. Thirty shareholders of the little bank, who believed they had lost $8.3 million, heard the judge tell them, one at a time, that they would be repaid in full, ahead of the federal deposit insurer.

It was, by every account, an emotional morning. It was also wildly unusual. The great majority of people who lose money to the schemes in this book never stand in a courtroom and hear that it is coming back. Most never hear anything at all. Many never tell anyone. A large share are never counted.

This chapter is about the counting: what the official numbers say, what they leave out, and why even the most conservative reading of them describes something larger than most Americans imagine when they hear the word "scam."

The United States keeps two main public ledgers of fraud against individuals, and they measure different things.

The first belongs to the FBI. Its Internet Crime Complaint Center, known as IC3, takes reports from anyone who believes they have been the victim of a crime involving the internet, which in practice now means nearly every kind of fraud, because even a scam that ends with cash in a shoebox usually begins with a text, an email, a pop-up or a social-media message. Each spring the center publishes an annual report.

The report covering 2025, released on April 6, 2026, recorded more than one million complaints and more than $20.9 billion in reported losses. That total was 26 percent higher than the year before, and it was the first time the figure had passed $20 billion. Losses linked to cryptocurrency reached a record of about $11.3 billion, from more than 180,000 complaints. Investment fraud, the category that includes the crypto "investment" schemes at the center of this book, accounted for about $8.6 billion; the cryptocurrency investment schemes alone came to roughly $7.2 billion, which made them the single largest source of reported loss to cybercrime of any kind. Tech-support and customer-support scams, the frightening pop-ups and phone calls that convince people their computers or bank accounts have been hacked, cost $2.1 billion. Romance scams cost $929 million. The FBI also counted, for the first time at this scale, more than 22,000 complaints that referred to artificial intelligence, with adjusted losses above $893 million.

The second ledger belongs to the Federal Trade Commission. The FTC's Consumer Sentinel Network collects reports directly from consumers and from partner organizations, including state attorneys general and some companies. It covers a wider range of complaints than the FBI's, including scams that never touch the internet, but it relies on a different mix of reporters.

For 2025, the FTC recorded about 3 million fraud reports and $15.9 billion in reported losses, up from roughly 2.6 million reports and just over $12 billion in 2024. In testimony to Congress's Joint Economic Committee on March 25, 2026, the agency's associate director for marketing practices, Lois Greisman, set out the shape of those losses. Investment scams were the largest category, at more than $7.9 billion, roughly half of everything reported. Imposter scams, in which someone pretends to be a government agency, a company, a bank or a relative, were the most commonly reported type, with more than a million reports and more than $3.5 billion in losses. Reported losses had risen every year for six years and were up nearly 430 percent since 2020, a climb the FTC attributed largely to a surge in reports of individual losses of $100,000 or more. The House Financial Services Committee's staff later calculated that the FTC's 2025 total was 27.5 percent higher than the year before, almost exactly the same rate of growth the FBI recorded in its own, separately compiled data. Two agencies, counting different complaints in different ways, arrived at nearly the same answer.

The two ledgers overlap; some victims report to both, and some to neither. They cannot simply be added together. But each, read alone, describes the same trend: steady, steep, multiyear growth in how much money Americans say they have lost to people who lied to them.

The ledgers also say something about the machinery.

The FTC found that, in 2025, bank payments produced the largest total losses, followed by cryptocurrency. Credit cards were the payment method people most often mentioned, but credit-card losses tend to be small and, crucially, are often reversible. The money that disappears for good tends to move through channels that cannot be clawed back: wire transfers, instant bank-to-bank payments, cash and crypto. AARP's summary of the FTC data put it plainly: more than $4 billion was lost through bank transfers or cryptocurrency alone, against about $737 million through credit cards and payment apps combined.

The first contact comes, overwhelmingly, through the devices in people's pockets. Text messages were the most common way scams began, by number of reports. Social media was the most expensive, responsible for more than $2 billion in losses over the government's 2025 fiscal year. The difference matters. A text is cheap to send by the hundred thousand; most recipients ignore it, and the few who respond can be sorted and worked. Social media allows a scammer to see a target's life, build a believable persona, and stay in touch for months. The long con lives there.

The volumes involved at the cheap end are staggering. Chainalysis, a firm that traces cryptocurrency flows and whose work comes up again below, documented a single phishing campaign impersonating the E-ZPass toll system that sent as many as 330,000 texts in one day, using ready-made kits that likely cost under $500. A message about an unpaid toll, a missed package or a suspicious charge costs almost nothing to send. It needs only a tiny fraction of recipients to click, and only a tiny fraction of those to be steered toward something bigger, for the economics to work.

It is worth being clear about what the two ledgers do not include. The FBI's total also counts losses by businesses, notably more than $3 billion lost in 2025 to "business email compromise," in which criminals impersonate executives or suppliers to redirect company payments. That kind of corporate fraud is a serious problem, and it shares tools and techniques with the schemes in this book, but it is mostly not the subject here. The focus of these pages is on individuals and families: the money of people, not of firms.

The single most important pattern in the data concerns age, and it is easy to misread.

Older Americans do not report losing money to fraud more often than younger ones. The FTC has found, year after year, that adults over 60 report losing money at a lower rate than younger adults. People in their twenties and thirties are, if anything, more likely to say they lost something. What changes with age is the size of the loss.

The FBI's 2025 figures make the point starkly. Americans aged 60 and over filed 201,266 complaints and reported losses of about $7.75 billion, an increase of roughly 59 percent in a single year. The average reported loss for an older victim was $38,500. More than 12,400 older Americans told the FBI they had lost more than $100,000. Adults in their thirties and forties, by comparison, reported about $4.6 billion. In the FTC's data, people aged 50 and over reported $4.3 billion in losses, against $2.3 billion for younger adults.

There is a simple reason, captured in a line from an FBI agent quoted by CNBC: "The money is there. The scammers know that." A retiree may have spent forty years saving for a retirement account, a paid-off house and a lump sum from a pension or an inheritance. A twenty-five-year-old who falls for a fake online store loses the price of a pair of shoes. The same lie, told to a seventy-five-year-old with $600,000 in savings, can take the lot.

A later chapter looks closely at what these losses do to older people's lives. For now the point is the arithmetic. If you are running a business that lives on stolen savings, older Americans are where the savings are.

Geography follows population and wealth. In the FBI's 2025 data on older victims, California led with 22,157 complaints and about $1.4 billion in losses, followed by Florida and Texas, the states with the largest concentrations of retirees and savings. But no state is spared; the FBI's outreach to investment-scam victims, described below, has reached people in all fifty.

All of these numbers are floors, not estimates. They count only what people report, and most people do not report.

The FTC is unusually candid about this. In its March 2026 testimony, the agency said that reported losses "are just a fraction of American consumers' actual losses." It cited a 2021 study finding that only 4.8 percent of victims of mass-market fraud complained to a Better Business Bureau or to any government agency. Adjusting its figures to account for that silence, the FTC estimated that the true cost of fraud to American consumers in 2024 "could be as high as $195.9 billion." A House Financial Services Committee staff report released in July 2026 used a similar figure, putting the real annual loss at closer to $200 billion.

Those adjusted estimates rest on assumptions about who reports and who does not, and reasonable people can argue about them. But the direction of the error is not in doubt. Some victims do not realize they were scammed. Some realize and are too ashamed to say so. Some do not know where to report, which is understandable in a country where, as the same House report noted, there are more than a dozen separate federal complaint portals and no single agency charged with coordinating fraud prevention. Some report to their bank or local police, and their reports never reach the national ledgers. Some die before anyone in their family finds out.

Even a victim who wants to report faces a maze. A person who has been robbed through a fake investment app might reasonably contact the FBI's IC3, the FTC, the Securities and Exchange Commission, the Commodity Futures Trading Commission, a state securities regulator, the state attorney general, the local police and the bank, and each of those bodies keeps its own records in its own way. Some share data; many do not. The House committee report argued that this fragmentation itself suppresses reporting, and it called for a single national framework. Until something like that exists, the official numbers will be built from whichever doors victims happened to knock on.

The losses that do get reported are also lopsided in a way that a single average conceals. The bulk of the money is concentrated in a relatively small number of catastrophic cases. The FTC's investment-scam category, for instance, carried an average individual loss of more than $10,000 in 2025, and the agency traced the overall rise since 2020 to the growth of six-figure losses. In the FBI's 2025 count, the more than 12,400 older victims who each reported losing over $100,000 must, between them, account for well over a billion dollars, since even at the minimum that would be $1.24 billion (my arithmetic, from the published count). A crime that took a little from everyone would be a nuisance. This one takes everything from a few, again and again.

Artificial intelligence is beginning to show up in the ledgers, though almost certainly in undercounted form, since a victim often cannot tell whether a voice or a face was synthetic. Among older Americans alone, the FBI logged more than 3,100 complaints in 2025 that mentioned AI, with losses above $352 million. Later chapters examine what that technology changes. What the numbers already show is that it is no longer hypothetical.

There is a striking illustration of how much goes unseen in the FBI's own outreach work. Since 2024, under a program called Operation Level Up, FBI agents have been using intelligence about cryptocurrency flows to identify Americans who are sending money to investment scams, and then contacting them directly. By March 2026, according to the Justice Department, the bureau had notified 8,935 people. Seventy-seven percent of them did not know they were being scammed. They believed they were investing. The program estimated that its warnings saved about $562.7 million. It also referred 93 victims for suicide intervention.

Think about what that means for the numbers. Three out of four people who were, at that moment, being systematically robbed did not consider themselves victims and would not have filed a report. They were not in the ledger. Only the FBI's knock on the door put them there.

A different kind of gap shows up when the national ledgers are set against individual prosecutions. In its 2025 data, the FBI recorded a little more than $5 million in losses reported by older Americans to "distress" scams, the category that includes the classic call from a supposed grandchild in jail. That sounds modest until it is placed beside a single indictment. In March 2025, federal prosecutors in Vermont charged twenty-five Canadians with running a grandparent-scam network from call centers in and around Montreal that, they alleged, took $21 million from hundreds of victims in forty-six states over roughly three years. One ring, by itself, would account for more in a typical year than the FBI's entire 2025 tally for that category among older victims (my arithmetic, dividing the alleged total across the period charged). The likeliest explanation is not that the ring was uniquely large. It is that most victims of these schemes call their local police department, or their children, or nobody, and never file a report with the federal government at all.

Speed matters for another reason, too. The FBI operates a Recovery Asset Team that works with banks to freeze fraudulent transfers, and its 2025 report said the team froze hundreds of millions of dollars in payments before they could vanish. Those freezes depend on the victim, or the victim's bank, reporting within hours or days, while the money is still inside the American banking system. A loss that goes unreported for weeks is, in practice, a loss that can almost never be recovered. Silence does not only hide the scale of the crime. It helps the crime succeed. Every hour between a fraudulent transfer and a phone call to the bank is an hour in which the money moves further out of reach.

Because so much of this money now moves through cryptocurrency, there is a third way to count: by following the coins.

Blockchain analysis firms trace funds moving into wallets known to be controlled by scammers. Their estimates are not victim reports, and they include victims all over the world, not just in the United States. The firm Chainalysis estimated that crypto scams worldwide took in a record of more than $17 billion in 2025. It found that the average payment to a scam rose from $782 in 2024 to $2,764 in 2025, and that scam operations with on-chain links to sellers of artificial-intelligence tools took in about $3.2 million each on average, roughly four and a half times as much as operations without those links. "Scams have a numbers game and a believability dimension," the firm's head of research, Eric Jardine, told the news site Decrypt. AI, in his account, lets criminals get both at once.

An academic study described in the next chapter, which traced cryptocurrency supplied by thousands of victims, found that the networks running these schemes had moved tens of billions of dollars to exchanges in roughly four years.

The U.S. Treasury has produced its own estimates of how much of this money flows specifically to the industrial scam operations of Southeast Asia, the compounds in Cambodia, Myanmar and Laos that are the subject of several later chapters. In May 2025, announcing sanctions against a Myanmar militia, the Treasury said Americans had lost about $2 billion to Southeast Asian scam operations in 2022 and about $3.5 billion in 2023. In October 2025, it said the figure for 2024 was at least $10 billion, a 66 percent increase in a single year. If those estimates are roughly right, a large and growing share of what Americans lose to investment and romance fraud is not being stolen by a neighbor or a domestic fraud ring. It is being exported, through crypto wallets and shell companies, to criminal organizations operating with the protection of armed groups and corrupt officials on the other side of the world. "The rapid rise of transnational fraud has cost American citizens billions of dollars," the Treasury secretary, Scott Bessent, said in announcing one round of sanctions.

Numbers this size are hard to feel. A few comparisons, offered carefully, can help.

The most reliable comparison is with the same agencies' own past figures. If the FTC's reported losses rose by nearly 430 percent between 2020 and 2025, then the 2020 total was roughly a fifth of the 2025 one (my arithmetic, from the published percentage). In the space of five years, a crime that was once treated as a matter of consumer awareness, the sort of thing addressed with leaflets at the senior center, became one of the largest transfers of wealth out of American households that is not taxed, invested or spent.

And unlike almost any other large flow of money, this one moves in one direction. When a family pays for a house, a car or a college education, it receives something. When a retiree buys gold bars and hands them to a courier, wires a pension lump sum to a fake brokerage, or feeds cash into a cryptocurrency kiosk at a gas station, the money leaves the country, is laundered through a chain of accounts, and funds the next round of recruitment, bribery and fraud. It is not consumption. It is extraction.

There is an argument that these numbers overstate the problem, and it deserves a hearing.

Reporting has become easier, and awareness has grown. Some of the rise in reported losses surely reflects more people knowing where to complain, rather than more people being robbed. Complaint data are not audited; a report to IC3 is a claim, not a court finding, and some reports are mistaken, duplicated or exaggerated. Crypto prices rose sharply over parts of this period, inflating the dollar value of losses denominated in coins. And the FTC's adjusted estimates depend on extrapolating from surveys of who reports, which carry real uncertainty.

All of that is fair, and it is why this book distinguishes reported figures from adjusted ones and treats the latter as rough. But the skeptical case runs into three problems.

First, the growth is too consistent and too large to be explained by reporting alone. Losses have risen every year for six years in the FTC's data, across every major payment method and contact channel, and the steepest growth is concentrated in the largest individual losses. A widow who loses $400,000 does not need an awareness campaign to notice it.

Second, the evidence of underreporting is not merely statistical. Operation Level Up shows that most people inside an active investment scam do not know they are in one. Victims' accounts, and the accounts of the agents and prosecutors who work these cases, describe shame and silence as the norm. The Justice Department's prosecutions routinely uncover victims who never reported at all.

Third, the independent measures point the same way. Blockchain tracing, conducted by firms with no stake in the FTC's or FBI's methods, finds tens of billions of dollars flowing into scam-linked wallets. The Treasury's estimates of money flowing to Southeast Asian compounds have risen just as steeply. International agencies, discussed later in this book, have produced estimates for Asia and the Pacific that run higher still.

The honest conclusion is that nobody knows the true figure, and that anyone who claims precision is overstating what the data can show, and that every credible method of estimating it produces a number in the tens of billions of dollars a year for the United States, rising fast.

Even a perfect count would miss most of what matters.

It would not show the retired couple who sold their house and now rent a room from their daughter. It would not show the man who keeps paying "fees" to a fake platform because admitting the loss would mean admitting everything. It would not show the trafficked worker in a compound on the Myanmar-Thailand border, typing messages to that man under threat of a beating. It would not show the bank teller who suspected something was wrong but had no authority to stop a customer from withdrawing her own money, or the adult son who learned only after his father's death where the retirement savings had gone.

The courtroom in Wichita was, in its way, a picture of what justice would look like if this crime were treated like other crimes of its size: investigators following the money, a judge putting victims first, savings returned. It happened because the amounts were large enough, the trail clear enough, and the victims organized enough to be seen.

For most of the people counted in this chapter, and for the many more who were never counted, none of those conditions held. The rest of this book is about why, starting with the case that made Elkhart, Kansas, briefly famous: the story of how a careful, respected small-town banker came to wire away his own bank.
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Chapter Two: The Banker Who Bet the Farm
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If you had set out to design the American least likely to be taken by an internet stranger, you might have come up with someone very like Shan Hanes.

In late 2022 he was 51 years old and the chief executive of Heartland Tri-State Bank, a $139 million agricultural lender in Elkhart, a farming town in the far southwestern corner of Kansas. He was not a small-town figure only. He had chaired the Kansas Bankers Association, served on an advisory committee to the federal Consumer Financial Protection Bureau, and testified before Congress. At home he was known for helping customers through hard years, for working the sideline chain gang at high school football games, and for producing healthy returns for the roughly thirty-three local people who had bought shares in the bank's holding company. Federal examiners had given the bank strong ratings for years. "Shan was the picture-perfect image of a guy you'd want running your small-town bank," a board member, Jim Tucker, later told the trade magazine Bank Director. Tucker added that Hanes "mowed yards and coached sports teams."

There is a bitter footnote in the trade press. In a 2022 interview with Bank Director, Hanes had listed awareness of cryptocurrency among the priorities he thought bank boards should be paying attention to. He was not someone to whom the subject was foreign.

He was, in other words, a man who knew money, knew risk, and knew his neighbors. He had spent his career evaluating borrowers, judging whether a farmer's plans were sound
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