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Shiv: I’ve spent most of my career believing in the power of social media to change the world for the better. You could say I was a little naive.

Traveling the four corners of the world, I advised the largest global companies on how to adapt to the social media era, recommending how to build and market new products to reach customers living so much of their lives in the social media world. It was a thrilling time. I was such a believer that I even wrote the book Social Media Marketing for Dummies, which was updated twice and translated into several languages due to demand. Later, when I went to work for PepsiCo and then Visa, I urged those companies to embrace social media marketing.

Then the revelations of abuses began breaking fast and furiously. Few could have foreseen that Russians would use social media to interfere with the 2016 US presidential election. Nor could many have anticipated the genocide in Myanmar caused by bad actors with new communication tools. We are now more aware that electronic communication in its many forms has been strangling quality journalism, aiding the creation and viral spread of fake news, and sowing increasingly heated dissension and endemic distrust. You only have to Google the term, deepfakes, to see the worst of it.

Some say the rancor and rampant mendacity isn’t all social media’s fault. While it is easy to blame the platforms for the pickle we find ourselves in, the technology itself is neutral, and those who created it have, by and large, had noble ambitions. They have done an immense amount of good for the world as well.

It’s not all the fault of us users who’ve been duped either. We are in uncharted territory. We’re stumbling on the pitfalls as we discover the joys of the new tools, getting a difficult education in the many new ways information can be weaponized by bad actors. Our governments have arguably been slow to learn. With their training wheels still on, they are only beginning to determine the regulations they must enact. But recriminations are not solutions. What is vital now is that we appreciate the seriousness of the problem and learn to protect ourselves and combat the abuses.

The stark reality is that we have entered what we will describe in this book as a new post-trust era, in which telling truth from opinion, and separating fact from outright fabrications, requires us to be on guard, intensely aware of the ways in which we are being played and how we are unwittingly contributing to the problem. That’s all the more difficult because we increasingly reside in echo chambers that reinforce our views and cater to our biases, widening the gap of opinion and making civil, fact-based discussion of issues extremely challenging. Fakery has not only pervaded politics, it has made deeper inroads into business and our personal lives. Our business leaders aren’t as trustworthy as we once believed, with companies more regularly falling prey to scandal, and friends and relatives find themselves aligned in hostile opposing camps. This post-trust era is frightening.

I co-authored this book because I deeply believe that we can move beyond this era to a future in which we re-establish high standards and restore trust. We can become savvy about the range of abuses and about our vulnerabilities to manipulation so that we are able to avail ourselves of the wonderous benefits of social media and the new breed of technologies rapidly developing without falling prey. Despite their significant drawbacks, social media and the retinue of other new communication tools have changed the world mostly for the better. As they’ve changed the world, we humans are changing in some ways too. But it is imperative that as we change we don’t lose sight of the fundamental binding agent of human society - our ability to build and sustain trusted relationships not only with people who look and sound like us but also the ones who don’t; to build relationships founded upon integrity, sincerity and the truth. These are the relationships that stand the test of time, whether they were formed in the physical world or the digital one, in the workplace or in the home, during our childhood or in our adult life.

The onus is on us to make sure that the post-trust era isn’t a lasting one. Each of us can do more ourselves to make sure that it isn’t, and that is what this book is about. I hope Savvy will help you in your journey out of the post-trust era.

Rohini: As a psychologist, I’ve devoted my professional career to helping people uncover their truths. I’ve found that the truth of one’s life is often elusive; taking time, introspection, and effort to discover. I’ve also seen that ‘truth’ is not an absolute, fixed construct. Your version of an event may look completely different from mine. What appears white to some, looks black to others, and all shades of gray to the rest. A psychologist’s job is to create a safe haven in which one’s intimate truths–whatever shades they may be–can be revealed, understood and respected.

The notion that a person’s truth is unique is nothing new. What is new is that we now have multiple and competing truths in all spheres of our lives: in the news, inside companies, in government, and within our circles of family and friends. Also, while fakery has been a feature of human life through the ages, technology and social media have turbocharged its spread.

My concern about the new intensity of fakery stems not only from my professional life but also from my most important job, as a mother to my two young sons. I want them to grow up believing that the truth matters. I want them to understand the responsibility they carry in critically analyzing all they see and hear. Only if they learn to question information–and their perceptions of it–will they stand a chance of successfully navigating the pitfalls of the post-truth era.

To help them (and myself) prepare for this challenge, I began turning to science to help understand the machinations of fakery. Surely, I thought, there must be some insight to be gleaned from the social sciences to guide us through these times. And indeed there was. For decades scientists have been studying why people fall for fakeness. In Savvy, we highlight seminal studies that illuminate how cognitive biases deeply ingrained in all of our minds distort our perceptions and lead us to privilege some information sources over others, trustworthy or not, and throw our trust behind people, groups and organizations that are deceiving us. We introduce them according to the underlying, largely subconscious, motivations behind the biases and offer advice about how we can recognize when we’re falling into their grip and overcome them.

I, like Shiv, am an optimist and believe we can successfully navigate this complex post-truth terrain. After all, while the unbridled fakery is undermining our trust in information and the sources of it, we continue to fundamentally trust one another in so many ways. We let strangers use our homes when we travel, we sit in unknown people’s cars and allow them to drive us to our destinations, and we depend on anonymous reviews more than ever when making purchases. All is not lost in the post-trust era. We can forge our way to a new savvy era. I hope this book plays a small part in getting us there.
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FAKE NEWS IS OLD NEWS

FAKE NEWS IS NOTHING NEW. MISINFORMATION, FALSE INFORMATION, and propaganda have all been around as long as news itself. Over three hundred years ago, in 1672, King Charles II of England issued a proclamation to, “Restrain the spreading of false news and licentious talking of matters of state and government.”1 He was nervous about antigovernment conversations brewing in the coffee houses of London. He ordered that all the coffee houses be shut down within twelve days. It was an unmitigated financial disaster for cafe owners and a major setback for free speech. It ultimately did nothing, though, to dampen enthusiasm for fake news.

Nor did other early efforts. The first newspaper published in North America was launched in Boston on September 25, 1690. Titled Publick Occurrences Both Forreign and Domestick, the newspaper would appear monthly, readers were told, unless “any glut of global occurrences happen oftener.” The first edition was all of four 6 by 10-inch pages (with only three of the pages filled in). Just four days after its launch, the newspaper was shut down on orders of the colonial government. No other issues were printed. The Governor and Council found the newspaper to contain “sundry doubtful and uncertain reports” and therefore “manifest and declare their high resentment and disallowance of said pamphlet, and order that the same be suppressed and called in.”2 Of course, fake news in America (and much of the rest of the world as well) would go on to thrive.

[image: A historical newspaper titled “Publick Occurrences Both Forreign and Domestick,” dated September 25, 1690, with visible text and a worn appearance.]
Source: Massachusetts Historical Society


Every generation before us has been subject to rampant fake news. Blatant fakery tainted the coverage of what was probably the first event to become major news all over the world—the Great Lisbon Earthquake. Shysters shamelessly used the tragedy as an opportunity to make false accusations of blame. The quake struck on the morning of November 1, 1755, All Saints’ Day in the Kingdom of Portugal. Seismologists today estimate its magnitude was in the range of 8.5 to 9.0. Eighty-five percent of Lisbon’s buildings were destroyed and somewhere between ten thousand and one hundred thousand people died, making it one of the deadliest earthquakes in history. The consequences were far-reaching, exacerbating political tensions and disrupting the Kingdom’s colonial ambitions, eventually leading to the decline of Portugal as a colonial empire.3

The Catholic Church and other European authorities blamed the disaster on divine retribution against sinners, calling the quake a sign of God’s rage against the atheists and freethinkers of Lisbon. An entire genre of fake news pamphlets (relações de sucessos) emerged, both in Portugal and across Europe, claiming that survivors owed their lives to an apparition of the Virgin Mary. The prominent philosopher Voltaire attacked the fallacious claims, making him an early anti-fake activist.4

Fake news has persisted largely because it is such good business. Major news empires have been built on it. Today’s media fabricators have nothing over two of the most successful fake news purveyors in history, William Randolph Hearst, owner of the New York Journal, and Joseph Pulitzer, owner of the New York World. These two titans, known for their blatant disregard of responsible journalism, faced off at the turn of the 20th century. The two men were in a circulation war, each trying to out sensationalize, and outsell, the other. They saw conflict as a way to sell newspapers, and both men were willing to conjure up stories where real ones didn’t exist. They published exaggerated, or even completely fabricated, accounts of alleged atrocities committed by the Spanish military against the citizens of Cuba. Hearst and Pulitzer, in their two-man circulation war, have been credited with leading the US into the Spanish-American War. 5

A particularly ghoulish use of fake news was perpetrated in Indonesia in the aftermath of the 30 September Movement. A pro-communist group of Indonesian military personnel kidnapped and assassinated six generals in the early hours of October 1, 1965. They took President Sukarno under their protection and grabbed control of key media outlets. However, the head of the army’s strategic military reserve command, General Suharto, responded decisively and defiantly. By the end of the day, the coup attempt was squashed, and General Suharto had taken control of the country.

The swirling of fabrications that followed was dizzying. Using the attempted coup as a pretext, General Suharto triggered a purge of communist sympathizers across Indonesia. By spreading fake news that the kidnapped generals had been sexually mutilated and tortured by young communist women before they were killed, he whipped the population into a frenzy. Over the next six months he used wildly inaccurate anti-communist information as a weapon to instigate his supporters to massacre more than five hundred thousand suspected communists.6 The purveyors of fake news have much blood on their hands.

In each of these cases, as today, information was molded and disseminated by business or religious leaders, governments, or news outlets with highly specific agendas. Fake news weaponizes information and the public is dangerously vulnerable to its manipulations, often unable to determine whom and what to believe. The end result is that fake news makes it difficult to be savvy.



OUR INSTITUTIONS HAVE FAILED US

Empires have crumbled, important scientific discoveries have been ignored or denigrated, once powerful and respected businesses have gone bankrupt and famines have struck–all due to falsehoods. What’s particularly troubling about fake news today is that never before has there been the technology to so quickly and persuasively disseminate it. The current flourishing of fakeness is more insidious and widespread than ever, perpetrated not only by political figures and other authorities, but broadly by members of the public, on social media, and by companies too. We need look no further than the saga of Theranos, the defunct blood-testing firm, to see how blatant fraud can be so easily carried out by business leaders, even as they become media heroes. We will explore this story in more depth in Chapter 3.

People have always gravitated toward information that resonates, shrugging off tidings that don’t. We feel comfortable in the echo chambers of our information silos. And today, technology allows for much more precise thin-slicing and targeting of information. It also gives fabrications much greater reach and makes them more compelling. Falsifications travel faster than ever before, and as they build momentum they also gain credibility.

In March 2018, a landmark research study conducted at the Massachusetts Institute of Technology revealed that fake news actually travels faster than real news. The study analyzed every major news story in English published on Twitter since the platform was launched. This was roughly 126,000 news stories, tweeted by three million users from 2006 through 2017. Not only did falsifications rip around faster, they reached more people by penetrating deeper into social networks.7 The findings were presciently anticipated by British social critic Jonathan Swift, who, in 1710, wrote, “Falsehood flies, and the truth comes limping after.”

The walls separating fact from manipulated fiction are crumbling, and it is difficult to know whom to trust and what to believe. Our companies, leaders, and media have failed us. Technology is certainly not solely to blame for today’s fakery epidemic, but it has put it on steroids. The result is that we have entered a post-truth era.

On November 16, 2016, Oxford Dictionaries named “post-truth” its international word of the year, reflecting what it referred to as a “highly charged” political twelve months. In choosing the word, the editors defined post-truth as a state in which “objective facts are less influential in shaping public opinion than appeals to emotion and personal belief.” While the first usage of the term dates

[image: A line graph titled “Post-Truth Frequency” shows the increasing use of the term “post-truth” from October 2015 to September 2016. The frequency rises sharply in mid-2016, peaking in September.]
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