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        The Internet has evolved as a free environment for information interaction under informal but strict technological, programmatic, and organizational control methods. This resulted in a paradoxical situation. The key areas of life of any state, have largely moved to the Internet. At the same time, the Internet, unlike the physical reality, does not recognize the post-Westphalian principles of international law. This book deals with the risks and challenges that ensued from this situation.
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    The digital environment aggregates a multitude of information technologies, and cyber space. Briefly, cyber space represents the part of the digital environment, where the control of various objects of the physical space occurs through the execution of programs, and transmission of data over the Internet, other computer networks, and telecommunication channels.

    The digital environment has its own:

    Infrastructure.

    It includes first of all the telecommunication and internet channels (fiber-optic cables, etc.), computing centres of various scales – from supercomputers to personal computers, to pocket smartphones. and finally, computing components embedded in a variety of objects of the physical world, from industrial lines to items of everyday use.

    Structure.

    It consists first of all of the network software protocols enabling data transmission over various networks, including the Internet, corporate networks, peer-to-peer (P2P) networks, etc., as well as programs and program platforms enabling storage, processing, and presentation of the information, from specialized databases to the common operating systems like MacOS, Windows, and all kinds of flavours of Linux, and finally, interfaces enabling end users’ perception of the information (sites, blogs, portals, applications, etc.)

    Ultrastructure.

    It constitutes an information sphere of direct and implied meanings of the human perception, expressed in physical objects, texts, pictures, audio, and video contents; ultrastructure includes, first of all, publicly available network resources, like sites, blogs, portals, social networks, etc., as well as protected, accessible only to certain categories of users state or corporate information resources, and public resources with paid contents.

    In the course of the development of publicly accessible communication networks, as everybody has got the possibility of connecting to once closed networks, there emerged two kinds of them that differ in the principles of their architecture:

    Internet, as well as internal state and corporate networks (intranets), inaccessible to unauthorized users; they have a hierarchical structure, where each level of the hierarchy accumulates and transfers information, and the rights and possibilities of control of the flow of the information on every level depend on its position on that hierarchy – the higher the level, the more rights and possibilities.

    Peer-to-peer networks, like the most popular of them nowadays file-sharing network BitTorrent, payment network Bitcoin, communication network Tor, etc.; in P2P networks information is being transferred between users’ computers, which have the same rights and possibilities regarding the flow of information, but at a price – P2P networks, as a rule, work slower than the regular Internet.

    These kinds of networks work independently from each other. Accordingly, resources of one network cannot be searched and found by the search engines of the other one, although each network provides specialized portals, which enable finding resources of one network to the users of the other one.

    Furthermore, the Internet has evolved to produce further segmentation:

    Web. This is the oldest, original segment of the Internet. It includes state, corporate, public and personal pages, sites, blogs, portals, and on-line media. Resources of this segment are easily accessible through search engines, like Google, Yahoo, Bing, and many others.

    Web 2.0. This is the so-called Participatory or Social Web, in other words the web of social networks and platforms. Here are placed such resources like Twitter, Facebook, LinkedIn, etc. Content in this segment is being created mostly by the users themselves, hence the name Social Web. Its remarkable particularity is that the share of the audio and video contents grows here rapidly.

    Web 3.0. This is a rapidly emerging segment of mobile applications with the interfaces brought out to the screens of tablets and smartphones and other “smart” devices. Therefore, users work with the applications without the necessity of referring to the search engines; they just establish links between their gadgets and resources (or services, portals, etc.) via the Internet.

    Deep Web. These are the resources that cannot be found by means of common search engines, as well as portals, sites, etc., access to which presumes either payment, or special rights to access the resources. It is being estimated, that up to 90% of the valuable scientific, technological, financial, economic, and cultural information is placed in the Deep Web.

    The pace of the growth of the Dark Web resources is faster than that of the combined growth of the other segments. The main reasons are the tendency of accumulating data available to the corporate users, and the desire of the holders of the resources to bring them out of the non-profit domain into the for-profit segment, that is to monetize.

    Prospective segments of the Internet include:

    Internet of Things. This is the concept of connecting over the Internet controlling centres and information blocks embedded in the various objects of the physical world, whether industrial, metropolitan, or social. As I write this chapter, connecting various metropolitan services, like water supplies, electrical grids, traffic control, etc., is already compulsory; more and more popular becomes equipping various home appliances with the Internet connection.

    Bodynet. The rapid development of microelectronics furnished the ability to embed information processing elements into wearable gadgets, down to elements of the garment and shoewear, as well as make wide use of microelectronics in the new generation of medical equipment, realizing monitoring of a range of biomedical parameters through implanted chips.

    Another tendency of recent years is distributed computing, which stems from the concept that a computer’s components are located on different networked computers, which communicate and coordinate their actions by passing messages to one another. The components interact with one another in order to achieve a common goal. For example, to collect and process information concerning the medical state of a human body – in that case, a patient would in fact carry components of a computer, and interact with it all day round.

    A big part of P2P networks belongs to the so-called Dark Web, which owes its name to the wide use of its resources in all kinds of criminal, illegal, or questionable groups and individuals. To this segment belongs, for example, the anonymity network Tor, developed in 2002 by the Onion Routing Project, or digital currency Bitcoin. These segments happened to be involved in illegal activities, such as money laundering, arms trade, drugs trade, etc., as well as covert political actions, so hence the name Dark Web.

    A specialized segment of the Web, situated partially in the Internet, and partially in the P2P segment, makes the so-called Internet of Money. Reduction of the cash turnover, and switching to electronic money is a world-wide tendency. Internet of Money includes specialized telecommunication financial systems linking together major banks, like SWIFT, as well as payment systems using the Internet, like PayPal, Webmoney, etc. Another, rapidly developed segment of money networking is specialized payment systems based on P2P networks and encrypted transaction ledgers called blockchains. The best known of these systems is Bitcoin.

    Therefore, cartography of the digital world is a complex system, where individual segments develop at their own pace, independently from general patterns and trends. At the same time, a number of fundamental tendencies are common for all the segments of the digital space.

    The first of them is the information explosion. Nowadays we are witnessing a rapid increase of published information, which doubles every two years.

    According to the multi-national technology conglomerate Cisco Systems, Inc., in 2016 the global Internet traffic reached an estimated 1.2 zettabytes of generated data, and is estimated to reach 3.3 zettabytes in 2021. Video traffic, which accounted for 73% of the total traffic, will increase to 82%, and PC traffic will account for 25% of the total traffic while smartphone traffic will be 33%.[1] Every year the volume of the corporate data stored and transmitted in the Internet grows by 40%, and the estimated number of Internet users in 2019 was over 4 billion.

    In 2019 the estimated number of Internet users worldwide exceeded 4 billion, which makes up about 54% of the world population, while in 2010 Internet users made up 30% of the global population, and in 2005 only 16%.[2] It is expected that the number of corporate Internet users will grow from 1.6 billion in 2011 to 2.3 billion in 2022.

    While in 2012 more than 90% of users went on-line with computers of all types, and only 10% – from mobile devices, then by 2016 the share of tablets, smartphones, and other gadgets increased to at least 45–50%. Canada is one of the leading countries in terms of the number of Internet users. Currently, more than 90% of the population interacts with the Internet. The decline in the cost of broadband Internet access, the transition to new standards of mobile communications, and the availability of Internet access to residents of previously uncovered regions of the country, which is happening from year to year, open up fundamentally new opportunities for economic, social, and individual development.

    First of all, there are opportunities for the creation of national and corporate systems of continuous distance education and the targeted formation of competencies in the most demanded, including previously nonexistent professions and specialties. No less opportunities are opening up for Internet medicine, which in the past few years has become widespread in the United States, European Union, Russia, and a number of other countries. Internet commerce has enormous opportunities. It excels in Europe, and grows world-wide. The key feature of the sustainable growth of e-commerce is the outstripping development of cashless payments in the form of electronic payments by credit cards, etc. The development of e-commerce is also facilitated by measures in accordance with national and international legislation to prevent financial crimes and fraud. Appropriate measures are currently in force in the European Union, Great Britain, Switzerland, and other countries.

    Historically, the Internet was formed as a free environment for information interaction under informal, but implemented through strict technological, programmatic, and organizational methods of control from the United States of America – the country that created the World Wide Web. As a result, a paradoxical situation has developed by now. Trade, financial transactions, and political and social activities, namely the key spheres of life of each state, have largely moved to the Internet. Meanwhile, in the Internet, in contrast to physical reality, the post-Westphalian principles of international law are not recognized. Undoubtedly, ensuring “digital sovereignty”, joint international Internet governance, and spreading the principles of the post-Westphalian international system to the Internet, taking into account its peculiarities, are important areas of foreign policy activities, and an increasing number of countries is adhering to such views on the principles of international legal regulation of the Internet.

    The second most important trend in the digital environment is the formation of the Internet of Things (IoT). The Internet of Things is a wide variety of technological, industrial, and infrastructural devices, instruments, gadgets, etc., which have control, information transfer, and management units connected to the Internet. Currently, more than 17 billion devices are already connected to the Internet. According to the forecast made by the Forbes business magazine, between 2018 and 2025 the number of IoT devices connected to the Internet will grow from 7 to 22 billion,[3] and the McKinsey Global Institute estimates that the IoT could at the same time have an annual economic impact growth from $3.9 trillion to $11.1 trillion.[4]

    The development of the Internet of Things really opens up endless prospects and opportunities for the world’s economy. The analysis of data from infrastructure facilities connected to the Internet, as shown by world experience, can, for example, reduce the transmission time in congested highways by 20–30%, decrease the unproductive consumption of water and electricity in residential and industrial buildings by more than 15%, etc. As the experience of Finland shows, the technology of “smart houses” and “smart neighbourhoods”, which includes, among other things, the connection of apartment systems and central objects with the Internet, can reduce costs of operation by 12–17%. This effect can be associated, on the one hand, with the natural and climatic features of the country, and on the other hand, with a sufficient and constantly growing number of urban areas and megacities, where it manifests itself to the largest scale.

    Typically, the threats associated with the Internet of Things boil down to various types of cyber crime and even cyber terrorism. It is clear that in conditions where the entire infrastructures of population centres, individual residential areas, houses, and just the lives of individual persons are completely tied to the Internet of Things, a malicious intrusion into the IoT structure can lead to hard-to-predict consequences. Therefore, the paramount task of states with a high level of internetization of the population and economies, saturated with items with built-in Internet capabilities, is to establish the closest international co-operation in the fight against cyber crime and cyber terrorism. Moreover, it is already clear today that this co-operation should not be limited to the adoption of appropriate legal acts, but also should presume the exchange of information on a daily basis, and effective tools in the fight against cyber crime and cyber terrorism. What is even more, the proposal to create a joint voluntary international force to counter cross-border cyber-criminal and cyber-terrorist groups deserves keen attention. Countries, which have first-class specialists and a number of resident companies that are leaders in the field of individual and corporate information security, can undoubtedly play a significant role in this work.

    There is also another, generally neglected, threat to the nations’ digital sovereignty coming from the Internet of Things. Currently, search engines and social network platforms, such as Facebook, Twitter, etc. allow for analyzing of their users’ behaviour in a variety of groups and topics, their preferences, activities, connections, etc. With the advent of the Internet of Things, such on-line mode of monitoring can be conducted not only in relation to solely Internet surfing, but also in relation to the real life of the population, functioning of enterprises, organization of the city works, and other spheres of human activities as well. The fact is that within the framework of the IoT, information is transmitted to companies that manufacture products connected to the Internet, or to companies that supply chips and microprocessors. Accordingly, it is in these companies, along with individual, corporate, or government users of systems equipped with the Internet of Things, that complete information about the real world is provided on-line. This is why leading Internet companies such as Google have begun to enter into deals ranging from hundreds to billions of dollars to acquire IoT companies. This threat can be avoided in two ways. Radically – by developing competing microelectronic industries, which produce chips for devices, equipment, and systems connected to the Internet of Things, and – alternatively, by setting as a prerequisite for the sale of items, equipment, and devices connected to the Internet on the sovereign territories, data processing centres of the respective companies on those territories, falling under their jurisdiction.

    We are witnessing the birth of the Internet of wearables, dubbed the “bodynet”. This part of the Internet consists of three segments. First of all, there are already the first harbingers of the era of distributed computers, such as Google Glass. The second segment is wardrobe items, that is, everyday clothes, shoes, etc., connected to the Internet, and, as a rule, monitoring the state of health or other parameters of the owners of that wardrobe. Finally, the segment associated with electronic components of microdevices implanted directly into the human body is expected to develop most actively in the future. Already nowadays, about a million Americans have medical implants connected to the Internet, mainly related to cardiac monitoring, as well as monitoring the level of blood sugar. Every year the price of this kind of implants falls not by a fraction, but by a magnitude. Also, the number of such implants is increasing exponentially, largely invigorated by the advances in bio- and nanotechnologies. There is reason to believe that in the years to come, implants built into the human body, connected to the Internet, may transform from exotic items into a routine in almost all developed countries of the world. Researchers already have a number of impressive developments and, in general, are already enhancing the field of medical cyber technologies.

    The widespread use of bodynet fosters the rise to fundamentally new types of threats associated with the possibility of cyber crimes, up to the infliction of severe bodily harm, and murder, as well as targeted cyber terrorism. In the United States, this threat is viewed as urgent, and specific measures are being developed to counter it both at the state level, and at the level of private companies. Taking into account the world-recognized highest qualifications of Russian specialists in the field of unauthorized penetration testing (hackers), there is a clear and present chance to turn a threat into a reality. To counter that threat, it is necessary to come up as soon as possible with a public-private initiative in the international arena to create a single pool of manufacturers of medical implants, microelectronic equipment, and companies in the field of information security and testing of unauthorized penetration. Such a pool could potentially become a reliable shield against massive cyber crime related to malicious interference in the operation of implants connected to the Internet. According to the multinational technology conglomerate Cisco Systems, Inc., in 2016 the global Internet traffic reached an estimated 1.2 zettabytes of generated data, and is estimated to reach 3.3 zettabytes in 2021. Video traffic, which accounted for 73% of the total traffic, will increase to 82%, and PC traffic will account for 25% of the total traffic while smartphone traffic will be 33%.1 Every year the volume of corporate data stored and transmitted in the Internet grows by 40%, and the estimated number of Internet users in 2019 was over 4 billion.

  

    
        
  
	[1] https://www.cisco.com/c/en/us/solutions/collateral/service-provider/visual-networking-index-vni/vni-hyperconnectivity-wp.html#_Toc484556816

    [2] https://www.itu.int/en/ITU-D/Statistics/Pages/facts/default.aspx

    [3] https://www.forbes.com/sites/forbestechcouncil/2019/11/18/the-5g-iot-revolution-is-coming-heres-what-to-expect/

    [4] https://www.mckinsey.com/mgi/overview/in-the-news/by-2025-internet-of-things-applications-could-have-11-trillion-impact

  

    
        
  
    
      Cyber wars of the 21st century

    
    Seventy-five years after the fall of Nazism, theories of racial superiority and exclusivity of nations again (or still?) haunt the minds of many people. The president of the United States Barack Obama, for example, while speaking to the United Nations General Assembly, claimed America’s exclusive role and rights to use violence: Some may disagree, but I believe America is exceptional – in part because we have shown a willingness through the sacrifice of blood and treasure to stand up not only for our own narrow self-interests, but for the interests of all. (…) And yes, sometimes – although this will not be enough – there are going to be moments where the international community will need to acknowledge that the multilateral use of military force may be required to prevent the very worst from occurring.[1] Such an attitude is even more destabilizing the already difficult international situation, and pushing the digital world closer to the cyber wars.

    The cyber war that is actually already unfolding, until recently had been perceived by the world’s politicians and media as some extravagant sensation. Yet, in August 2013, it suddenly gained a real shape, as the American dissident Edward Snowden made a whole host of secret materials publicly available to journalists and analysts. And those are not such spy programs like Prism or Xkeyscore in question, or the total wiretapping of the mobile telecommunication operators, and not even the NSA’s unlawful access to the servers of Google, Microsoft, Facebook, Twitter, financial network SWIFT, as well as financial services Visa and MasterCard.

    The most interesting, and so far most underestimated, revelations from Snowden’s dossier are documents known as the US intelligence black budget files.[2] The expert community limited themselves to discussing the offensive cyber operations, and the catchy figure of $50 billion in US intelligence expenditures in 2001–2012. Yet, these documents, published by the Washington Post, provide a great source for a really serious analysis. Apart from numerous slides of presentations and scores of boring lists of IP addresses, analysts received at their disposal a lot of dry budget figures and accompanying explanatory documents, setting facts, comments, and suggestions regarding the real, not Hollywoodian secrets of the American intelligence and army in bureaucratic language.

    Analysis of these documents leads to the conclusion that an undeclared large-scale cyber war is already underway. The only remaining question is when will the first human casualties and large-scale destruction of large material objects occur in this war.

    
      Phenomenon of the cyber war

    
    The term “cyber wars” has been firmly rooted not only in the vocabulary of military personnel and specialists in cyber security, but also politicians, journalists, and experts. It has become one of the memes, actively supported and disseminated by the media of all formats. What is more, cyber wars have become one of the most discussed topics in social networks, Internet media, etc. Meanwhile, there is a very distinct difference between the picture of the cyber wars as created by the media and Internet communities, and as defined by the military and cyber security experts.

    Along the politicians and media technologists, the media disseminate a very broad interpretation of what constitutes cyber wars. In fact, they mean any opposition in the cyber or Internet space. They, for example, count among them multilateral and complex information campaigns aimed at the change of value orientations, political allegiances, and sometimes even cultural codes. Finally, they add to the category of the cyber wars also reputational warfare, which is waged between various business groups, companies, or corporations, also known as brand wars.

    Such an understanding of the cyber wars to a large degree is connected to the historical development of information technologies in general, and the Internet in particular. Originally, the term “information warfare” was introduced by the RAND Corporation in 1990. Later, this corporation’s employee Martin Libicki published the book What Is Information Warfare?,[3] whose point of view became generally accepted for a decade. According to Libicki, information warfare occurs in seven forms:

    — warfare in the sphere of command and control;

    — intelligence warfare;

    — electronic warfare;

    — psychological warfare;

    — hacker warfare;

    — economic-information warfare;

    — cyber warfare.

    Libicki sticks to his classification even nowadays. What is more, he definitely gives priority to psychological warfare, disinformation, public relations, and special psychological operations in the first place.

    However, the active development of information technologies has brought the natural need to single out specific cases from the general area. For the first time it was done in 1993, as two American servicemen, John Arquilla and David Ronfeldt, did it in the article Cyberwar is Coming! published in the respectable American military magazine Comparative Strategy.[4]

    Since the end of the first decade of the 21st century, a clear separation of information and cyber warfare has become a generally accepted standard for the military, information technology specialists, and information security specialists. First of all, this happened in those countries that were at the spearhead of the emerging cyber weapons race, primarily the United States, China, Israel, etc. At the same time, in Russia, some analysts continue to equate information and cyber warfare. They perceive them, first of all, from the point of view of the impact of information streams on the collective psyche and human consciousness. This confusion of concepts comes primarily from the current political situation and the history of their country, undoubtedly influenced by the fact that Russia, possessing a huge potential in the field of information technology, has not properly assessed the dangers, risks, and threats linked with cyber war.

    Information and cyber warfare are divided according to objects and means of combat impact.

    Information wars are content wars aimed at changing the mass, group, and individual consciousness, imposing one’s will on the enemy and reprogramming his behaviour. In the process of information wars, there is a struggle for minds, values, attitudes, behavioural patterns, etc. Information wars were fought long before the Internet, they have a history measured not even in hundreds, but in thousands of years. The Internet has simply transferred these wars to a qualitatively new level of intensity, scale, and effectiveness. The object of influence of information wars is a variety of subjects – from small groups to entire peoples and populations of entire countries. The means of combat influence are purposely prepared semantic messages in the form of texts, video, and audio sequences, designed for perception by mind, processing by thinking, and emotional response from groups of different dimensions.

    As for the cyber war, it is a deliberate destructive effect of information streams in the form of program codes on material objects and their systems, their destruction, disruption of their functioning, or interception of control over them. A former high-ranking official and now a US government security expert Richard Clarke, in his book Cyber War, refers to “cyber war” as the actions by a nation-state to penetrate another nation’s computers or networks for the purposes of causing damage or disruption.[5]

    In 2011, Hamadoun Touré, the then Secretary General of the International Telecommunication Union (ITU), in his report Quest for Cyber Peace wrote: The concept of cyberwar encompasses the targeting of not only military capabilities and systems, but also a society’s vital infrastructure – including Smart Grids and supervisory control and data acquisition (SCADA) networks – that allows it to function and defend itself.[6]

    According to the de facto prevailing, but not legally fixed, opinion of the overwhelming majority of military and information security specialists (regardless of their country of origin), cyber war is understood as purposeful actions to inflict damage, intercept control, or disrupt networks and objects critical for the functioning of society and the state, industrial, social, military and financial infrastructure, as well as robotized and highly automated production and technological processes. The means of combat impact in cyber war is a program code that disrupts or enables interception of control of various kinds of material objects and networks equipped with electronic control systems.

    Information and cyber wars are two types of wars waged in a networked electronic space that encompasses not only the Internet, but also closed government, military, corporate, and private networks. Each of these two types of wars has its own set of tools, methods, strategies and tactics, escalation patterns, prevention capabilities, etc.

    Cyber warfare is closely related to cyber espionage, cyber crime, and cyber terrorism. At the same time, it should be emphasized that, just like in the material world, in the electronic space all these phenomena are closely intertwined, and interact with each other. This interaction is characteristic both for the mutual intertwining of attacking subjects and objects being attacked. These types of criminal behaviour often use similar software tools, have similar modes of application, etc.

    There is every reason to believe that within the next years, tools and technologies for electronic warfare of the third type will be formed, in a sense uniting information and cyber war. The point is that the laboratories have already passed practical testing of hardware and software that provide direct and feedback connections between changes in the psyche, or as they say, the ideal or the subjective, and the transformation of the real world, respectively, matter, material objects, their systems, networks, etc. The first publications on this subject appeared in the USA and Russia already. They talk about psychological warfare, neural wars, etc.

    
      History of cyber wars

    
    It is a trivial observation that history in the modern world is to a big degree an instrument of opposition in the information war. The same is true for the short, so far, history of cyber wars. For example, the on-line magazine NATO Review, in the article New threats: the cyber-dimension,[7] starts reviewing the history of the cyber wars from an alleged attack of unknown perpetrators on Estonian government sites and networks that reportedly took place in April 2007. For the second significant act of the cyber wars the magazine regards hacking and disabling of the Internet networks in Georgia by unknown perpetrators in August 2008.

    Both in the first and the second case, regardless of their reality, there were many other cyber attacks, which did not lead to disruption of the work of critically important infrastructure objects and systems. In this respect, the strict understanding of the cyber wars as an action from the cyber space against material objects, networks, and systems is very important.

    Based on this, most of the experts agree that identified cases of deployment of cyber weapons, it means – actual cyber wars, can be attributed to the United States and Israel, while in the field of cyber espionage, China is on the lead.

    The first documented case of deployment of cyber weapons during full-scale military operations is connected with the use of software disabling the work of the Syrian anti-air defence and radio-electronic surveillance in course of the operation Olive in 2007, just moments before the Israeli attack.

    According to the Russian company Kaspersky Lab, the first full-scale cyber operation took place in 2010 in Iran. Unlike the usual malware, working in the Microsoft Windows environment, the Stuxnet computer worm deployed against Iran is believed to be engineered specifically to infiltrate automatized supervisory control and data acquisition systems connected to specific technological chains in the nuclear industry. Originally, nobody claimed responsibility for the engineering and deployment of the Stuxnet, but in the wake of the Stuxnet affair, a lot of allegations have been published blaming Israel and the US National Security Agency for preparing and executing the attack on the Iranian nuclear facilities.[8] An even more complex, multi-component combat program was used by the Americans and Israelis against oil terminals and refineries inside Iran as well.

    In addition, there were recorded cases of the use of computer viruses to disable SCADA systems of the largest Saudi oil and Qatari gas companies.

    A remarkable episode of the short history of cyber warfare is the fact that some countries quickly realised that cyber weapons are a cheap and effective way to counter high-tech weapons. A typical example of the use of cyber weapons is the interception of the control system of the state-of-the-art American drone and its forced landing on the territory of Iran.

    According to leading companies in the field of information security, there has been a regular escalation of cyber weapons in the past years. Recently, such multi-functional tracking, espionage, and combat virus delivery programs like Flame, Duqu, or Joanap have been discovered. The difference between Stuxnet and the newly discovered multi-functional cyber warfare programs is about the same as between a World War II era destroyer and the most modern aircraft carrier.

    Another characteristic feature in cyber warfare is the fact that, according to media and official statements, these and other types of cyber weapons in the form of targeted viruses and multi-functional programs have been directly developed by private companies, and sometimes even groups of specially hired hackers. This approach is fully consistent with the active involvement of private companies in the performance of functions within the military and intelligence structures adopted, for example, by the United States. This tactic allows states to dissociate themselves from acts of cyber aggression and cyber terrorism.

    In this respect, the facts that surfaced during Edward Snowden’s affair are quite revealing. For example, it turned out that in the NSA not only research, but also current operational work carried out by private contractors amounts to 70%. According to available data, a similar picture is true for Great Britain, Israel, and a number of other countries.

    
      Realities of cyber wars

    
    A short history of cyber attacks, as well as analysis of cyber espionage and the full spectrum of cyber crimes provide enough materials to identify basic features, which make them fundamentally different from all other forms of military hostilities.

    First of all, the high level of anonymity of cyber wars remains indisputable. It comes out of difficulties with the identification of the cyber attackers. Partly, these difficulties are connected with the very nature of the cyber war as the interaction between computers through multi-layer and complex networks of electronic communications. Moreover, there are numerous, constantly developed software tools for anonymizing, obfuscating, and masquerading the Internet traffic, making it difficult to detect the hacking activities coming from the combat units, espionage agencies, and criminal groups. It is enough to bring the example of the cyber espionage network Red October, which operated world-wide in 2007–2012, until it was discovered and uncovered by the Russian company Kaspersky Lab.

    Since there is no principal difference between espionage and combat software, except for the functionality of the main module – espionage is focused on stealing files from various networks and resources, and on tracing activities on the users’ computers, while combat software is designed for interception and disruption of the sub-systems of automatic control of various objects and networks – the example of the Red October becomes a very weighty argument for the anonymity of the cyber wars.

    Another characteristic particularity of cyber wars is the indeterminacy of their beginnings. All classical wars that mankind knew in the past, began from well-defined material actions (declaration of war or, more often, outbreak of hostilities without the declaration of war), and therefore, they had fixed time reference. Complex software, the main weapon of cyber wars, may penetrate networks and control systems of various military and civil objects and infrastructures in advance. In such cases, the penetration of the systems makes the actual beginning of the war, while the activation of the software in order to disrupt them, or intercept control over the infected objects, makes the fixed commencement of the hostilities.

    The unique feature of cyber wars is their potential absence of traces. Any known weapon has its own characteristic signs of use, which make it possible to determine the beginning, course, and consequences of the hostilities. On the other hand, from the first days of the development of various kinds of hacker software, one of its main tasks was to ensure the undetectability of deployment and the consequences of its use. The practice of undetected penetration of information security systems of large corporations, as well as national networks in different countries, has evidenced that a great deal of success has been achieved in this matter. Accordingly, it is obvious that when developing combat software, special attention will be paid to disguising the consequences of its use under the imitation of ordinary technical failures, malfunctions, or the consequences of errors on the part of the maintenance personnel. In the opinion of experts in the field of information security, all the necessary prerequisites for solving such problems already exist today.

    Another distinguishing feature of cyber wars is the absence of such familiar concepts as “front” and “rear”. In fact, in cyber warfare, anything may become a potential front, that is, the place of hostilities – both military and civilian computer networks, and the objects and infrastructures connected through them.

    Admittedly, cyber weapons are characterized by such an extremely unpleasant feature as the extreme complexity of their control by the state intelligence and security systems. As many experts believe, in the most sophisticated versions, cyber weapons are comparable in their consequences to the use of nuclear warheads. In this regard, it makes sense to compare the possibilities of control over military software and the production of nuclear weapons.

    Since 1993, the International Atomic Energy Agency has documented 827 confirmed incidents of illicit trafficking and other unauthorized activity involving attempts to take possession of fissile materials or nuclear technologies related to the production of atomic weapons by terrorist groups or states that do not possess them.[9] All such attempts have been thwarted, since the intelligence services had long ago learnt how to control the traffic of radioactive materials, track the manufacturers of the corresponding equipment, and identify logistics in almost real time.

    The situation with the control over the production of combat software is exactly the opposite. The main thing that is required for its development are highly qualified programmers and hardware, which can be assembled on their own from components that are massively sold on the free market. Tracking these manufacturers is extremely difficult. The development of combat software today is available not only for states and large corporations, but also for small, well-funded groups. And money, as is well known, is perhaps the least scarce resource in the modern world. Practical proof of this thesis are the numerous facts of incapacitation (or the assignment of false targets) through the targeted program action of American armed drones during combat actions in Afghanistan.

    Finally, one cannot fail to mention such a distinctive feature of cyber wars as the absence of any framework of international regulation. At first glance, the so-called Tallinn Manual on the International Law Applicable to Cyber Warfare can claim such a framework. However, the Tallinn Manual is not an official document of either NATO or NATO member countries. This is just an academic, non-binding study of the Cooperative Cyber Defence Centre of Excellence, which wrote the Manual largely for methodological and educational purposes.[10]

    As a rule, the lack of legal regulation of cyber wars is associated with the lack of development of legal aspects due to the novelty of the issue. However, the problem is much deeper and more serious. Nowadays, the Internet is run by Corporation for Assigned Names and Numbers (ICANN), which is effectively controlled by the United States. However, in the most recent years, largely influenced by the revelations of Edward Snowden, even the closest allies of the United States in Europe, Latin America, and Asia are demanding the internationalization of Internet governance. In particular, this was reflected in the documents of the ICANN meeting held in 2013 in Montevideo.[11] On 1 October 2016, ICANN ended its contract with the United States authorities, and entered the private sector, but demands that ICAN remove all of their representatives from the governing bodies of ICANN continue.

    It is important that regulation is carried out within the framework of the “one world – one Internet” paradigm. With this approach, any interstate agreements customary in military law are generally impossible. The fact is that ICANN denies the right of states to regulate in one way or another, and therefore to be responsible for one or another segment of the Internet. Thus, there is the paradox: De facto, the Internet and other networks are supranational in nature, and military operations in cyberspace are conducted against specific national states and their structures. Within the framework of the current situation, no legal, and more broadly, conciliatory mechanisms for the mitigation and prevention of cyber wars simply cannot operate.

    Thus, the above characteristic features of cyber wars allow drawing a conclusion about their uniqueness in relation to all other types of military operations. These very properties make cyber warfare particularly dangerous, easy to unleash, and difficult to manage.

    
      Threat factors

    
    Tendencies of the technological development, pace, and inconsistency of the world dynamics, are further destabilizing factors. These factors increase the probability, widen the scale, and augment the destructive power of cyber weapons.

    The Internet of Things grows exponentially. Already today, it includes not only gadgets and home appliances, but also “smart” homes, cities, and inter-city communications, where practically all the networks include embedded or remote systems of automated control and surveillance connected to the Internet. The vast majority of IP addresses nowadays belong not to individual or corporate devices, networks, and Internet resources, but to industrial and infrastructural objects, as well as to the control systems of the things literally surrounding a present-day citizen. According to the multi-national technology conglomerate Cisco Systems, Inc., already now as many as 50 billion IP addresses are assigned to the IoT devices.[12]

    According to the same source, by 2023 the Internet of Things will account for nearly 50% of Internet traffic.[13] In fact, the general Internetization of the material environment surrounding a person, both at work and in everyday life, extremely exacerbates the problem of information security, since it multiplies the number of interacting networks. At a time when even the largest government networks regularly fall victim to hackers, it would be utopian to expect that all components of the IoT will be properly protected. According to Palo Alto Networks, Inc. An American cyber security company, currently, more than 80% of devices that have access to the Internet have an inadequate level of information security.[14] For hacking tools, the Internet of Things is perhaps the most vulnerable segment of electronic communications.

    The logical continuation of the development of the Internet of Things, became the emergence of the so-called “bodynet”. It includes miniature electronic devices used for diagnostic, therapeutic, and expanding direct computer-to-human interface systems. The first sign of this kind of integration was the so-called Google Glass already on sale. According to experts, over the years to come, the advances in nanotechnology will make it possible to create mass products based on contact lenses, implanted control chips for people with chronic diseases, etc. In 2014–2021 the number of wearable medical devices and implants connected to the Internet, sold in the United States alone, grew from 25.1 to 63.9 million items. As a rule, such systems have unified control and management points in manufacturing companies. Moreover, the interaction between micro-devices in or on the human body, and the control centre is still carried out via Internet connections. This is not fiction. As early as 2015, a group of researchers from the University of South Alabama demonstrated on a medical mannequin that a practical vulnerability of cardiac pacemakers connected to the Internet is vulnerable to criminal switch-offs.[15]

    The transition to multiple connections to public and internal networks from a single device, that has already been accomplished, opens unseen thereto opportunities for the use of cyber weapons, cyber terrorism, and cyber espionage schemes. Before the explosive growth of the mobile Internet, with almost complete coverage of the population of developed countries of the world with devices such as tablets, smartphones, etc., it was possible to solve the problem of information security by separating public and private networks on the hardware level. Roughly speaking, some computers were intended for home or work in open networks, while other computers that were not connected to the Internet operated as part of closed, highly secured networks. Today, there are not hundreds, but thousands of examples when, despite all the admonitions of information security specialists, employees of all ranks, both in the state sector (including the military), and in private companies use the same mobile devices to work with a variety of networks, and primarily with the public Internet.

    The active development of cloud computing also contributes to the emergence of new threats. Cloud computing makes the most expensive and complex software products available to businesses and government agencies, and provides significant savings on the deployment of hardware and software parts of the IT infrastructure, employment of highly qualified system administrators, etc. However, their economic advantages can turn into significant problems in the field of information security. Cloud technologies a priori, especially in the corporate sector, provide for the presence of a plurality of cloud users, and sharing responsibility for information security with the organization that owns the cloud platform, the Internet provider, and the users’ organization. And any distributed responsibility menaces with its erosion, which means the appearance of blind spots and areas of information danger. In addition, savings are achieved by the dramatic reduction of the level of computer skills of the staff of organizations using cloud platforms. Rarely in any of these organizations, there are special information security officers and, consequently, systems of protection from various cyber threats.

    One powerful threat factor needs to be singled out separately. It is the cluster nature of the technological revolution taking place in our times. Information technologies with communication over both closed and public networks have de facto become an indispensable component of such areas, decisive for

    
    
      The Great Equalizer

    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
      Unknown war: Escalation

    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
      On the road to cyber peace

    
    
    
    
    
    
      Si vis (cyber) pacem, para (cyber) bellum

    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
      Cyber weapons of deterrence

    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
  

    OEBPS/assets/PT_Serif-Web-Italic.ttf


OEBPS/cover.jpg





OEBPS/assets/PT_Serif-Web-Regular.ttf


OEBPS/assets/PT_Serif-Web-Bold.ttf


OEBPS/assets/PT_Serif-Web-BoldItalic.ttf


