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Introduction: The Layer Nobody Watches

Ask any security engineer what layer their firewall operates at. They will say Layer 3 or Layer 4. Ask what layer their IDS inspects. Layer 3 through Layer 7. Ask what layer their endpoint protection watches. Layer 7, the application. Ask what layer their SIEM correlates. The answer is almost always higher than 2.

Layer 2 is the layer that everybody assumes somebody else is watching. And almost nobody is.

This is not a small oversight. It is the single largest blind spot in modern network security. Every attack at Layer 2 succeeds silently. Every mitigation at Layer 2 requires effort that nobody wants to do because "the network is internal" or "we have a firewall at the perimeter." Every incident that starts at Layer 2 looks like magic to an analyst who has never seen a switch log.

What Layer 2 is

Layer 2 is the Data Link Layer. It is where Ethernet frames live. Where MAC addresses identify devices on a local network segment. Where ARP resolves an IP address to a MAC address. Where VLANs segment traffic without physical separation. Where STP prevents loops in a topology that would otherwise broadcast-storm itself to death. Where 802.1X decides whether a device is allowed to talk at all.

Layer 2 is the foundation of every Local Area Network. Every corporate office. Every data center. Every cloud VPC. Every industrial control network. Every hospital, bank, factory, and government building. When you plug a cable into a switch, you are a Layer 2 participant. When you connect to Wi-Fi, you are a Layer 2 participant. When a container talks to another container on the same host, you are a Layer 2 participant.

The layer is universal. The security of the layer is not.

What this book is

This is a complete reference on Layer 2 attacks and the defenses that actually stop them.

Every chapter takes the same structure. First, explain the protocol — how it works, what its design assumptions are, why those assumptions made sense when the protocol was written. Second, explain how the protocol is attacked, with enough detail that a defender can understand the mechanism, not just the name. Third, explain how to detect the attack, using the telemetry that switches and endpoints actually produce. Fourth, explain the defenses, with specific configurations and the tradeoffs each one introduces.

The book covers the full Layer 2 stack. Ethernet framing, MAC learning, CAM tables, ARP, VLANs, STP, DHCP, LLDP, CDP, and the IPv6 neighbor discovery protocol. It covers every major attack class against each. It covers the modern defenses — port security, DHCP snooping, Dynamic ARP Inspection, IP Source Guard, BPDU Guard, Root Guard, Loop Guard, Private VLANs, 802.1X, MACsec — and the tradeoffs each introduces.

Who this is for

You are a network engineer, a security engineer, a penetration tester, a systems administrator, or a SOC analyst. You have worked with switches. You have configured a VLAN. You have probably seen an ARP table. You may or may not have thought about what happens when somebody on your network decides to poison it.

You do not need a lecture on the OSI model. You need a chapter on how ARP spoofing is detected in the switch ASIC, and whether your monitoring stack can see it.

This book is written for that engineer.

What this book is not

This book is not a Cisco-specific manual. Cisco switches are referenced because Cisco is the most common enterprise switch vendor and because their documentation is the most extensive. Every defense described in this book has an equivalent on Juniper, Arista, Aruba, Extreme, and open-source switches like Cumulus and SONiC. Where the vendor-specific configuration differs in important ways, the difference is noted.

This book is not a penetration testing guide. Attack tools are described so that defenders understand what they are defending against. The book does not walk through the process of building an attack.

This book is not a compliance document. Layer 2 security is required by PCI DSS, HIPAA, NIST 800-53, CIS Controls, and most other frameworks, but this book is about the technical reality, not the checkbox.

How it is organized

Part I — Foundations. Ethernet, MAC learning, CAM tables, and the trust assumptions that underpin the entire layer.

Part II — The Protocols. ARP, VLANs and 802.1Q, STP, DHCP, LLDP and CDP, IPv6 neighbor discovery. Each protocol explained from packet up.

Part III — The Attacks. ARP spoofing. VLAN hopping. MAC flooding and MAC spoofing. STP manipulation. DHCP attacks. VRRP and HSRP hijacking. LLDP and CDP abuse. IPv6 neighbor discovery attacks. Each attack explained with mechanism, tooling, and impact.

Part IV — Detection. What switches log and do not log. How to instrument a network to catch Layer 2 attacks. What to look for in NetFlow, SPAN, and switch CPU telemetry.

Part V — Defense. Port security. DHCP snooping. Dynamic ARP Inspection. IP Source Guard. BPDU Guard, Root Guard, and Loop Guard. Private VLANs. 802.1X. MACsec. TrustSec. SD-Access. Each defense explained with configuration, tradeoffs, and the attacks it does and does not stop.

Part VI — Hardening. A complete Layer 2 hardening checklist. Configuration templates. Verification commands.

Part VII — Reference. Attack tool catalog. Packet format reference. Vendor command cross-reference.

A word before we start

Layer 2 security is not glamorous. It does not get conference talks. It does not sell products. It does not appear in threat intelligence reports. It is the thankless work of configuring switch ports correctly, deploying 802.1X, and maintaining the DHCP snooping database.

It is also the work that stops the attacks that would otherwise succeed silently. Every Layer 3 control in the world is bypassed by a Layer 2 attacker who has managed to redirect the traffic before the router ever sees it.

Layer 2 is where the network begins. Layer 2 is where the defense should begin.

Let us begin.


Part I: Foundations



Chapter 1: Ethernet and the Frame

Ethernet is the dominant Layer 2 protocol. It carries the vast majority of all network traffic in the world. Every wired connection, every Wi-Fi frame at the logical link layer, every container-to-container packet on a Linux bridge, every cloud VPC flow — all of it ultimately wraps in Ethernet.

The frame format

An Ethernet frame has a fixed structure.

	Field	Size	Purpose
	Preamble	7 bytes	Synchronization
	Start Frame Delimiter	1 byte	Marks start of frame
	Destination MAC	6 bytes	Target hardware address
	Source MAC	6 bytes	Sender hardware address
	EtherType / Length	2 bytes	Protocol identification or payload length
	Payload	46–1500 bytes	Data
	Frame Check Sequence	4 bytes	CRC32 error detection


The EtherType field is the key field for protocol multiplexing. Values.

0x0800 — IPv4 0x0806 — ARP 0x8100 — 802.1Q VLAN tag 0x86DD — IPv6 0x8847 — MPLS unicast 0x88CC — LLDP 0x88E5 — MACsec

MAC addresses

A MAC address is 48 bits, written as six groups of two hexadecimal digits.

00:1A:2B:3C:4D:5E

The first three bytes (the OUI, Organizationally Unique Identifier) identify the manufacturer. The last three bytes are assigned by the manufacturer.

Two bits in the first byte have special meaning.

The least significant bit of the first byte indicates unicast (0) or multicast (1). The second least significant bit indicates globally unique (0) or locally administered (1).

Locally administered MAC addresses are the ones attackers use when they spoof. They are valid on the wire but not assigned by any manufacturer, so they do not conflict with real hardware.

Special MAC addresses

FF:FF:FF:FF:FF:FF is the broadcast address. Every device on the segment receives frames sent to it.

01:00:5E:00:00:00 through 01:00:5E:7F:FF:FF is the IPv4 multicast range.

33:33:00:00:00:00 through 33:33:FF:FF:FF:FF is the IPv6 multicast range.

01:80:C2:00:00:00 through 01:80:C2:00:00:0F is the reserved range for Layer 2 protocols like STP, LLDP, and LACP. Frames sent to these addresses are not forwarded by compliant switches — they are consumed at the receiving switch.

The trust assumption

The Ethernet frame carries no authentication. The source MAC address is whatever the sender puts in the field. There is no cryptographic binding between the source MAC and the physical port the frame arrived on. There is no way for a receiving switch to verify that the frame actually came from the device it claims to be.

This is the foundational trust assumption of the entire layer. Every Layer 2 protocol inherits it. Every Layer 2 attack exploits it.

The protocols that were added later — 802.1X, MACsec — are attempts to retrofit authentication onto a layer that was designed without it. They work, but they must be explicitly deployed. The default state of Ethernet is trust.


Chapter 2: MAC Learning and the CAM Table

A switch is a device that forwards frames based on destination MAC addresses. To do this, it maintains a table that maps MAC addresses to physical ports. That table is called the CAM table, or the MAC address table.

How MAC learning works

When a frame arrives on a port, the switch does three things.

First, it records the source MAC address in the CAM table, associated with the port the frame arrived on and the VLAN it belongs to. This is called learning.

Second, it looks up the destination MAC address in the CAM table.

If the destination is found, the switch forwards the frame only out the port associated with that MAC address. This is called forwarding.

If the destination is not found, the switch forwards the frame out all ports in the same VLAN except the port it arrived on. This is called flooding.

Third, the switch ages out entries that have not been seen for a configurable period, typically 300 seconds on Cisco switches.

The CAM table

A typical enterprise switch has a CAM table that can hold between 8,000 and 128,000 entries, depending on the hardware. The table is stored in specialized memory in the switch ASIC. Lookups are performed in hardware at line rate.

Each entry contains.

The MAC address. The VLAN ID. The port the MAC was learned on. The age of the entry. The entry type (dynamic, static, or secure).

The overflow problem

The CAM table has a fixed capacity. When it is full, and a new source MAC arrives, the switch must decide what to do with the new entry. The standard behavior is to evict the oldest dynamic entry and insert the new one. But some switches, under some configurations, do something else — they stop learning and fall back to flooding.

This is the basis for MAC flooding attacks. If an attacker can fill the CAM table with fake entries, the switch runs out of space. If the switch falls back to flooding, every frame on the VLAN is sent out every port. The attacker's port now sees every packet on the segment. The switch has become a hub.

The aging problem

CAM entries age out after a configurable period. During the aging window, the entry is stable. After it ages out, the next frame with that source MAC re-learns it.

An attacker who wants to maintain a poisoned CAM entry has to keep sending frames with the spoofed source MAC. Most tools do this automatically — they send periodic ARP replies or gratuitous frames to keep the entry fresh.

The forwarding behavior

The default forwarding behavior of a switch is to forward based on destination MAC. If the destination MAC is a unicast address the switch has learned, the frame goes out one port. If it is a broadcast or multicast address, the frame goes out all ports in the VLAN. If it is an unknown unicast address, the frame floods.

This means that a switch does not provide the isolation that people assume. A device on the same VLAN as another device can, under the right conditions, see that device's traffic. ARP spoofing, MAC flooding, and port mirroring are all ways of exploiting this.


Chapter 3: The Trust Assumptions of Layer 2

Every design decision in a network protocol is a tradeoff. Layer 2 protocols were designed in an era when networks were physical, isolated, and small. The design assumptions that made sense then are vulnerabilities now.

Assumption 1: The wire is trusted

The original Ethernet specification assumed that any device plugged into the network was authorized. There was no concept of an untrusted port. Every device on the wire could see every frame. Every device could send any frame. The network was a shared medium, and the medium was trusted.

This made sense when a network was a cable connecting three workstations in an office. It stopped making sense when a network became a building-wide infrastructure with hundreds of ports, many of them in places where unauthorized devices could be plugged in.

The same assumption applies to Wi-Fi, but Wi-Fi has the advantage of being a broadcast medium with encryption built in. Wired Ethernet has neither.

Assumption 2: MAC addresses are unique and honest

The protocol assumes that each device has a single MAC address, that the MAC address is unique, and that the device does not change it. It assumes that a device saying "I am MAC A" is telling the truth.

None of these assumptions hold. MAC addresses are trivially spoofable in every major operating system. Some virtualized environments change MAC addresses regularly. Containers and virtual machines spin up with MAC addresses assigned by the hypervisor, not by any hardware vendor.

The protocol has no mechanism to verify the source MAC of a frame. The switch trusts what it sees.

Assumption 3: ARP replies are trustworthy

ARP, the protocol that


Assumption 4: The switch is the only Layer 2 device



Assumption 5: VLANs provide isolation



Assumption 6: STP is stable



Assumption 7: DHCP is honest



The pattern



