
  
  
      
        
          Guarding Against Online Identity Theft

          A Simple Guide to Online Security

		      
          TIM TROTT

        

        
          [image: image-placeholder]

          Tim Trott Audio, Inc. 

        

      

    


  
  
Copyright © 2022 by Tim Trott Audio, Inc. All rights reserved worldwide. No part of this publication may be replicated, redistributed, or given away in any form without the prior written consent of the author/publisher or the terms relayed to you herein. The author has secured all publishing rights to the material contained in this publication. Nothing in this document is intended to be construed to be legal advice. 

Rev. 12, 12/22/2023











  
    
      Contents

    

    
      
        
        
          
      	
      
      
        Introduction
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        What Is Idenity Theft?
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        Defining the Problem
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        Ways to Protect Yourself from Online Identity Theft
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        How to Avoid Getting Being a Victim of Identity Theft
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        Simple Steps to Reduce Your Risk of Identity Theft
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        Protections Against Identity Theft
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        Fighting Back Against Identity Theft
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        Driver’s License Identity Theft
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        Medical Identity Theft
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        How to Check Your Credit Report for Evidence of Identity Theft
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        How to Protect Your Children’s Identities
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        How to Protect Personal Information Online
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        Beware of Survey Scams
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        Email Ransom Scams
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        Facebook MarketPlace Scams
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        How To Stop Identity Theft
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        Phishing and Fraud
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        Who is Phishing for Your Information?
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        Don’t Get Caught by a Phishing Scheme
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        Computer Identity Theft
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        Checkbook Identity Fraud
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        Will Your Business Be A Victim Of Identity Theft?
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        Protecting Your Mobile Phone
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        Identity Theft is a Growing Menace
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        Summary
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        Resources
        
        
            
            
            
            
    
      

    
        
        
        
          
      	
      
      
        About the Author
        
        
            
            
            
            
    
      

    
        
        
      

    
  


  
  Introduction


Introduction
Identity theft is an ever-growing concern in our increasingly connected world. As we conduct more of our daily activities online and entrust our personal information to various organizations, the risk of our identity being stolen has become more prevalent than ever before. Identity theft can have severe consequences, ranging from financial loss to damage to your reputation and credit score. Recovering from identity theft can be a lengthy process, so it’s important to take preventive measures to safeguard yourself. 
The internet can be a scary and frightening place, especially when we hear about things like online identity theft. Although they may appear scary, anyone can take simple steps to protect themselves from these dangers.
We will explain those threats and what you can use to guard against being a victim. It’s all broken down in simple terms you can understand. Once you have a basic understanding of how the pieces fit together, you can then protect yourself from danger. We’ll help you protect your identity on your computer and on your phone and provide you with tips and strategies.
We will define the terms, like phishing and pharming, explaining identity theft and what to do to avoid and defend against it. Right at the start, we’ll even spell out ten ways you can protect yourself.
In this book, we aim to provide you with a comprehensive guide to guard against identity theft. In this book, our aim is to provide you with a comprehensive guide to guard against identity theft. Our goal in this book is to give you a comprehensive guide to guard against identity theft. We will cover a wide range of topics, including common ways that identity theft occurs, signs that your identity may have been compromised, and practical tips for safeguarding your personal information.
We’ll also explore the different identity theft, including financial identity theft, tax-related identity theft, and medical identity theft. With real-world examples of identity theft, we will illustrate the impact that it can have on individuals and the steps they can take to prevent it from happening.
We will provide practical advice on how to protect your personal information, both offline and online. This includes steps such as password management, managing your online accounts, and safeguarding your mobile devices.
We will examine the tools and services available to help guard against identity theft, such as credit monitoring services, identity theft protection services, and fraud alerts. We will provide insights into how these services work and the benefits they offer.
Our goal is to empower you with the knowledge and tools necessary to protect yourself against identity theft. By following the advice outlined in this book, you can reduce the risk of falling victim to identity theft and protect your personal information.
So, let’s begin your introduction to Guarding Against Online Identity Theft.









  
  What Is Idenity Theft?


Identity theft is a crime that can devastate its victims, and it is crucial to understand the many ways in which it can occur. Defining identity theft is the first step to preventing it. Identity theft occurs when a criminal gets personal identifying information, such as name, address, Social Security number, or other identifying information, and uses it to commit fraud or other crimes. The criminal essentially takes over the victim’s identity, becoming someone else.  
Once the criminal has taken over the victim’s identity, they can use it for a variety of purposes, including credit card fraud, check writing, or even illegal immigration. The damage that can be done to the victim can be significant and long-lasting, potentially lasting for months or even years. The most common result of identity theft is the destruction of the victim’s credit. In extreme cases, loans can be taken out for thousands of dollars, and the identity thief can simply disappear. A photo ID is typically necessary for high-priced transactions and loans, but not always.
Federal law provides some protection for identity theft victims, preventing them from being held liable for bills incurred by imposters. However, the victim must prove that they did not run up the charges. Businesses can also be affected when someone with a stolen identity purchases goods or services using a victim’s credit card and identity. With credit protection, as long as the victim can prove they didn’t make the purchases, these businesses must write off the bill without recovering the merchandise.
Identity theft can take many forms, and criminals are constantly developing new tactics to steal personal identifying information. For example, there is a phone scam that plays the game in reverse, calling to say that a purchase has been made in your name. The scammer expects you to respond with your actual information to “prove” it wasn’t you that made the purchase from Apple or Amazon, a purchase that never happened. By responding to the call, the victim unwittingly reveals pieces of their personal information to “prove” their innocence.
Criminals can even attempt to steal the benefits of bankruptcy by filing in a victim’s name. This can have a significant impact on the victim’s credit and financial standing, even if they were not involved in the bankruptcy proceedings.
Credit is not the only thing that can be ruined by identity theft. A criminal could use your personal information to get a driver’s license, to hide from the law, or avoid being caught in their next crime. If a criminal rents a car using your name and uses it to commit a crime, you become a suspect. By the time you realize what has happened, you may already have enormous problems.
The damage caused by identity theft can be significant, and it can take a long time to undo the harm that has been done. Besides financial consequences, there can also be significant emotional and psychological impacts. Victims of identity theft may experience feelings of violation, helplessness, and fear.
Preventing identity theft requires a proactive approach. One of the most important steps is to safeguard personal identifying information. This includes shredding sensitive documents, being cautious when sharing personal information online, and being mindful of who has access to personal identifying information.
It is also essential to monitor credit reports regularly and report any suspicious activity immediately. This can help catch identity theft early and limit the damage that can be done. Additionally, it is important to be cautious when responding to unsolicited phone calls or emails, particularly those that ask for personal identifying information.
Finally, if you are a victim of identity theft, it is important to take action quickly. This may include contacting your bank or credit card company to report fraudulent charges, filing a police report, and monitoring credit reports for any additional fraudulent activity.
Fortunately, there are ways to protect yourself from becoming a victim of identity theft. Throughout this book, we will provide you with information, tips, and strategies to safeguard your personal information and minimize the risk of identity theft. By following these guidelines,  you can take control of your identity and prevent identity theft from happening to you.  






  
  Defining the Problem


Identity theft is defined as the use, transfer, or theft of personal identifying information for the purpose of committing a crime. It is when a criminal, in a sense, becomes someone else by taking over that person’s identity. 
The criminal then uses that stolen identity to commit credit card fraud, write bad checks, or use it for illegal immigration.  The damage done to the victim can go on for months or years. Identity theft occurs when personal information is stolen and used without the victim’s knowledge to commit fraud or other crimes.  A criminal appropriates another person’s name, address, Social Security number, or other identifying information and uses that information to open credit card accounts, take over existing accounts, open loans in the victim’s name, or steal funds from the victim’s checking, savings, or investment accounts.
Identity theft can destroy someone’s life for months or even years. The most common result is ruining credit. In extreme cases, loans can be taken out for thousands of dollars, and the identity thief can simply disappear. A photo ID is necessary for high-priced transactions and loans most of the time ….but not always.
Federal law prevents identity theft victims from being held liable for bills incurred by imposters. But the victim has to prove that they did not run up the charges. 
Businesses are affected when someone with a stolen identity purchases goods or services using a victim’s credit card and identity. With credit protection, as long as the victim can prove they didn’t make the purchases, these businesses must write off the bill without recovering the merchandise.
There’s even a phone scam that plays the game in reverse, calling to say that a purchase has been made in your name. They expect you to respond with your real information to “prove” it wasn’t you that made the purchase from Apple or Amazon… a purchase that never happened. By responding to the call, the victim unwittingly reveals pieces of their personal information to “prove” their innocence. 
Criminals can even attempt to obtain the benefits of bankruptcy by filing for bankruptcy in a victim’s name. 
Credit is not the only thing that can be ruined by identity theft. A criminal could use your personal information to get a driver’s license, to hide from the law, or avoid being caught in their next crime.
If criminal rents a car using your name and uses it to commit a crime, YOU become a suspect. By the time you even realize what has happened, you’ve already got big problems.
The damage has been done, and your reputation and credit rating will continue to suffer even when it is proved you had absolutely nothing to do with the crime.
You may now begin to understand the dimension of the crime of identity theft. But with knowledge comes awareness, and with awareness, we can avoid becoming the victim.






  
  Ways to Protect Yourself from Online Identity Theft


Protecting your identity is critical. You may feel like it’s an exercise in futility, but there are simple ways, to avoid being a victim. Victims will quickly assure you, that it’s well worth the effort, to build your defense. 
If your social security card is in your wallet, take it out, and put it somewhere safe. Memorize the number for those few times it is really required. However, you see a blank on a form marked for your social security number, in most cases, you should leave it blank. You can’t be sure that paper form won’t end up in a dumpster somewhere. Not to mention the computer data it could be stored in.
Protect yourself by being suspicious of anyone who requests your social security number. Ask them why they need it, how it will be used, and what measures they take to protect your sensitive information. If they don’t want to answer these questions or try to give you the run around, do not provide it to them. A medical practice may want to use your Social Security number for collection purposes, but if you are covere by insurance you may be able to avoid providing it. For a business, you may be able to use your Taxpayer Identification number instead. 
Never use the same password in more than one place. Make your passwords extra strong by not using anything that someone can guess very easily, like the name of your pet dog or cat, that shows up on your Facebook page. Make a strong password by combining capital letters with numbers and lower-case letters.  When possible, include punctuation marks.  When you need a security question make sure you think about who knows the answer to the question you choose. If someone can guess your password and your security question response, then they will have no problem stealing your identity. 
Be sure to make a note when you change passwords, and keep that note in a secure place. Don’t forget to update that note when you change a password or log in.  Your bank may even require you to change your password regularly. And of course, NEVER share a password or login.
Be extra careful when you mail things that have your personal information, like tax filings, for example. Don’t leave it in your home mailbox. Take it directly to the post office and drop it in the box outside the post office, or take it inside, and hand it to the clerk. 
Never let your mail sit in the mailbox, where anyone could find all kinds of information about you, that they can use to steal your identity. If you are going to be gone from your home on vacation or even just for 24 hours, have the post office hold your mail and pick it up when you get back. 
Guard your mail. 
Install the free USPS Mobile App. Use Informed Delivery so you know what is being delivered to





OEBPS/cover.jpeg
‘I}IMHI]INI} AGAINGI
ONLINE IDENTITY THEFT

A SIMPLE GUIDE TO ONLINE SECURITY

TIM TROTT





OEBPS/images/985082e4-4b00-4f6d-8476-8fe5af4d187b.png
TIM TROTT AUDIO, INC.






