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Chapter 1

Framing the Fourth Industrial Revolution

The idea that the world is entering a new phase of disruptive change has become one of the most discussed topics in boardrooms and parliaments around the world. This chapter introduces the core concepts of the Fourth Industrial Revolution, identifies three central challenges that must be managed collaboratively, and highlights four principles that citizens and leaders can draw on to guide and shape new technologies and systems as they emerge.

A mental model for shaping the future

The Fourth Industrial Revolution is a way of describing a set of ongoing and impending transformations in the systems that surround us, and which most of us take for granted every day. While it may not feel momentous to those of us experiencing a series of small but significant adjustments to life on a daily basis, it is not a minor change—the Fourth Industrial Revolution is a new chapter in human development, on par with the first, second and third Industrial Revolutions, and once again driven by the increasing availability and interaction of a set of extraordinary technologies.

The emerging technologies driving the Fourth Industrial Revolution build on the knowledge and systems of prior industrial revolutions, in particular the digital capabilities of the third Industrial Revolution. They include the 12 clusters of technologies discussed in Section 2 of this book, such as artificial intelligence (AI) and robotics, additive manufacturing, neurotechnologies, biotechnologies, virtual and augmented reality, new materials, energy technologies, as well as ideas and capabilities we don’t yet know exist.

But the Fourth Industrial Revolution is much more than just a description of technologically driven change. Most important, it is an opportunity to frame a series of public conversations that can help all of us—from technology leaders and policy-makers to citizens from all income groups, nationalities and backgrounds—to understand and guide the way that powerful, emerging and converging technologies influence the world around us.

To do this, the way we view and discuss the powerful new technologies that are shaping our world needs to change—we can’t think of technology as a wholly exogenous force that will inevitably determine our future, nor can we take the opposite view of technology as simply a tool that humans can choose to use in whichever way we want.

Rather, we need to deepen our understanding of the way that new technologies connect with one another and influence us in both subtle and obvious ways, reflecting and amplifying human values as we make decisions around investment, design, adoption and reinvention. It is difficult, if not impossible, to collaborate on investments, policies and collective action that positively affect the future unless we can appreciate the way that people and technologies interact.

The overarching opportunity of the Fourth Industrial Revolution is therefore to look beyond technologies as either simple tools or inevitable forces, finding ways to give the greatest number of people the ability to positively impact their families, organizations and communities by influencing and guiding the systems that surround us and shape our lives.

By systems, we mean the norms, rules, expectations, goals, institutions and incentives that guide our behavior every day, as well as the infrastructure and flows of material and people that are fundamental to our economic, political and social lives. Collectively, these influence how we manage our health, make decisions, produce and consume goods and services, work, communicate, socialize and move around—even what we consider it means to be human. As throughout the history of industrial revolutions, all these things, and many more, will fundamentally shift as the Fourth Industrial Revolution unfolds.

Industrial revolutions, growth and opportunity

Over the past 250 years, three industrial revolutions have transformed the way human beings create value and have changed the world. In each, technologies, political systems and social institutions all co-evolved, changing not just industries, but how people saw themselves, related to one another and interacted with the natural world.

The first Industrial Revolution started in Britain’s textile industry in the mid-18th century, sparked by the mechanization of spinning and weaving. Over the subsequent 100 years, it transformed every existing industry and gave birth to many more, from machine tools to steel manufacturing, the steam engine and railways. New technologies led to shifts in cooperation and competition that, in turn, created entirely new systems of value production, exchange and distribution, and upended sectors from agriculture to manufacturing, from communications to transport. Indeed, the way we use the word “industrial” today is too narrow to encompass the scope of the revolution. A better framing is perhaps the way 19th-century thinkers Thomas Carlyle and John Stuart Mill used “industry” to refer to all activities that flow from human effort.

Although it contributed to the spread of colonialism and environmental degradation, the first Industrial Revolution succeeded in making the world wealthier. Before 1750, even the richest countries—Britain, France, Prussia, the Netherlands, the North American colonies—averaged growth of only around 0.2% per year, and even this was highly volatile. Inequality was higher than today, and per capita incomes were at levels we would consider to be extreme poverty today. By 1850, thanks to the impact of technologies, annual growth rates in those same countries had risen to 2–3%, and per capita incomes were rising steadily.1

In the period between 1870 and 1930, a new wave of interrelated technologies compounded the growth and opportunity that came from the first Industrial Revolution. The radio, telephone, television, home appliances and electric lighting demonstrated the transformative power of electricity. The internal combustion engine enabled the automobile, the airplane and, ultimately, their ecosystems—including manufacturing jobs and highway infrastructure. There were breakthroughs in chemistry: the world got new materials, such as thermoset plastics, and new processes—the Haber-Bosch process, synthesizing ammonia, paved the way for cheap nitrogen fertilizer, the “green revolution” of the 1950s and the subsequent spike in human population.2 From sanitation to international air travel, the second Industrial Revolution ushered in the modern world.

Around 1950, revolutionary breakthroughs occurred in information theory and digital computing, the technologies at the heart of the third Industrial Revolution. As with the previous periods, the third Industrial Revolution was not due to the existence of digital technologies, but to the ways in which they changed the structure of our economic and social systems. The ability to store, process and transmit information in digital form reformatted almost every industry, and dramatically changed the working and social lives of billions of people. The cumulative impact of these three industrial revolutions has been an incredible increase in wealth and opportunity—at least for those in advanced economies.

Today’s OECD countries, home to around one-sixth of the world’s population, have per capita incomes around 30 to 100 times higher than their equivalents in 1800.3 Figure 1 draws on data from the UN Human Development Index for OECD countries and assessments of the contribution of different technologies to growth, health and education outcomes to illustrate the extent to which different industrial revolutions have supported continually rising quality of life since the first Industrial Revolution.
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Figure 1: Illustrative Contribution of Industrial Revolutions to Human Development: OECD Countries 1750–2017

Source: World Economic Forum

Figure 1 is indicative only, based on a rough estimate of how dominant technologies, industries and institutional developments contributed to measures of human development since 1750.4 The figure shows that, even for countries close to the technological frontier, the lion’s share of human development comes from the technologies and systems developed during the second Industrial Revolution—such as electricity, water and sanitation, modern healthcare and the huge expansion in agricultural productivity driven by the invention of artificial fertilizer. This is an argument that Robert Gordon and others have made persuasively.5

The process of technological innovation—invention, commercialization, widespread adoption and use—has been the most powerful driver of wealth and increased well-being since the beginning of history. Today the average person has a longer lifespan, better health, more economic security and a far lower chance of dying through violence than in any prior era. Since the first Industrial Revolution, the average real income per person in OECD economies has increased around 2,900%.6 Over the same period, life expectancy at birth has more than doubled in almost every country—from 40 years to more than 80 years in the United Kingdom, and from 23.5 years in India to 65 years today.

Future benefits and challenges

Under ideal circumstances, the Fourth Industrial Revolution offers the opportunity for those lucky enough already to enjoy the benefits of three prior industrial revolutions to continue the upward climb in human development, as illustrated in Figure 2, while also improving the lives of those who currently miss out on the benefits that the combination of technological systems and healthy public and private institutions can provide. If the technologies of the Fourth Industrial Revolution can be matched with appropriate institutions, standards and norms, people around the world will have the opportunity to enjoy more freedom, better health, higher levels of education and more opportunities to live lives they value, while suffering less from insecurity and economic uncertainty.
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Figure 2: Illustrative Contribution of Industrial Revolutions to Human Development to 2050 (benefits realized)

Source: World Economic Forum

Section 2 of this book highlights the potential upsides for 12 clusters of emerging technologies. To give just a few examples, quantum computing technologies offer incredible breakthroughs in the way that we model and optimize complex systems—promising huge increases in efficiencies in fields as diverse as logistics and drug discovery. The use of distributed ledger technology promises not just to dramatically reduce the transaction cost of coordinating between diverse parties—such as verifying the provenance of diamonds—but could be the driving force behind massive flows of value in digital products and services, providing secure digital identities that can make new markets accessible to anyone connected to the internet. Virtual and augmented reality offers an entirely new channel for experiencing the world around us—and could dramatically accelerate how we learn or apply skills across time and space. And if new materials can deliver a step-change in battery energy density, it would revolutionize the use of civilian and military drones and the provision of electricity services to vulnerable populations, and accelerate a wholesale change of transport systems.

These benefits seem as though they rely almost entirely on technological breakthroughs. But when and how they materialize, and who they benefit, is uncertain. The Fourth Industrial Revolution is evolving and emerging in ways that are creating new challenges and concerns for the world at a time when concerns about inequality, social tension and political fragmentation are rising, and where vulnerable populations are increasingly exposed to economic uncertainty and the threat of natural disasters. What type of thinking, and what kind of institutions, do we need to create a world where everyone has the chance to enjoy the highest possible levels of human development? To create such an equitable and inclusive future, we will have to adjust our mindsets and our institutions. After all, the experience from the previous industrial revolutions indicate that for the benefits of these new technologies to be fully realized in the coming systems upheaval, the world must meet three pressing challenges.

The first challenge is to ensure that the benefits of the Fourth Industrial Revolution are distributed fairly. The wealth and well-being generated by previous industrial revolutions were, and continue to be, unevenly distributed. While inequality between countries has reduced considerably since the 1970s due to the rapid development of emerging market nations, inequality within countries is rising. Annual median incomes declined by 2.4% in advanced economies between 2011 and 2016, and in 2015 the United States recorded a reduction in life expectancy for the first time in over 25 years, mainly as a result of a decline in the health of working-class whites.7 People can miss out on the benefits of systems for a number of reasons: because they are unavailable, unaffordable or irrelevant, because those systems are biased in overt or subtle ways, or through the operations of institutions that tend to privatize profits and concentrate wealth and opportunities. Chapter 4 looks in detail at the stakeholders of the Fourth Industrial Revolution and what is required to ensure that they all have the chance to benefit from it.

The second challenge is to manage the externalities of the Fourth Industrial Revolution in terms of the risks and harm that it causes. In previous industrial revolutions, too little effort was made to protect vulnerable populations, the natural environment and future generations from suffering as a result of unintended consequences, costs of change, second-order impacts or deliberate misuse of new capabilities.

The challenge of externalities and unintended consequences is particularly acute given the power of Fourth Industrial Revolution technologies, and the uncertainty as to their long-term impacts in complex social and environmental systems. At the most alarming level, risks range from attempts at geoengineering that could lead to sudden and irreversible damage to the biosphere, or the development of an artificial general intelligence whose goal-seeking behavior clashes with the diverse messiness of human life. By making swathes of existing cryptographic approaches obsolete, under some scenarios quantum computing could create significant risks to privacy and security for anyone able to access new computing approaches. The widespread use of private, autonomous vehicles could increase road congestion in already crowded cities. And the rise of virtual reality may further exacerbate the challenge of online harassment, making it even more psychologically damaging.

The third challenge is to ensure that the Fourth Industrial Revolution is human-led and human-centered. Human values must be respected in themselves, rather than weighed only in financial terms. Moreover, to be human-centered is to empower, rather than to determine, humans as beings with meaningful agency in the world. This challenge is particularly critical because of how Fourth Industrial Revolution technologies differ from those of the previous industrial revolutions. As Chapter 12 explains, they can intrude into the hitherto private space of our minds, reading our thoughts and influencing our behavior. They can assess and make decisions based on data that no human can process, and in ways no human understands. They can alter the building blocks of life itself, including human beings yet to be born. And, via digital networks, they will spread far more quickly than any previous phase of technological development.

A new leadership mindset 

These three challenges—distributing benefits, managing externalities and ensuring a human-centered future—cannot be easily solved top-down through regulation or well-meaning government initiatives. Nor is it at all likely that the current constellation of international and national institutions, market structures, organized and spontaneous social movements and incentives for individuals will lead to powerful new technologies being widely available, completely free from harm and focused fully on empowering the people that use them. The world continues to struggle with a range of challenges linked to the last three industrial revolutions—median wages in advanced economies are stagnating or falling; developing economies are struggling to translate economic growth into broad-based, sustainable progress in living standards; and nearly one in 10 people lives in extreme poverty.8 To paraphrase Madeleine Albright, we face the task of understanding and governing 21st-century technologies with a 20th-century mindset and 19th-century institutions. Institutional change is therefore critical to overcoming these challenges. But so is a mindset adapted to the 21st-century challenges we face.

Both the history of previous industrial revolutions and the dynamics of the technologies driving the Fourth Industrial Revolution indicate that four key principles are particularly useful in defining such a mindset. Think …


	Systems, not technologies: It is tempting to focus on technologies themselves, when what really matters are the systems that deliver well-being. With political will, investment and cooperation across stakeholders, new technologies can enable better-performing systems to be put in place; without them, new technologies could make existing systems worse.

	Empowering, not determining: It is tempting to think that technological change is impossible to control or direct and there is nothing we can do about technologies being able to influence behavior. We should instead value human decision-making and agency, designing systems that harness new technologies to give people more choice, opportunities, freedom and control over their lives. This is particularly important given the ways in which emerging technologies advance the prospect of machines that can decide and act without human input, and influence our behavior in both overt and subtle ways.

	By design, not by default: It is tempting to dismiss any attempt to shape social and political systems as hubristic and doomed to failure, given their complexity. But we should not resign ourselves to the inevitability of default options. Design thinking—particularly employing the techniques and philosophy of human-centered design—as well as systems thinking approaches can help us to understand the structures that guide the world and appreciate how new technologies may shift systems into new configurations.

	Values as a feature, not a bug: It is tempting to see technologies as mere tools, capable of being used for good or ill but value-neutral in themselves. In reality, all technologies implicitly have values baked into them, from the initial idea to how they are developed and deployed. We should recognize this and debate values at all stages of innovation, not just when they hurt someone with a voice. Chapter 3 looks closely at the role of values, and which values might be most usefully applied across the Fourth Industrial Revolution.



These four principles have emerged over the course of hundreds of conversations and interviews with scientists, entrepreneurs, civil society leaders, policy-makers, senior executives and media. Together they form a framework for evaluating, discussing and shaping the ways that technologies are influencing us today and will shape the world in the future.

Your role in shaping the Fourth Industrial Revolution

These principles are needed because the social norms, regulations, technical standards and corporate policies through which the Fourth Industrial Revolution will play out are being debated and formulated right now—all around the world, in Rwanda as much as in Switzerland or China. Evidence of the three challenges described above—exclusion, negative externalities and disempowerment—is already becoming apparent, from cases of algorithmic bias to labor market shifts that leave workers without social protection.

Given that many disruptive technologies are only just emerging from laboratories, garages, and research and development departments around the world, and that related regulations are in the process of being written and updated, there is a window of opportunity for citizens and leaders from all sectors to work together to shape the systems of the Fourth Industrial Revolution. We must seize that opportunity. If we succeed, the benefits include spreading prosperity more widely, reducing inequality and reversing the loss of trust that is dividing societies and polarizing politics. The Fourth Industrial Revolution could produce systems that support healthier, longer-lived populations with higher levels of economic and physical security, happily engaged in meaningful and fulfilling activities in a sustainable environmental context.

But how do we get there?

The first step is to connect the dots between the varying technologies comprising the Fourth Industrial Revolution. That is the subject of the next chapter.

Chapter Summary


The Fourth Industrial Revolution is a new chapter in human development, driven by the increasing availability and interaction of a set of extraordinary technologies, building on three previous technological revolutions. This revolution is only in its early stages, which provides humankind with the opportunity and responsibility to shape not just the design of new technologies, but also more agile forms of governance and positive values that will fundamentally change how we live, work and relate to one another.

Emerging technologies could provide tremendous benefits to industry and society, but experience from previous industrial revolutions reminds us that to fully realize them, the world must meet three pressing challenges. To attain a prosperous future, we must:


	Ensure that the benefits of the Fourth Industrial Revolution are distributed fairly

	Manage the externalities of the Fourth Industrial Revolution in terms of the risks and harm that it causes

	Ensure that the Fourth Industrial Revolution is human-led and human-centered



As leaders grapple with the uncertainty brought about by rapid technological change, adaptation does not require predicting the future. Far more critical is developing a mindset that considers system-level effects, the impact on individuals, which remains future oriented and is aligned with common values across diverse stakeholder groups.

So, for the future, the four important principles to keep in mind when thinking about how technologies can create impact are:


	Systems, not technologies

	Empowering, not determining

	By design, not by default

	Values as a feature, not a bug



The regulation, norms and structures for a range of powerful emerging technologies are being developed and implemented today around the world. The time for action is therefore now, and it is up to all citizens to work together to shape the Fourth Industrial Revolution.




Chapter 2

Connecting the Dots

Appreciating the impact of, and finding ways to positively shape, the powerful technologies at the heart of the Fourth Industrial Revolution requires adopting what John Hagel has termed a “zoom-out, zoom-in” strategy. In this context, zooming in means acquiring an understanding of the characteristics and potential disruptions of specific technologies, as discussed in Section 2. Perhaps even more important, however, is the ability to zoom out and see the patterns that connect technologies and the way they impact us.

Focusing on “systems, not technologies” can give leaders an advantageous vantage point when considering the technological changes of the Fourth Industrial Revolution, but will we be able to truly understand how technologies are transforming the systems we care about—across business, government and society—without attempting to gain a deep understanding of the different technologies themselves? This is a challenge that many of us face and that a two-pronged approach can overcome. Learning just enough about each of the technologies and attaining a “minimum viable appreciation” to be able to place them in the bigger picture is the first prong of this approach. This makes it easier to have informed discussions with experts, test ideas and explore where value can be created. Section 2 of this book is designed to provide exactly that level of understanding, by presenting succinct introductions to 12 sets of emerging technologies driving the Fourth Industrial Revolution.

This chapter deals with the second prong of the approach first, which is to “connect the dots” and appreciate the dynamics of the Fourth Industrial Revolution by looking at the trends and linkages across emerging technologies to understand how they relate to one another and will cumulatively impact our world. Essential skills must be cultivated in a fast-changing world, as the technological breakthroughs that matter today are eclipsed by further developments or applications tomorrow. This chapter examines several common aspects of Fourth Industrial Revolution technologies, allowing a look beyond the details of individual technologies to the way in which they relate to one another and combine to create similar impacts. When zooming out and connecting the dots, we see that these emerging technologies rely upon and extend digital systems, scale readily due to a foundation of digital interoperability, inhabit physical objects including us, combine in surprising and disruptive ways, and create similar benefits and challenges.
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Figure 3: Time for Technologies and Applications to Be Taken Up by 100 Million Users

Sources: Boston Consulting Group ITU; Statista; BCG research; mobilephonehistory.co.uk; Scientific American, Internet Live Stats; iTunes; Fortune; OS X Daily; VentureBeat; Wired; Digital Quarterly; TechCrunch; AppMtr.com

The clearest and most obvious aspect of Fourth Industrial Revolution technologies is that they extend and transform digital systems in significant ways. The technologies of the Fourth Industrial Revolution are connected to one another in that they all require and build on the digital capabilities and networks created by the third Industrial Revolution, just as those technologies required and built on the electricity networks of the second Industrial Revolution. None of the technologies discussed here would be possible without the advances in information processing, storage and communication that have changed the world over the past 60 years. This property of new technologies has sometimes led to the conclusion that all exciting new technologies are simply a continuation of the digital revolution. The critical difference is that Fourth Industrial Revolution technologies promise to disrupt even today’s digital systems and create entirely new sources of value, turning the breakthroughs in digital technologies that organizations are struggling to make sense of today into the core infrastructure that business models will take for granted tomorrow.

We can see now that it makes no sense to think of the internet as merely an application of electricity networks, despite the fact that the majority of the internet is a phenomenon of electrical signals: the internet is a whole new ecosystem of value creation that would have been impossible to imagine with a mindset stuck in the second Industrial Revolution.
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Figure 4: Artificial Intelligence M&A Activity as of March 2017

Source: CB Insights (2017)

Analogously, in the future it will make little sense to think of algorithms that independently learn from unstructured data as merely applications of digital computing power. The Fourth Industrial Revolution will give rise to ecosystems of value creation that are impossible to imagine with a mindset stuck in the third Industrial Revolution and require us to look far beyond even current digital disruptions to new sets of challenges and opportunities.

A second aspect of Fourth Industrial Revolution technologies is that they will scale exponentially, emerge physically and embed themselves in our lives. The faster a new technology scales, the more profoundly we are challenged to adapt to its disruptive impacts. And technologies of the Fourth Industrial Revolution will scale much more quickly than those of previous revolutions, because they can build on and diffuse over the digital networks of the third Industrial Revolution. Digital networks enable physical products to multiply more quickly by facilitating the transfer of knowledge and ideas; meanwhile, products or services that are themselves purely digital can be replicated at extremely low marginal cost. As Figure 3 shows, while it took the telephone 75 years to reach 100 million users, the internet garnered that many users in under a decade. As the diffusion of Fourth Industrial Revolution technologies accelerates, so will its impact on investment, productivity, organizational strategy, industry structure and individual behavior. As Figure 4 shows, AI firms are both emerging and being acquired at exponentially increasing rates, while the use of ever-smarter algorithms is rapidly extending employee productivity—for example, in the use of chat bots to augment (and, increasingly, replace) “live chat” support for customer interactions.

They may scale digitally, but Fourth Industrial Revolution technologies will not remain in the virtual realm. The third Industrial Revolution allowed physical products to seem to dematerialize, abstracting entirely into code—for example, the shift from (analogue) vinyl and cassette-tape recordings, to (digitally encoded) compact discs (CDs), then finally to purely digital music files that can be shared online. The technologies of the Fourth Industrial Revolution massively increase the capacity for the reverse process—taking pure data and using it to create a wide variety of physical objects, actions or services. 3D printers, for example, can now produce everything from engine parts to foodstuffs to living cells; the rise of the internet of things means we can tell our virtual personal assistants to switch off the living room lights or turn up the heating; robots, drones and self-driving cars are learning to interact with the world in ever more natural ways. The phenomenon of re-emergence is becoming a common consumer experience, as companies build these new capabilities into their products and services: UPS now offers 3D printing and scanning services in almost 100 stores across the United States, targeting customers looking to build prototypes, testing jigs and creating models or personal accessories without the need for expensive computer-controlled cutting machines.

Fourth Industrial Revolution technologies will not stop at becoming part of the physical world around us—they will become part of us. Indeed, some of us already feel that our smartphones have become an extension of ourselves. Today’s external devices—from wearable computers to virtual reality headsets—will almost certainly become implantable in our bodies and brains. Exoskeletons and prosthetics will increase our physical power, while advances in neurotechnology enhance our cognitive abilities. We will become better able to manipulate our own genes, and those of our children. These developments raise profound questions: Where do we draw the line between human and machine? What does it mean to be human?

Another common aspect of Fourth Industrial Revolution technologies is that their power is amplified by how they combine and generate innovations. Technologies have always influenced other technologies as they are developed and commercialized, going back to steam power’s influence on factory automation and the railways. Historically, there have tended to be a small number of foundational general-purpose technologies that have a major impact across industries and geographies, and a larger number of more specialized technologies and applications that build on them.

Which technologies are most likely to be foundational in the Fourth Industrial Revolution? No one can predict this with confidence, but over 100 interviews with global experts in emerging technologies indicate that the foundational technologies of the Fourth Industrial Revolution are likely to be AI, distributed ledgers and new computing technologies, while both energy technologies and biotechnologies are likely to have outsized impacts in influencing other fields and domains. Also impactful but often underestimated technologies include advanced materials, which are a critical enabler across almost all fields, and the rise of virtual and augmented reality, which is creating new channels for experiencing the world. These results make sense, as it is easy to envisage how most of the other technologies would benefit from more capable algorithms, more powerful computers and physical materials with new properties. But potential interconnections and feedback loops are many and varied: for example, better AI on more powerful computers speeds up the discovery of new materials, which in turn are used to make still more powerful computers; or new materials are used to make batteries with much greater power relative to weight, unleashing new possibilities for robots and drones; and so on. The most impactful and surprising advances are likely to come from the interconnections of technologies, which means that public or private institutions unable to reform their vertically oriented, siloed organizational structures are likely to become increasingly irrelevant.

Finally, Fourth Industrial Revolution technologies are alike in that they will create similar benefits—and challenges. One hundred years ago, as economist and author Don Boudreaux has pointed out, not even the richest person in the world could have purchased a television, a ticket for a trans-Atlantic flight, contact lenses, contraceptive pills or a course of antibiotics—all within the financial reach of an average person in an advanced economy today. It is hard to put a monetary figure on the value of these new products and services. Technologies of the Fourth Industrial Revolution will similarly vastly expand consumer choice, as well as lower costs and raise quality. And it will likewise be challenging to quantify just how much additional value this creates.

Perhaps the greatest concern related to the Fourth Industrial Revolution, however, is that the value will not be fairly shared—and that resulting increases in inequality could undermine social cohesion. One way in which the Fourth Industrial Revolution could exacerbate inequality is via monopoly power: already, for example, Google controls almost 90% of the global market share of search advertising, Facebook controls 77% of mobile social traffic and Amazon has almost 75% of the e-book market.9 As the OECD has warned, future sophisticated self-learning algorithms may collude to raise prices in ways that make it impossible to prove wrongdoing.10 And if it proves feasible to create an artificial general intelligence that self-improves to become a superintelligence, first-mover advantage would enable the domination of a wide range of markets.

For those who are unsettled by the potential inequalities that could be generated through Fourth Industrial Revolution technologies, it is good to know that many of these technologies provide for some form of decentralization in the way they are structured and the opportunities they create. For example, blockchain functions as a decentralized platform allowing for transparent and anonymous transactions, and 3D printing could be said, in the long run, to be democratizing manufacturing. Even biotechnologies that allow for genome editing are now available to those with modest funds. Democratization in this context means that the technologies are becoming more accessible to all as digital infrastructure spreads and knowledge is shared on a global scale. Whether or not this form of democratization is equaled by the democratization that brings access to decision-making about the technologies and their roles in industry and society is yet to be seen. Chapter 3 addresses this concern by focusing on exactly how we go about bringing societal values into the technological development process, establishing norms, and in essence democratizing the decision-making and development process that is so very often a black box.

[image: image]
Figures 5 and 6: Exposure to Automation of Job Characteristics, Illustrated for Selected Industries

Sources: Autor, Levy and Murnane (2003); Blackrock Investment Institute (2014)

Another important and widely recognized concern is the potential impact on employment. As shown in Figures 5 and 6, a wide range of jobs are at risk of automation, far greater than in previous industrial revolutions—and rapid scaling means the job losses could accumulate quickly. Meanwhile, the rate of job creation in industries at the technological frontier is slower today than in previous decades.11 Jobs being created in new industries demand technical expertise and non-cognitive skills, posing challenges for lower-skilled workers. In advanced economies, the majority of new jobs consist of independent contracting, part time, temporary or “gig economy” activities, which tend to lack the statutory protections and social benefits of full-time work. In the United States, for example, 94% of new jobs created between 2005 and 2015 are in “alternative forms of work,” lacking social protection, labor rights or even meaningful control on the part of workers.12 Fourth Industrial Revolution technologies therefore appear to be undermining humans’ choice and ability to apply their skills and interests to meaningful work, and may lead to generations of workers living precarious and fragmented lives. Navigating these shifts will require new regulations for non-standard work, investments in adult learning and proactive employment services.13
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Figure 7: The Varying Role of Redistribution in Reducing Inequality

Source: World Economic Forum (2017)

It will also require new thinking about social protection systems and the role of transfers. Figure 7 shows that in most economies, transfers—most commonly through government spending and social programs—play a significant role in shifting the distribution of market incomes. Sweden, for example, is structurally more unequal than the United States, Singapore, Mexico and Turkey—but after taxes and transfers, its GINI coefficient drops below all of these. Various new options have been proposed, such as a universal basic income—perhaps funded by a tax on robots, which is reportedly being explored in San Francisco.14 The World Economic Forum Inclusive Growth and Development Report 2017 argues, however, that governments should think more fundamentally about how to strengthen inclusive growth: the scope for domestic structural reforms goes well beyond taxes and transfers.15

Beyond the potential impacts of economic inequality, technologies of the Fourth Industrial Revolution could have significant negative externalities in a range of spheres. The following are among those mentioned by experts surveyed for The Global Risks Report, and explored further in the chapters of Section 2:

– Fourth Industrial Revolution technologies could democratize the ability to make massively destructive weapons—for example, bioweapons manufactured using biotechnologies.

– New materials—for example, nanotechnology—could have negative effects on the environment or human health that are not understood until those materials have already been widely deployed.

– Breakthroughs in clean energy could destabilize geopolitics by undermining the stability of fossil-fuel-producing countries.

– Attempts to tackle climate change through geoengineering could have unanticipated consequences that irreversibly damage ecosystems.

– Advances in quantum computing could render existing online security protocols useless.

– Widespread deployment of black box AI could make economic systems more fragile and volatile, and obscure lines of accountability for decisions—for example, if deployed in a conflict situation.

– Advances in neurotechnology could compromise human agency, as understanding grows about how to manipulate people into clicking links, making purchases or taking other actions.

Managing these externalities will be impossible if we rely on existing models of governance, which tend to be slow and backward-looking. For example, the US Federal Aviation Authority took eight months to grant Amazon an “experimental airworthiness certificate” to test a particular model of drone, by which time the model was obsolete; as a result, Amazon conducted its trials in Canada and the United Kingdom instead.16 As discussed in both Chapter 3 and the conclusion, the world urgently needs new approaches to agile governance, which rethink not just the content of regulations, norms and standards, but the very mechanisms by which we produce them.

New approaches need to be found to govern technologies in ways that serve the public interest, meet human needs and ultimately make us feel part of a true global civilization. To achieve this, we will need to first address what human needs are in relation to technology, and how we might be able to align and incorporate positive human values into the technologies changing the world. This is the critical issue addressed in the next chapter.

Chapter Summary


A productive way to more deeply understand the Fourth Industrial Revolution is to take a two-pronged approach, which can be thought of as a “zoom-in, zoom-out” strategy. It is important to both:

	Gain a minimum viable appreciation of a range of specific technologies and their capabilities in order to better understand their potential and how they are being used; and

	Connect the dots through an understanding of the relationships between technologies and systemic changes that they help catalyze


The technologies of the Fourth Industrial Revolution share some common aspects that are related to the kind of systemic changes we are seeing. Seeing the bigger, system-level picture is possible by considering four shared dynamics:


	Fourth Industrial Revolution technologies extend and transform digital systems in significant ways;

	They scale exponentially, emerge physically and embed themselves in our lives;

	Their disruptive power is amplified by how they combine and generate innovations; and

	They create similar benefits and challenges.



The benefits and challenges of these technologies relate to important issues such as inequality, employment, democracy, sovereignty, health and safety, and economic development.

Dealing successfully with the speed and scale of impact from Fourth Industrial Revolution technologies will require new, more agile models of governance which include private sector and social stakeholders as well as governments and traditional regulatory institutions. The goal is to develop more future-compatible, adaptable and multistakeholder-led forms of governance, including new norms, standards and practices.



Chapter 3

Embedding Values in Technologies

The Fourth Industrial Revolution (2016) argues that a values-based approach to a complex, uncertain and rapidly changing technological environment is essential for “the way forward.”17 This chapter expands on this idea and sets out principles and values that can help guide us forward and preserve society’s role in shaping a technological future.

Technologies have undeniably contributed to the globe’s overall rise in standard of living and well-being. They have also had troubling impacts and continue to create undesirable outcomes. Examples of the latter include the way many digital platforms are aggregating wealth in fewer and fewer hands, leaving workers more precarious and prone to abuse; how new techniques for natural gas extraction continue to damage the environment, enriching shareholders while putting the costs on marginalized stakeholders; and how investments in capital equipment may be responsible for as much as 83% of job losses in US manufacturing since 1990, and for subsequently dissolving entire communities.18

Many of these externalities have developed slowly over the last 30 years, but as the Fourth Industrial Revolution proceeds, bringing with it an increasing speed of change, we will have to deal with the effects of technologies that are ever more varied, complex and disruptive. Only speculation can say what their ramifications will be, but many are deeply concerned about their potential negative effects. As listed at the end of Chapter 2, the World Economic Forum Global Risks Report 2017 revealed that experts viewed AI, biotechnologies, geoengineering and the internet of things as especially worrying.19 The Global Risks Report 2018 shows that cybersecurity threats to all things digital, including data, infrastructure, personal information and identities, have risen to the top of mind over the last year in response to their increasingly visible vulnerability. So, how can we tell if the technologies of the Fourth Industrial Revolution will truly improve the world and our lives? Will the economic and miscellaneous other benefits be worth the potential human costs? Do we have effective means to mitigate associated risks? And what do we really want from these technologies?

Ultimately, while any specific technology may promise convenience, entertainment, power, productivity or a combination of all four, what we want from technology, in a collective sense, tends to be the same thing we desire from a healthy economy: an improvement in human well-being. In Chapter 1, we argued that technologies should be “empowering, not determining,” that the future should be “designed by and for humans,” and that technologies should treat “values as a feature, not a bug.” To put it simply, the clear goal for achieving well-being in the Fourth Industrial Revolution is a focus on a human-centered agenda. If the technologies of the Fourth Industrial Revolution result in a future of increased inequality, poverty, discrimination, insecurity, dislocation or environmental damage—if they result in humans being marginalized, appropriated or devalued—then things have gone terribly wrong.

Unfortunately, the feeling is growing that the world is being swept along by technological advances and economic imperatives, and losing sight of what really matters. Well-known economists, such as Erik Brynjolfsson and Andrew McAfee, have popularized the notion of the “great decoupling” of labor from productivity due to technology,20 and the “gig” economy, enabled by technology, is expected to reach 40% of all jobs by 2020.21 As much as 80% of the reduction of the labor share of national income in OECD countries has been credited to the effects of technology, technology is linked to increasing disparity, and the general public increasingly perceives policies as prioritizing economic growth over social cohesion and human well-being.22 Rather than asking ourselves what outcomes we want from technological change, we keep finding that we have to react to undesirable outcomes.

Proactively taking steps toward a values-based approach to technologies can help us regain balance, rather than remaining perpetually on the back foot. First, being explicit about the political nature of technologies can help us highlight a mandate for responsible and responsive governance. Second, positioning societal values as priorities for governance can help direct how technologies are used and whom they benefit. Third, clearly identifying where and how values become part of technological systems can help raise awareness and determine the best strategies for integrating values in the development of technologies.

The politics of technologies

The relationship between technologies and values is not easy to define. Values are abstract and intangible, and differ between societies and individuals. Technologies are similarly wide in scope, encompassing everything from language to rockets that can take people into space. Given this breadth, there is pressure to find a simple way to address their relationship. Unfortunately, in a bid to simplify the discussion, two familiar and misleading perspectives have emerged. They can be described as follows:


Misleading view no. 1: Technology determines the future 

This first perspective accepts that technologies influence society by incentivizing, enabling and constraining us in different ways, and characterizes technological progress as an external, almost deterministic force that cannot be changed or stopped. People who take this view often talk about technology as if it were driving history and our values in either a progressive or detrimental way and argue that there is no point trying to stop it.

Misleading view no. 2: Technology is value neutral

The second perspective denies that technologies have any meaningful influence on society in themselves, and instead characterizes them as neutral tools—it is individuals who influence society by choosing how to use them. This argument unfairly replaces the discussion of what technologies make possible and the impact they have on people with a focus solely on the moral character of the users—not the developers or diffusers—of technology.



Neither perspective is sufficient to guide the Fourth Industrial Revolution. In fact, although each contains a kernel of truth, both perspectives are extremely dangerous in an era where technologies exhibit the dynamics described in Chapter 2—spreading more quickly, providing users with more power, and both enveloping us and embedding within us.

The first argument places technology above and outside the control of society, while the second divorces social responsibility from the influence technology exerts. They both miss the point










	Identifying the values that are at stake with particular technologies

	Understanding how technologies impact our choices and decision-making

	Determining how to best influence technological development with an appropriate set of stakeholders




Making societal values a priority




A New Social Covenant on Values
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Why Values?









Educational curricula


Fundraising and investing


Organizational culture


Decision-making and priority setting


Operational methodologies


Economic incentive structures


Product design


Technical architecture


Societal resistance



Young Scientists’ Code of Ethics





	Pursue the Truth – Follow research wherever it leads, remain transparent in process and results, and seek verification from objective peers.

	Support Diversity – Strive for an environment where the ideas of diverse groups are heard and valued on the basis of empirical evidence.

	Engage with the Public – Have an open two-way communication about science and the implications of research as well as the need for research in the society.

	Engage with Decision-Makers – Consult and inform relevant leaders in due time to promote evidence-based decision-making and ensure positive societal change.

	Be a Mentor – Lend experience and empower other professionals to grow and realize their full research potential.

	Minimize Harm – Take all reasonable precautions to minimize the known risks and hazards that are a part of the experimental process and its outcomes.

	Be Accountable – Show responsibility in one’s actions when carrying out research.




Moving forward with values




Chapter Summary




	Technologies are out of our control and determine the future for us.

	Technologies are mere tools and value neutral.




	All technologies are political—they are the embodiment of social desires and compromises expressed throughout their development and implementation.

	Technologies and societies shape each other in a reflexive way—we are the product of our technologies as much as they are products we create.





	Identifying the values that are tied up with particular technologies;

	Understanding how technologies impact human choices and decision-making on a daily basis; and

	Determining how to best influence technological development with an appropriate set of stakeholders.
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