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Preface

At the beginning information technology (IT) and computers were solely the domain of nerds. Let me start by saying that when I use the term “nerd” to describe someone it's to show an affinity for a specific topic or field of interest.  Whether you're a computer expert, a musical savant, or a sports aficionado;  whichever area you excel in, you're a “nerd.”  

As a cyber security nerd myself, I've always been curious about not just "how" a computer system or network gets compromised, but also "why". The why of computer intrusions or hacks can tell us a lot about who may be compromised and what motivated an attacker to select a specific target.

I hope this book helps improve your understanding of the factors that motivate curious people, criminal elements, nation-state actors, or even a combination of all, to gain access to systems in a way not intended by its creators.

About the Author

Let's just start with the obvious question.  Why would anyone read this book?  I'm an average person with a passion for information technology (IT) and cyber security.  I have a Bachelor's degree in Computer Information Systems, a Master's degree in Information Security, and a Graduate Certificate in Cyber Defense.  I've also obtained numerous industry certifications, including ISC2's CISSP, several SANS certifications, as well as various current and historical AWS, Cisco, Microsoft, and CompTIA certifications.  I'd worked for almost a decade in the private sector designing and implementing secure networks, telecom platforms, and computer systems throughout the U.S. and Europe. In 2006 I joined the Federal Bureau of Investigation (FBI) where I've worked for over two decades, as of the writing of this book, engaged in everything from high tech criminal investigations to counter-terrorism and it’s been an amazing journey.  

I’ve worked directly with numerous companies in various stages of cyber-related matters including training, awareness and preparation for breaches through the development of disaster recovery plans and most often post-exploitation restoration, including investigating the threat-actors, the methods of compromise, and providing corrective actions post-remediation.

I'm a member of several higher educational advisory boards and provide insight and opinion on cyber trends and training to primary schools, colleges and universities.  

IT and cyber security are a passion for me.  With my experience as a tech practitioner, investigator, and all-around problem solver, I hope you enjoy this book as much as I enjoyed writing it. 

I keep my status updated at, https://www.Kraudelt.com
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Chapter 1

How I Started

If you've spent any time in information technology or cyber security you've heard about the creation of "the internet".  By now we should all know by now it started as a U.S. military research program to create a resilient network and communication system.  This isn't a history book, but knowing where we started in the field helps tell a good story. 
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Anthony Kraudelt (circa 2025)

With over two decades of law enforcement I've spent a fair amount of time in some of the lowest and most depraved corners of the internet.  From terrorist chat groups to child exploitation forums on the dark web, I've dealt with people online that society would like to see locked up and never be seen again. I sometimes wonder to myself, and even ponder aloud with my colleagues, if the early creators of the internet knew what their foundational work would become, would they still have done so?  I think of the quote from the movie Jurassic Park, "Your scientists were so preoccupied with whether or not they could, they didn’t stop to think if they should." It's probably a good time to further explain why I think that way.

Most Recently

As a special agent with the Federal Bureau of Investigation (FBI) since 2006 parts of my career I've had opportunities to work on countless extraordinary investigations, my work has taken me around the United States and across the world.  One of the unique aspects of conducting law enforcement investigations, which is both an adventure and a curse, is all the time spent in some of the darkest parts of the internet. Because of the work my colleagues and I  have done over the years, I've spent time viewing and interacting with content I wouldn't wish on my worst enemy.  

Most of the world lives and operates online mainly in the above board locations of the surface “web”.  It's the evil parts of the internet that make me question “the webs” existence.  The places beyond the "dark web" where child predators, human trafficking and terrorists don’t want to be found while they further their own unique desires.

If you were to ask my friends and colleagues my opinions about the internet, after having spent so much time in those dark places, they'd probably quote me as saying, "If I could, I'd get rid of the internet, except for Amazon and Netflix." To know me you'd know I'm making that statement in jest, but like any good joke, there's always a bit of truth in a statement.  Plus, I currently don't subscribe to either of the aforementioned services, so my online experience would be dull if I lived by my own opinion.
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“The Internet (Only Use on Occasion)” located near my desk

Employment - Days Gone By

Prior to my employment with the FBI, I'd worked for approximately a decade in the private sector.  I believe it’s important to tell you about the path I took because there isn’t a single route through the world of cybersecurity or technology.  I also want you to know that it takes time and dedication to really grow in any field.  No one coming out of higher education should assume they are an “expert” or Chief Information Security Officer (CISO), on day one.  Just know, it takes time, hard work, and a passion to grow and flourish in any career you choose.

The Very Early Years

When I wasn’t even a teenager my parents bought the family an Apple II GS.  What an amazing computer for the time.  Looking back, that was a lot of money spent for something that did so little by current standards.  There wasn't the internet then, and where I lived didn’t have much in the way of bulletin board systems (BBS), but that machine got me curious.  How did it work, what could it do and how could I make it better.  Once I took the Apple II GS apart, right down to removing chips from their sockets.  When my father came home from his factory job I remember his seeing the parts all over my bedroom and sternly telling me that I was to put it back together, and it better work or I’d be in severe trouble.  These were the days when severe meant a “whooping”.  Well I did what I was told and when finished I hid all the extra screws and cracked plastic pieces and guess what, it worked!
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Apple II GS - Released 1986

Later, as a teenager I'd started out working at a company selling music CDs, TVs, computers, and electronics. Without mentioning that company, let's just say my employer was a "best buy", for a lot of things.  While there, I'd worked my way from the video games sales into the computer repair department, but I'm getting ahead of myself.

At that time I was literally a goofy teenager, but the store had rows of desktop computers and an amazing computer sales employee named Demetrius.  This was the era of Windows 3.1 and in some cases just DOS.  However, something called Windows 95 was coming down the pipeline.
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Dramatization of a place to make a “best buy” for computers.

Demetrius was what I now consider a tinker hacker. He‘d used computers, he enjoyed taking them apart and had some knowledge of why they functioned the way they did. To a young teenager like myself he was super high-tech, and looking back I wish I knew where he ended up.  Demetrius always had to reload display computers, often from floppy disks or CDs. The daily reloading of display systems was because the general public would regularly corrupt software or delete files.  He started "configuring" all of the display computers with certain restrictions and limits.  At first, it was simple manual settings on every computer, but eventually, he was writing scripts, BASIC scripts, and batch files to make his changes.

Demetrius and I were by no means friends, he was a lot older, but he was so cool and smart about a topic I was passionate about.  He was very much into computers and I wanted to know more so we chatted often.  During one of those chats, a challenge was thrown out which I leapt to accept.  I was permitted to “tinker” with any of the display computers for the purpose of finding new ways to "break" them, and if I was successful I would tell Demetrius how I did the damage, he'd then prevent that method of compromise and the game would continue.  

This challenge went on for weeks, maybe even months.  I would spend part of my work shift "hacking" display computers and he'd prevent my technique then further harden the computers.

Things were getting intense, some days I'd work on a computer my entire lunch break and walk away defeated.  On other days I'd work on a computer and to Demetrius seemingly nothing was different, then on a reboot at the end of the day, all of the computers would be down.  This was pre-internet times, so there were no support groups and no search engines to assist me or him.

Eventually, our employer was looking to start a computer repair service and I was asked if I wanted to be part of the in-store service team.  It was called a “squad of geeks” or something like that. It was like my teenage dream was fulfilled.  I was able to work on computers all day.

My time conducting personal computer repairs showed me many things both good and bad. Of course, I grew as a technical person, but looking back I realize how poor my human/personal skills were, and how far I’ve come.  Like a lot of young people, I was horrible at customer service.  I just didn't get it back then.  I looked at the end user as if they were "dumb".  They say, youth is wasted on the young, and that was true for me.  It's taken me years, decades, of working on myself to fine-tune what I believe is the most important skill.  People skills.

I've had the pleasure of working with brilliant people, individuals who were open and honest.  Some guided me, others scolded me for my mistakes. Instead of being upset with the criticism, I took it as something to work on and I did.  I know I'm not perfect and I never will be, but that's how you know there is room for improvement.

Phone Support is more about People Skills than the Tech

After my time in retail, I moved on to a helpdesk job.  I worked for a company that supported the automotive industry, it was mainly dealership support.  I worked directly supporting auto dealerships with their on-site servers.  This job allowed me to grasp the importance of the human aspect of technology.  Automotive dealers are hard-working people who just want the technology required to do their job to function flawlessly.  I was young, eager, and worked hard.  Eventually, it paid off and my employer allowed me to work at the operations center of their Belgium-based European helpdesk.  I was in my early twenties, living in Belgium and managing a team of Europeans providing service to dealers in their respective countries.  Working in Belgium was an eye-opening experience for a guy from a small town in Michigan.  Eventually working at a call center wasn’t something I saw myself doing forever, and so I moved on.  I met a lot of great people, patient, kind people who just wanted to help the users get back to work.

Corporate Life

From the helpdesk, I moved into the corporate world.  I spent a few years working for various companies, learning about everything from desktop computers and laptops to secure servers and communication systems.  My employers must have seen something in me when I was in my late twenties because I again found myself living and working overseas.  While residing in the United Kingdom I would travel six days a week spending a day or two in offices from London, England to Milan, Italy.  Each location was its own unique place, whether it was routine break/fix work in Berlin, Germany, or a full-blown office build-out in Turin, Italy.  Every day brought new challenges and new opportunities to learn.  It was multidisciplinary and multicultural every day of the week.
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Call Center Life
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Public Service

One day I woke up in my flat in London and decided I wanted to do something different, something that helped people and used my skill set.  I jumped on the internet in mid-2004 and applied for the FBI.  I was summarily rejected because although I was a US citizen, I resided in Europe.  Either out of being naive or stupid, I quit my amazing job, packed up, and departed Europe back to America.  I didn't realize that every year thousands of people applied for the FBI and were rejected.  What I did know was that I was motivated to one day do a job that I felt made the world a better place and nothing was going to stop me.

Upon returning to the United States I got right to reapplying for the FBI.  I accessed the FBI’s employment site, logged in again and was told I’d already applied and was again rejected.  I took that as a challenge and I called my local FBI office.  I ended up speaking with a really friendly recruiter who essentially told me that there was nothing she could do.  Being young and entirely naive I called FBI Headquarters in Washington D.C and spoke with a recruiter there;  I explained my background and my desire to help people.  She reassured me that someone would call me back.  A few hours later I received a call from the first recruiter stating she’d be sending me a paper application.  From there it took eleven months, which encompassed several employment phases, interviews, review boards, two polygraph exams, a physical fitness test, and a background investigation.  Finally I received a letter in the last few months of 2005 informing me I had been selected to attend the FBI’s Special Agent Academy and that I needed to report to the FBI academy in January 2006.  

Since joining the FBI I’ve had the pleasure of being a digital forensic examiner, I’ve investigated most of the major types of federal violations.  I’d successfully completed the FBI’s National Crisis Negotiator Course, finished several Graduate level certificate programs, and passed a number of cyber and security related industry certifications.  It’s been an amazing journey with amazing people and more than a few interesting stories I can only share with my closest colleagues. 

My perspective on cyber security both from the view of a victim of a cyber intrusion, a defender in the private sector to a responder in the public sector has helped me understand what motivates criminal and computer hackers.  As of this writing, I’ve passed two decades of public service and I look forward to the next chapter to see what comes next.  

Chapter 2

It’s All About People
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I've learned to treat every job as a customer service position.  Whether corporate or public sector, it's always about people and getting all parties on the same page to accomplish whatever the stated goal may entail.  I wasn't always that way and when I was in my teens and twenties it was all technical and people be damned.  After several unsuccessful rollouts and jobs throughout those years, it finally sunk in that people are the real key to success.

When I worked in the corporate world I was often tasked with taking the vision of leadership and translating it into technical systems.  I was that bridge between the non-technical and the technical.  Having the ability to speak both the language of business and being able to convey the message back and forth between technical teams and business leaders made for success with the mission and the overall vision of the company.

In law enforcement, it's always about customer service, but with a twist.  The job requires you to work with people on what may be the worst day of their lives and to come up with a solution that not only accomplishes the mission, but also while keeping all parties safe.  Whether accomplishing that mission meant interviewing a computer hacker, murderer, or child abuse suspect, it's still about customer service. If treating that criminal with respect or kindness, no matter how disgusted personally I may have been by what they did, in that moment being human, and treating them with respect got more than a harsh interrogation probably ever would have done.  

It's the human aspect behind every action that intrigues me.  I find myself always asking “why”.  It’s probably the reason I got into law enforcement.  It was definitely the reason I sat down and started writing this book.  

We’ve all been victimized  

Decades ago, during my career in the private sector,  an IT employee at a financial company I was working for was let go at the end of her contract.  Shortly after her termination, that employee logged back into the company’s systems with another user's account. Unfortunately, she’d remember the password of someone she’d previously helped.  After logging into the web email portal the disgruntled former IT employee proceeded to send several defamatory emails to internal employees and external clients.  This incident was one I'll never forget because the contents of her emails directly targeted me, my close colleagues, and the leadership at the company.  Her actions affected the company's relationship with partners and ultimately cost the company business.  Eventually, through logs, legal process and civil action, she was identified and found civilly liable for the intrusion. At that time it wasn't a big enough matter to warrant law enforcement, but it sure did hurt getting breached by someone we all once trusted.  

This incident was a foundational moment when I really began to delve into the importance of security and set the groundwork for my desire to understand and implement effective security procedures.  Each of us will have these types of moments in our career.  We're only human, we make mistakes, we learn and hopefully grow.  It's my hope that by implementing the right security setting for your environment you won't have to suffer a similar incident.

Expectations

Years later as I'm writing this book, reminiscing about days past, I'm asking myself what motivates people to engage in cybercrime or to get technology to do something unintended by its creator for nefarious purposes?

Coming from a background in technology, but also having worked for one of the largest law enforcement agencies in the world I wanted to both explore and explain what I believe are the key factors as to why people compromise digital systems.

Let me start by laying a few things out.  First, not all "hacking", computer intrusions, or software reverse engineering, is criminal.  There is always a place for research, testing, penetration testing, and authorized computer intrusion activities.  Whether it's authorized or not, the same motivations discussed in this book still apply.

Next, I despise jargon and undefined acronyms, so I'll do my best to define terms at least once.  Just because an acronym means something to me doesn't mean it's the same to you, so please forgive me if I use a certain term in a different way.

Third, I'll use the term digital system(s) often.  This is because we have a massive diversity of hardware and software.  If I were to list every type of device as I write this book it would be boring and redundant.  Please note that I define a digital system/device, as something that utilizes electricity to conduct a mathematical function.  Think computers, tablets, phones, software, network hardware, etc.  This can include hardware and software you own/operate or someone else's hardware/software, commonly referred to as "the cloud".

As an example of how much technology has changed, when I first joined the FBI in 2006 search warrants still mentioned acoustic couplers and reel-to-reel recording devices.  Although technology has changed dramatically over the last three decades; the motivating factors have not. Because in the end, motivation is always driven by human factors.  The technology didn’t make new crimes, only new ways of committing the same crimes humans have engaged in since the dawn of time.

Lastly, this isn't meant to be a dry technical book.  It does delve into technical systems, but the primary focus is on the human aspect.  Technology is designed by and for humans.  We, that is if you're not a super-intelligent AI reading this book, are the reason all of these systems exist.  Without us, there would be no need for digital systems.

So let's get started exploring the human reasons behind what motivates people to gain access to those hidden areas/systems the average person isn't meant to see.

From there we will work our way through who the key players are and concepts around securing computer systems through time-tested concepts.  So let's go!

Chapter 3

AI - Threats, but at machine speed.
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Artificial Intelligence Everywhere 

You can hardly read a book, listen to a podcast, or attend a conference today without hearing discussions about artificial intelligence (AI).  As of this writing, AI remains a tool, one designed to augment the capabilities of those who understand how to apply it, accelerating workflows and enhancing
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