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PREFACE

In an era when our lives are inextricably woven into the fabric of digital and AI-driven ecosystems, trust has become a fragile commodity, eroded by relentless waves of data breaches, identity theft, and AI-driven deceptions.

This is the reason I founded Truato build the very alternative I had been searching for: a reusable, user-controlled trust credential that lets individuals get their identity screened and verified once, store it securely in their own digital wallet, and share only what is needed, without repeatedly giving out or ever exposing raw personally identifiable information (PII) such as Social Security number, date of birth, and more.

Trua is the practical embodiment of this books vision. Its a living solution designed to end the needless proliferation of sensitive data, dramatically reduce fraud, and hand power back to the individual. Motivated by the personal stories of those affected by data breaches and the systemic flaws I had observed firsthand, I launched Trua to create a platform that leverages blockchain, biometrics, and zero-knowledge proofs to empower users with sovereignty over their information, making verification efficient for businesses while protecting privacy. It is not just about identifying problems, but about deploying real-world solutions to fix them, starting with pilot programs that have already shown reductions in verification times and fraud risks in sectors such as employment and the gig economy.

My journey through these pages is informed by years of writing, including Forbes articles on reusable credentials and democratizing screening, as well as the hands-on work of building Trua from the ground up. Whether you are a consumer weary of handing over your Social Security number yet again, a gig worker exhausted by repetitive background checks, or a business leader facing mounting compliance costs, reputational risks, or the threat of a breach (or youve experienced one), this book and the platform born from it equip you with both the understanding and the tools to reclaim control and deploy a trust layer for all internet commerce and interactions that benefits the new AI-driven digital society.

As AI propels us toward an interconnected future of autonomous systems and emerging threats, the time to act is now. Trust is not given; it is built, verified, and protected. Join me in this movement for a world where sovereignty over our data restores not just security but the very foundations of our shared humanity, bound by trust.




INTRODUCTION

I still remember the afternoon in September 2017 when news broke that Equifax had been hacked. As one of the three major credit bureaus, Equifax held sensitive personal data on hundreds of millions of people, and now the information of 147 million people had been suddenly exposed to unknown criminals.

There was a sinking feeling in my stomach, not just as an industry veteran but as a person who had just become a statistic of having his data compromised. In my decades working in digital identity and security, I had always known the system was fragile. But the Equifax breach was different. It underscored, in the most glaring way, that our entire system of trust is and has been fundamentally broken.

The institutions supposedly safeguarding our data had failed us, and we suffered the consequences while they walked away with minor scratches. Equifax wound up paying over half a billion dollars in fines and settlements,1 a hefty sum. Yet the companys stock bounced back, and its business continues to grow. Meanwhile, tens of millions of ordinary people like you and me were left to freeze our credit, watch our bank accounts, and worry for years on end about identity theft.

Moments like that carry a heavy emotional weight for me. They fuel my resolve that something has to change. How did we get to a world where we routinely hand over the keys to our identity and hope that faceless corporations will guard them? Why do we continue to trust a broken system with our most valuable personal information?

I come to this problem, and to this book, with a very personal stake and a deep well of experience. Over my career, Ive been on the front lines of digital identity and trust. Ive led a company that developed the TSA PreCheck program for the government, speeding up airport security by verifying trust up front.

Ive advised businesses on cybersecurity and watched as data breaches exploded into a constant threat. I even witnessed from the inside how a major federal background check contractor, USIS, fell victim to hackers in 2014an attack that exposed the personal files of at least twenty-five thousand Department of Homeland Security employees2 and ultimately caused USIS to lose its government contracts, leading to the shutdown of its operations.

Ive sat in war rooms during breach responses, hearing the anxiety in executives voices as they realize theyve lost their customers trust overnight. And Ive spoken to countless friends, colleagues, and everyday people about the personal toll of these failures. Ive heard stories of credit scores ruined by identity theft, of job offers lost due to erroneous background check data, and of creeping fear each time another breach headline pops up. These experiences have seared into me the simple truth that the way we build digital trust and verify today is not working. In fact, its hurting us.

We live in an era when trust has been eroded by rampant data abuse, breaches, and a feeling of powerlessness. By mid-2025, 26 percent of US consumers had been affected by identity theft in the prior two years, up sharply from 18 percent just a couple of years before. Each victim of identity theft loses about $1,000 on average, not to mention the immeasurable stress. And its not just a US problem. Globally, one in four adults was hit by some form of digital fraud in 2024, with many suffering financial harm, and around 67 percent of everyday victimsyour customers, employees, neighborssay theyve contemplated self-harm because of identity crime.3

These statistics represent the trauma of a single parent drained of savings by a scam, the young graduate whose future is derailed by a stolen identity, and the elderly couple afraid to shop online anymore. The emotional and psychological toll of living in a low-trust digital world is profound, and weve been let down by the very institutions meant to protect us.

A Crisis of Trust

This loss of trust spreads like cracks in a foundation, threatening the entire digital economy we depend on. When people dont trust, they pull back. According to Pew research, The public increasingly says they dont understand what companies are doing with their data. Some 67% say they understand little to nothing about what companies are doing with their personal data.4 And over half of Americans have stopped using a product or service because of privacy concerns.5

Ive spoken to business leaders who see this in their own customer bases, with users opting out, withholding information, or demanding deletion of their accounts. Lost trust is devastating for business.

Research consistently shows that data breaches destroy customer trust and loyalty. A large majority of consumers say they would stop buying from a company after a cybersecurity incident, with 75 percent of US consumers reporting they would abandon a brand following a breach and 66 percent saying they would no longer trust that company with their data.6 This is a full-blown crisis of confidence. Trust isnt just a nice-to-have. Its become a bottom-line, societal, and personal issue for each of us.

Stuck in the Past

In the early days of the internet (Im talking the 1970s ARPANET era), there were essentially no security checks. The pioneers operated on unbridled optimism and trust; the community was small, and everyone pretty much knew each other. There was no concept of a digital identity, let alone verification, because it wasnt needed.

Fast forward to today, and those nave early designs have given way to a Wild West where everything about us is online yet often unverified. Over time, we moved from trust by default to trust but verify and now to verify first, then trust as the standard approach. Why? Because bad actors flooded the system.

When the internet opened to the masses, criminals and scammers werent far behind, exploiting anonymity and weak protections. By the 2010s, massive data breaches had become commonplace. Names such as Yahoo, Target, the Office of Personnel Management, and Marriott became synonymous with personal data leaks of tens or hundreds of millions of individuals. Weve learned through painful experience that on the internet, you verify before you trust.

And yet, despite this hard-earned wisdom, our basic model for verification and trust remains stuck in the past. Thats what this book is here to change. Think about what you do today whenever you start a new job, create a new account, or use a new service. You hand over your personal information repeatedly: name, address, Social Security number (SSN), ID, biometric scansan endless parade of personally identifiable information (PII) given out to each entity that asks.

When applying for an apartment, you give your SSN to the landlord for a credit check. When signing up for a dating app, you typically share your Facebook profile or phone number. Want a store loyalty card? Sure, give them your email, phone number, and maybe your birthday too.

We have been conditioned to surrender or freely give out our personal data without a second thought, thanks in part to social media and other digital platforms. Our complacency and eagerness for convenience have created a new golden age of piracy, a world where there is an ocean of personal data out there for hackers to pillage.

Each piece of data we give away sits in yet another database, forming an ever-expanding attack surface. Your data isnt just in one place; its scattered across hundreds of databases like tempting honeypots for cybercriminals. As a result, even routine daily activities such as ordering groceries, logging in to social media, and applying for a job carry an undercurrent of risk that simply didnt exist a generation ago.

The Cost of Complacency

Our complacency in clicking Accept has been interpreted as blanket approval for these practices. It infuriates me, and it should infuriate you too. Weve been lulled into thinking this is just the way it is. Of course apps gather data, of course were going to get targeted ads, and of course companies need our information to serve us.

But do they really? Do grocery stores really need your phone number and birthday just to give you a discount? Does a random online retailer really need to store your credit card and address forever?

Often, its done simply because everyone else does it, and because personal data has become an enormously valuable asset on the corporate balance sheet. Companies today default to hoarding data because somewhere along the line, they forgot the why and only saw the dollar signs. Yet by stockpiling all this sensitive information, theyve unintentionally created massive liability for themselves with treasure troves that attract hackers like flies to honey. They collect all this personal data supposedly to better secure and serve their customers, but in doing so, theyve created the very vulnerability that now plagues us.

The result of these perverse incentives is a vicious cycle of data proliferation and breach risk. The more places your data lives, the more chances for it to leak. And when it leaks, it can be used against you in countless ways, such as identity theft, financial fraud, phishing scams, even personal extortion. Twenty-six percent of US consumers have been affected by identity theft in the past two years alone, up from 18 percent in 2023, with losses totaling over $10 billion annually.7

Cybercriminals find PII incredibly valuable. When armed with sensitive data such as SSNs, criminals can open fake credit lines, file false tax returns, or create convincing impersonation scams. And guess who foots the bill? You do, either directly or through higher costs passed down by businesses and insurers.

By 2024, the global cost of data breaches had soared to $46.25 billion annually. The average breach in the US costs a company about $4.9 million, but the downstream costs to individuals and society are even greater.8 Were talking hours of lost productivity resolving identity fraud cases, the psychological impact of privacy violations, erosion of trust in commerce, and so on.

Theres also an insidious chilling effect as people become less willing to engage in beneficial activities such as e-commerce, online learning, and digital health services because of fear that their data will be misused. A 2025 Edelman Trust Barometer report noted that 68 percent of global consumers avoid brands that they perceive as lax on data security.9 So companies that should be innovating and offering great services are instead spending resources on damage control and expensive cybersecurity insurance. Its a high-cost, low-trust equilibrium, and nobody truly wins except maybe the cybercrime rings.

What gets me especially fired up is that individuals currently have little to no agency in this whole picture. Weve been powerless by design. Sure, there are laws such as the California Consumer Privacy Act or Europes General Data Protection Regulation that grant certain rights, including the right to request your data and delete it, but in practice, exercising those rights is tedious and after-the-fact. Besides, some of those laws are one-sided and end up hampering business in terms of verifying consumers before providing services or hiring them for employment. You usually find out your data was abused long after the damage is done. In the moment of decision, the moment you sign up for that new service or job, you typically get a binary choice: Hand over your data or walk away.

Its all or nothing, and realistically, saying no means you miss out on the service. As I discussed with colleagues, many in the younger generation now just shrug and say of course we must give up data to get something, because theyve never seen an alternative. But deep down, I know, and surveys confirm, that people want more control.

A Better Way

If youre a consumer, its critical that you wake up and realize the severity of the problem. Dont wait until a crisis emerges before you act. Take proactive steps now. If youre a business owner, frankly, you need to remember your moral obligation to those you serve and be part of redesigning the system from the ground up. Stop being part of the problem: Give your users clear control of their privacy settings and stop hiding critical details behind endless pages of three-point-font text and legal jargon.

In the interplay between corporate lobbyists and regulatory authoritiesentities ostensibly tasked with safeguarding consumer interestsa tacit collaboration frequently emerges. Lengthy legal disclaimers, printed in minuscule font, serve primarily as formalities to fulfill compliance requirements and expedite approval. Rarely do consumers engage with or read these documents, rendering genuine protection secondary to the ritual of regulatory adherence. In other words, it becomes merely a check-the-box exercise.

We all need to work together to flip the model so that individuals like you own and control their personal data and share it on their terms, rather than dozens of third parties collecting and controlling it on your behalf. We need to enable trust without constant data duplication. We need a way for you to prove things about yourselfthat you are who you claim, that you have a clean record, that youre qualified for a job or trustworthy to rent an apartmentwithout handing over all your underlying personal details every single time.

In this book, I will argue that we need a Trust Credential for Life and a supportive Trust Bureau to make it work. The Trust Credential is essentially your digital passport for all identity and background needs. Instead of handing over your Social Security number, drivers license, passport, and a file of background check documents to every entity that asks, you would have one reusable digital credential issued after a thorough verification of your identity and records that you have agency over it.

That is the ultimate win-win solution I offer for both consumers and businesses, but before we get there, its important to understand why we are in the mess were in today and the depth of the challenges we face.






PART I

THE NEED FOR YOUR OWN REUSABLE TRUST CREDENTIAL



CHAPTER 1

HOW THE SYSTEM WAS ALWAYS RIGGED AGAINST YOU

If you feel like the digital world has been taking advantage of you, youre not wrong. In fact, it was built that way. Our current digital trust system, if we can even call it trust, was rigged against individuals from the very start.

This might sound like a conspiracy, but its really a story of misaligned incentives and historical baggage. In this chapter, I want to pull back the curtain on how we arrived at a system where your personal data fuels other peoples profits and your security is an afterthought. By the end of this, youll see clearly that the playing field was never level and that we desperately need a new one.

To understand the rigged game, lets start with one of the oldest players: the credit bureaus. They began over a century ago as simple credit reporting agencies but, over time, became the unaccountable (albeit regulated) gatekeepers of your financial creditworthiness for banks, lenders, and purchases you want to make. The idea, initially, was sensible: Centralize and standardize information on who is creditworthy so lenders can make informed decisions. And indeed, credit bureaus such as Equifax and Experian revolutionized financial trust after the passing of regulatory changes, including the Fair Credit Reporting Act in 1970, by aggregating data and providing a single credit report and score that banks rely on.

Before the advent of credit bureaus compiling reports and issuing FICO scores, lenders painstakingly crafted their own due diligence. This was often inconsistent, which bred inefficiencies and risks
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