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i
EU CONSUMER PROTECTION IN CLOUD 
COMPUTING CONTRACTS

This book assesses whether EU consumer law effectively protects consumers in cloud computing contracts.

From music subscriptions and streaming services to online gaming and social networks, cloud-based services are an integral part of our daily lives. Understanding the legal landscape of cloud computing is therefore crucial.

The convenience of cloud computing raises significant legal questions about consumer rights. What if all emails are lost? Can someone unauthorised access online photos? Is it possible to cancel a video streaming subscription or transfer music elsewhere? The book scrutinises the adequacy of EU consumer contract law in addressing these issues, evaluating its coherence and effectiveness in safeguarding consumers’ interests and fostering trust in cloud services. It looks at the entire lifecycle of a cloud computing contract, highlighting critical consumer problems, such as unclear information, service availability, data integrity, and unbalanced contract terms.

Written for legal scholars, practitioners, policymakers and market participants, the book offers a comprehensive analysis of EU law provisions on cloud computing contracts. As cloud technology continues to evolve and integrate into mainstream IT solutions, ensuring a robust and consistent legal framework is paramount for consumer protection and the advancement of the EU digital market.
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1

Introduction

Cloud computing describes the storing, processing, and use of data on remotely located computers accessed over the Internet. Streaming media from the cloud, accessing social media, storing pictures, or having a backup of important data in the cloud have become common consumer products. This new way of delivering products from remote, dispersed computers poses various challenges to traditional concepts in consumer law. What information should the consumer receive? What remedies are offered in case of problems? Are the terms and conditions of the contract fair? Which law applies? Those legal questions can appear in everyday situations while we use cloud storage or access films and music online. We use cloud computing more and more, often even without realising whether our pictures taken with a mobile phone are actually stored on the device or in the cloud.

The answer to those questions should largely be found in EU consumer law, which has been developing since 1975, when, at that time, the European Economic Community adopted its first program for a consumer protection and information policy.1Since that time, the EU has adopted a number of contract-related laws to regulate pre-contractual information, fairness of contracts, the withdrawal from a contract, and the remedies for faulty products.

The objective of this book is to investigate whether the EU consumer contract law framework is appropriate to regulate cloud computing contracts. The notion of ‘an appropriate framework’ encompasses primarily the issue of the coherence of norms and their consistency but also whether they are able to achieve the stated policy objectives.

In an attempt to respond to this question, this book describes the legal framework applicable to cloud products and identifies legal gaps or loopholes that might affect consumer trust in cloud computing. Some arguments are presented on how the existing body of EU law could be improved in order to better address challenges of cloud computing technologies.

The book follows the ‘life cycle’ of a contract, starting from the pre-contractual information obligations, the conclusion of the contract, and subsequently presenting different legal issues in the application of EU law to cloud computing linked to private contracts between cloud providers and consumers.

2Marketing practices and advertising of cloud products is a broad topic which deserves a separate assessment and is largely outside the scope of this book which focuses on the contractual aspects of consumer protection in the cloud.

Chapter two introduces the definition and the history of cloud computing and the classification for existing products on the market. Beyond a general definition of cloud computing and its typology, this book does not describe the technology and architecture of specific cloud products. Nevertheless, specific technological choices can have legal implications. Where this can happen, the book tries to discuss legal consequences of different technologies, especially different delivery models.2

Next, chapter three discusses the list of consumer problems identified in cloud computing. Lack of information, fairness of contracts, and issues with access, privacy, security are further examined to form a reference point for the assessment of applicable EU law.

Subsequently, chapter four provides an overview of EU consumer protection legislation that applies to cloud services. While certainly focusing on EU consumer law, this book does not shy away from describing data protection laws or private international law provisions, as far as they serve consumer protection in a broad sense. The objective is to provide a legal snapshot of the legislation applicable to business-to-consumer cloud computing. As an exception, EU marketing law is also described here to provide a complete overview of applicable laws.

Overall issues related to data governance are very important for the cloud sector, but the single market aspects are outside the scope of this book. This concerns rules on data flows in the single market, data localisation requirements, and cross-border portability of online content.3Similarly, the Digital Services Act and the Digital Markets Act are outside the scope of this book as they focus on the governance of online platforms in general.4The Data Act is included in this as far as it concerns the business-to-consumer switching between cloud providers.5

The following chapters look into specific legal aspects of cloud computing contractual relationships. Chapter six examines pre-contractual information, conclusion of a contract, and withdrawal from a contract. Chapter seven looks into the essence of the contract and describes obligations under the contract and the conformity with the contract. Chapter eight goes on to discuss the remedies available to consumers as far as EU law regulates those remedies.

3Afterwards, chapters nine and ten are devoted to the problem of unfair contract terms. This problem is often seen as prevalent and pressing in cloud computing. Chapter nine looks into normative aspects while chapter ten describes existing market practices.

Chapter eleven moves on to address important questions with regard to applicable law and jurisdiction in cloud computing. It investigates which law applies to the contract and which court will rule in case of a dispute.

Lastly, chapter twelve looks at consumer problems from a perspective of privacy and data protection. Data protection is a fundamental right in the EU, and its protection in EU law clearly goes beyond economic interests of consumers in relation to their personal data. This difference between economic rights of consumers and their fundamental rights should not, however, prevent the issues of privacy from being discussed together with consumer problems, as both issues are closely interlinked, especially in an online environment.

There are already a few books describing legal aspects of cloud computing, but they mainly look at security and data protection issues and the availability of service and often focus on business-to-business aspects. Indeed, those aspects are certainly pertinent for the large business-to-business cloud market, but business-to-consumer cloud computing appears to attract less attention. Legal research on consumer protection in the cloud mainly focuses on recently adopted EU legislation on remedies and on identifying unfair contract terms in the terms and conditions of cloud providers. This book aims to take a broader view and examines different pieces of consumer legislation at various stages of the business-to-consumer contract. The ambition is also to identify gaps and inconsistencies in the regulation of the cloud, even if such issues are becoming rarer and less prominent. This is natural, as the business-to-consumer cloud is maturing as a technology and as a business offer. Nevertheless, some inconsistencies remain. This book also builds upon earlier works concerning business practices of cloud providers by looking into terms and conditions and comparing results with earlier studies. The purpose is to give some evidence about the evolution of terms and conditions.

When this book refers to a product, it is a generic term to describe both services and digital content.

EU consumer law, albeit an established field of Union law, has been undergoing constant developments in recent years to keep pace with new modes of consumption, problems in new business models, and technological advances. This book strives to reflect the legislation in force and relevant case law in 2024.




1Council Resolution of 14 April 1975 on a preliminary programme of the European Economic Community for a consumer protection and information policy, [1975] OJ C92, p. 1.

2For an introduction to cloud computing from a technological perspective see T Erl, M Zaigham and R Puttini, Cloud Computing, Concepts, Technology and Architecture (ServiceTech Press, 2014).

3See issues covered by the European Data Strategy (COM/2020/66) or Regulation (EU) 2017/1128 on cross-border portability of online content services in the internal market.

4Regulation (EU) 2022/2065 on a Single Market For Digital Services and amending Directive 2000/31/EC (Digital Services Act), and Regulation (EU) 2022/1925 on contestable and fair markets in the digital sector and amending Directives (EU) 2019/1937 and (EU) 2020/1828 (Digital Markets Act).

5Regulation (EU) 2023/2854 on harmonised rules on fair access to and use of data and amending Regulation (EU) 2017/2394 and Directive (EU) 2020/1828 (Data Act).
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2

Cloud Computing, its Development and Relevance


I.Introduction to Cloud Computing

Cloud computing allows for the provision of scalable computing resources over the Internet in a way similar to utilities. It is a way of delivering applications, storage, platforms, or computing power from a pool of resources available to many users, which can be rapidly scaled up or down on demand. It is provided via the Internet regardless of the user’s location, very often at a pay-per-use pricing basis. In simplified terms, cloud computing is referred to as the storing, processing and use of data on remotely located computers accessed over the Internet.1

Owning expensive IT infrastructure to cope with ever more complex and demanding computing activities is becoming largely unnecessary, as computing resources, such as software, storage, or computing power, can be provided like gas or electricity – paid per use and unlimited, at least from a single user perspective. From this angle, cloud computing can be seen either as a radically new approach or merely a revival of a long-gone era of computer mainframes, present at the origins of computing development in the twentieth century.2

Efficiency gains linked to cloud computing bring a promise of economic growth. Like a technological magic wand and the next step in the evolution of computing, cloud computing can cut costs for companies and offer new, innovative services to consumers.

Some proponents believed that cloud computing is the very key to twenty-first century productivity and success. If digital data is the new currency of the digital economy, then cloud computing is the bank vault, and cloud providers hold the key to it.3Even if the promises that cloud would revolutionise the way we use computers were overstated, it is certainly an important development in the history of computing – both from a business and consumers’ perspective.

5Consumer cloud products, or cloud-supported products, such as Dropbox, iCloud, Spotify, Netflix, Zoom, Office 365 and Gmail, are ubiquitous and are reshaping products, consumer experiences and expectations. In recent years, consumers flocked to a range of offerings as diverse as e-commerce, app design, entertainment, videoconferencing social media, search and hardware, funded by equally diverse revenue streams coming from advertising, subscriptions, lead generation, selling data, freemium and royalties.4The Covid-19 pandemic in 2020–22 with online work and entertainment accelerated previous trends.

The business model for consumer offerings of cloud computing has a distinguishing feature. It is still relatively more difficult to convince consumers to pay for the service.5Unlike business-to-business cloud offerings, the majority of consumer uptake of the cloud involves some basic ‘free’ services via Internet access or rather services ‘provided against consideration other than money’, for example, where providers try to monetise personal or other data provided by consumers or through advertisements displayed in the product.

Since cloud computing requires a vast infrastructure investment from providers in the development and running of data centres, its provision is destined to be highly concentrated in big data processing plants, even if, from the customer’s point of view, it is omnipresent; accessible on every device, be it a laptop, desktop, mobile, or tablet. This highlights other similarities to utilities, where highly concentrated providers serve a large number of customers.

Although large amounts of computing have been taking place in big cloud computing data centres, the nature and location of data processing are also changing. Some applications of cloud, for example in self-driving cars or other connected devices, might require fast processing, which creates a push to move computing back to the ‘edge’ of a local network.

Edge computing is a topology where information processing and content collection and delivery are placed closer to the sources of the information, with the idea that keeping traffic local will reduce latency.6This does not seem to be new, as computing has since the early 1950s oscillated between more centralised or more distributed systems. The availability of both edge and cloud computing is essential in a ‘computing continuum’ to ensure that data is processed in the most efficient manner.7

On a more general level, cloud computing might be a shorthand for the trend where computing becomes like infrastructure and necessarily is becoming the focus of a series of policy concerns such as market regulation, fairness, universal access, reliability, criticality, security, sharing of limited resources, congestion, 6inter-network competition, economic welfare, capacity planning, and competition, among others.8Those concerns might be aggravated due to high concentration in the provision of cloud services and data infrastructures.9Consumer protection should feature prominently among cloud computing-related issues of concern.

Once cloud computing is viewed as a public utility, the issue of regulation becomes apparent. Utilities are generally highly regulated, and the question of whether and how the cloud should also be regulated becomes more and more present in policy discussions.



II.Definition of Cloud Computing – Is there Anything New?

There are several definitions of what characterises cloud computing, but they all focus on a rapid scalability of computing resources made available to the user over the network. In practical terms, cloud computing is a way of delivering computing resources, such as applications, storage, platforms or computing power, to the user via the Internet in a way similar to a utility service.10Like electricity, cloud computing provides resources that can be rapidly scaled on demand and are provided on a location-independent basis, very often at a pay-per-use pricing basis.

According to a widely quoted definition provided by the US National Institute of Standards and Technology, cloud computing is defined as a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (eg, networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction.11

A simplified definition can be found in the EU Cloud Computing Strategy adopted back in 2012, which described cloud computing as the storing, processing, and use of data on remotely located computers accessed over the Internet. This means that users can command almost unlimited computing power on demand; they do not have to make major capital investments to fulfil their needs, and they can get access to their data from anywhere with an Internet connection.12

The EU Cloud Computing Strategy also listed a number of defining features of cloud computing products and it is interesting to look at them in detail.13

7The first difference in comparison with the traditional model of computing is that in cloud computing, the hardware (computers, storage devices) is owned by the cloud provider. The user interacts with the hardware provided via the Internet. Consequently, users’ data and applications are stored on the hardware, which is not owned by the user.

Even more importantly, the hardware made available by the provider is not assigned to a particular user. Cloud providers move their users’ workloads (ie, storage of data or computing operations) between different servers or data centres and dynamically optimise the use of hardware across a network. Cloud resources are usually not only shared by multiple users but are also dynamically reallocated per demand. From a technical perspective, the exact location of data and processes is less important, even if physical location might imply legal consequences related to the jurisdiction.14

Although the data is stored and processed in remote locations where the physical hardware is placed, the experience for the user is in many ways similar to a traditional computing model, as the data is made available to the user over the network through applications. At the same time, the access for the user is much improved, as the data is not confined to one device, but users can access their content and use their software when and where they need it. This also means that a relatively simple device can have access to vast computing resources.

A cloud setup consists of physical and software layers, such as physical data centres, operating systems, and software applications. A product offered to users can include only computing infrastructure offered as a service (Infrastructure-as-a-Service, eg, Amazon Web Services). It can also include a platform for running users’ applications (Platform-as-a-Service, eg, Windows Azure, Force.com or Google App Engine). Finally, it could be a comprehensive product offering users the application software running on a cloud infrastructure (Software-as-a-Service, eg, Dropbox or Microsoft Office 365).

As regards costs, cloud computing can significantly reduce upfront and fixed costs necessary to set up and operate sophisticated computing equipment. Since computing resources are offered as a utility service, the user only pays per actual use. At the same time, users can very easily bring new storage or computing capacity online in a matter of seconds with a few mouse clicks. Just like in the case of electricity, where one does not need to own a power plant to have access to practically unlimited electricity resources, in cloud computing one does not need to own a data centre to have instant access to a large pool of computing resources.

More recently. EU law included a legal definition of cloud computing and edge computing in the Data Act through a notion of ‘data processing service’. According to the Data Act, data processing service means a digital service that is provided to
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III.History and Development of Cloud Computing










IV.Economic and Societal Relevance of Cloud Computing
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