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Introduction: The Bridge Between Ops and Dev
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Welcome to the start of a new path in your career. If you are holding this book, you likely suspect that the way you have been managing systems is changing. You might be a system administrator who has spent years mastering the art of the graphical user interface, clicking through wizards and dialog boxes to get the job done. You might be a service desk analyst tired of resetting passwords manually fifty times a day. Or perhaps you are already working in a cloud environment, realizing that the scale of modern infrastructure is simply too large to manage by hand.

You are in the right place. This book is not just about learning a scripting language. It is about changing how you think about work. It is about moving from being a reactive operator who fixes problems as they appear to a proactive engineer who builds tools to prevent problems from happening in the first place.

PowerShell is the vehicle for this journey. It is the tool that bridges the gap between traditional Operations (Ops) and modern Development (Dev). It allows you to take the knowledge you already possess regarding servers, networks, and applications and translate that knowledge into code that can run automatically, reliably, and repeatedly.

This introduction sets the stage for everything that follows. We will look at how the industry has shifted, why PowerShell is the specific tool you need to learn right now, and what you can expect as we move from writing your first command to building complex automated pipelines.

The Transformation of the Sysadmin: Moving from Clicking Buttons to Writing Code

For a long time, being a great system administrator meant memorizing where settings lived. You were an expert if you knew exactly which control panel applet held the network adapter settings or which registry key controlled the login banner. You were valued for your speed in navigating menus and your ability to troubleshoot a single server when it went down.

This model worked well when a company had ten servers. It was manageable when they had fifty. But the industry has changed. We are no longer managing racks of physical servers that we can name and point to. We are managing fleets of hundreds or thousands of virtual machines, containers, and cloud resources. These resources spin up and shut down automatically based on demand.

In this modern environment, the "Click-Next-Finish" method is a liability. If you have to manually configure a server, you are the bottleneck. If you have to manually install software, you are slowing down the release of new features. Furthermore, humans make mistakes. When you click through a wizard ten times, you might click the wrong checkbox on the eleventh time. That inconsistency leads to "configuration drift," where no two servers are exactly alike, making troubleshooting a nightmare.

This is where the shift happens. We are moving away from manual administration and toward a concept called Infrastructure as Code.

Infrastructure as Code means that instead of configuring a server by hand, you write a script or a definition file that describes what the server should look like. You then feed that file to an automation engine, and the engine makes it happen. If you need ten more servers, you do not work ten times harder. You just run the script again.

This shift requires a new skill set. You stop being a "user" of the operating system and start being a "developer" of infrastructure. This can feel intimidating at first. You might think, "I am an Ops person, not a developer. I do not write code."

But you do not need to be a software developer building mobile apps or video games to be successful here. You just need to learn how to translate your administrative logic into a script. PowerShell was designed specifically to help you make that translation. It was built for people who understand systems.

Why PowerShell for DevOps?

You might wonder why we are focusing on PowerShell. Why not Python? Why not Bash? Why not Go?

All of those are excellent tools, and in a true DevOps culture, you will likely encounter them. However, PowerShell offers specific advantages that make it the best starting point for infrastructure automation, especially if you are coming from a Windows background or working in a mixed environment.

Understanding the Object-Oriented Nature

The primary difference between PowerShell and traditional shells like Bash is how they handle data.

In most text-based shells, when you run a command, the output is just a stream of text characters. It looks like data to you because you can read it, but to the computer, it is just a long string of letters. If you want to grab a specific piece of information, like the Process ID of a specific service, you have to use text manipulation tools to cut, slice, and filter that string until you isolate the number you want. This is often fragile. If the output format changes slightly—perhaps a column gets wider or a header changes—your script breaks.

PowerShell is different. It is based on .NET, which means everything in PowerShell is an "object."

Think of an object as a container that holds specific, labeled pieces of data. When you ask PowerShell to get a list of services, it does not just show you text on the screen. It hands you a collection of Service Controller objects. Each object has properties like "Name," "Status," "DisplayName," and "CanStop."

Because of this, you do not have to count spaces or slice text. You can simply tell PowerShell: "Get the services, keep the ones where the Status is Running, and show me the Name."

This makes your scripts incredibly readable and robust. You are not guessing where the data is; you are asking for it by name. This object-oriented approach lowers the barrier to entry for automation because logic flows the way you think. You think in terms of "Services," "Users," and "Files," and PowerShell lets you manipulate them exactly that way.

Cross-Platform Compatibility

A few years ago, PowerShell was strictly a Windows tool. If you managed Linux servers, you had to switch to Bash. That boundary has dissolved.

With the release of PowerShell Core (now just PowerShell 6, 7, and beyond), the language is open-source and cross-platform. You can install the exact same PowerShell on Windows, Ubuntu, Red Hat, macOS, and even on a Raspberry Pi.

This is massive for DevOps. It means you can write a script to check disk space or query an API, and that single script can run on every server in your environment, regardless of the operating system. You do not need to learn and maintain two separate languages for basic administration tasks. You can use PowerShell as your unified management language.

The Cloud Connection

Modern DevOps is heavily tied to the cloud. Whether you are using Microsoft Azure, Amazon Web Services (AWS), or Google Cloud Platform (GCP), effective cloud management requires automation.

Microsoft has naturally integrated PowerShell deeply into Azure. Almost everything you can do in the Azure portal has an equivalent PowerShell command. But AWS and Google also provide robust PowerShell modules. This allows you to manage cloud resources using the same syntax and structure you use to manage your local laptop.

By learning PowerShell, you are effectively learning the control plane for the modern cloud.

What to Expect from This Book

This book is structured to take you from "I have never written a script" to "I am managing a build pipeline for my code." We have designed the chapters to build upon each other logically.

We avoid dumping every possible command on you at once. Instead, we introduce concepts as you need them to solve real problems. Here is the roadmap we will follow.

Part I: The Foundation of Automation

We begin by setting up your workspace. You cannot be a professional without professional tools. We will move you out of the simple blue console window and into Visual Studio Code, the industry-standard editor for scripting. You will learn how to configure it so that it helps you write better code.

We then dive into the core concepts of the pipeline and objects. You will learn how to verify data, filter lists, and manipulate information. We will cover the logic that makes automation possible: loops (doing things many times) and conditionals (making decisions based on data).

Part II: Toolmaking and Software Engineering Practices

Once you can write a script that runs from top to bottom, we will graduate to "Toolmaking." This is where you stop writing rigid scripts and start building reusable tools.

You will learn how to write Functions that work just like native PowerShell commands. We will cover how to add error handling so that your scripts do not crash when something unexpected happens. We will also discuss how to package your code into Modules, allowing you to share your tools with your team or the world.

Part III: Testing and Integration

This section introduces a critical DevOps concept: validation. How do you know your script works before you run it on a production server?

We will teach you Pester, the testing framework for PowerShell. You will learn to write tests that verify your infrastructure. Instead of logging into a server to check if a website is up, you will write a test that checks it for you.

We will also cover how to interact with REST APIs. The modern web runs on APIs, and learning how to talk to them allows you to automate systems that do not have a native PowerShell module.

Part IV: The CI/CD Pipeline

This is the destination. We will take everything you have learned—scripting, toolmaking, and testing—and wrap it in a Continuous Integration and Continuous Deployment (CI/CD) pipeline.

You will learn what a build server is and how to use platforms like GitHub Actions or Azure DevOps to run your scripts automatically whenever you save a change. This is the heart of modern DevOps: the automated pipeline.

Part V: Hands-On Projects

Theory is useful, but practice is essential. We will conclude the learning journey with two large-scale projects.

First, we will build a Server Health Remediation Tool. This will be a complete module that scans servers and fixes common problems.

Second, we will build a Golden Image Pipeline. This project will simulate a real-world release process, taking code from your laptop, testing it, and publishing it to a repository, complete with notifications to your team.

Part VI: Advanced Topics

Finally, we will touch on security, logging, and how to keep growing. We want to ensure that the scripts you write are safe to run in an enterprise environment and that they leave a clear trail of what they did.

Prerequisites: What You Need to Bring

It is important to set expectations before we begin. You might be worried that you are not "smart enough" to code or that you lack the math skills. Let me be clear: You do not need to be a mathematician to be great at PowerShell.

Here is what you actually need.

A Willingness to Read Errors

You will encounter red text. Your scripts will fail. This is not a sign of incompetence; it is the daily reality of every professional developer and engineer on the planet. The difference between a beginner and a pro is not that the pro makes no mistakes. It is that the pro reads the error message, understands what it says, and fixes it. You must be willing to read the error rather than instantly closing the window in frustration.

Access to a Computer

You need a computer where you can install software. We will be using the latest version of PowerShell and Visual Studio Code. If you are on a locked-down corporate laptop where you cannot install anything, you might find some chapters difficult. A personal laptop or a virtual machine is a great environment for learning.

Basic IT Knowledge

We assume you know the basics of IT. You should know what a file is, what a folder (directory) is, what an IP address is, and what a service does. If you know how to do a task manually, this book will teach you how to automate it. We do not spend time explaining what a user account is, but we spend a lot of time explaining how to create one automatically.

Curiosity

The best automation engineers are the ones who ask, "Why do I have to click this button every Monday?" If you have that curiosity, you have the raw material needed to succeed.

No Prior Coding Experience Required

If you have never written a line of code in your life, that is perfectly fine. We assume zero prior knowledge of programming. We explain what a variable is. We explain what a loop is. We do not assume you know Python or C#. If you do know those languages, you will move faster, but they are not required.

The Philosophy of "Good Enough"

In the beginning, your scripts will be ugly. They might be long, repetitive, and inefficient. That is okay. A script that works and saves you time is a good script. Do not get paralyzed trying to write "perfect" code. Refactoring and improving code is part of the process. We will teach you how to make it pretty later. For now, focus on making it work.

The Goal: A Shift in Mindset

As you read through these chapters, try to shift your perspective on your daily tasks. Every time you perform a repetitive action, ask yourself, "How would I script this?"

When you solve a problem for a user, do not just fix it and close the ticket. Think about how you could write a tool that lets the user fix it themselves, or better yet, a script that detects the issue and fixes it before the user even calls.

This mindset is the essence of DevOps. It is about empathy for the future version of yourself. By automating the mundane, repetitive toil of today, you free up your time tomorrow to work on interesting, complex, and valuable projects.

PowerShell is not just a command-line shell. It is a career accelerator. It turns you from a person who maintains servers into a person who builds platforms. It gives you the power to manage scale.

The bridge between the old way of doing things and the new world of DevOps is built on code. PowerShell is the blueprint for that bridge.

So, open your laptop. Take a deep breath. We are about to start building.

Let us begin with the foundation. In the next chapter, we will strip away the old tools and set up a modern, powerful scripting environment. It is time to say goodbye to the blue window of the past and hello to the workspace of the future.
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Chapter 1: The Modern Scripting Environment

[image: ]


When you decide to learn a new spoken language, the first step is often learning the alphabet. When you decide to learn woodworking, the first step is setting up your workbench and sharpening your chisels. In the world of DevOps and automation, your "workbench" is your scripting environment.

Many system administrators try to skip this step. They rely on whatever version of PowerShell is installed by default on their laptop. They write scripts in Notepad or the old PowerShell ISE (Integrated Scripting Environment). They save files to their desktop with names like script_v2_final_REAL.ps1.

If you want to move from being an operator to being an automation engineer, you must treat your environment with the same level of care that a professional software developer does. A well-configured environment reduces friction. It highlights errors before you run them. It formats your code so it is readable. It allows you to work seamlessly across Windows, Linux, and cloud platforms.

In this chapter, we will build your professional toolkit. We will install the modern version of PowerShell, set up Visual Studio Code (the industry standard editor), and configure your security settings so you can run scripts safely. By the end of this chapter, your computer will be ready for serious automation work.

Installing PowerShell 7 (Core)

For over a decade, "Windows PowerShell" (versions 1.0 through 5.1) was the standard. It was built on the .NET Framework and was deeply integrated into Windows. It was powerful, but it had a significant limitation: it only ran on Windows.

As the industry shifted toward cloud computing and mixed environments, Microsoft realized that a Windows-only tool was not enough. DevOps engineers need to manage Linux servers, containers, and cloud resources from a single interface. This led to the creation of PowerShell Core, which eventually dropped the "Core" label to simply become "PowerShell" (version 6, 7, and beyond).

PowerShell 7 is built on .NET Core. This means it is cross-platform. You can install the exact same shell on Windows 10, Windows 11, Ubuntu, Red Hat Enterprise Linux, and macOS.

Why does this matter for you?

	Consistency: You can write a script on your Windows laptop and run it on a Linux build server without changing the syntax.

	Performance: PowerShell 7 is significantly faster than Windows PowerShell 5.1, especially when processing large loops or massive data sets.

	New Features: New language features, operators, and improvements are only added to PowerShell 7. Windows PowerShell 5.1 is now considered a "legacy" product; it receives security updates but no new features.


How to Install on Windows

Even though Windows comes with PowerShell 5.1, you should install PowerShell 7 alongside it. They can coexist peacefully. Version 5.1 uses the blue icon, and Version 7 uses the black icon.

The easiest way to install PowerShell 7 on modern Windows is using the Windows Package Manager (Winget). Open your existing terminal and run:

winget install—id Microsoft.PowerShell—source winget

If you prefer the traditional method, you can download the MSI installer from the official PowerShell GitHub release page. When running the installer, keep the default options selected. They are sensible for almost all users.

How to Install on Linux

If you are managing Linux servers, having PowerShell available is a game-changer. It allows you to manipulate structured data (objects) instead of relying solely on text parsing with grep, awk, and sed.

The installation method depends on your distribution.

For Ubuntu:

	Update the list of packages: sudo apt-get update

	Install pre-requisite packages: sudo apt-get install -y wget apt-transport-https software-properties-common

	Download the Microsoft repository GPG keys: wget -q "https://packages.microsoft.com/config/ubuntu/$(lsb_release -rs)/packages-microsoft-prod.deb"

	Register the GPG keys: sudo dpkg -i packages-microsoft-prod.deb

	Update the list of products: sudo apt-get update

	Install PowerShell: sudo apt-get install -y powershell

	Start PowerShell: pwsh


For Red Hat / CentOS:

	Register the Microsoft RedHat repository: curl https://packages.microsoft.com/config/rhel/7/prod.repo | sudo tee /etc/yum.repos.d/microsoft.repo

	Install PowerShell: sudo yum install -y powershell

	Start PowerShell: pwsh


How to Install on macOS

If you use a Mac for your daily work, you can install PowerShell using Homebrew, which is the standard package manager for macOS.

	Open your Terminal.

	Run the install command: brew install—cask powershell

	Once finished, type pwsh to enter the PowerShell session.


Verifying the Installation

Once you have completed the installation, open your new terminal (look for the black icon on Windows or type pwsh on Linux/macOS). We need to verify which version is running.

Type the following command and press Enter:

$PSVersionTable

You will see output that looks like a list of properties. Look for the property named PSVersion. It should say something like 7.3.0 or 7.4.0.

If it says 5.1, you are still in the old Windows PowerShell. Close that window and ensure you are launching the application specifically named "PowerShell 7" or just "PowerShell" (distinct from "Windows PowerShell").

Mastering VS Code

The tool you use to write your code is just as important as the language itself.

In the past, Windows administrators used the PowerShell ISE (Integrated Scripting Environment). It was a decent tool for its time, providing a script pane, a console pane, and a list of commands. However, Microsoft has officially stopped development on the ISE. It does not support PowerShell 7 effectively, and it lacks the features required for modern DevOps work.

The replacement is Visual Studio Code (VS Code).

VS Code is a lightweight, open-source code editor that supports almost every programming language in existence. It is fast, highly customizable, and has a rich ecosystem of extensions.

Setting Up VS Code

	Download and Install: Visit the official Visual Studio Code website and download the installer for your operating system. Run the installer and accept the defaults.

	The Interface: When you open VS Code, you might feel overwhelmed by the buttons and menus. Do not worry. We only care about a few specific parts right now.



○  The Explorer (Left Bar): This shows your files and folders.

○  The Editor (Center): This is where you write your text.

○  The Terminal (Bottom): This is where you run your commands.


Installing the PowerShell Extension

Out of the box, VS Code is just a text editor. To turn it into a PowerShell powerhouse, you need the official extension.

	Click on the Extensions icon in the left sidebar (it looks like four squares with one square detached).

	In the search bar, type PowerShell.

	The top result should be from Microsoft. Click the green Install button.


This extension adds critical features:


●  IntelliSense: This suggests commands and parameters as you type, saving you from memorizing every spelling.

●  Syntax Highlighting: It colors your code (variables in one color, commands in another) to make it easier to read.

●  Debugging: It allows you to pause your script in the middle of execution to inspect variables.


Configuring Your Workspace

Let us make a few small tweaks to make your life easier.

Open the Settings menu by pressing Ctrl + , (Control and Comma) on Windows/Linux or Cmd + , on macOS.

Search for "Zoom". It is often helpful to increase the zoom level slightly so you are not squinting at text all day.

Search for "Terminal". Ensure that the default terminal profile is set to PowerShell. This ensures that when you open the built-in terminal in VS Code, it launches your new PowerShell 7 session, not the old command prompt or Bash.

The "Run Selection" Workflow

One of the best features of the old ISE was the ability to highlight a few lines of code and run only those lines. You can do the exact same thing in VS Code.

	Type a command in the editor, for example: Get-Date.

	Highlight that text with your mouse.

	Press F8.


The command will run in the terminal at the bottom of the screen. This "Write, Highlight, F8" loop is how you will develop most of your scripts. You write a small piece of logic, test it immediately with F8, and then move on to the next line. This gives you instant feedback.

The Console vs. The Script

As you begin your journey, it is vital to understand the distinction between the two modes of using PowerShell: the Console and the Script.

They use the same language and the same commands, but the intent and the mindset are different.

The Console: The Interactive Sandbox

The console is the blinking cursor you see when you first open PowerShell. It is designed for immediate, one-off tasks.


●  "What is the IP address of this machine?"

●  "Did the backup service stop?"

●  "I need to restart this specific computer right now."


In the console, speed is the priority. You might use aliases (shortened command names) to type faster. You might not worry about capitalizing parameters correctly. You are having a conversation with the computer. Once you close the window, that conversation is gone.

For example, in the console, you might type:

gps | ? status -eq stopped

This is quick to type. gps is an alias for Get-Process. ? is an alias for Where-Object. It gets the job done.

The Script: The Permanent Record

A script is a text file with a .ps1 extension. It is designed to be saved, shared, and run repeatedly. It might be run by you next month, by your colleague next week, or by an automated build server at 3:00 AM.

In a script, readability and reliability are the priorities. We do not use aliases in scripts. We use full command names and full parameter names.

The console version above would be written in a script as:

Get-Process | Where-Object -Property Status -EQ -Value Stopped

Why the extra typing? Because six months from now, when you look at that script, Where-Object is much easier to understand than ?.

The Transition

The typical workflow for a DevOps engineer looks like this:

	Experiment in the Console: You try to figure out the command to get the data you need. You run it, see an error, tweak it, and run it again.

	Verify the Output: Once the command works and gives you the correct object, you copy it.

	Paste into the Editor: You move the working command into your .ps1 file in VS Code.

	Formalize: You expand aliases to full names and add comments explaining why you are running this command.

	Save: You now have a permanent tool.


Do not try to write a perfect script from top to bottom in the editor without testing. Use the console (or the integrated terminal in VS Code) to test every single line as you build it.

Execution Policies and Security

Before we can run our first script, we need to address a common hurdle: the Execution Policy.

When you install Windows, PowerShell is configured by default to refuse to run any scripts. You can type commands interactively in the console, but if you try to run a .ps1 file, you will get a red error message saying that running scripts is disabled on this system.

This is a safety feature, not a security boundary. It is designed to prevent a user from accidentally double-clicking a script file and executing it without realizing what it is. It is not designed to stop a determined hacker (who can easily bypass it). It is a seatbelt, not a lock on the car door.

Viewing Your Current Policy

To see what your current setting is, run this command in your terminal:

Get-ExecutionPolicy

You will likely see one of the following:


●  Restricted: The default on many Windows systems. No scripts can run.

●  RemoteSigned: Scripts you write locally on your computer can run. Scripts downloaded from the internet must be signed by a trusted publisher.

●  Unrestricted: Any script can run, but you might get a prompt asking for permission for downloaded files.

●  Bypass: Nothing is blocked, and there are no warnings.


Setting the Policy for Development

For a development workstation (your laptop), the recommended setting is RemoteSigned. This strikes a good balance. It lets you write and run your own code freely, but if you download a script from the internet, PowerShell will force you to acknowledge it or unblock it before running.

To change the policy, you need to run PowerShell as an Administrator.

	Right-click your PowerShell icon and select Run as Administrator.

	Type the following command:


Set-ExecutionPolicy -ExecutionPolicy RemoteSigned -Scope CurrentUser

Notice the -Scope CurrentUser parameter. This is a best practice. Instead of changing the setting for every user on the computer (which requires high-level admin rights and might violate company policy), you are only changing it for your user account. This is usually sufficient and safer.

If you are on a corporate computer where Group Policy controls these settings, you might get an error saying you cannot change the policy. In that case, you can try setting the scope to Process:

Set-ExecutionPolicy -ExecutionPolicy Bypass -Scope Process

The Process scope only affects the current window you have open. As soon as you close that window, the setting reverts. This is a great way to temporarily run a script without permanently changing your system configuration.
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