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			Preface

			Who this book is for

			Everybody has been approached by a scammer at some point in their lives, or knows someone who has. When I give talks on financial scams I am beset with accounts from those present who want to tell me about their experiences in either falling for or thwarting a fraudster.

			Modern communications and rising living standards have greatly encouraged financial fraud, making it easier and more worthwhile to target a wide range of people. Fraudsters do not need to con everyone they target: just a small proportion of potential victims can produce a lucrative income.

			Danger lurks for those unwary souls who part too readily with their hard-earned cash. The Book of Scams will help you be alert to the risks. You will learn how to spot scams and avoid falling for them while, dare one say it, reaching an understanding of the sheer nerve and resourcefulness of many scammers.

			It is also meant to entertain, as we learn to grudgingly admire as well as despise these ingenious crooks.

			How this book is structured

			Rather than simply relating scams in a higgledy-piggledy fashion or listing them according to when they first occurred, I have made what I believe is the first serious attempt to identify the types of scams that are perpetrated and arrange them by their characteristics.

			This makes the basic principles behind each type of scam more recognisable and it shows how scams have evolved and re-emerged through time. Many scams fall into more than one category, but I have grouped them according to what is most appropriate.

			In Section A, I look at the ingredients of a scam, the perpetrators and the victims. I then look at traditional scams dating right back to the first book of the Bible and running through to the era of imaginative scams in the 1920s. This golden age saw the birth of the Ponzi scheme, perhaps the most famous type of scam ever devised.

			In Section B, I consider investment scams, from the early days of stock market scandals when the London Stock Exchange was in its infancy, through to the present day boiler rooms and cold callers.

			In Section C, I move on to the latest golden age of scams based on modern technology, most notably the internet. It is clear that no one is safe from the attentions of the scammers, but I will show how a modicum of common sense and awareness can thwart even the most persistent fraudsters.

			The line between what is legal but of dubious morality and what is downright fraud can be very thin. I shall distinguish between the two sides of the moral and legal code as far as is practical.

			Throughout the book I will normally refer to the fraudster as he, simply because the overwhelming majority of them are male. However, when used in a general sense you should take ‘he’ to mean ‘he or she’.

		

	
		
			Introduction

			I received a telephone call from a man who claimed to be in the fraud department of my bank. 

			My card had been cloned, he said, and was being used fraudulently in shops in Oxford Street. He actually named a couple of well-known retailers there. My wife and I were both at home and both had our cards in our possession.

			It could have been a genuine call. On a previous occasion my card had been cloned and the fake was being used in America, which alerted my bank’s fraud department and they called to let me know. That call had been legitimate, but I had treated it initially with a suspicion that had bordered on rudeness.

			So I played the caller along this time, taking care not to give away any useful information, until I was satisfied that he was a scammer. He overplayed his hand, asking what other credit cards I had. 

			When he claimed within seconds that he had contacted the issuers and they had stopped the other cards I knew for certain this was a trick. It was just not possible to do so without the card numbers and without the other bank speaking directly to me.

			I kept the call going until we reached the point where he wanted to send a courier to my house to collect my card for analysis. Not likely.

			When I told him I was a finance writer who exposed this kind of scam he let off a stream of words that I have never heard a bank employee use. Nor, to the best of my knowledge, do bank managers threaten to send round the boys with guns to kill even the most uncooperative of account holders.

			There are some lessons we can learn immediately:

			
					Scammers often adopt an air of authority to try to gain the upper hand

					They tend to have well prepared scripts

					If you keep them talking you may be able to see flaws in their stories

					Never panic if you are approached, but try to think clearly

			

			This book looks at scams ancient and modern, from the hilarious to the scary, to show how scams work, how scammers think and how you can spot when you are being had.

			Do not assume that you are too clever to fall for a scam. Fraudsters can be remarkably persuasive and they are forever refining old scams or devising new ones. Intelligent and successful people have been taken in. This book will help you to be on your guard and avoid becoming the next victim.

		

	
		
			Section A. Traditional scams

		

	
		
			Chapter 1. The Ingredients Of A Scam

			What is a scam?

			The dictionary defines a scam as a fraudulent scheme; a swindle. The word also exists as a verb, meaning to cheat; to defraud. 

			A scam involves persuading someone to part with money in return for goods or services that are not needed, or provided to a very poor standard. As in the example in the Introduction, scams also involve attempts to steal financial or other personal information from victims. The fraudster then usually disappears or is uncontactable.

			There is a very thin line between what constitutes a scam and what is merely sharp practice. One may argue over whether the fixing of interest and foreign exchange rates by banks constitutes a scam, but the point is that banks at least come under a regulatory authority that can force them to refund their victims. You can also take your business elsewhere if you are dissatisfied. True scams are deliberate frauds that are outside any regulatory framework.

			When it comes to financial scams, remember the duck theory. If it looks like a duck, quacks like a duck and swims like a duck, it’s probably a duck. If it looks like a scam, sounds like a scam and smells like a scam, it’s probably a scam.

			Financial scams have been around for as long as there have been people with assets and others who covet those assets; for as long as there have been haves and have-nots; for as long as some have been willing to work for a living and others who would rather sponge off them.

			While different scams work in different ways, there are certain characteristics shared by scammers and their victims.

			Scammers are:

			
					Cunning

					Determined

					Persistent

					Highly plausible

					Utterly lacking in conscience

					Opportunistic

			

			Victims are:

			
					Naïve

					Gullible

					Trusting

					Lonely

					Greedy

					Easily worn down

			

			These characteristics do not all apply to every fraudster or every victim. They are a broad brush summing up the people on both sides of a successful scam.

			You’ll notice I haven’t included ‘stupid’ in the list of victims’ traits; do not assume that they are. Many intelligent people have been caught out by a plausible scammer.

			The golden ages of scams

			Scams tend to run in cycles. The first golden age came around the turn of the 18th century when share dealing and world trade were in their infancy and investors were lured into weird and wonderful notions of making fortunes from projects in far away places they knew nothing about.

			The 1920s was the second golden age of scams, helped in part by the social turmoil that followed the first world war. It saw the birth of one of the most famous types of recurring fraud, the Ponzi scheme, which we will analyse in a later chapter, and some spectacular ‘sales’ of popular landmarks that leave you with a sneaking admiration for the sheer nerve and imagination of the perpetrators.

			The third golden age is now with us. Modern communications have opened up a whole array of weapons for scammers, while prosperity has provided more potential victims with money to be parted from.

			Scams often rely on the latest technology or social phenomenon to gain a new lease of life. While the technology changes, the scams reappear in much the same form through history, although in a different disguise. Thus we will see recurring themes as we learn more about the scams. This leads us to the important lesson that although methods change, a scam is a scam and its hallmarks can be spotted in any era.

			By grasping the underlying principles, we give ourselves the best chance of spotting a scam when it is staring us in the face.

			Let us now move on to the types of scam that follow the most basic rules of how to part vulnerable victims from their cash – what I have called the Traditional Scams.

		

	
		
			Chapter 2. The Kick ’Em When They’re Down Scam

			The angels tell us never to kick someone when they’re down. It’s not very sporting. The devil says that’s when to kick them, because they can’t kick you back.

			Scammers are like vicious muggers. They knock you to the ground and carry on kicking you until you hand over everything they can take. 

			Such scams are usually perpetrated through a knock on the door or by persistent phone calls. They generally target the elderly, who are:

			
					More trusting

					More easily frightened

					More likely to become befuddled

					Less likely to remember details 

					Less likely to ask for credentials

					Less likely to complain

			

			They typically involve persuading householders that urgent repairs are needed and/or that they need to draw money out of their accounts and hand it over.

			Elderly victim of fake detectives

			Among reports of preying on the vulnerable was the story of an elderly woman approached at home by two men who claimed to be detectives. They told her that the local branch of Barclays, where she banked, was staffed by fraudsters who would take all her money.

			They persuaded the victim to help with a plan that would supposedly trap the crooked bank staff. She was to go to the branch and draw out a large sum of money. Since the bank staff were crooked, this cash would be counterfeit and therefore the woman would not be able to spend it. 

			Instead, she was to hand it to the ‘detectives’ waiting outside who would then use the counterfeit money as evidence. The money was counterfeit, so the sum would not be deducted from her account.

			It must be said in fairness to Barclays Bank staff that there was not a jot of truth in this story, nor was there any suggestion that any member of staff was involved in the con.

			One can see immediately why the conmen needed to find someone trusting and not worldly wise, someone who could be easily badgered into doing as she was instructed, who would not ask for proof that they were detectives. The story is full of holes, as cons often are if you look at them carefully:

			
					If the police knew there was counterfeit money in the branch, why didn’t they just go in and confiscate it?

					Would the police really involve an elderly member of the public in exposing the supposed scam?

					Why did they not use a police officer or employee from another bank branch to pose as a customer?

					Why was this matter not being handled by the fraud squad?

					How was the woman going to be reimbursed for the withdrawal from her account? 

			

			Any member of the public is entitled to ask a person claiming to be a police officer to produce his or her warrant card. You can ask what police station they are based at and ring to see if they are genuine – making sure that they remain outside your locked front door while you do so. Do not allow them access to your home. 

			Better still is to suggest that the ‘police officer’ finds someone else to do their dirty work. If you receive such an approach, report it to the real police.

			Targeting vulnerable people may be done at the door or on the phone and fraudsters will often keep hammering away until the victim is worn down. The trouble is that if you give way once they will come back time and time again, like blackmailers, as we shall see in the next chapter.

			If you think you are vulnerable to fraudsters, never allow yourself to be rushed into taking action you may later regret.

			The dating scam

			We tend to think of the elderly as being vulnerable, but none are so vulnerable as those who are lonely and looking for love in all the wrong places.

			Tales of both sexes falling for utter cads and being taken to the cleaners are as old as any in the scamming chronicles, but preying on the feelings of hapless prospective partners has been given an extra boost by online dating.

			Dating agencies and websites may be above board in themselves, but no one can vouch for those who register.

			As with so many scams, no one can say with any degree of certainty how many people are duped by bogus lovers because victims are often too embarrassed to complain or they see no point in doing so. The Sunday Times reported that one woman, a 61-year-old health worker who was looking after dementia sufferers – so she was hardly naïve or unintelligent – fell victim to a scammer on an online dating site who claimed to be a high flier with an American toy firm.

			He managed to convince her to hand over £200 for medical treatment, though a high flier would surely be able to find £200 of his own money. She got off lightly. Other lovelorn innocents have been taken for far more. 

			It is hard to advise lovers that they should let their heads rule their hearts, but blind dates do involve meeting strangers about whom you know nothing except what they themselves have put on the website. The further away from you that they live, the easier it is for them to disappear, especially if they come from or live overseas. 

			In particular, if you find yourself in this situation you should be very wary of a partner who asks for money. Worse still is a date who needs cash but says they wouldn’t dream of taking it off you. In this situation you are being softened up so that you may insist on paying.

			If you feel you really must do the decent thing, at least insist on handing the money over directly to wherever it is supposed to be going, such as a medical centre that is supposedly providing the treatment for example.

			If the money is to clear debts, resist the temptation. It won’t solve anything because clearing the debt does not address what got someone into debt in the first place. In these situations debts are generally amassed as a result of an addiction, such as gambling or shopping. Clearing an existing debt provides funds to fuel the addiction. Alternatively, your lover may use the money to do a runner, away from the clutches of creditors.

			If you use dating sites, follow these rules in assessing a potential date:

			
					Don’t hand over money. If you never hear from the date again you know he or she was only interested in your money.

					If you find yourself incurring unexpected costs you are being taken for a mug.

					Be wary if your date seems to be in too much of a hurry to find out confidential information about you.

					Be particularly wary if your date is keen to establish your financial status.

			

			Inheritance scams

			Where there’s a will there’s relations and it seems that blood is not always thicker than water. Unfortunately there is no such thing as a watertight will, even one that is drawn up by a solicitor.

			As we get older we unfortunately tend to become more vulnerable and more lonely, and thus more susceptible to scams that prey on those least able to resist. That unhappy situation is compounded when we are ill, frail or dying.

			A fair proportion of those drawing up or finalising their will are elderly, which means they are vulnerable and open to manipulation. In such areas it is hard to draw a line between taking advantage and outright fraud.

			The first scam in recorded history is a prime example of kick ’em when they’re down. There are lessons to be learnt several thousand years later.

			The earliest scam in recorded history

			Dates in the Bible are a little hazy but the Old Testament has its fair share of unpleasant characters and it seems likely that the earliest recorded financial scam can be found in Genesis, the first book of the Old Testament, in chapters 25 and 27. It is a classic story of kicking not one but two men when they are too weak to fight back.

			Isaac and Rebekah were parents of twin brothers, Esau and Jacob, who were born so close together that Jacob was holding Esau’s heel. Alas, there were no prizes for second place, however close the race. Esau was the first born and therefore under the prevailing custom was entitled to his father’s blessing and the entire inheritance.

			The two brothers rapidly grew apart. Esau was a hunter and the apple of his father’s eye; Jacob was a farmer and a mummy’s boy. They were said to

			He sold his birthright for a mess of pottage

			
			
			
			Smooth and hairy

			
			
			
			
			Believing what you want to believe

			
			
			
			You can’t trust your own mother

			
			
			
			
			Contesting a will

			
			
			
			
			Forged wills

			
			
			
			
			
			
			How the kick ‘em when they’re down scam has changed over the years

			
			
					People are living longer and the rising incidence of dementia means that there are more vulnerable elderly people to prey on.

					The working population is more mobile so communities break down and families live further apart, which means there is less opportunity for us to look out for each other.

					The closure of churches, libraries and pubs, especially in rural areas, has removed a focal point for communities where lonely people can interact.

					The closure of small police stations removes an opportunity for those who suspect they are being conned to talk face to face with someone they can trust.

					In a wealthier society people have more savings and assets to be conned out of.

			

			How we can beat the scammers

			
					It goes against the grain to say this, but we live in an age where we need to be less trusting and more cynical. In particular, we need to be suspicious when approached by complete strangers.

					Discuss any approach that will cost you money with someone you know and trust. Very few problems need to be dealt with on the spot so there is no harm in getting a second opinion. Do not be panicked into immediate action.

					Be wary of seemingly free advice. Someone usually ends up paying so make sure that person isn’t you.

					Befriend any vulnerable person you know and tell them to contact you if they receive any unsolicited approach. Talking things over helps potential victims to see through scams.
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