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FOREWORD
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Twenty-five years ago, I walked out of the United States Air Force and into a civilian job market that had no roadmap for someone like me. I had technical training, military discipline, and a determination to build something significant — but I had no senior woman in cybersecurity I could call. No mentor who had navigated the path from service member to CISO. No one to tell me what the role actually felt like from the inside, what the political realities were, what I would need to know before I needed to know it.

I figured it out anyway. Through two and a half decades of showing up, building programs from scratch, earning credentials at night after my daughter went to bed, presenting to boards of directors, and navigating every room that was not built with a woman like me in mind. I became a CISO. I became the person I had once searched for and could not find.

This book exists because of what I learned along the way — and because I believe that knowledge should not stay locked inside one person’s career.

* * *
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I have been mentoring women in cybersecurity for as long as I can remember. Formally, through programs and organizations. Informally, through the relationships that grow out of shared work and shared community. I speak at schools, at conferences, at industry events, to audiences that range from seasoned professionals to young women who are encountering the field for the first time and trying to understand whether there is a place in it for them.

And what I kept hearing — over and over, in different voices and different contexts, from women at every stage of their career — was the same set of stories. Women who had never been told about the full range of careers available in cybersecurity. Women who had entered the field and found themselves stuck at mid-level, watching less qualified colleagues advance around them, with no one to explain why or what to do about it. Women who had reached senior leadership and were navigating the politics and pressure of the C-suite entirely alone, because there was no one ahead of them on the path who had thought to leave directions.

I know those stories from the inside. I lived most of them, and the one I kept coming back to — the one that cut deepest — was the question of access.

I did not have access to a CISO when I was building my career. There was no senior woman in the field I could call and ask: what does this role actually feel like? What do I need to know before I walk into it? What are the things nobody will tell me? I figured it out through twenty-five years of experience, through mistakes and recoveries and the particular education that comes from being the only woman in the room long enough to understand how the room works.

That knowledge — accumulated over a career, tested in real conditions, refined through years of mentoring women one conversation at a time — resume by resume, negotiation by negotiation, promotion by promotion — existed only in my head and in the individual conversations I was able to have one person at a time. It was not reaching the women who needed it most. It was not reaching the young woman in the back row of the school auditorium who did not yet know that a career like this was possible for her. It was not reaching the mid-career professional who was doing the work of a CISO without the title or the compensation and did not know she had options. It was not reaching the aspiring executive who was one honest conversation away from making a decision that could change the trajectory of her career.

I decided to do something about it.

* * *
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This book is the mentor I did not have.

It is built on twenty-five years of experience in information security — from help desk to CISO, from the United States Air Force to Fortune 500 companies to national healthcare organizations serving over one hundred million patients. It is built on the certifications I earned while studying at night after working long hours, on the board presentations I gave, the budgets I managed, the breaches I navigated, and the teams I built from scratch. It is built on the mentorship conversations I have had with many women at every stage of their careers, on the questions they asked that nobody else was answering, and on the hard-won knowledge that I believe every woman in this field deserves to have.

I hold the CISSP, CRISC, CDPSE, Security+, and Network+. I have a Master's degree in Cybersecurity and Information Assurance and a Bachelor's degree in Cybercrime Investigation. I am a United States Air Force veteran, a published researcher, the author of AI for Beginners in the Digital Age, and a Co-Founder of TrustDossier TM, a third-party risk attestation tool. I have led security programs across healthcare, government, and technology — built them from nothing, scaled them through growth, and handed them to the next generation stronger than I found them. 

I tell you this not to impress you, but to answer the question you should always ask when you pick up a book that makes claims about your career: why should I trust this person? That is a reasonable question. It deserves a specific answer; and the specific answer is: because I have done this work, for a long time, in real conditions, and I have spent the years since learning how to pass on what I know.

* * *
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I want to be clear about what this book is and what it is not.

It is not a book that will tell you cybersecurity is easy, or that the path to the top is without obstacles. This book names them directly, because I believe that a woman who is fully informed is a woman who can prepare. Knowledge is not discouragement. Knowledge is armor.

It is not a book that will tell you the ceiling is fixed. It is not. I have moved it, and so have the women I have mentored and sponsored, and so can you.

It is a book for the woman who is just starting out and does not know where to begin. For the woman who is mid-career and can feel the walls above her without being able to name what they are. For the woman who is close to the top and doing it alone. For the veteran who served her country and is now trying to figure out how to translate that service into a civilian career. For the career changer who came from somewhere unexpected and is wondering whether the detour disqualifies her. For every woman who has ever been told, explicitly or implicitly, that this field was not built for her. It was. And this book will show her how to claim her place in it.

* * *
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The gap I kept encountering in my mentoring work — the unanswered questions, the missing roadmap, the absence of an honest, experienced voice willing to say everything out loud — that gap is what this book exists to close.

Twenty-five years of hard-won knowledge lives in these pages. I wrote it down so you would not have to earn it all the way I did — the long way, alone, without a map. Because the opportunities in this field should not remain in the shadows. Because the next generation of women in cybersecurity deserves the full picture, from someone who has lived it.

Because I had knowledge worth sharing, and I chose to share it.

And because I want nothing more than to watch you succeed. Go build something extraordinary.

* * *
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Roberta Anderson, CISSP, CRISC, CDPSE, Security+, Network+

VP of Information Security | CISO | Author | Speaker
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INTRODUCTION
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The Field That Needs You

Right now, somewhere in the United States, a company is being breached. A hospital's patient records are being held for ransom. A city's power grid is under attack. A family's savings are being drained from an account they thought was secure.

And right now, there are 4.7 million unfilled cybersecurity jobs worldwide.

Those five facts are not unrelated.

* * *
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I didn't plan to spend my career standing between the bad guys and the rest of the world. My original plan was medicine. I was pre-med — organized, driven, certain about my future — until the moment I wasn't. My father died because of a medical error, and in that grief, something shifted in me. Not away from wanting to protect people, but toward a different understanding of what protection could look like.

I joined the military. I studied to be a linguist, learning to read between the lines of things — in language, in intelligence, in the spaces where information lives and where it can be weaponized. Eventually, I found my way to information security. Over the next two decades, I built a career that took me from security administrator to Chief Information Security Officer, from the Air Force to the City of Colorado Springs to some of the most complex healthcare environments in the country.

I earned my Security + and Network +. Then my CISSP. Then my CRISC. Then my CDPSE. I led teams of twenty-plus people. I presented to boards of directors. I sit on the board of directors. I built security programs from scratch. I protected the data of more than one hundred million patients.

And throughout all of it, I was usually the only woman in the room.

* * *
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The Numbers That Should Alarm Us

Here is what the data tells us about women in cybersecurity in 2025:

Women make up just 22 percent of the global cybersecurity workforce, according to the ISC2 2025 Cybersecurity Workforce Study — a figure that has barely moved in years. In the United States, that number drops to 18.3 percent. And while 55 percent of women in the field hold managerial positions or higher, only 7 percent have reached the C-suite.

Seven percent.

Meanwhile, the cybersecurity skills gap continues to widen. Organizations need people — qualified, credentialed, experienced people — and they cannot find enough of them. The profession has a talent problem and an untapped pipeline sitting right beside it. Closing even a fraction of that gap requires making the field more accessible, more visible, and more welcoming to women who have the aptitude and the drive but have not yet seen a version of this career that looks like them.

The data also points to something worth naming honestly: 42 percent of men in cybersecurity say they are unaware of any significant barriers for women. This is not an indictment — most people are simply not aware of what they have not experienced. But it does mean that the women who are navigating bias, pay gaps, and rooms where no one looks like them are often doing it without their colleagues fully understanding what that navigation costs. Awareness is the first step toward change — and it is growing. The industry is having conversations today that it was not having ten years ago, and the women coming up now are not doing it as alone as the women who came before them.

This book exists to facilitate that.

* * *
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What This Book Is — and What It Is Not

This is not a book about what is wrong with the cybersecurity industry. That book has been written. The problem has been named, documented, and lamented in conference panels, LinkedIn posts, and annual workforce studies. You already know the problem. You may be living it right now.

This is a roadmap.

This is the book I wish I had when I was starting out — when I was fresh out of the military trying to figure out how to break into a field that was still pretty new for women. When I was a mid-career professional hitting invisible walls. When I was preparing for my first board presentation and had no senior woman to call and ask: how do I do this? What do I say? How do I walk into that room and make people listen?

This book is practical, specific, and honest. It is built on data — the latest ISC2 workforce research, salary benchmarks, certification guidance, and the hard statistics about where women advance and where they stall. And it is built on my own experience, including the parts that were not clean or linear or easy to talk about.

I will tell you objectively which certifications are worth your time and money, and which ones are not. I will tell you how to negotiate a salary when the market data is on your side but your confidence is not. I will tell you how to survive being the only woman in the room, how to find a sponsor — not just a mentor — who will put their name on the line for you, and how to build a diverse team. 

And I will tell you that the non-traditional path — the one that goes through a loss, or a language, or a military base, or a career pivot you didn't plan — is not a liability. It is often exactly the thing that makes you exceptional.

* * *
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Who This Book Is For

This book is for the woman who is considering cybersecurity and has no idea where to begin. It is for the woman who is five years in and starting to wonder if the ceiling above her is real. It is for the woman who is good at her job and knows it and is tired of having to prove it twice.

It is for the veteran who served her country and is now trying to translate that service into a civilian career. It is for the career changer who came from healthcare, or finance, or law, or a completely different field, and who brings skills that the industry needs but does not always recognize. It is for the young woman at the school where I come to speak, sitting in the back row, wondering if someone like her belongs in a room like this.

The answer is yes — you belong — and this book will show you how to claim your place.

It is also — I want to say this clearly — for the men and organizations who want to understand what their women colleagues are navigating and what they can do to help. Not performative help. Real help. The kind that shows up in hiring decisions, promotion conversations, and pay scales.

* * *
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How to Use This Book

Breaking the Firewall is organized as a career roadmap, moving from the earliest stages of entering the field through to reaching the C-suite. You do not have to read it in order. If you are already mid-career, skip to Part Three. If you are a senior leader preparing for the CISO leap, go directly to Part Four. If you are starting from scratch and wondering if this field is even for you, begin at Part One.

At the end of each chapter, you will find a practical toolkit — specific action steps, frameworks, and resources you can use immediately. The appendix includes a full certification roadmap by career stage, salary benchmarking guidance, negotiation scripts, and a curated list of organizations, scholarships, and communities for women in cybersecurity.

Every chapter contains real data — and every chapter contains my story — not because my path is the only path, but because I believe strongly that we learn best when someone is honest with us about how they actually got somewhere, not just where they ended up.

* * *
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One More Thing Before We Begin

I mentor young women at schools in Colorado. I talk to them about careers, about choices, about the world they are walking into. And the thing I say most often — the thing I need to say to you now, before the first chapter — is this:

You do not have to start where you thought you would. You do not have to take the straight line. You do not have to fit the mold that was built before you arrived.

The cybersecurity field needs your perspective, your experience, your intelligence, and your determination. It needs the woman who came from pre-med, and the woman who came from the military, and the woman who came from retail management and decided she wanted to do something different. It needs the woman who is reading this on her lunch break, wondering if it's too late to change.

It is not too late. It is, if anything, exactly the right time.

Let's get to work.

— Roberta Anderson, CISSP, CRISC, CDPSE, Security+, Network+

Colorado
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PART ONE
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Getting In

Nobody hands you a map when you decide to enter cybersecurity. There are a thousand paths in and very little consensus on which one is right. What there is — if you know where to look — is a clear picture of what the field needs, where the opportunities are, and how to position yourself to take them. This section is that map. You don't have to start where you think you do. You just have to start.
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You Don't Have to Start Where You Think
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Non-traditional paths are the norm, not the exception

I had a plan.

It was a good plan. Solid, clear, built on years of intention. I was going to be a doctor. I had wanted this for as long as I could remember — not in the vague, childhood way of wanting to be an astronaut or a princess, but in the way that shapes how you study, what you read, which classes you take, who you tell yourself you are. Medicine was not just a career goal, it was my identity. And my father, my best friend in the world, was the person who believed in me, and did everything he could to get me there.

Then the plan ended. Not gradually, not with warning, but all at once, the way the worst things happen.

My father died because of a medical error. I was home on break when it happened. I was studying to become the kind of doctor who would never make that mistake, and instead I was watching what that mistake could do.

I tried to go back to school. I sat in the same lecture halls, opened the same textbooks, looked at the same equations and diagrams I had always loved. But grief does something to the architecture of your ambitions. The future I had built so carefully no longer looked like mine. Eventually, I withdrew. I was lost in a way I had never been before — not academically, not professionally, but in the deeper sense of not knowing who I was if I was not going to be what I had always planned to be.

I bounced around for a while. I will not pretend otherwise. There was no dramatic moment of clarity, no lightning bolt. There was just time, and grief, and eventually a decision that felt less like a new beginning than like the only door still open.

I joined the United States Air Force. I was following in my father's footsteps.

* * *
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I want to stay with that for a moment, because I think it matters more than it might appear.

I did not join the military because I had a cybersecurity career plan. I did not join because I had researched the field or identified a skills gap or consulted a workforce study. I joined because I had lost my person, and the military was a place where my father had found purpose, and I needed to find mine. The decision was grief and love and an act of following someone I had lost. It was not strategic. It was human.

And it turned out to be one of the best professional decisions of my life.

I had minored in German in college, had studied it since high school, and loved the way a second language rewires how you think — the way it forces you to inhabit a different logic, a different structure, a different way of making meaning. In the Air Force, I was assigned to study Russian and trained as an intelligence linguist. I was learning to read between the lines of things: not just in language, but in patterns, in signals, in the spaces where information lives and where it can be exploited.

And then the Air Force made a decision that changed the course of my career — though it did not feel that way at the time. They wanted me to be a flight linguist. Which presented a problem. Because I am afraid of flying.

I know. I joined the Air Force and I am afraid of flying. I have made peace with the irony. But at the time, this was a genuine problem that needed a practical solution, and so I did what the military trains you to do: I assessed my options and I adapted. I requested to reclass into a different specialty. I was placed into computers.

That is how I got my start. Not because I had a plan. Not because I had identified a passion for technology or mapped out a career in cybersecurity. Because the Air Force needed to put me somewhere, and somewhere turned out to be a computer lab. I was trained in help desk support, network administration, systems administration, and cryptographic systems. Eventually I found my way into security administration — and something clicked in a way it had not clicked since I was a pre-med student who thought she knew exactly where she was going.

I was learning how adversaries think. How information flows. How systems — human and technical — can be compromised. And I was learning it not from a textbook but from the inside of an institution that took these questions seriously in ways the civilian world rarely did.

When I eventually transitioned from the military into the civilian security world, I did not arrive with a computer science degree or a tidy career ladder behind me. I arrived with hands-on training the Air Force had given me — help desk, networking, systems, crypto, security administration — and with something harder to quantify and, I would argue, equally valuable: discipline, mission orientation, a trained ability to assess risk under pressure, and the kind of resilience that only comes from having already lost something you thought you could not survive losing.

None of that showed up on a standard resume template. But all of it mattered.

* * *
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The Myth of the Straight Line

Here is what the cybersecurity industry will tell you, implicitly or explicitly, about who belongs in this field: someone who studied computer science, who has always loved technology, who maybe took apart computers as a kid, who went directly from a technical degree into an entry-level IT role and climbed steadily from there.

Here is what the data actually shows.

Nearly half of all cybersecurity professionals today came from a different career before entering the field. The 39-to-49 age group now represents 35 percent of new entrants to cybersecurity — a figure that has nearly doubled since 2022. Twenty-seven percent of employers actively recruit from non-computer science backgrounds. And 94 percent of cybersecurity professionals surveyed believe their employers could do more to consider candidates from non-traditional paths.

The straight line is a myth. The field is full of people who got here the long way around — through the military, through healthcare, through finance, through law, through careers that ended and doors that closed and unexpected detours that turned out to lead somewhere better than the original destination.

What the field needs is not uniformity of background. What it needs is diversity of perspective, transferable skill, and the kind of real-world judgment that comes from having navigated complexity in other domains. A military intelligence specialist who learned to find patterns in signals and noise. A nurse who understands how healthcare data flows and where it is vulnerable. A lawyer who can read a contract and spot where liability lives. A military veteran who has led teams under pressure and knows how to manage risk when the stakes are real.

These are not consolation prizes for people who could not make it through a traditional path. These are genuine competitive advantages — and the industry is slowly, imperfectly, beginning to recognize them as such.

* * *
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What You Already Have

Before we go any further into certifications, career tracks, and strategy, I want to ask you to do something that may feel uncomfortable: I want you to take seriously what you already bring.

Not what you wish you had. Not what the job description asked for. What you actually have, right now, from wherever you have been.

Because here is what I have observed in two decades
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