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Preface

Artificial Intelligence (AI) burst onto scene in late 2022 when OpenAI released ChatGPT. Suddenly, it seemed that AI was everywhere, being rolled out into consumer applications and providing eye-popping gains in functionality. And in 2024-25, agentic AI burst on the scene with the promise of fully automating business processes from end-to-end.

However, AI is not new; it has been part of the scientific, academic, and business consciousness for over eighty years and utilized in commercial software applications for over forty years. Since the cryptographers and mathematicians of the Second World War set their sights on using algorithms to understand human communication and thinking, we have been pursuing the realization of artificial humans and robots, envisioned a century before by fanciful dreamers.


Thesis

What is needed for organizations to capitalize on the capabilities of AI, yet manage the potential morass of issues and challenges, is a basic ‘playbook’ that spells out what key functions must accomplish at each phase of the AI development lifecycle. And that is what this book does, spelling out the required tasks methodically and simply.

Following the introductory seven chapters, which offer some basic definitions and information on standards and models, we have structured the book around the Information Governance Reference Model (IGRM), which has as its core facets data privacy, cybersecurity, IT, legal, risk management, records and information management (RIM), and business units. We have added a crucial chapter on the role of Audit in AI Governance, because without regular audits, there is no objective way to know how well the AI program rollout is hitting its metrics and addressing its stated business objectives.

The premise of this book is this: due to the present and future volume, variety, and velocity of data in organizations, governing it with Information Governance (IG) principles, tools, and Best practices is no longer optional. A focus on a major aspect of an AI initiative, such as data privacy or IT, will not yield a functioning system that a holistic approach will provide. To the contrary, deploying and employing effective IG mechanisms may be the single most important strategic initiative organizations must undertake in the coming decade. Get the balance of people, process, rules, and technology tools right, and your organization may flourish from gains in efficiency and effectiveness. Get this balance wrong, and your organization has a chance of fading away like Blockbuster or Kmart, or publicly imploding like Enron or FTX. Never before has the need for IG been greater than right now, regardless of when your ‘right now’ is occurring.

Fortunately, the tools, techniques, and tactics of IG are well-defined in the post-pandemic era, as scalability has been a driving goal of IG. Much like the rules, tools and frameworks of the world of finance are applicable regardless of an organization’s size, so too do the tenets of IG scale both up and down, regardless of your organization’s size. The key differentiator with effective use of IG is effectively deploying IT, and this is especially true when it comes to the deployment of a promising, yet potentially dangerous technology set called AI.

We once heard a saying that reflected the mindset that is required here: “Why do racing cars have brakes?” The answer? “So that they can go faster.” Indeed, effective, strategic IG allows organizations to process information faster, produce results sooner, identify issues before they grow out of hand, and provide a degree of confidence required by executives in times of transformational change. This latest wave of information technology, punctuated by Generative Artificial Intelligence, Quantum Computing, Sustainable computing, and Zero Trust Security does not merely leverage effective IG, they depend upon it. Implementing any of these technologies without first having strategic IG is akin to subscribing to Netflix, Amazon.com, and Spotify without first having a connection to the Internet.



Purpose

In this book, which reflects the new realities of generative AI, we provide a structured approach, a construct based on IG models and Best Practices, which provides a framework for how to implement an effective, efficient program for the governance of AI. It is a balanced, holistic, cross-functional approach. We identify the key areas that must be considered, those aspects of each that determine the most effective solution for your organization, and the key factors for implementation and operational success throughout key phases of the AI development lifecycle. Again, effective IG is inherently scalable, so once you tailor it to your organizational needs, the framework should provide results that are specific to your organizational scenario.

And this approach has been proven in practice, as participants in the Certified Information Governance Officer in AI (CIGO/AI) training program from the CIGO Association (cigoa.org) have utilized this approach, with Leading organizations including many Fortune 1000 companies and major law firms have successfully governing their AI programs. In fact, the core content of this book comes from the CIGO/AI training and certification program.

Further, it is our goal not only to describe the “how” of IG for AI, but, more importantly, to explain the ‘why’ of IG for AI. For each of the techniques, tools, and tactics we outline, we provide the context behind their use. We believe that this understanding is critical in creating organizational as well as executive buy-in.



Goals

There are five main goals of this book; to present and explain:


	1. What Information Governance is in context of AI program implementations.

	2. Why Information Governance is a strategic imperative for AI in the coming decade.

	3. Who should be involved in the strategic deployment of AI governance in your organization.

	4. What each core function must accomplish at each phase of the AI development lifecycle.

	5. How to implement an efficient and effective AI governance strategy in your organization.



We hope you will use this playbook we have constructed to implement AI in your organization ensuring it is secure, controlled, and best of all, optimized to meet your AI program objectives.






1 AI’s Great Potential—and Governance Challenges

Most organizations today are using or considering artificial intelligence (AI) to streamline operations and improve business outcomes. In a recent survey, over 75 percent of companies globally have adopted AI technologies.1 Furthermore, over 70 percent of organizations are using generative AI (GenAI) in at least one business function, and this continues to expand, demonstrating its rapid increase in adoption. And according to CFO.com, more than half (52%) of surveyed senior corporate leaders at companies that use generative AI, said they’ve also begun to leverage AI agents, and this is expected to continue to climb to 80% or more by 2027.

As the excitement surrounding AI applications escalates, dominating the headlines and spurring discussions, challenges remain for organizations to effectively implement responsible AI models in real-life scenarios. Surprisingly, only about half of AI initiatives progress from the initial pilot phase to full-scale production.2 So there is much work to do.


What Is AI?

AI is a field of computer science that creates systems which can perform tasks that typically require human intelligence. These tasks include learning, reasoning, problem-solving, understanding natural language, perception, and even interacting with the environment. AI technologies, ranging from machine learning algorithms to advanced robotics, have demonstrated remarkable capabilities in various domains, transforming industries and enhancing efficiency.

The foundation of modern AI lies in the utilization of machine learning algorithms.3 Within the realm of AI, there exist pivotal subfields, including, but not confined to:


	Generative AI (GAI): Referring to systems that employ data models to generate novel responses in the form of content, such as text, images, audio, software code, and other data modalities. These applications are typically trained on extensive real-world data and can approximate human-generated content from various prompts. Examples of GAI include OpenAI’s ChatGPT, Microsoft’s Copilot, Google’s Gemini, Anthropic’s Claude, and others.

	Machine Learning (ML): This type of AI software can continuously “learn” from outputs it generates, without human intervention. ML involves the creation of software components (models) that empower computers to discern and contextualize patterns in data without the need for explicit human programming of rules. Applications of ML can produce predictions, recommendations, or decisions based on statistical reasoning.

	Natural Language Processing (NLP): NLP involves the analysis and extraction of information from diverse human language sources, including text, images, videos, and audio data. It is commonly employed for language classification and interpretation. Many NLP applications not only process natural language but also generate content that emulates it.



To characterize generative AI, which has taken the world by storm since OpenAI released ChatGPT in November 2022, generative AI creates entirely new content based on patterns and structures learned during its setup and training.

Generative AI has found applications and use cases across industries, and its capabilities include content creation, text-to-speech synthesis, art/graphics generation, video creation, and more. Basically, you can ask a GAI system a question (a prompt), and it will give you an answer. However, the answers can at times be wildly incorrect (yet often convincing), referred to as “hallucinations.” When this occurs, AI developers must reassess their approach to model setup and training and also examine the training data that was fed into the system for clues as to why the misfires are happening.

The capabilities of generative AI also raise ethical concerns, particularly in terms of generating realistic deepfake videos, text manipulation, or other content that could potentially be misused. As the field continues to advance, ongoing research and development aim to strike a balance between leveraging the creative potential of generative AI and addressing associated ethical challenges.

A Large Language Model (LLM) is a type of AI model that is trained on vast amounts of text and data to understand and generate human-like language. It has been posited that OpenAI and Google transcribed over a million hours of instructional YouTube videos to train their AI models, which raises ethical and legal copyright concerns.4

LLMs are characterized by their massive size, often containing billions or even trillions of parameters, enabling them to capture intricate patterns and nuances of language. LLMs are built on neural network architectures (the structural design of artificial neural networks, which includes the layout and connectivity of neurons (or nodes) within the network). These architectures dictate how data flows through the network and how the network processes information, typically using transformer architectures, and are capable of various language-related tasks such as natural language understanding, text completion, translation, and text generation. (Transformer architectures are a type of neural network architecture that has proven highly effective in various NLP tasks and other ML applications. They were introduced in the paper “Attention is All You Need” by Vaswani et al. in 2017. The transformer architecture has since become a foundational building block for many state-of-the-art AI models.)



Mathematics: The Universal Language

Transformers represent a breakthrough in modeling unstructured data such as language, pictures, or video. They work by transforming this unstructured data into mathematical equivalents that are easier for computers to understand. This transformation is based on matrix and vector mathematics, the bane of many engineering and science students in universities and colleges around the world.

From a governance perspective, this underpinning of LLMs represents a challenge, as relatively few professionals have mastery over such higher-order mathematics. While governance of GAI may not require a PhD in vector mathematics, it does require an understanding of the implications of vector mathematics.

Generative AI and LLMs are closely related, as many LLMs fall under the category of generative models. The primary function of these models is to generate coherent and contextually relevant text based on input prompts. They can create new content, complete sentences, or even generate entire paragraphs of text that are contextually consistent with the provided input.



The Appeal of GAI

It is notable that GAI, particularly in the form of LLMs, combines symbolic language and technology in an effort to replicate our humanness. It is not an accident that we find this technology compelling. When interacting with GAI, it is easy to be fooled into believing that we are interacting with another person.

This is both a feature and a bug of GAI. It is a feature because it resonates with neural pathways in our brains that have been created by both nature and nurture over thousands of generations. This makes GAI perhaps the most comforting of information technologies that humans have ever used. The technology seems to mold and yield to us, rather than the other way around. Anyone who has struggled to learn how to write software code knows of the historic difficulties of learning to communicate with earlier generations of information technology. Software has always had the nasty habit of doing exactly what we told it to do, rather than what we wished it would do.

Conversely, GAI is proving adept at understanding the nuance of what we ask of it, and then rendering these desires accurately in software code. If our organizational leaders find GAI compelling, it is because information technology might finally be on the cusp of allowing non-technical employees to produce technology-enhanced results without the need for highly trained intermediaries.

The downside of this combination is that, due to its familiarity and ease of use, GAI may fool us into a false sense of security and comfort. As we become ever more reliant on GAI systems, we will also become less and less able to confirm if it is telling us what we want to hear, rather than what we need to hear. Like a good friend trying to lessen the blow of some bad news or ill fortune, we must be cautious about believing everything that GAI tells us. This is where Information Governance (IG) professionals must step in and play the role of “adult in the room.” The more we come to depend upon AI, the more we must remain vigilant of its use. Strict guardrails are needed, including AI Acceptable Use Policies, standards, frameworks, and models.



AI Wins in Daily Life

Award-winning science fiction writer William Gibson once said, “The future is already here but it’s not evenly distributed.” It is almost a certainty that you are already interacting with AI systems on a daily, if not hourly, basis. AI programs have been delivering significant business value for well over a decade. They are already deeply integrated into the lives of billions of people in developed nations. Some everyday examples of successful AI programs that have added significant value to businesses across different industries include:


	1. Amazon’s Recommendation System
Amazon’s AI-driven recommendation system analyzes customers’ browsing and purchase history to suggest products they might be interested in. It also adjust pricing according to your past purchases and browsing history. This has substantially increased sales, customer engagement, and profitability.

	2. Netflix’s Content Recommendation
Netflix employs AI algorithms to recommend TV shows and movies to its subscribers. These personalized recommendations play a crucial role in retaining and attracting customers and increasing their viewing time.

	3. Google’s AdWords
Google’s AdWords platform uses AI to match ads with relevant keywords and audiences, maximizing the effectiveness of online advertising campaigns. It is a major revenue driver for Google.

	4. IBM Watson in Healthcare
IBM Watson uses AI in healthcare settings by assisting clinicians with diagnosing diseases and suggesting treatment options. It can process vast amounts of medical data to help healthcare professionals make informed decisions.

	5. Tesla’s Autopilot
Tesla’s Autopilot system uses AI and machine learning for autonomous driving. It enhances safety and driving efficiency, and it is a key feature that attracts customers to Tesla vehicles.



These examples showcase the versatility and impact of AI across different sectors, from e-commerce and entertainment to healthcare and transportation. AI deployments have not only added value to these businesses but have also transformed the way they operate and interact with their customers.



Emerging Consumer-Facing AI Apps

Although AI has been around in basic forms for more than half-a-century, one of the biggest reasons for the recent frenzied buzz about AI is its move into consumer markets. As the examples above indicate, most implementations of AI thus far have been in highly controlled use cases, using carefully curated data, and maintained under strict control of the owner.

However, in 2022 OpenAI changed this paradigm forever when they released the LLM, Generative AI tool, ChatGPT, to the open market. With this one move, enterprise-scale AI tools went feral, allowing end users to interact with this technology whenever, however, and wherever they chose. Employees are using it to generate policy drafts, attorneys are using it to summarize documents and depositions,5 and even soccer moms are using it to plan picnics and outings. This has fueled intense interest (and fear) in consumers for AI applications.

Some examples of newer consumer-oriented versions of AI include applications that can create an AI voice from scratch or even replicate your own voice; create professional videos from a written script where users can add realistic AI voices and matching footage and images from a licensed library of images, and add music in a few clicks; transform any input into slides, making it sort of the next-generation PowerPoint; transcribe spoken words with high precision; redesign photos by harnessing the power of AI to add color, enhance, and repair pictures, even having the capability to animate people in old photographs, giving them a fresh, lively appearance.



The Tremendous Potential of AI Programs to Build Business Value

Nearly all of the most valuable companies in the world earned their place at the top of the world’s economy over the course of the last fifteen years. Simultaneously, all of them have adopted and implemented enterprise-scale data analytics and ML (also known as AI) into both their operations and their value-added products and services. While the relationship between the use of AI and value creation may not be causal, there is no doubt that it is highly correlated.

AI deployments add value to businesses and various sectors through several key mechanisms. First, AI excels in automation, handling repetitive and time-consuming tasks far beyond basic business process automation or robotic process automation (RPA). This not only increases efficiency but also frees human resources for more strategic and creative work, leading to cost savings and improved productivity.

Another significant contribution of AI is in data analysis. AI can rapidly process and analyze vast amounts of data, uncovering patterns, trends, and insights that would be challenging for humans to discover, especially in a short timeframe. This capability informs data-driven decision-making for knowledge workers.

AI also enhances personalization. Businesses can offer personalized experiences to customers, such as product recommendations, content, and marketing messages, thereby improving customer engagement and satisfaction and boosting revenues.

Predictive analytics is another area where AI proves invaluable, as it can forecast future trends, customer behaviors, and market shifts. This helps organizations make proactive decisions, optimize inventory, and reduce risks. It is also used in e-Discovery reviews during civil litigation.

In the realm of customer service, AI-powered chatbots and virtual assistants provide 24/7 support, answering common questions and handling routine tasks. This enhances customer service and reduces response times.

AI also contributes to quality control by operating in real - time to identify defects, errors, or anomalies during production, thereby reducing waste and production costs.

In healthcare, AI assists in improving the accuracy diagnosing diseases, analyzing medical images or X-rays, and predicting patient outcomes, which leads to better patient care and more efficient healthcare delivery.

The financial services sector benefits from AI through improved fraud detection, risk assessment, and trading strategies, resulting in more secure transactions and better investment decisions.

Supply chain optimization is another area where AI makes a significant impact by optimizing inventory levels, predicting demand, and improving logistics, which leads to cost savings and enhanced customer service.

In terms of energy efficiency, AI optimizes energy consumption in industries, equipment, and buildings, reducing costs and environmental impact.

The education sector also benefits from AI, as it provides personalized learning experiences, adapts content to individual students, and assesses their progress, thereby improving educational outcomes.

In research and development, AI accelerates scientific research by processing large datasets, simulating experiments, and identifying potential drug candidates, potentially leading to breakthroughs in various fields.

AI enhances safety and security by improving security systems, identifying threats, and detecting anomalies, which bolsters public safety and safeguards critical infrastructure.

Finally, in the development of smart cities, AI optimizes traffic management, energy consumption, waste management, and public services, making urban areas more efficient and sustainable.

In essence, AI’s ability to rapidly process and understand data, automate tasks, and make predictions or recommendations empowers organizations to make informed decisions, enhance customer experiences, and achieve operational efficiencies. This ultimately adds substantial value across industries and applications. AI allows organizations to combine and optimize the very best characteristics of both humans and machines to produce optimal outcomes predictively in a lower-cost structure. The commercial and indeed ethical implications of this power are profound.



To Maximize Value and Reduce Risks, AI Programs Must Be Governed

In Steven Spielberg’s movie “Jurassic Park,” the two protagonists were arguing over the wisdom of bringing dinosaurs back to life in modern times. While the creator of the dinosaurs argued that his scientists had achieved things that had never been done before, Jeff Goldblum’s character Dr. Ian Malcolm famously retorted, “Yeah, yeah, but your scientists were so preoccupied with whether or not they could, that they didn't stop to think if they should.” While prominent technologists may argue over the efficacy and safety of AI, the fact remains that this Pandora’s Box was opened long ago. We cannot undo the use of this technology; the best we can achieve now is to properly govern and control it.

While technological advancements in AI software design and hardware processing capability hold immense promise, they at the same time give rise to a myriad of critical concerns, spanning safety, accountability, ethics, intellectual property rights, fairness, accuracy, bias, explainability, and privacy. As AI continues its evolution, seamlessly integrating into our daily lives and the physical world around us, the risks associated with its proliferation are destined to multiply.6



Issues in Training AI Models

Take the example of a company in Finland using prisoners to train their AI model.7 While the lure of cheap labor may be attractive, the fact that the prisoners are paid a small hourly wage, rather than compensation based on quality, is inherently problematic. Prisoners naturally may have biases against the society that imprisoned them, and those biases most certainly could be expressed in their answers as they train the AI model. One must ask, “What could go wrong here?” Bias in AI models is a crucial issue that must be addressed so that we, as a society, develop AI models that are accurate, responsible, and ethical.

AI model training presents a range of challenges, both technical and organizational.8 Here are some common issues faced by organizations today:


	1. Algorithm-Related Challenges
The algorithm forms the main structure of an AI model. Selecting the right algorithm is crucial, as different algorithms have varying strengths and weaknesses. Overfitting occurs when a model is too attuned to specific outcomes, missing other relevant results; that is, it cannot properly apply its training to real-world questions and scenarios. This can result from too few or overly homogeneous training data sets. Proper algorithm selection and training are essential to avoid these pitfalls.

	2. Data Set-Related Challenges
Training data sets are the foundation of AI models, dictating their accuracy. Common data issues include:
Imbalanced Data: Biases in training data can skew results. For example, an AI model trained only on shoe data for a clothing retailer will not account for variables related to shirts or dresses.
Insufficient Data: Small data volumes limit predictive accuracy. Adequate training data is necessary to refine outcomes and eliminate biases.
Poor-Quality Data: Low-quality data leads to overall inaccuracies. Ensuring high-quality data sources is a crucial first step.

	3. Challenges in Hiring Skilled Talent
Developing AI models requires a team with specialized skills across technical disciplines. The high demand for AI talent makes hiring competitive. Organizations must move quickly to secure qualified professionals and may need to demonstrate their commitment to AI development, such as by establishing an AI center of excellence. A lack of experienced personnel can derail projects, leading to chronic inaccuracies or failure to complete initiatives.

	4. Project Management Challenges
Managing AI projects involves balancing technological, financial, and resource scheduling aspects. Effective communication is vital, as project managers must coordinate with various teams, including IT, legal, privacy, data science, security, risk, and end users. Misaligned expectations, often fueled by popular misconceptions about AI capabilities, need to be managed through clear communication about the project's goals and limitations.

	5. Data Management and Security Challenges
Data security is a significant concern at all stages of AI training. Issues include:
Data Access and Ownership: Defining who has access to training data and results, and who manages the process, is essential. Sound data management strategies, like role-based access, are necessary to prevent logistical and security issues.
Data Privacy and Security: Training data sets may contain sensitive information. Ensuring data privacy and security through encryption and data cleansing, as well as addressing standard cybersecurity concerns, is critical.

	6. Hardware and Software Challenges
AI model training requires substantial hardware and software resources. Limitations in computational power, storage capacity, software compatibility, and scalability can impede progress. IT departments need to ensure they have high-performance servers, ample storage, and compatible software tools and frameworks to handle large datasets and complex models, particularly for intensive projects.





Overcoming AI Model Training Challenges

Successfully navigating these challenges requires careful planning, efficient resource use, and consistent, inclusive communication. Technical solutions like data augmentation, regularization, and transfer learning (as described below) can address common issues. Organizational strategies such as establishing clear communication channels, fostering a culture of collaboration, diverse teams, and encouraging continuous learning are also crucial.

Organizational Solutions


	Establish Clear Communication Channels: Promote open communication about project goals and progress.

	Create Diverse AI Governance Teams: Including employees of various races, age groups, genders, and ethnicities will help foster a more inclusive approach and help to avoid bias and unfairness in setting up hyperparameters (those parameters and decisions made to set up the AI model initially, that do not change with new training data), selecting and processing training data, and AI query outcomes.

	Foster a Culture of Collaboration: Encourage constructive debate and respect among team members, and include multiple perspectives when arriving at decisions.

	Encourage Continuous Learning: Stay updated on AI advancements and integrate new strategies, skills, methods, and technologies into ongoing projects.



Technical Solutions


	Data Augmentation: Generating additional training datasets to enhance model training and to offset any tendencies toward bias or unfairness.

	Regularization: Techniques to mitigate overfitting (where the model performs well on training data queries but does not generalize well in live, real-world use) and improve model accuracy.

	Transfer Learning: Using existing algorithms as starting points for new projects, adapting successful models to new contexts.



By addressing both organizational and technical challenges, organizations can improve their AI model training processes and achieve more accurate and effective outcomes.



Introducing AI Governance

The rapid advancement of AI raises significant ethical, legal, and societal concerns, necessitating the implementation of AI Governance.

AI Governance is a multidimensional approach that involves the establishment of policies, processes, and frameworks to guide the ethical, legal, and societal aspects of developing, deploying, and using AI technologies. The need for AI Governance arises from several critical factors:


	1. Ethical Considerations: AI systems can impact individuals, communities, and societies in profound ways. Ethical concerns may include issues related to bias and fairness, transparency, accountability, privacy, and the potential for discriminatory outcomes. AI Governance frameworks or “guardrails” are essential to ensure that AI technologies are developed and deployed ethically, taking into account the broader societal impact.

	2. Legal Compliance: The use of AI often involves handling sensitive data and making decisions that have legal implications. AI Governance establishes legal frameworks to protect consumer rights, ensure fair and responsible use, and address potential risks. Compliance with existing laws and the creation of new regulations specific to AI are crucial elements of governance.

	3. Societal Impact: AI technologies can have wide-ranging effects on employment, education, healthcare, and other societal aspects. AI Governance aims to mitigate negative impacts, promote positive contributions, and ensure that the benefits of AI are distributed equitably. It also addresses concerns related to job displacement, algorithmic decision-making, and the digital divide.

	4. Security and Safety: As AI systems become more sophisticated, ensuring their security and safety is paramount. Governance frameworks help establish standards for cybersecurity, data protection, and system reliability. This is particularly important in critical applications such as autonomous vehicles, healthcare diagnostics, finance, and defense systems.

	5. Transparency and Accountability: Building trust in AI systems requires transparency about their functioning and accountability for their actions. Governance mechanisms ensure that developers and organizations are transparent about their AI algorithms, disclose potential biases, and take responsibility for the consequences of their AI applications.

	6. International Collaboration: AI technologies often operate across borders, requiring global cooperation to establish consistent standards and regulations. AI Governance facilitates collaboration between governments, businesses, researchers, and international organizations to harmonize policies and address global challenges associated with AI.



In summary, AI Governance is essential to harness the potential benefits of AI while providing guidelines to mitigate risks and ensure ethical, legal, and societal considerations are prioritized. By involving stakeholders from various domains and fostering international collaboration, AI Governance frameworks contribute to the responsible development, deployment, and use of AI technologies in a manner that aligns with human values and societal well-being.



The Role of Governments, Business, Researchers, Society, and Users

Governments play a crucial role in AI Governance by establishing regulatory frameworks to govern AI development and deployment. They enforce laws protecting consumer rights, ensuring fairness, and addressing potential risks.

Collaborating with international bodies to harmonize AI regulations across borders is also a key aspect. Examples include the EU Artificial Intelligence Act,9 passed in 2024, which was the first comprehensive regulation on AI by a major regulator. The Act assigns applications of AI to three risk categories (Unacceptable, High-Risk, Others); the General Data Protection Regulation (GDPR), which went into effect in 2018 and sets standards for privacy and data protection impacting AI systems handling personal data; and the Algorithmic Accountability Act of 2023 in the United States, which focuses on addressing bias and discrimination in AI algorithms. It requires companies to assess the impacts of the AI systems they use and sell, creates new transparency about when and how such systems are used, and empowers consumers to make informed choices when they interact with AI systems.

Businesses contribute to AI Governance by developing and adhering to ethical AI practices in their applications. They implement governance frameworks within their organizations to ensure responsible AI use and collaborate with industry peers and policymakers to contribute to the development of AI standards. Examples include IBM’s AI Ethics Principles, emphasizing transparency, accountability, and fairness in AI technologies; and Google’s AI Principles, outlining their commitment to ethical AI.

Researchers have a crucial role in AI Governance, conducting research to understand the ethical implications, risks, and societal impact of AI technologies. They develop best practices and guidelines for responsible AI development and engage in interdisciplinary collaboration to bring diverse perspectives to AI Governance. Examples include the Fairness and Abstraction in AI (FAAI) Research Group focusing on addressing biases in AI systems and the Partnership on AI (PAI), a consortium of companies and organizations collaborating to address ethical challenges in AI.

Civil society advocates for transparency, accountability, and ethical considerations in AI systems. Monitoring and raising awareness about the societal impact of AI technologies, they engage in public discourse to ensure diverse voices are heard in AI Governance discussions. Examples include Algorithm Watch, a nonprofit organization analyzing and raising awareness about the impact of algorithms on society, and the AI Now Institute, an interdisciplinary research institute conducting research on the social implications of AI.

International organizations facilitate global collaboration on AI





Apply Proven Information Governance Models and Best Practices to AI Governance



[image: The diagram depicts the Information Governance Reference Model I G R M, highlights the integration of business, I T, security, privacy, and legal sectors around core functions such as create or receive, use, protect, retain, transfer, and dispose. These functions are interconnected, emphasizes the balance of value, risk, and cost in information governance.]








	1. Bias and Discrimination: Without proper governance, AI systems can perpetuate and even amplify biases present in training data, leading to discriminatory outcomes. This can have serious ethical and legal implications and harm marginalized communities. It can also severely impact a company’s brand equity.

	2. Privacy Violations: AI systems might inadvertently infringe on individuals’ privacy by collecting, processing, or sharing personal data without proper or full consent.

	3. Security Risks: Ungoverned AI deployments can become targets for cyberattacks. If AI systems are not adequately secured, they can be exploited, leading to data breaches, unauthorized access, or other security breaches. AI models can also be “poisoned” in that bad actors can insert volumes of erroneous training data to render the model useless, irrelevant or even damaging.

	4. Reputation Damage: Poorly managed AI deployments can result in algorithmic errors or unintended consequences, which can tarnish a company's reputation and trustworthiness and reduce its brand value. Major companies in the AI marketplace have had early missteps due to poorly trained models or overcompensating in attempts to create “politically correct” responses from the AI system or LLM.

	5. Regulatory Compliance Issues: Failing to adhere to data protection and AI-related regulations can lead to legal issues, fines, sanctions, and penalties, which can be costly for businesses while burdening employees.

	6. Loss of Accountability: Unclear responsibility for AI system outcomes can lead to a lack of accountability, making it challenging to rectify issues and assign responsibility when things go wrong. Clear lines of responsibility and tools like a responsibility assignment matrix (RAM), also known as a RACI matrix, can help clarify who on the AI team is Responsible, Accountable, Consulted, and Informed.

	7. Ineffective or Inefficient Operations: Ungoverned AI might not operate optimally, leading to inefficiencies or errors in business processes. These errors can worsen over time, as the model “drifts” in a direction that amplifies biases and mistakes (commonly known as “hallucinations”).

	8. Missed Opportunities: Without proper governance, organizations might underutilize AI’s potential, missing out on opportunities for automation, data-driven insights, and improved decision-making.

	9. Ethical Concerns: AI deployment without ethical guidelines can raise moral questions about the technology's use in various applications, such as surveillance, autonomous weapons, or job displacement. Additionally, questions of data privacy must be kept at the forefront and continually monitored.

	10. Lack of Transparency: Without governance, AI models might become “black boxes,” making it difficult to understand their decisions and leading to a lack of transparency and trust. There are model-agnostic tools that can be used to “demystify” and explain complex models, such as LIME and SHAP values, which we will detail later.






Key Points


	Most organizations today are considering using generative artificial intelligence (AI) to streamline operations and improve business outcomes.

	There are everyday examples of successful AI programs that have added significant value to businesses across different industries from companies like Amazon, Netflix, IBM, and Tesla.

	One of the biggest reasons for the recent frenzied buzz about AI is its move into consumer markets.

	AI's ability to process and understand data, automate tasks, and make predictions or recommendations empowers organizations to make informed decisions, enhance customer experiences, and achieve operational efficiencies.

	While technological advancements in AI software design and hardware processing capability hold immense promise, they at the same time give rise to a myriad of critical concerns.

	AI model training presents a range of challenges, both technical and organizational.

	By addressing both organizational and technical challenges, organizations can improve their AI model training processes and achieve more accurate and effective outcomes.

	Governments play a crucial role in AI Governance by establishing regulatory frameworks to govern AI development and deployment.

	Businesses contribute to AI Governance by developing and adhering to ethical AI practices in their applications.

	International organizations facilitate global collaboration on AI Governance standards and principles.

	Key to the successful deployment of AI applications is an effective Information Governance (IG) program.

	IG is a cross-functional discipline that aims to, “minimize information risks and costs, while maximizing value.”

	AI Governance is an offshoot of IG, and includes a comprehensive framework of principles, policies, regulations, and operational practices that steer the entire lifecycle of AI technologies.

	Without proper AI Governance controls and “guardrails” AI program deployments can suffer from bias, privacy concerns, security issues, compliance issues, and more, which can negatively impact the brand value and reputation of an organization.





Key Glossary Terms















Notes


	1 “The State of AI: Global Survey,” “AI in the Workplace: A Report for 2025,” McKinsey & Company, accessed June 18, 2025, https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai.

	2 “Gartner Survey Reveals 80% of Executives Think Automation Can Be Applied to Any Business Decision,” Gartner, accessed October 17, 2023, https://www.gartner.com/en/newsroom/press-releases/2022-08-22-gartner-survey-reveals-80-percent-of-executives-think-automation-can-be-applied-to-any-business-decision.

	3 “Engaging with Artificial Intelligence,” Australian Signals Directorate, last modified January 24, 2024, https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/governance/engaging-with-artificial-intelligence.

	4 Cade Metz, Cecilia Kang, Sheera Frenkel, Stuart A. Thompson, and Nico Grant, “How Tech Giants Cut Corners to Harvest Data for AI,” New York Times, April 6, 2024.

	5 Liz Christman, “Obtain Fast Insights into Complex Legal Issues with Legal AI Summarization Tool,” Lexis Nexis, April 24, 2024, https://www.lexisnexis.com/community/insights/legal/b/product-features/posts/obtain-fast-insights-into-complex-legal-issues-with-legal-ai-summarization-tool.

	6 Dentons, Spatial Web Foundation, Verses, “The Future of Global AI Governance,” July 2023, p. 5.

	7 Morgan Meaker, “These Prisoners Are Training AI,” Wired Magazine, September 11, 2023, https://www.wired.com/story/prisoners-training-ai-finland/.

	8 Michael Chen, “6 Common AI Model Training Challenges,” OCI, December 20, 2023, https://www.oracle.com/artificial-intelligence/ai-model-training-challenges/.

	9 “What is the EU AI Act?” EU Artificial Intelligence Act, accessed July 16, 2024. https://artificialintelligenceact.eu/.





OEBPS/images/cover.jpg
PLAYBOOK

How to Secure, Control, and Optimize

Artificial Intelligence Initiatives

© ROBERT F. SMALL
and Christopher Surdak, J.D.
——@ ) \%\

& ’ - .> ..... T |||l||>' ......
e 1
N '-.-1.-“ o E

.......






OEBPS/images/fig1.1.jpg
Information Governance Reference Model
(IGRM)

IFIED GOVERN, Ve,

!
ANC
g INg

UBLIC COMMEN]

v4.0 © 2021 EDRM.net





OEBPS/xhtml/toc.xhtml



		Cover


		Half-Title


		Title


		Contents


		Preface


		1 AI’s Great Potential—and Governance Challenges


		2 AI Governance Standards, Frameworks, and Models


		3 AI Governance in the Lifecycle of AI Development


		4 The Role of Records and Information Management in AI Governance


		5 Legal and Regulatory Challenges in AI Governance


		6 Risk Management for AI Implementations


		7 The Role of Privacy in AI Governance


		8 The Role of Cybersecurity in AI Governance


		9 The Role of IT in AI Governance


		10 AI Governance Considerations for Business Units


		11 The Role of Auditing in AI Governance


		Appendix: Additional Legal Citations


		Acknowledgments


		Index


		About the Authors


		Copyright







Landmarks



		Cover


		Half-Title


		Title


		Copyright


		Contents


		Preface


		Appendix: Additional Legal Citations


		Acknowledgments


		Index


		About the Authors








		i


		ii


		iii


		v


		vi


		vii


		viii


		1


		2


		3


		4


		5


		6


		7


		8


		9


		10


		11


		12


		13


		14


		15


		16


		17


		18


		19


		20


		21


		22


		23


		24


		25


		26


		27


		28


		29


		30


		31


		32


		33


		34


		35


		36


		37


		38


		39


		40


		41


		42


		43


		44


		45


		46


		47


		48


		49


		50


		51


		52


		53


		54


		55


		56


		57


		58


		59


		60


		61


		62


		63


		64


		65


		66


		67


		68


		69


		70


		71


		72


		73


		74


		75


		76


		77


		78


		79


		80


		81


		82


		83


		84


		85


		86


		87


		88


		89


		90


		91


		92


		93


		94


		95


		96


		97


		98


		99


		100


		101


		102


		103


		104


		105


		106


		107


		108


		109


		110


		111


		112


		113


		114


		115


		116


		117


		118


		119


		120


		121


		122


		123


		124


		125


		126


		127


		128


		129


		130


		131


		132


		133


		134


		135


		136


		137


		138


		139


		140


		141


		142


		143


		144


		145


		146


		147


		148


		149


		150


		151


		152


		153


		154


		155


		156


		157


		158


		159


		160


		161


		162


		163


		164


		165


		166


		167


		168


		169


		170


		171


		172


		173


		174


		175


		176


		177


		178


		179


		180


		181


		182


		183


		184


		185


		186


		187


		188


		189


		190


		191


		192


		193


		194


		195


		196


		197


		198


		199


		200


		201


		202


		203


		204


		205


		206


		207


		208


		209


		210


		211


		212


		213


		214


		215


		216


		217


		218


		219


		220


		221


		222


		223


		224


		225


		226


		227


		228


		229


		230


		231


		232


		233


		234


		235


		236


		237


		238


		239


		240


		241


		242


		243


		244


		245


		246


		247


		248


		249


		250


		251


		252


		253


		254


		255


		256


		257


		258


		259


		260


		261


		262


		263


		264


		265


		266


		267


		268


		269


		270


		271


		272


		273


		274


		275


		276


		277


		278


		279


		280


		281


		282


		283


		284


		285


		286


		287


		288


		289


		290


		291


		292


		293


		294


		295


		296


		297


		298


		299


		300


		301


		302


		303


		304


		305


		306


		307


		308


		309


		310


		311


		312


		313


		314


		315


		316


		317


		318


		319


		320


		321


		322


		323


		324


		325


		326


		327


		328


		329


		330


		331


		332


		333


		334


		335


		336


		337


		338


		339


		340


		341


		342


		iv








OEBPS/images/logo.jpg
BLOOMSBURY ACADEMIC

NEW YORK « LONDON « OXFORD « NEW DELIT « SYDNEY





