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			Whether you are a fan of technology or simply a fan of great storytelling, you will be captivated by Beyond Everywhere, the heretofore untold story of how the fundamental Wi-Fi connectivity we all rely on came to be. Because of his unique and longstanding position at the very center of the Wi-Fi world, there is no one better than Greg Ennis to tell this dramatic tale, from the very beginnings of Wi-Fi to its surprising explosion across the globe. In this marvelous book, Ennis portrays in captivating detail the pivotal episodes that brought Wi-Fi into our lives and brings to life the key players in the technical and political battles that determined its ultimate victory. Now synonymous with the Internet itself, and with billions of users, the Wi-Fi story has finally been told.

			– Edgar Figueroa, President and CEO, Wi-Fi Alliance, 2007–2022

			 

			In Beyond Everywhere, Greg Ennis eloquently presents the complete story of Wi-Fi–how it developed from a relatively small-scale project to the now ubiquitous technology that enables modern life in the form of streaming video, connected appliances, and Zoom calls with distant coworkers and family members. Ennis was not a detached observer of this drama. He was one of the original developers of wireless LAN technology and for sixteen years served in the chief technical leadership position for the Wi-Fi Alliance. From this ringside seat, Ennis details the many potential minefields that nearly blocked the creation of a worldwide standard. If not for the efforts of Ennis and his colleagues, there would not be the seamless connection we now experience across various devices, localities, and nation states. Greg Ennis narrates this harrowing journey in a way that will reward everyone, from those who have a casual interest in technology to the more serious historians of science.

			– Barry M. Staw, Distinguished Professor Emeritus, Lorraine Tyson Mitchell Chair in Leadership and Communication, Haas School of Business, University of California, Berkeley
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Prologue

			There are over eighteen billion Wi-Fi devices in operation right now, supporting over half of all Internet traffic.

			Each year another four billion are sold.

			It has become the world’s most beloved technology and is so pervasive in our lives it seems to be beyond everywhere.

			This is its story.

			A friend of mine in Santa Monica surprised me several years ago by asking me to participate in what sounded like an eighteenth century salon for Paris intellectuals. Her idea was to gather a group of “creatives” from various disciplines, including artists, architects, and film makers, to talk about the various tools that were important in their creative process. “Are you sure?” I asked her. “You do know I’m an engineer, right?” I was amazed that she included me, as I’ve many times had to stoically listen to disparagements of engineers by those in the arts. But fancying myself a twenty-first century Voltaire, I agreed.

			For a full afternoon, we all met in a conference room of one of LA’s hippest PR agencies. To kick off the conversations, our assignment was to bring some physical object that was a representative tool within our creative process—something the others could focus on as we presented our individual stories to the group. One of the graphic artists brought a color wheel to discuss. When it was my turn to speak, I placed a simple whiteboard marker on the table. “Engineers have this reputation of having no social skills, sitting isolated in their little cubicle.” As I said this, I noticed some heads nodding in agreement. “But in fact, engineering is a highly collaborative activity. And the whiteboard is where the creative juices of the group come together to surface a new idea.”

			Indeed, engineering is a very social, very human pursuit, filled with all the human emotions and frailties—pride, anger, embarrassment, sadness, joy—and this will certainly be true in our story of Wi-Fi, from its inception through its explosive growth. Like an uncontrollable, living wildfire, Wi-Fi burst upon the world, where it is now one of the most massive, most successful, and most significant engineering projects ever accomplished. Today it involves thousands of developers and billions of devices all seamlessly working together, enabling billions of people to engage with each other across the globe while contributing trillions of dollars to the world’s economy.

			The collaborative engineering behind Wi-Fi has taken many forms: individual engineers arguing over the best design approach; competitive companies forming loose alliances to promote a mutually beneficial idea; international standards bodies formalizing a specification; government regulatory agencies trying to do what’s best for their country; and industry trade associations working to ensure that the promise of a specific technology is realized in the marketplace. Yes, the Wi-Fi story is about a technology, but it’s not a dry, technical story—it’s really about the people and their organizations, the characters in the play, major and minor, who drive the plot forward.

			Of course, this is my personal narrative. But I can claim to have been privileged with a unique and central vantage point with Wi-Fi throughout the thirty years of this story. In 1993, it was my proposal—along with two collaborators—that was adopted as the foundation technology for the international standard that was to ultimately become Wi-Fi. In my subsequent role as technical editor of that standard, I developed text for that initial specification and was a key participant during the techno-political battles that eventually yielded the complete Wi-Fi standard. In 1999, I was a central player in the creation of Wi-Fi itself along with the creation of the Wi-Fi Alliance, and then, for the next sixteen years, served in the lead technical position for that key organization as we ignited the Wi-Fi spark and fanned the flames of its explosive global growth. In 2016, serving as Vice President, Technology for the Wi-Fi Alliance, I retired to write this book.

			So I believe my personal story here is a core thread in the history of Wi-Fi. It’s a fun tale—along the way we will be witnessing FBI sting operations, Chinese ping pong matches, Hedy Lamarr, Florida hurricanes, corrupt commodity exchanges, Steve Jobs’s showmanship, the Quebec independence movement, the Sistine Chapel, Olympic torchbearers, hackers, the Chinese Vice Premier, accusations of voting manipulations, and jazz at the Blue Note. But more seriously, I hope that this exposition will prove useful to general historians of technology, because the backstory behind the Wi-Fi explosion is a prime example of how a new technology becomes viral and then ubiquitous—through the intelligence, struggles, arguments, and collaborations of many, many talented people.

			Our genesis story centers on four key dates—when the Wi-Fi wildfire was first ignited and the flames slowly fanned until the conflagration exploded around the planet in 1999:

			May 5, 1985—in the US, the FCC issues a new ruling that designates certain frequency bands for “unlicensed” wireless usage (Chapter 3)

			November 11, 1993—the international standards body responsible for wireless Local Area Networks (the “IEEE 802.11” committee1) votes to adopt a specific proposal as the foundation protocol for the wireless LAN standard (Chapter 13)

			July 9, 1998—the IEEE 802.11 committee adopts a proposal for a new higher-speed variant of the standard, giving us a completed blueprint for what will become known as Wi-Fi (Chapter 17)

			September 15, 1999—Wi-Fi is introduced to the world, along with the Wi-Fi Alliance, at the Networld/Interop trade show in Atlanta, Georgia (Chapter 22)

			The subsequent remarkable growth story—the explosion of the Wi-Fi wildfire across the globe and the challenges that both the IEEE and the Wi-Fi Alliance had to overcome for that growth to continue its acceleration are then covered in the succeeding chapters.

			At various key points in the story, we’ll see that had things gone a different way, Wi-Fi may never have become a reality. Of course, it’s likely that various wireless technologies would still have been developed and used. But the Wi-Fi that we have come to love has a universality that likely would never have emerged in a non-Wi-Fi world. It’s a single standard implemented in tablets, smartphones, laptops, thermostats, printers, TVs, lightbulbs, automobiles, game consoles, and toys; the same protocol is used within homes, shops, offices, restaurants, businesses, factories, airplanes, buses, trains, and public hot spots; your devices connect the same way whether you’re in Beijing, Nairobi, Warsaw, Lima, Alice Springs, or Fargo. Had our Wi-Fi story not progressed the way that it did, the wireless world could very well have fragmented into multiple incompatible domains along any of these dimensions. One of my goals with this book is to convey the amazing amount of dedication and hard work that was required on the part of many talented people to ensure Wi-Fi achieved this universality. But there was also some serendipitous good fortune along the way.

			Allow me a quick apology to my Wi-Fi friends. I haven’t had a chance to consult with everyone with whom perhaps I should have. There will be some with different recollections, and there will be gaps in my story that hopefully someone else can fill someday. The dialogs I’ve inserted are, of course, not absolutely 100 percent accurate; although my personal records are astonishingly complete, I somehow neglected to surreptitiously record all these conversations as they happened. Yet, no one could ever deny that, as they say with so many current films, this book is “based on true events.”

			The names of my many collaborators are scattered throughout the following chapters, and it has been an honor to work with them all. My colleagues in Holland—including Vic Hayes, Bruce Tuch, Angela Champness, and Cees Links—will be seen to play an important role. But I want to especially acknowledge Ken Biba, Wim Diepstraten, Phil Belanger, Sarosh Vesuna, Jeff Abramowitz, Jim Zyren, Qiumin Hu, and Edgar Figueroa. I’ve had many pleasant whiteboard arguments with each of them, and they are all major heroes in the Wi-Fi story.

			And to my lovely wife Michalene—thank you for never tiring of telling me, “You should be working on your book.”

			 

			Mariposa, California

			November 2022





PART ONE

			Pork Bellies and Yen Futures

			in which an FBI sting operation begins our Wi-Fi story





CHAPTER 1

			A Wireless Net for Commodity Traders

			There’s corruption in Chicago, so Ken gives me a call

			It started with a crime. And here I am, at the scene of the crime, being told to keep my arms down or I might end up with a truckload of pork bellies delivered onto my driveway.

			It’s May 23, 1990, and we’ve been granted special permission to tour the commodities trading floor of the Chicago Board of Trade—affectionately known as CBOT. It’s absolute chaos; the noise is deafening. There must be a thousand people in this cavernous room. Scattered around are the various trading pits—actually not sunken pits but raised octagonal areas in the floor—inside of which the traders shout at each other for no apparent reason, since it’s impossible for them to hear themselves. Their real communication seems to be via hand signals—they wave their hands in coordination with their yelling, a special language that establishes pricing offers to buy or sell. Pork bellies, orange juice futures, corn options, cotton…yes, all the commodities you’d expect, but also Swiss franc securities, yen futures, billions in world currencies transferred in an instant from account to account, traded just like soybeans.

			The crime? Well, it happened a year before my visit. And now that I’m witnessing this chaos, it’s obvious to me how easily such a crime could have gone down. In this den of greed, hiding within the cacophony, fraudulent traders had been skimming from their client accounts, until 1988 when the FBI set up a sting operation called Operation Sourmash. And on August 2, 1989, United States Attorney General Richard Thornburgh announced forty-six individual indictments on counts including racketeering, fraud, and lying to federal agents.

			But it wasn’t just the corrupt traders who got stung by the Feds. The Chicago Board of Trade itself and its sister trading floor, the Chicago Mercantile Exchange,2 were both hit with huge financial penalties, and a requirement that they clean up their act. According to the indictments, the pervasive fraud on the trading floor was enabled by the exchanges’ messy manual trading practices—a way of doing business that had evolved over a hundred fifty years. These trading practices were so ingrained in the traders’ neurology that, if not handled properly, this mandate for change from the Feds could threaten the whole commodities trading system, and thereby the stability of the US economy. Still, the Feds insisted: the commodities trading floor must be automated to incorporate wireless, handheld trading terminals—a project given the name of AUDIT (Automated Data Input Terminal) when it was announced just days after the indictments.

			So this is why I’m here, to get a sense of what we’ll have to do in our wireless system design. Essentially, I’m part of the punishment that has been meted out to this corrupt world of commodity traders, and I’m feeling a bit overwhelmed.

			Forty-seven potential bidders responded on the CBOT program—with thousands of  handheld terminals and a complete wireless network system, the total cost of the program was anticipated to be around $40 million, so the level of interest was obviously high. But by March of 1990, they had trimmed the list of potential developers down to thirteen, with the intent of financing prototype development prior to the final selection. I was part of a team put together by a small company named Synerdyne, a Santa Monica custom development company that had partnered with Seiko, the Japanese consumer electronics company. Texas Instruments was also on the list, as was a small company named Spectrix, who was partnered with Panasonic. As it turned out, this would not be my last technical competition with Spectrix, as we would later battle each other with competing proposals for the Wi-Fi foundation protocol, but that’s a later part of our story.

			For an outsider like me, it’s hard to believe CBOT’s original way of managing trades could ever have worked; it’s crazier than I possibly could have imagined. Traders are crammed into the various pits, madly flashing their hand signals. I feel like I’m on a spinning carnival tilt-a-whirl, with sweaty guys in color-coded jackets running all around me, red, yellow, green…. It’s almost psychedelic. Some of them seem to be boys dressed in their own jacket style, picking paper cards up off the floor. The floor is a mess, and along with everyone else, I’m just stepping on the little cards that are strewn about. Then one of the boys rushes towards me, barely taking a break in his trot, and scoops up the card I just stepped on.

			I’m told later that these cards on the floor are, in fact, not rubbish. They’re actually the handwritten, formal records of trade deals made in the pits. If the shouts and hand signals between two traders end up in a deal, like “500 cotton for delivery next Tuesday at twelve-and-a-half,” they’ll both write on a card what they think the deal is. But a misinterpreted hand signal can result in the seller thinking he sold 450 while the buyer thinks he bought 500. After documenting their possibly incorrect assumptions on their cards, it looks to me like they simply toss them on the floor for the boys to pick up. Perhaps after I’ve stepped on them.

			The cards are taken to a back room where data entry operators type the numbers into a central computer. The following morning, each trader receives a printout of his trades from the previous day—perhaps it’s better to call them provisional trades. Because, not surprisingly, something like 20 percent of the trades will be flagged as a mismatch, where the cards submitted by seller and buyer disagreed on the details. It’s then up to the traders to find each other—many hours after the trade was ostensibly made—and work out on behalf of their clients what the trade actually was supposed to be. And by the time the traders have gotten together to settle up their differences, the market for that commodity has, of course, moved on—maybe up, maybe down. No opportunity for fraud here, right?

			So the Feds have stepped in, and this is now our challenge. We’re a team of engineers with a contract to prototype a new system that will be forced upon these traders by the Feds because of their past criminal behavior. This AUDIT3 project requires us to provide a handheld terminal, wirelessly connected to a central computer, to capture the trades in real time. And since this project will fail if the traders won’t use it, we must replicate as far as possible, in look and feel and in the way it operates, the crazy handwritten cards that they’re used to. Except, of course, for the tossing on the floor part.

			I’m responsible for our wireless network design. But I have no idea that the concepts I’m about to develop will eventually find their way into something used by billions of people all over the planet. Wi-Fi was coming—but who could have known that? The story of its development and subsequent explosion into a ubiquitous worldwide presence will take us through many zigzags over the course of the coming years. But this crime-ridden Chicago trading floor is where our story begins.

			We were being asked to create a handheld trading terminal, with stylus-based data entry and a graphic touchscreen, along with an associated wireless network connecting thousands of these devices, without the benefit of readily available technology to tap into. This was a very tall order. Sophisticated handheld devices like cell phones really didn’t become generally available until many years later, so we needed our own custom hardware design. In addition, the core elements of the wireless network—the so-called protocols governing how the devices would communicate—needed to be designed from scratch. This was my assignment.

			Fortunately I had some experience in network protocol design, as did some of the other members of our team. First, there was Ken Biba. He had been my boss—and my mentor—at a company called Sytek, my first job after graduate school. He had founded Sytek in 1979 with a group of four others who had all come out of the defense contracting world, and the initial focus of the company was contract systems design for government and commercial clients. It’s a typical Silicon Valley story—when I first interviewed with these guys, they were operating out of a garage. Well, not really a garage, but it did have big roll-up doors to the outside, and so I liked to think we were just like HP or Apple starting up. They talked a big game, and they were the smartest people I had interviewed with, so I was motivated to join them.

			Ken was the archetype serial entrepreneur, moving quickly from idea to idea as he started various companies. Sytek was his first venture, and when he and the four other founders took me on as the company’s second employee, I had just finished at Stanford with my master’s in computer engineering. A few months before, my wife, Sally, and I had welcomed Amy as our first child, so it was risky for me to join a startup as my initial job. But I had developed an interest in computer networks at Stanford, I had a feeling that this technology would explode, and Sytek’s plans in that area were too enticing for me to pass up. Fortunately, I was able to convince Sally that it was worth the risk.

			Among Sytek’s founders, Ken was the technical visionary. He didn’t start out as my boss, but from the very beginning, he was my mentor, and we both realized quickly that I should be working directly under him. Though I was young, he wasn’t that much older, so he couldn’t have had that many years more experience than me. But in the fast pace of Silicon Valley high-tech, a few years of experience can mature a person rapidly. His full beard managed to signal both gravitas and counterculture, and his casual style was right in line with what we all expected from the high-tech rock stars of the day. He had chutzpah, but he also had the technical chops, and so he was deservedly respected.

			At my interview with him, after I apparently passed a series of technical brainteasers about the internals of the Unix operating system, Ken went into sales mode on me. “Xerox wants us to design the protocol architecture for a nationwide multiuser microwave network.” That certainly excited me—in the seventies, Xerox was at the absolute forefront of computing technology, with their Palo Alto Research Center inventing graphic user interfaces, Ethernet, and laser printing. “We’ll be getting contracts with the Department of Defense to work on the evolution of Arpanet.” Wow! “We’ll design local area networks like Ethernet except using cable TV transmission technology.” I’m hooked! “Metropolitan area data networks.” Sign me up!

			We worked together for seven years at Sytek. I ended up as director of engineering for network architecture as Sytek became one of the leading companies in the Local Area Network (LAN) market.4 But by 1986, both of us had left for other opportunities. I started “Ennis Associates,” a fancy name for a consulting company with no real associates other than me, and Ken gave me a call. “I think you can help us here; come on by.” Ken’s new company was called Agilis, and they were working on a wireless networking product. Sounded just like Ken, I thought; the bleeding edge yet again, and right up my alley. When Agilis soon thereafter became involved in the Chicago Board of Trade project, we knew it was a big opportunity to do something great.





CHAPTER 2

			Experience Is Required

			What a crazy environment—can we tame this chaos?

			Peter Vogel was obviously a convincing liar. He had lied on his application to be a floor broker at the Chicago Board of Trade when it asked if he had ever used a different name. And he had lied to his CBOT trading floor cohorts as they jockeyed for deals in the Japanese yen pit, telling them that he was the nephew of a rich investor in South America. They didn’t realize his name wasn’t really Peter Vogel—it was actually Dietrich Volk, and he was an FBI undercover agent.

			Vogel’s personal commodities transaction cards have become treasured pieces of memorabilia, and images of them can be found today on the Internet. Apparently, when the news of the FBI sting broke, and Vogel’s real identity became known, the other traders scooped his cards up as souvenirs. These cards, like the ones I stepped on as I walked the floor, provided our Synerdyne team with a challenging requirement: the wireless terminal must look just like the card. The tradition-bound traders wouldn’t settle for any deviation.

			“Tradition-bound” is putting it mildly. On the card face, the units traded were marked down by the trader in a column called “CARS.” Whether it’s currency futures, pork bellies, orange juice, or soybeans, what gets traded is in units of cars.

			“What does ‘cars’ mean?” I asked during our meeting with the CBOT project managers. “It means cars,” was the response. We were all perplexed. “Automobiles?” But our confusion just seemed to confuse our hosts.

			Finally, they told us: “No no—train cars. Cattle cars.” It seems that since the 1800s, when the trading floor had cattle cars parked on rails outside, with the traders bidding on whole carloads of cows for delivery, the unit of trade has been a car. It’s certainly hard to imagine train cars full of Japanese yen futures, but that’s what they say they’re trading. It’s their tradition.

			Fortunately, this part of our system design would not be my responsibility. The graphic touchscreen with a stylus interface pretending to be a trading card—complete with a CARS column—was Synerdyne’s job. But this fancy electronic device would require an intensely battery-consuming design, with major implications for our wireless protocols. Along with the rest of the system, our network needed to consume as little power as possible, and this would be a real straightjacket on the protocol design.

			We were planning to use Ken Biba’s Agilis wireless transceiver in the terminal, but the protocols—and the software implementing the protocols—would be custom designed, so Ken brought in another small company to help out. We were both very familiar with this company because it had its origins as our Los Angeles-based development group back in our Sytek days and was headed by a bright engineer friend named David Kaufman. In 1988, David had founded a small software development company named DeskTalk. I was doing consulting for him simultaneously with my consulting for Ken at Agilis, so it seemed natural to me that DeskTalk would be brought into our Chicago project for the software development. Basically, their software engineers would implement the protocol designs that I was tasked to develop.

			The head of our project team was Synerdyne’s CEO, Mark Knighton. To me, Mark seemed more like a Hollywood star than an engineer—after all, he was from LA, his company’s office was right on Wilshire in Santa Monica, and he had the right look, but he was also a brilliant engineer. I’m still not sure what his background was exactly, but somehow, he managed to get CBOT to approve his proposal for this program, and he put together a development team that ultimately involved his company (Synerdyne), Ken’s company (Agilis), David’s (DeskTalk), and finally, to build the graphic handheld terminal itself, the Japanese consumer electronics company Seiko.

			And, since the task of actually designing the wireless protocols fell to me, I needed to go on-site at CBOT to find out how this crazy commodities world really operated.

			Wandering along the madcap CBOT trading floor while dodging the elbows of screaming traders, my goal was to get a sense of how the wireless network might handle the vagaries of activity during the course of the day. I noticed that some pits were relatively calm, while others were like a whirlpool sucking everyone into its maw. I moved over to where the craziest action seemed to be, though I couldn’t even see the actual pit through the colored jackets of all those gyrating bodies.

			I cupped my hands around my mouth and yelled a question to my CBOT guide: “What’s going on over there?”

			“That’s the Canadian dollar pit,” he yelled back. “Something must have happened.”

			I found out later that a key member of Prime Minister Brian Mulroney’s cabinet had resigned right in the middle of some complex negotiations regarding the status of Quebec, and he was now declaring himself in favor of Quebec independence. This was big news in all the Canadian papers, and it appeared to weaken the public’s perception of Canada’s future as a united country. The Canadian dollar was falling fast, and the traders were going berserk.

			Yikes, I said to myself, this will be a challenge. There was no predictable pattern to the data traffic from the pits. Any given pit might suddenly switch from quiet to crazy all because of some uncontrollable event out there in the real world. We wouldn’t be able to count on an even distribution of trades coming from the various pits, and neither could we count on a predictable time distribution of trades throughout the day. My wireless system design would need to handle an extremely chaotic data traffic picture.

			This wild trading-floor environment wasn’t just a challenge for my wireless network design. In an interview with Bloomberg, Mark Knighton described some of the complications that we faced with the physical design of the terminal. For example, during a prototype testing session, traders would drop the electronic stylus on the floor, where it would be repeatedly stomped. “It was excruciating to watch,” according to Mark, and the stylus was redesigned to be encased in a steel tube. To accommodate the gyrating arms and hand signals, the terminal needed to be lightweight but still secure in the traders’ hands, necessitating a custom molded case with finger cutouts and a Velcro strap. The commodities floor is basically a battlefield—complete with paramedics on call—and essentially the handheld terminal needed to be a fully ruggedized computer.

			Yes, that’s a legitimate verb in computerese—ruggedize. It’s what you must do when providing equipment to the military, or the police, or to fire fighters, or in any situation where the device may be dropped, stepped on, spilled on, whether in a dust storm or salt spray. And ruggedizing was something Ken Biba was also very familiar with, as his company, Agilis, was specifically in that business.

			Agilis had developed a novel portable workstation concept targeting the military and emergency services market involving a set of modular ruggedized components that snapped together into various configurations. These portable workstations would all communicate via a packet radio network developed by Agilis, on which I had consulted. The Agilis radio was one of the first products specifically designed for short-distance, wireless local area network applications—exactly what we needed for CBOT—and it was probably this Agilis wireless expertise in addition to their ruggedized product experience that brought them into the team with Synerdyne. As I would be working again with the Agilis wireless hardware as the basis for my custom network protocol design, that gave me a certain comfort level in the face of our extreme challenges.

			It wasn’t surprising to me that Ken was at the forefront of the wireless LAN revolution. At Sytek, we engineers would always joke that for Ken, dreaming up some new idea was the same as actually doing it—and he had plenty of ideas. For example, starting around 1980 under Ken’s technical direction, we were building radio-based data communications products, using cable television cables as the transmission medium rather than the airwaves. We were basically developing the first cable modems, like those used in millions of homes today for Internet access.5

			Although not truly wireless, the Sytek product (called LocalNet) could rightfully be viewed as a very early pioneering wireless LAN system—with radio transmitters used in a local network configuration, and even using the same basic protocol methods as Wi-Fi would many years later. In fact, we had heard rumors that one of our customers had successfully used antennas in place of the cable to make LocalNet run wirelessly, which would have violated government regulations. But, of course, our normal radio-over-cable configuration was perfectly legal, and LocalNet became one of the most successful LAN products on the market.

			Our competition back then was the more established technology known as Ethernet. It was invented in 1973 by Robert Metcalfe and David Boggs at the Xerox Palo Alto Research Center, and it eventually became standardized by the IEEE (Institute of Electrical and Electronic Engineers). The real heart of the Ethernet invention was the use of a specific protocol governing the way that multiple transmitters could share a common medium (in this case, the shared Ethernet cable) without their transmissions interfering with each other. This method was called Carrier Sense Multiple Access with Collision Detection, commonly abbreviated as CSMA/CD. It’s simpler than it sounds, because it’s basically the protocol we humans use when we’re talking around the dinner table, at least when we’re being polite. CS (Carrier Sense) means “listen first before talking to make sure no one else is already speaking”, MA (Multiple Access) means “there are multiple possible talkers participating”, and CD (Collision Detection) means “if you start talking and you hear your voice colliding with someone else’s, stop talking.”

			The use of the CSMA concept, and in particular the manner of handling transmission collisions, needs to be adjusted depending on the characteristics of the underlying medium. Later in our story, we’ll see that this would be particularly true for our adaptation of CSMA for Wi-Fi,6 but at Sytek, we first faced this issue with the use of radio transmission over cable television cabling (so-called broadband transmission) as opposed to Ethernet’s non-radio (so-called baseband) technology. Our Sytek adaptation of CSMA to radio-based broadband systems required the development of a slew of associated protocols, and it was through this effort that I developed my initial expertise as an architect of protocols for radio systems under Ken’s mentorship. In the mid-eighties, these Sytek proprietary protocols were incorporated into IBM’s “PC Network” products for the IBM personal computer and formed the original foundation for the “NetBIOS” standard that is still in use today.

			For our CBOT protocols to successfully handle financial trades, we obviously needed to ensure reliable delivery of the data packets. Fortunately, we could draw on our experience with so-called “higher level” protocols, in which acknowledgments, sequencing, and retransmission mechanisms are incorporated. For example, both David and I had participated as consultants to the “Protocol Standards Technical Panel” of the Defense Communications Agency, which had just taken over responsibility for the management of ARPANET’s Internet protocol development, including the higher-level protocols called TCP and IP.7

			In the early 1980s, TCP and IP were becoming established as the long-term protocols for the Internet, but back then there were still naysayers, and there were competing protocol architectures aplenty. For example, Xerox had developed their own protocols that they were promoting, and the UN-associated International Standards Organization was pushing a competing protocol called TP4. One of the roles David and I played in the Protocol Technical Standards Panel was to help the Defense Department convince other agencies in the Federal government that TCP/IP was superior to these competing protocols. Of course, TCP/IP ultimately won out over all the competition worldwide to become the basis of the Internet today.

			So our team certainly had the right experience, I felt comfortable with my protocol design assignment, and we felt strongly that we would be a leading contender to win the entire CBOT procurement. But with thirteen other bidders still in the running, we also realized it would not be a slam dunk.





CHAPTER 3

			No License Needed

			O’Neill, Agilis, Telesystems—the FCC entices some visionaries

			Our work developing the Chicago Board of Trade’s network was not happening in a vacuum. The enabling event that made our radio-based network possible was a ruling by the Federal Communications Commission that had happened five years earlier. Championed by an FCC engineer named Michael Marcus, and formally announced on May 5, 1985, this radical FCC decision for the first time allowed for certain kinds of low-power radio transmissions within specific frequency bands—without requiring a license.

			To explore what that means, we need to look at how the FCC operates.8 The role of the FCC within the United States is similar to that of their counterpart agencies in other countries around the world—for our story here, it’s their regulation of the airwaves spectrum within the national boundaries that is their key responsibility. The airwaves are a public resource, and national governments typically strive to ensure that they are being used for the maximum benefit of their citizenry. This public-benefit goal precludes a pure laissez-faire approach, since a simple free-for-all would lead to a chaotic situation, with transmitters interfering with each other to such an extent that no successful communications could be achieved by anyone. So regulation is necessary, and to this end, the FCC and their counterparts in other nations allocate specific frequencies dedicated for various uses like radio, television, satellite, and cellular. Other requirements, such as the maximum power levels that may be transmitted within the various frequency bands, are also specified by the FCC. But this general allocation of frequency bands only provides a basic framework for the FCC’s key chaos-aversion method: licensing.

			Licensing typically works as follows: the FCC grants to an individual company the exclusive right to use particular frequencies within a designated limited geographic region. Such licenses are familiar in the case of radio stations—a local station may be granted a license for a particular frequency (say, 88.1 megahertz on the FM dial), and another station on the opposite coast may be granted a license to that same frequency. This grant of exclusive use protects each from the other’s interference because of the distance involved, so long as the licensed stations abide by the rules governing the power levels at which they transmit.

			But in addition to the licensing requirement, the actual transmission equipment must be approved by the FCC to ensure that it abides by the general rules for its band (such as power levels). This is called “type approval.” Generally, FCC type approvals are done via testing with a specific example of the equipment model, which, if successful, allows identical equipment to then be manufactured and deployed—basically, all equipment of the same model as that which was tested and certified is thereby authorized.

			The FCC’s 1985 rule change allowing unlicensed use of certain frequencies was a radical experiment, which has ended up succeeding beyond their wildest dreams. Imagine what it would have been like if your retail purchase of a Wi-Fi security camera required you to personally apply for an FCC license before you could use it within your home or business. By allowing unlicensed use of certain frequencies, the FCC enabled a consumer market for low-power radio devices that would never have been viable under the usual licensing requirements. So long as the devices transmitted at a low enough power level, interference wouldn’t be an issue, provided that the devices themselves would to be able to tolerate a certain amount of interference. And “low power” really meant low—the FCC’s mandated maximum power levels would only allow for ranges of up to several hundred feet. But the FCC felt there just might be a market for new applications that could operate in such an environment. With tens of billions of Wi-Fi devices now having shipped, I guess they were right.

			The trick was finding the right frequencies to allocate for these new devices, because the incumbent users of any existing frequency bands would not look kindly on the arrival of new, unlicensed interferers. Fortunately, there were bands that the FCC had already allocated for so-called “Industrial, Scientific, and Medical” equipment, known as the ISM bands. ISM products generate radio transmissions, but their transmissions aren’t really “signals” that are used for communications. Instead, such equipment typically uses its transmitted radio waves for purposes such as heating—microwave ovens are a good example of the type of equipment that generate power in these bands. Importantly, such equipment isn’t sensitive to any interference that might be generated by other transmitters, hence the FCC identified these frequency bands as a good place for these new unlicensed data communication applications. Three such bands were eventually identified, generally referred to as the 900-megahertz, 2.4-gigahertz, and 5-gigahertz bands. In essence, these three bands were deregulated by the new FCC ruling to now allow transmissions that were previously prohibited.

			A final aspect of the new regulations presented a technology challenge for any company looking to build equipment: the FCC required that the transmitters must use a specific technique called spread spectrum. Spread spectrum is a method of transmitting a data signal via radio waves that evens out its power over a wider set of frequencies than it would otherwise occupy (thereby spreading its spectrum), making it a less disruptive interferer. This technology was originally developed for military applications, primarily because it also makes the signal harder to jam. By requiring its use for commercial applications within these now deregulated bands, the FCC was taking another step towards minimizing the problems of interference from unlicensed transmitters. But the downside of requiring spread spectrum, in addition to its complexity, was that it has the effect of lowering the maximum data rate that could be transmitted.

			There are two different spread spectrum techniques that will play a role in our story: frequency hopping and direct sequence. Frequency hopping9 involves a transmitter and a receiver that synchronize themselves to both hop rapidly (following a fixed pattern) from channel to channel. Direct sequence encodes data bits into longer sequences of bits (called “chips”) prior to transmission. Both techniques were allowed by the FCC’s spread spectrum requirement in their new regulations for unlicensed transmitters.

			These various components of the FCC’s 1985 ruling collectively became called Part 15, named after the specific section of the federal rulebook. The devices would be colloquially called Part 15 devices—namely, those operating in the specific ISM bands that transmitted using spread spectrum techniques at low power levels. Although there are many different Part 15 applications, Wi-Fi and Bluetooth are today, by far, the most common. Importantly, other countries in coordination with the FCC adopted nearly identical regulations for essentially the same frequency bands—the worldwide nature of these common regulations has enabled these technologies to literally cover the globe.

			The FCC deregulated these Part 15 bands in the hope that someone would put them to use. “If you build it, they will come”—so they say—but if you open up an opportunity for unlicensed spread spectrum products, does that mean they will be built? No one really knew; the technology was challenging. The first indication that the FCC’s experiment might succeed occurred when companies started to submit products for FCC type approval under the Part 15 rules. As it turned out, it would be several years after the 1985 ruling before the first such products were ready for submission.

			And one of the very first products came from the brain of a space colonization visionary.

			Back in the 1970s, Princeton physicist Gerard O’Neill’s book The High Frontier was a favorite for all the hippie-influenced space advocates (myself included) with its utopian vision of moonbases, asteroid mining, and orbiting solar energy farms. Like all good gurus, his most famous pronouncement was in the form of a question: “Is the surface of a planet really the right place for an expanding technological civilization?” His answer was “obviously no”; he felt the right place is space itself, freed from the restrictions of gravity.

			In those days of OPEC oil embargos and talk of the population bomb, and with the world’s first picture of the jewel-like earth surrounded by the blackness of space forming the dramatic cover of Stewart Brand’s Whole Earth Catalog,10 Gerard O’Neill’s vision was a natural attractant for the counterculturally but scientifically inclined. But he wasn’t just a space visionary—he was also the founder of one of the very first wireless LAN companies, one of our Wi-Fi pioneers.

			In 1986, after his famous book, his Johnny Carson television appearances, his congressional testimony, and his various space exploration conference keynotes, O’Neill started a company called O’Neill Communications. He had been following the FCC’s deliberations as the new rules allowing unlicensed transmissions became finalized in 1985, and in 1989 his product was one of the first to be submitted to the FCC for approval. Called LAWN (Local Area Wireless Network), it was a sixteen-ounce shoebox-sized unit with a power cord and a serial port to which you could attach a PC, printer, or modem. Inside was a spread spectrum radio capable of data transmissions at a speed on the order of 100 kilobits per second. The price was $495.

			I first read about O’Neill’s LAWN product in a special PC Magazine article on wireless LANs published in May 1990, the same month I was touring the Chicago trading floor while planning a network based on the Agilis radio, and we were excited to see they mentioned Agilis as well. Agilis had been FCC approved in December 1989, but even by May, PC Magazine wasn’t able to get their hands on it because of its unique configuration. The article stated that “Agilis has a patented version of spread spectrum technology that is said to permit a rate of 230 kilobits per second. We were unable to test the Agilis product because it is currently available only as part of a line of modular handheld PC workstations.” But they were able to get their hand on O’Neill’s LAWN system for a full review:

			Freedom from all cabling is a lofty goal, and LAWN almost achieves it…the only one you’ll need is the one that supplies the power. Unfortunately, the PC Labs crew discovered that LAWN may conflict with other radio frequency sources, most notably a burglar alarm system’s motion detector.

			Yes, there’s the interference problem that the FCC worried about rearing its head, right in these first products.

			There was a third product the magazine reviewed—one that deserves a prominent spot in the Wi-Fi history museum—from a company that was to play a much more significant long-term role than O’Neill Communications: the ARLAN 450 from a Canadian company called Telesystems SLW.

			O’Neill’s LAWN radio had been approved by the FCC in July 1989, and the Agilis radio that following December—both among the first handful of companies to successfully create a spread spectrum Part 15 product.11 But the Telesystems product was the very first, achieving its approval in September 1988. Significantly faster than LAWN, it was also much more expensive—$1,500 versus $495. But the PC Magazine reviewer found that it did not suffer from the interference problem that they had identified in their LAWN testing.

			Agilis, O’Neill, and Telesystems—these three companies each had wireless products on the market in May 1990, showing that the industry had crossed the technology hurdles necessary for conformance with the FCC’s Part 15 ruling five years prior. These products can all legitimately be called ancestors of Wi-Fi, but none are even close to actual Wi-Fi. Wi-Fi was still nearly ten years in the future, and only two of these companies would see their technology concepts have a real impact on its development.

			Telesystems would eventually be bought by Telxon, a manufacturer of handheld barcode scanners, which would subsequently spin off their wireless division to create Aironet, which would later be acquired by Cisco, a major Wi-Fi success story. The Agilis expertise, in the person of Ken Biba, would end up at a new company called Xircom, destined to play a role in the definition of the fundamental Wi-Fi protocols. But Gerard O’Neill would pass away in 1992, and LAWN did not end up having a significant impact. Whether his vision for space colonization will come to fruition is hard to predict, but he was certainly spot-on with his vision for wireless networks.

			The International Space Station uses Wi-Fi, and it will be used on the moon to communicate with rovers, so I like to imagine that O’Neill is smiling from somewhere up there in the beyond everywhere.





CHAPTER 4

			NCR Starts Making Waves

			While we face off with Spectrix to save the batteries

			None of these early commercially available wireless products would completely fit the bill for the Chicago Board of Trade’s project. We knew we could probably use these products’ underlying radio hardware—namely, their spread spectrum transceivers—and in fact, unsurprisingly, we chose to use the Agilis radio. But we were convinced that the protocols—basically the software that governs the way the devices communicate—would have to be custom designed. For example, the scale of our network, possibly a thousand devices, went way beyond anything that the Agilis, Telesystems, or O’Neill products were designed for. Performance would, of course, be an issue, particularly with such a large population of terminals. But the biggest issue would prove to be battery conservation.

			We tackled these issues in typical engineering-team fashion, developing the designs for our Chicago Board of Trade network in front of a whiteboard. I would usually stand with the marker and the eraser (I’ve always believed in the power inherent in the holding of the pen, like the old mantra of the Egyptian scribes—“thus it shall be written, thus it shall be done”), and David Kaufman would usually sit. Sometimes it would be just him and me; sometimes the software engineers implementing our designs would join in. We’d stare at our abstract scribblings diagramming the CBOT environment on the board, using the various colors for different trading pits, with arrows indicating data packets flying around the cavernous room, and we’d argue about the best approach. Then I would go write things up in our protocol specification document.

			CBOT had given us a basic set of parameters, like the number of traders, the average number of transactions per minute, and the physical dimensions of the trading floor. But we were given complete freedom on the internal details of the protocol’s design, so long as we met their basic requirements. We were being asked to develop quite an advanced handheld terminal, with a graphic display and handwriting recognition via stylus, plus, of course, wireless communications. Advanced technology like this is hungry for power. But using a big battery was out because these terminals would be carried by the traders throughout the day while waving their hands around to signal transaction offers to buy or sell. Traders refused to wear a separate battery belt with replacement batteries, so the battery would need to be small and light. And yet, the unit would need to work for a full trading day. Ensuring sufficient battery duration became our biggest challenge.

			The protocol that I was tasked to design would need to ensure that power consumption was minimized, and this would require that the wireless transceivers be turned off most of the time. We were faced with a conundrum—how can we keep the transceivers off most of the time yet still manage to exchange the necessary data with the terminals?

			Our basic architecture would come to involve a central unit called the base station (in Wi-Fi terminology such a device is called an access point or sometimes a router). Data would be communicated from the terminals to the trading floor’s main computer through this base station, and in addition, the base station would play a role managing the authentication and other control aspects of the terminals. In thinking through the battery conservation issue, I realized that I could take advantage of our base station architecture to design a protocol in which the wireless transceiver within the terminals could remain off most of the time. The trick was to somehow signal to a terminal, in a power-minimized way, that it needed to turn on its transceiver in order to receive a message. Fortunately, our protocol already incorporated a periodic beacon generated by the base station, and I saw I could take advantage of that.

			In our system design, beacons were infrequent but regularly scheduled broadcast messages sent by the base station out to all the terminals. Since system-wide management messages were sometimes communicated in the beacons, the terminals needed to periodically power up their radio receivers in order to receive them. So, to satisfy our power conservation requirement, the protocol that I ultimately developed included within the beacon a signal indicating which individual terminals needed to keep their receiver on to receive a subsequent message. This approach allowed the terminals to rarely power on their receivers (in order to receive a beacon), yet be notified if there was additional data that they also needed to receive. Thus, our power conservation conundrum was solved.

			The power conservation requirement in the Chicago Board of Trade’s network was perhaps more extreme than other networks might require, but any wireless network incorporating mobile devices of any kind would benefit from a similar scheme. While our CBOT scheme was not exactly the same as the one we ended up putting in the Wi-Fi protocol specification, it is clearly the ancestor. And of course, the ability to support mobile battery-powered devices is one of the primary reasons why we want a wireless network in the first place.

			As I was finalizing these protocol designs, our Synerdyne team was not the only one attempting to develop a wireless network for CBOT. In March of 1990, they had already eliminated most of the forty-seven original bidders, but there were still thirteen different teams like ours who were asked to develop prototypes. We knew Texas Instruments was a potential threat to our success, but they were eliminated in early 1991 when CBOT announced that they were going to proceed with an eighteen-month trial period involving just two bidders—our Synerdyne team and a team consisting of Spectrix and Panasonic.

			I wasn’t too familiar with Spectrix—apparently the wireless portion of their system would be infrared rather than radio—but it would turn out that my technical proposals would be in competition with theirs again just a couple of years later as we both vied to be selected as the foundation protocol for Wi-Fi. During those later battles, I came to know the Spectrix husband-and-wife technical team, Tom Baumgartner and Carolyn Heide.

			Spoiler alert—Carolyn will end up playing a surprise role at the apex of those crucial deliberations for the Wi-Fi foundation protocol.12

			Around the same time as our Chicago project, a small group of engineers in the Netherlands were working on their own wireless development. We would end up referring to them as “the Dutch guys,” since they seemed to change their business cards on a yearly basis as their organization went through various mergers and spinoffs, becoming AT&T employees for a while, then Lucent. But initially, their lab outside of Utrecht was part of NCR, and in my mind they are always the NCR team.

			National Cash Register was founded in 1884 in Dayton, Ohio, making, not surprisingly, cash registers—but by the 1980s, NCR had expanded their focus to become a significant force in the computer industry, and it was their development group based in a suburb of Utrecht in the Netherlands that would become a major player in our Wi-Fi story. In the late 1980s, like O’Neill, Telesystems, and Agilis, NCR was monitoring the new FCC regulations for unlicensed low-power radio communications. But there were two aspects of the NCR project that made their effort different—and ultimately more significant—than the others.

			The first difference was in the speed that NCR was able to achieve. The spread spectrum requirement in the FCC’s regulations had the effect of essentially throttling the achievable speed in favor of a more robust interference resistance. Every developer was struggling to achieve the fastest speed while meeting that spread spectrum requirement, and the best that seemed to be achievable was the Agilis radio at two hundred kilobits per second. So in September 1990, when NCR announced their “WaveLAN” product at the Networld trade show in Dallas, their 2-megabit-per-second spread spectrum data rate was noteworthy.

			But it was a second aspect of the NCR development program that would prove to be more significant for the history of Wi-Fi, and it didn’t pertain to their technology—rather, it was their political stance towards standardization. NCR’s decision in 1990 to support and promote the creation of a standard for wireless local-area networks would have a critical and lasting impact.

			We’re all familiar with standards (though perhaps only subconsciously)—and it’s not hard to recognize how they simplify our use of technology. A simple example is the lowly electrical power outlet. Try to imagine if every house had a different type of outlet, and every lamp had a different kind of plug. Fortunately, the interface between a device and the wall’s power outlet has been standardized within the United States, meaning that they all conform to the same specifications for both the physical connection and the electrical circuitry. This allows us to plug in lamps and computers and TVs without ever worrying about who the manufacturer was or what type of electrical socket we have in the house. But it’s important to note also that different countries have different national standards for electrical outlets, which complicates our travels and forces us to bring along various adapters. This exemplifies the country-specific nature of many standards. However, some standards—like Wi-Fi—are truly worldwide, where the same standard applies in Cairo, Seoul, and Amarillo.

			Our high-tech world depends on the myriads of standards that define how all the disparate products interact with each other. For example, USB is a standard for cabled interconnections. Android is a standard software platform for cell phones. There are standards for displaying video streams, for communicating over the Internet, for encrypting bank transactions. Without standards, the technology economy would be a tiny fraction of what it is today, as every product would basically be an island unto itself.

			Communications technologies, like television, radio, and Internet, fundamentally involve interaction between two or more different devices that might be separated by long distances, so here, the elements that need to be standardized are the ways devices communicate with each other—their “protocols.” For wireless LANs, these protocols define the specifics of the underlying radio transmissions (frequencies, modulation techniques), as well as “higher level” aspects such as data formats and the rules for how and when different devices are allowed to transmit.

			Whether we’re talking about electrical outlets or communications protocols, the physical form that a standard takes is that of an ordinary document—namely, a specification that lays out precisely how a product must be designed and built in order to conform with the standard. Such standards documents are typically developed through a long techno-political process in which competing ideas are presented, analyzed, argued, and ultimately thrashed out into an agreed-upon specification. This process plays out within standards organizations, which are sometimes government-supported (or even UN-sponsored), but can also be voluntary trade associations within specific industries. The participants in the development of a specific technology standard are predominately the various companies involved in that particular market—in general it’s senior engineers from those companies who come to debate competing approaches for the nascent standard. Compromises are a common outcome, although it also can happen that a particular company’s promoted technology gets adopted wholesale into a standard.

			Once a standard is finalized, multiple companies are then able to build products that meet the specification. The goal is that all those standard-conformant products will be compatible with each other—they will interoperate, so that (for example) your lamp’s power plug will fit properly into the wall’s socket and the light will indeed turn on. Or, more germane to our story: ensuring that your laptop will successfully connect with every hotel’s Wi-Fi network, anywhere in the world.

			In 1990, such interoperability for wireless local-area networks was still years in the future. To achieve this would require that, somehow, the wireless vendors agree upon a single protocol, which would then need to be precisely specified in a standards document with some assurance that devices conforming to the standard indeed would work smoothly together. The initial phase of wireless LANs—the proprietary, non-interoperable phase—would thereby transition to the next phase of interoperability via the creation of the standard. Such was the hope that eventually led to the Wi-Fi standard—and kudos to NCR for leading the way.

			The creation of any standard requires cooperation among competitors, which isn’t a natural state of affairs and must be strictly regulated by anti-trust laws. There are obvious reasons why a company would decide not to cooperate with its competitors, and not so many reasons for cooperating. Companies often spend millions of dollars developing their own proprietary technology—obtaining patents along the way—all in the hope that this will give their products an edge in the market. So why do companies decide to participate in a standards process? If a company has a promising proprietary technology, it seems that it would be counterproductive for them to work with others towards a potentially open specification that all could implement. Yet companies commonly do participate, even when they have a jump-start over their competition with their specific technology. Why do they do this?

			First, there’s the adage: “It’s better to have a smaller piece of a bigger pie than vice versa.” Once a standard is finalized and multiple companies are promoting the standard and producing conformant products, the likelihood is that the market will grow, perhaps substantially. Whereas humans may get an egotistical thrill out of crushing the competition, a corporation (being focused solely on the bottom line) has no such emotions, and if the existence of a standard improves the bottom line, that’s a net positive, even if it means other companies may also succeed. This is particularly true of computer networking standards. Metcalfe’s law13 (basically, “the value of a networking technology is proportional to the square of the number of connected devices”) implies that the bigger standardized pie may end up being quite valuable indeed for all the competitors.

			Secondly, if a company can get its particular technology embodied within a standard, it will have a head start on the introduction of products to the market. Ideally the now-standardized market will grow, and the company will become one of the first successful players in that market.

			A final reason why a company may choose to join in the development of a standard is simply that there may be no realistic choice but to participate. If other companies band together towards standardization, a company that sits on the sideline runs the risk of ultimately losing out, even if it starts out in an advantageous competitive position with an early proprietary technology. And by having its engineers participate during the development of a standard, the company’s eventual development of standard-conforming products will be accelerated.

			So, it shouldn’t be surprising that different companies have different strategies regarding their participation in standards development, and a single company may adopt a different strategy depending on the specific topic of a given standard. Apple is a good example of a company that has often focused on its proprietary technologies rather than standards. For example, their products incorporate the proprietary Lightning connector rather than using the USB format favored by other companies. However, Apple also supports standards in certain technology areas whenever they see it works to their advantage—like Wi-Fi.

			NCR’s decision in 1990 to support the creation of a wireless LAN standard is in retrospect a key moment in the history of Wi-Fi. They could have decided to go the proprietary route and marketed their WaveLAN technology as a closed, NCR-only solution—after all, they seemed to have had a technology lead with their 2-megabit data rate. But despite that technology advantage, they decided not only to support the concept of a standard but to actively push for the creation of an appropriate standards committee within the IEEE. And in the person of Vic Hayes, a soft-spoken Dutch citizen originally from Indonesia, they offered up one of their key NCR employees to lead that IEEE standardization effort, which ultimately resulted in Wi-Fi. Vic is one of the heroes of our story.
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