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The result of a consistent and total substitution of lies for factual truth is not that the lies will now be accepted as truth, and the truth be defamed as lies, but that the sense by which we take our bearings in the real world — and the category of truth vs. falsehood is among the mental means to this end — is being destroyed.

— Hannah Arendt
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INTRODUCTION

It was spring of 2019, halfway through the first administration of Donald J. Trump, when I bounded breathlessly into my parents’ favorite Manhattan restaurant. They had lunch here at the same table every Saturday afternoon, and today I was joining them — but as so often happened those days, I’d been running late. I had only recently returned to New York City from my latest stint in Washington, DC, where I’d just finished working as a senior prosecutor for Special Counsel Robert S. Mueller. I was still reorienting myself to both civilian life and the pace of the Big Apple.

My parents knew from my decades of work at the Department of Justice that, although we had a lot of catching up to do, it was going to be a pretty one-sided affair. As a government employee, I had learned to stay tight-lipped about my work. As they were both talkers, I knew this would not result in awkward silences. Sure enough, they delved headlong into what was happening to our country.

My father was a research scientist and my mother a Freudian psychologist. Between their two professions, they had a lot to say about our president and the current American political landscape. True to his training, Dad railed about the lack of data to support Trump’s various pronouncements — a gap so pronounced that he concluded Trump was not just factually wrong, but intentionally so. Mom was focused more on the “why” question — why were so many people ready to accept such representations as true, when they were plainly false. “Cognitive dissonance” and “denial” were two concepts she expounded on.

I had given a lot of thought to these same questions. It was impossible not to, having just emerged from an investigation into Russia’s incontrovertible interference in the 2016 election, which the president nonetheless frequently derided as “the Russia hoax.” But on this day, I was less interested in sharing my own impressions with my parents than I was in getting theirs.

My parents had both been fresh out of college during the 1950s Red Scare, in which Senator Joseph McCarthy engaged in a hunt for communists who, he claimed, were infiltrating the government, the media, and universities. How, I asked, did that period compare to the time we were living in now? We had survived McCarthyism, and I probably was hoping they would reassure me that we’d survive this, too — that what we were experiencing was just another pendulum swing, one that would correct itself with time.

My parents were of one mind on my inquiry: the McCarthy era was worse. No doubt, they observed, Trump and McCarthy both resorted to lies and fabricated boogeymen as a means to gain and cling to power. My parents acknowledged that Trump, unlike McCarthy, had far more actual power than the senator to carry out his threats. But what made the demagoguery of the 1950s so scary, they said, was how alone you felt; no one was speaking out. People were too afraid. You felt completely isolated and unsupported. By contrast, although half the country may have supported Trump at the time of our lunch, the other half did not and was unafraid to say so.

Not one to view the world through rose-colored glasses, my father said that I was ignoring a more apt historical analogue: Germany in the 1930s. The same resort to lies and boogeymen; the same appeals to nationalism, victimization, and class warfare; the same misguided belief by the elites that they would be able to control the candidate when he came to power. My father had a more intimate awareness of this history than books alone could afford: he was born in Vienna, Austria, in 1930 and was Jewish. He and his parents managed to get out after the Anschluss in 1938, when the Germans marched into Austria and its borders were closed.

Dad rarely made comparisons to those times. It was understood in our family that they simply were not analogous to anything before or since. As he spoke, I found myself wondering, Is Dad overreacting?

I never got to tell him that he was all too right. My father died just before the COVID-19 pandemic, and today my mother suffers from acute dementia. It is one of God’s small blessings that they are unable to compare the current American upheaval with what my father lived through as a boy in Europe. If they could, I know in my heart that their answer to my question would be quite different, given the brazenness of Trump and his enablers during his second presidency, and given the cowardly silence brought on by multiple acts of retribution. Neither do I have any doubt that Dad would continue to draw a historical parallel to prewar Germany. Although years have passed since our Saturday lunch conversation, it came flooding back when Senator JD Vance himself labeled Trump “America’s Hitler” (which he later would retract). Now we are confronted daily with another analogy: Trump as a king, with unchecked power despite a system that is based on checks and balances to diffuse that power. This abuse of his position is noted by judges called on to adjudicate the excesses of his actions, as well as by millions of people across the globe in “No Kings” rallies protesting the exercise of power by this American president.

The questions that we discussed that afternoon at lunch remain particularly salient. How are we to deal with the core challenges to democracy we are confronting anew today — especially the fact that the truth no longer seems to matter and that our politicians lie with abandon, and without legal and political consequence? What does it mean for the longevity of a society when we no longer have a common ground?

I was still wrestling with these questions one day in the summer of 2025 as I walked from my digs on the Left Bank of Paris to my temporary NYU-France office, where I had begun drafting this book during time off from my “day job” teaching national security and criminal procedure courses at New York University School of Law. Each morning, I walked across the short bridge that connects two islands floating in the Seine — the tiny island of Île de la Cité and the even smaller Île Saint-Louis. From this vantage point I was confronted with two seemingly disparate monuments that, on this day, resonated with special force.

The first monument was the Mémorial des Martyrs de la Déportation, which commemorates those who died in the concentration camps established by the German Nazi Party. It comprises a series of subterranean concrete warrens, graphically recounting the horrors and cruelty of the deadliest of authoritarian regimes. The exhibit depicts a government with no functioning checks or balances — no independent news media or legal system to reveal and stop the crimes transpiring in the name of the German people. Walking through the memorial’s windowless room after windowless room evokes by design that bygone system’s oppression and persecution. No wonder that, many years later, FBI Director Louis Freeh required all incoming FBI special agents to visit the Holocaust Museum in Washington, DC, to understand the great power they soon would be privileged to wield and to absorb what can happen when that power goes unchecked.

The second monument before me that day was one of the great cathedrals of the Western world, Notre-Dame de Paris. Building began in the twelfth century, an astounding thousand years ago, but in 2019 it was engulfed in a ravaging fire that ignited in the wooden “forest” supporting its metal roof. Images of its charred beams, collapsed roof and spire, and the exposed ribs of its famed flying buttresses rocketed across the Internet, to our collective disbelief. I had taken the cathedral’s permanence for granted, only to watch the sight of it vanish in thick smoke.

The reaction to Notre-Dame’s devastation was immediate and uplifting: an outpouring within France and across the globe to support rebuilding the edifice. Architects, craftspeople, environmentalists, safety specialists, and preservationists were assembled. This team of specialists made critical decisions about how to rebuild, tempering the goals of historical accuracy in design and materials with the imperative of adding modern fortifications that would thwart another conflagration. Sprinkler systems, fire-retardant wood, and modern alert systems were all added to the project, even as the cathedral’s original types of oak and limestone were reused as the primary construction materials.

These two disparate monuments, I realized, exemplify the main theme of this book: First, not to look away from the authoritarianism engulfing the United States. Second, to prepare for a time when we will be able to rebuild — but wisely. Like the choices made by the stalwart Notre-Dame team, we should not resort to a mere facsimile of what was there before the fire. We must incorporate new, sturdier elements in a design that respects the original but fortifies it for the future.

You may be wondering how on God’s green earth I could have such dour thoughts instead of succumbing to the mesmerizing beauty of Paris, the most romantic of cities and a seemingly perfect antidote to the political turmoil back home. I was living, after all, that old joke: “What are the four best things about being an academic?” Answer: May, June, July, and August.

But my other “day job” keeps me tethered to the sobering daily churn of events in the United States, no matter where I may find myself on the globe. I am a legal analyst for the freshly rebranded MS NOW, as well as a co-host of an MS NOW podcast. The latter is entitled Main Justice, the nickname for the headquarters of the Department of Justice in Washington, DC. In a sign of where things stand, until January 2025 the podcast had been called Prosecuting Donald Trump and we kept tabs on the legal ins and outs of the four criminal cases against Donald Trump. With his inauguration and the dismissal of the two federal and one Georgia criminal cases against him, and the guilty verdicts in the New York state trial now on appeal, our podcast’s old title was no longer an option. Neither was ignoring the daily blitzkrieg of news from America.

Witnessing the chipping-away at the rule of law is profoundly upsetting to many, of course. It certainly has been for me, having devoted my entire professional life to the legal system as, variously, a criminal prosecutor, a defense lawyer, and a teacher for over thirty years, including a stint as the general counsel of the FBI under Director Robert Mueller.

The developments hit me on a particularly personal level, as I have been the subject of not one but two Trump executive orders. The first one, in spring 2025, announced the revocation of the security clearances of a slew of perceived Trump enemies. Without any facts advanced to support the actions, Trump directed that I be stripped of my clearance. With this executive order, at least, I was in very good — and far more exalted — company, including the likes of Hillary Clinton, Joe Biden, Kamala Harris, and Liz Cheney. (A side note to the reader: When Tulsi Gabbard, the head of the intelligence community, carried out Trump’s directive, she tweeted that she was revoking the clearance of “Andrew Weissman” — misspelling my last name. Whoever that fellow is, I am sorry to be the cause of his clearance being stripped. Oh, and one more side note: Having been out of government since 2019, I no longer held a security clearance, so the entire exercise was a performative show of retribution.)

The second executive order was more targeted. I was singled out in one of four executive orders targeting law firms, ostensibly because of actions that Trump found “detrimental to critical American interests.” That is to say — as a court would later conclude in striking down the executive order as violative of the First Amendment — the law firms took on clients and positions with which Trump disagreed, such as representing asylum seekers and transgender clients.

The executive order against Jenner & Block accused the law firm of something else: having rehired as a partner “the unethical Andrew Weissmann” after I worked on the Special Counsel Mueller investigation. The executive order noted that I had returned to Jenner & Block after my “time engaging in partisan prosecution as part of Robert Mueller’s entirely unjustified investigation.” The executive order went on to say that the “numerous reports” of my “dishonesty” served to tarnish Jenner & Block, and was an “indictment” of its values and priorities.

In case the point wasn’t clear enough, in his oral announcement of the executive order Trump called me a “bad guy,” which seemed like a mild upgrade from his speech at the Department of Justice weeks earlier in which he used the salacious but unedifying noun scum to describe me. Stephen Miller, no doubt sensing his boss’s mood, ranted on Fox News that I was a “moron” and “degenerate” (the latter term eerily invoking for me the identical language Nazis used to describe enemies of that state).

Although this time the Trump administration had managed to spell my name correctly, the executive order made a larger gaffe. It suggested that I still worked at Jenner & Block after leaving the Mueller investigation. In fact, I had left in 2021, four years before the 2025 executive order, something either Google or ChatGPT would have been able to quickly divine.

None of this was lost on federal District Judge John Bates, a Republican appointee who was hearing Jenner & Block’s constitutional challenge to the executive order. He concluded that “it is evidently Weissmann’s criticisms of the President and participation in a legitimate investigation of election interference that drew presidential disdain.” Drawing the only conclusion possible if you still believe in facts and law, the court held that my “activity falls easily within the First Amendment’s muscular protection for ‘criticism of government and public officials.’” And with that, he declared the entirety of the executive order “null and void.”

But the damage from this and other executive orders against law firms, academic institutions, and others is done. Some capitulated, some fought, and many were cowed into submission. Rather than find themselves on a governmental enemies list, they stay silent or complicit, as in the McCarthy era. They settle bogus lawsuits brought by Trump and his allies. They cede the defense of academic freedom to avoid losing critical scientific grants. They decline to bring good-faith litigation against administration policies so as not to become a target of illegal government retribution.

I did not escape the effects of such submissiveness. In spite of Judge Bates’s ruling, law firms that were representing me quietly decided to withdraw. The publishing house that was first slated to release this book backed out within hours of Trump’s executive order about Jenner & Block — proof that fear works, though not entirely: fearless editors and lawyers stepped into the breach, for me and many others.

The drama over the executive orders was transpiring at the same time that I was strolling through the charmed streets of Paris, which looked at every turn like a stage set from La Bohème. But I was immune — at least on this occasion — to the city’s siren song. And I am not the only expat who can say that.

Another example, one particularly dear to me, is the philosopher Karl Popper, an Austrian Jew who fled to Paris in the 1930s as it fell under Nazi influence. Popper’s life’s trajectory has personal resonance, given my own father’s Austrian heritage and forced exile. I have since reclaimed my Austrian citizenship, something my father might have found deeply disturbing, but understandable given our current political predicament. In the span of a single generation, a father’s flight from Europe and a son’s return.

But Karl Popper is a source of inspiration for another reason, too. After leaving Austria, he penned his most well-remembered book, The Open Society and its Enemies, in which he extolled liberal democracy against the seductive ideologies of authoritarianism then sweeping influential segments of Europe. The antidotes to such “closed” societies, he argued, are democratic institutions, open and critical discourse, and the promotion of reason, pluralism, and the dignity of the individual. He believed that institutions and knowledge are fallible, and therefore must be open to reasoned debate based on evidence.

We would do well to heed Popper today, as we see the pernicious effects of the breakdown of these very same systems all around us. We see the demise of reasoned debate, the kind based on facts and not invective.

In searching for answers, I am unlike my parents — the scientist and the psychologist. I’m at core a lawyer and an institutionalist, so my focus isn’t on why my fellow Americans are prepared to swallow Trump’s lies whole. It’s how our legal structures may be able to protect us from those lies going forward.

Today in the United States of America, a politician can blatantly lie to the electorate and suffer no legal consequence. This is in stark contrast to how we treat lies in innumerable other, less egregious circumstances than that of a politician who tells lies that fundamentally undermine a democracy. One feature of our judicial system is that it’s had a singular aversion to dealing with the political lie. The lie is largely left to battle it out with the truth in some imagined “marketplace of ideas” — a system that, in practice, has not worked well to separate fact from fiction.

A “marketplace” metaphor, whatever its utility elsewhere, is particularly inapt for deciding factual issues. A marketplace may be a fine forum for subjective beliefs and ideas to compete against each other for acceptance by the general public, but it has no place in deciding incontrovertible or provable facts. Is gravity to be subject to a vote? Will the next cure for polio be decided by polling? Do facts have to duke it out with lies in a marketplace of ideas, in a Darwinian survival of the fittest? The “marketplace of ideas” metaphor, if it’s even still applicable at all in this era of balkanized media, is not a useful way of thinking about cold, hard facts and incontrovertible lies.

With Karl Popper’s vision of an “open society” front of mind, and with sights of the craftspeople reconstructing Notre-Dame as my daily example, I have tried to set down one solution to our current predicament — one recommendation about what we might do differently if our democracy is to survive Trump and everything he represents.

We could, of course, try to restore our country by rebuilding the same old structures that Trump has put to the torch. President Biden attempted just that — a return to normalcy, a belief in institutions and what they can do, warts and all. That proved not quite enough to avert a second Trump presidency, but who is to say that the Biden approach might not prove sufficient next time, certainly if enough people are disillusioned again with four more years of Trump? That, however, is a big risk and not a long-term solution.

There is an alternative: to use new tools to make our democratic structures more resilient to the next incendiary demagogue. Fortunately for us, other countries have sought to solve the same types of issues we are confronting, and have succeeded in various ways. In particular, Brazil, France, and Germany provide useful models of countries that have taken great strides toward shoring up their systems against demagogues who would seek to use lies to destroy democracy. These countries saw that trying to return to some halcyon, prelapsarian era would be a fool’s errand, so instead they fortified their legal systems to avert any new conflagration. Can we, like these and other nations, confront foundational damage and devise reforms? Can we adapt their solutions to an American context, putting a stop to political lies and liars before it’s too late?

One thing is certain: as I write these words, the crisis is upon us. We have no choice but to face it.




CHAPTER 1

THE HONESTY CRISIS

We are a nation awash in lies.

Nowhere is this truer than in the political arena. For sure, more than one of our nation’s leaders has been guilty of spinning the truth, but no one is guiltier in this regard than Donald Trump. He has made claims as absurd and xenophobic as immigrants eating pets or as racist as the origins of Barack Obama’s birth with abandon and impunity. During Trump’s first term, the Washington Post kept a running tally of over 30,000 presidential utterances that they catalogued as false or misleading — a prodigious average of 20.9 each day. The Washington Post scorecard was discontinued in Trump’s second term, not because of any reformation in reported truthfulness by our chief executive, but I suspect because of the widely reported capitulation of that venerated institution by its owner.

Remarkably, millions of Americans swallow whole and endlessly regurgitate Trump’s utterances. Take his boldest and most pernicious political lie: the claim that the 2020 presidential election was stolen from him. In one poll, roughly a third of Americans said that they believe the election outcome was the result of fraud, and approximately 69 percent of Republicans hold that belief.

This in spite of the fact that Trump promised the electorate that he would reveal a “Large, Complex, Detailed but Irrefutable REPORT” of election fraud, but then did not do so. Trump called off the press conference where he was to adduce this proof, claiming that his lawyers advised him not to do so. That strains credulity. Trump is hardly known for following legal counsel: he was alleged in the Mar-a-Lago documents case to have completely disregarded the common-sense advice that he return government documents to the government. And to date, although he’s out of legal peril because that case was dismissed due to his reelection, he still has not revealed the “Irrefutable” evidence of election fraud. As there would be no political reason not to make such evidence public, and every reason to do so, I can only conclude that the proof never existed.

Just as the obvious untruth of statements such as this don’t seem to matter to the majority of President Trump’s supporters, neither do they matter to the American legal system: there is no criminal law that makes Trump’s election fraud lie illegal. No civil law imposes any sanction on such falsehoods, either, such as disqualifying politicians who propagate them from running for elected office. Free and fair elections are the bedrock of our democratic system, and so is a shared belief that we have such elections. Yet Trump can — and does — lie to the public about them flagrantly, while remaining immune from legal accountability.

This is anomalous: our legal system penalizes all sorts of other lies and liars. Indeed, it metes out stiff punishments for many other, lesser lies told by many other, lesser mortals. I know from personal experience: during over two decades as a government lawyer, I prosecuted many a defendant for their criminal lies.

One of the most memorable of those cases involved Kenneth Lay, the chairman and chief executive officer of Enron, a Fortune no. 7 public company. In 2000, its final full year in business, Enron reported revenue of over $100 billion — that is, with a “b.” In the fall of 2001 it imploded in an accounting scandal, and by December of that same year, it filed for bankruptcy. Its precipitous demise uncovered what was then the largest corporate fraud in American history. The company went down in history as the “crooked E” — a play on the Enron logo, which depicted a large multicolor “E” tilted to one side.

I was a leader of the Enron Task Force, which was created by the Department of Justice to investigate the company’s collapse. This was in the halcyon days when the Republican administration of President George W. Bush left the DOJ free to determine without fear or favor the appropriate investigative and prosecutorial course to take, regardless of political consequences.

After sifting through the rubble of what had been the Enron Corporation, and “flipping” cooperating Enron witnesses as we progressed up the corporate ladder to the C suite, we were able to obtain a grand jury indictment charging Lay with fraud.

Our theory of the case was disarmingly simple. We compared Lay’s rosy public statements about the state of Enron with what he knew at the time about the actual internal data. There were numerous private red flags that Enron was circling the drain, but the company’s public statements gave no hint of that. One vignette captured this duality: at an internal Enron meeting in which Lay was being brought up to speed on a whiteboard on the latest looming internal crisis, Lay was reported to have stopped the briefing, saying that he didn’t want to see it because he was about to attend a public financial analyst call.

Under US law, it is a crime for Lay, an employee of a publicly traded organization like Enron, to knowingly and intentionally tell a material lie about the company. Lay’s deception resulted in multiple criminal charges and two trials based on his deceptive conduct. In both trials, the task force presented evidence of the divorce between private fact and public fiction. Lay was found guilty but died not long after the verdicts, and before he was to be sentenced. The law required the criminal cases be dismissed, as Lay did not have the opportunity to exhaust his right to appeal the verdicts for error. (Although there was rampant speculation that Lay killed himself rather than face jail, the evidence is to the contrary. Lay actually died of a massive heart attack.)

Kenneth Lay was not the only Enron executive to face prosecution for deception. Jeffrey Skilling — the CEO before Lay — was similarly held to account civilly and criminally for his intentional distortions, not only while he was CEO but also after he abruptly stepped down. Skilling had been Enron’s CEO
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