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I was sharing a meal of filet mignon and Maker's Mark with an intelligence source. As a journalist I have come to rely on certain sources for details of investigations and frankly potential scandals circulating around government. It is the kind of information that is not readily available to the public. It is often highly classified and not intended for public consumption. At least not until government officials decide to declassify it. The source I was meeting with on that day was a man who had once recounted, with disquieting calm, what it was like to watch the enemy get bombed in war zones by a predator drone. There are live feeds from the armed drones over the battlefield, and you can go to a specially designed enclosed area in a building or Sensitive Compartmented Information Facility or SCIF to see the strike. The “Pred feeds,” as they've been dubbed by insiders, show the dust settling after the strike while the “viewer” waits to see how it turned out or the “reflections”—whether you have hit the target or not.

That day, as he described the “Pred feed” to me, my source's voice remained even-keeled. The muscles in his face barely moved. During my career covering the Justice and Homeland Security beat for CBS News, many of the law enforcement and intelligence operatives I've come into contact with spoke of horrible things with this same kind of composure. It's not that they didn't care. They cared. But they were professionals trained to maneuver through emergencies regularly, unnerved. I learned to see their humanity beneath their stoic demeanors. I was getting better at deciphering their cryptic language. So, when these individuals started to panic, I knew something serious was going on.


My source looked me in the eye and casually alluded to problems that he believed were undermining our democracy. He couldn't state any specifics. I knew if I pressed him, he would stop talking to me altogether. He switched the subject to our country's more pressing long-term problem. This was the topic I had become almost exclusively obsessed with since the summer of 2016. I couldn't let it go—the Putin-led cyber-espionage attacks.

“So, you are saying this is just the modern-day version of trade craft for the Russians?” I asked.

I had been piecing together the evolution of how Russian operatives functioned throughout history. I appreciated the John le Carré–like glamour of the old KGB days in which spies used invisible ink, performed dead letter drops, and buried mounds of cash in the woods.

Then there were the more recent incarnations of Russian-government-led attempts to use our vulnerabilities against us, which spoke to the questions of how any of this stuff affects us directly or why we should care.1 In the 1960s, Russian-led operative units tried to exploit the country's Achilles’ heel—racism—and Jim Crow laws.2 For example, they tried to portray Dr. Martin Luther King Jr. as an Uncle Tom who had been bribed by President Lyndon Johnson to quell the fire of the movement and keep black people in subordinate roles.3

In 2016, the internet allowed Russian-government-led cyber-espionage hackers to embed themselves in our institutions, gathering and releasing intelligence to the public to undermine our politicians in a more succinct and effective manner.4 They used social media platforms like Twitter and Facebook and exploited these platforms’ capacity to incite hate.5 They attempted to compromise our voting booths and influenced us, without our knowledge, thereby waging an invisible war.

This is warfare. It's not typically discussed in these terms, but the United States and its allies are already engaged in a war with Russia. The hackers messed with our minds by exploiting our divisions with information warfare.

“Is it complicated then, because they play by a different set of rules?” I asked.

My source nodded. He was silent a long time. He seemed grave. He took a sip of water as I wondered to myself if anybody even knew what those rules were. Several sources had spoken to me about the intricate web of alleged collusion between Russian officials and the Trump administration, which was just one in a series of White House–based problems they couldn't talk about but had shaken. There was such intensity to them in how they described what had happened.

I kept feeling as if I had been living in a movie or a dream for months. This simultaneously thrilled and frightened me.

It also made me feel an urgent responsibility to uncover more and to relay what I had learned to other people.

“Do you think the cyberattacks destabilized our democracy, that we are verging on a constitutional crisis then?” I asked.

My source nodded so slightly that it was barely discernable. This is the way many of my sources operate. They never feed you all the information you want. They seem to dole it out in small nuggets. It's like an intricate puzzle you have to put together by gathering the pieces from different people, different agencies, and at different times. One must be tenacious in doing this job. You get a taste of something good and you want more. The Russia investigation for me started just as other stories I report. However, the pieces I gathered with my Justice unit at CBS News kept leading to bigger stories and ever more troubling revelations.







[image: images]

JULY 24, 2016

The Democratic National Convention in Philadelphia in 2016 was like the halfway point of a brutal marathon, one that only allowed the briefest cooldown in between interviews, and during which I prayed my college-football-weakened knees didn't give way to jelly legs. There was a heat wave, with temperatures climbing well past ninety degrees, and humidity that made my clothes feel like a straitjacket.

It was Sunday, and I was sitting on the edge of my bed at the Westin Hotel, waiting to go to a press conference at Philadelphia's Emergency Operations Center. The police would field questions about security measures they had taken for the convention, which was expected to draw an average of forty thousand protestors a day. I was ready, with my shined shoes at the door and my navy summer blazer steamed and pressed. I didn't really want to move too quickly.

I was, quite frankly, exhausted. I had just driven a rental car from the Republican National Convention in Cleveland to Pittsburgh and had arrived in Philly the day before. It was a nice extended relaxing trip. I had blasted the AC and coasted along I-76 past hills and farms, eventually careening into Heinz Field to eat a burger and watch all the Pirates fans. The next morning, I took my golf clubs to a driving range.

That drive back was euphoric, largely because I was relieved. Covering security for Republican National Convention protests had at first felt like stepping onto streets wired with land mines. We were living through a strange time. Colleagues had shared stories about covering rallies where candidate Donald Trump incited stadium-sized crowds to boo the media. Others had been present when he overtly advocated for violence against protestors.1 Worst-case scenario, some had been expecting something like the anti–Vietnam War protests that occurred at the Democratic National Convention in 1968 in Chicago, at which thirty thousand protestors and police clashed, and even reporters were beaten to the ground. We were bracing for the worst.

Protests had always been a part of my personal history. As a kid, I had often sat at my parents’ dinner table and listened to them share stories with their friends about civil rights activities during the 1960s. They were both raised in Alabama—my mother in Montgomery, my father in Birmingham—and fought hard for equal treatment and for their success. Whether they were talking about marching with Dr. King or getting hauled away by police, they spoke with great pride because they knew they had done what was necessary. That wasn't lost on me. Growing up, I wondered what my contribution would be. I often wondered if I would have the courage to do the same if faced with similar circumstances.

Protests had become a part of my professional life, too. I spent several years interviewing police and protestors around the United States in the aftermath of uprisings such as the one that followed the death of Freddie Gray in Baltimore. Yet the 2016 election had been the closest I had come to covering convention protests on the ground as they occurred.

It turned out that Cleveland was nothing like Chicago in ’68; it was nothing like Birmingham or Selma. The police deliberately underplayed their hand so that the protestors didn't feel defensive. A maze of barricades and checkpoints was set up at the Quicken Loans Arena, where the convention was being held. Across the street at the Public Square near the Renaissance Cleveland Hotel, ordinary police on bicycles circled the protestors like herders, separating the two factions. I had also seen the officers in full gear—with riot shields and pepper ball guns—who had been instructed to stay out of the protestors’ line of sight.

The police strategy worked. There were a few flare-ups, but the streets in Cleveland remained relatively peaceful. We'd dodged a bullet.

It wasn't clear whether we would be so lucky at the Democratic National Convention. The heat alone, which was also breaking historic records, was enough to set people off. I had already interviewed law enforcement officials and learned about the hostage negotiators, SWAT teams, and sharpshooters. They had been running through drills all week long, practicing things like how to respond to a lone-wolf attack on a motorcade. I was always hungry for breaking news, but it had already been a long year for reporters. I could have done without getting caught in the crossfire of another uprising.

It was certainly one of the most surreal and volatile periods for the country that my generation had seen. People were caught in a hotbed of collective emotions: anxiety, anger, terror and outrage. We were all heavily distracted. Few of us saw the real culprit or threat to our freedom.

In my hotel room, I stood up and looked in the mirror. There were slight bags under my eyes from exhaustion, and I was happy it was just a press conference. It had been an easy Sunday so far.

I sat on the bed and ran down the news I had heard from a friend in the lobby of the convention hall. I had been on I-76 on July 22, the day WikiLeaks placed an announcement on Twitter inviting readers to visit its page to “Search the DNC email database.”2 When readers clicked they gained access to over nineteen thousand emails plucked by hackers from Democratic National Committee (DNC) servers.

These included details of perks for party donors attending the convention, and emails from DNC chair Debbie Wasserman Schultz, which included notes about her appearing to favor Hillary Clinton over Vermont senator Bernie Sanders as candidate for president.

Later, the number of leaked emails from the DNC grew to sixty thousand. Someone named Guccifer 2.0 claimed ownership over the hacks, which were distributed through WikiLeaks, DCLeaks, and a conference event. This persona denied any ties to Russia.3

Having had enough noise for one day, I embraced the peace and quiet of a room without a television on or the radio blaring in the background. I pulled the hospital corners off the bed and lay down on my back with my feet crossed.


My iPhone was vibrating, indicating that a producer was trying to reach me with breaking news. I picked it up and saw an email from a CBSN producer, our streaming network. He wanted to know if I had enough information to go on the air to talk about the FBI investigation into the DNC hack.

“We'll take you as soon as possible,” he said.

He wanted me to come on Josh Elliott's TV show and discuss whether Russia was behind a hack to the DNC servers. They would broadcast from a skybox overlooking the convention floor. I deliberated. The show was in a couple of hours, and I had mixed feelings about doing it.

On the one hand, I was always grateful to be brought in as an expert on subjects related to my Homeland Security and Justice beat. It would be an easy in-studio gig that wouldn't require me to swelter outside in my suit. But I just didn't have a lot of information on the hacks at that time. Most people, including those at the FBI, didn't have a lot of information. The Washington Post had released a report the previous month suggesting that Russian government hackers had penetrated the computer network of the DNC and obtained access to their database.4 The hacking was obviously embarrassing the Democrats and undermining the convention.

I was so consumed with trying to stay on top of the protestors at the convention that I didn't at that point stop to consider what we were witnessing with the hacks. The weight of it all had not yet hit me.

Distortion had become the norm since the campaign had started. All our platforms had devolved. The internet was buzzing with provocative tweets from candidate Trump and counter tweets from candidate Clinton. Then there was the almost minute-by-minute smackdown on cable television. The candidates’ campaign chairpersons, managers, and supporters argued. Cable news anchors stoked the discussion with the latest accusations. The volume of the discourse had reached an unprecedented decibel level that drowned out just about everything else going on.

No wonder we didn't see it coming.

I thought about what I already knew. It wasn't much.

The month before, the DNC disclosed that Russian hackers had accessed their servers and leaked information to WikiLeaks.5 The cyber security firm CrowdStrike had nicknamed the hackers Fancy Bear and Cozy Bear. Hackers leave a kind of digital fingerprint behind—some biometrics pattern that experts can discern.6

In May, James Clapper, director of national intelligence, informed both the Trump campaign and the Clinton campaign that they were being targeted for cyberattacks.7 It was amazing that the Democrats didn't do something sooner to prevent this from happening.

A few days later I'd be in Baltimore, covering the hearings of the police officers who shot Freddie Gray. I was mildly disappointed that I wouldn't be able to rest before hitting the road again. I had gone live on television with much less information. I decided to do it.

When I agreed to race over to the Wells Fargo Center that afternoon, I turned a corner on terrain I never knew existed. The next month an intelligence source whom I knew well and trusted became my cartographer—drawing a metaphorical map and guiding me toward a beat based almost exclusively on stories about Russia.
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The first White House meetings following the Democratic National Convention leaks took place in a secure, classified conference room in the Eisenhower Executive Office Building, an architectural anomaly that Mark Twain called the ugliest building in America. The building's late-1800s French Second Empire style is simultaneously monolithic and gaudy with a double-pitched mansard roof, cast-iron columns, and granite façade dominated by cookie-cutter windows. A tunnel connects the White House to the building and the beehive of government employees who wind through its tiled corridors and who are cloistered in 550 offices spread out over two miles, some with cast-insignia doorknobs indicating whether they once belonged to the War, Navy, or State Department. The “Old Executive Office Building” now houses representatives of the Office of the Vice President, the Office of Management and Budget, and the National Security Council who may occasionally play a game of tenpin in the Truman bowling alley in the basement—but don't always share information.1

It isn't surprising, then, that among the dozens of people in the conference room, including members from the FBI, CIA, NSA, DOD, State, ordinary policy wonks, and anyone else you'd find at a national security meeting, nobody knew what others knew or when they had found out about it. Information wasn't restricted as much by security clearance as by party affiliation. Those involved with the Democratic National Committee (DNC) were more likely to have been tipped off. Polarization between White House policy and political campaigns is intended to protect the integrity of US elections. This is one of several staples of our democracy that now makes us vulnerable to attack.

It was surprising to find out that nobody in that room seemed to know much about the hacks. The Russian influence campaign didn't start with the cyberattack on the DNC's computer networks, though that seemed to be the point at which White House officials first took notice. The breach of the computer systems had been in the works for years. The Russian hackers gained access to DNC computers in the summer of 2015. They maintained access to the DNC networks until at least June 2016.2 Russian military intelligence then compromised the personal email accounts of Democratic Party officials and political figures. By May 2016, US intelligence officials assessed that the hackers had stolen “large volumes of data from the DNC.” The hackers’ dormant code had activated and “come to life.” The Russians’ cyber fingerprints were all over the DNC computer systems.3

Michael Daniel, who was then special assistant to President Barack Obama and was White House cybersecurity coordinator, admits that he first found out about the hacks from an article in the Washington Post on July 23. He then penciled the investigation onto the agenda of the regular Cyber Response Group.4

Daniel explained that the White House had been expecting election-related cyber-espionage, nation-state hackers mining for intelligence, which is what happened during the 2008 and 2012 election cycles.5 The way WikiLeaks was circulating this information publicly, however, was unprecedented. Accordingly, we knew neither who was behind it nor what the hacker's endgame was. The intelligence groups sloughed through scenarios. They first tried to determine if the hacker left a kind of cyber fingerprint, a pattern that could lead them to him/her.

“We start raising the question of, okay, what's the actual threat here? What's actually happening? And can we understand? The first couple of questions are going to be like, so who the heck do we actually think Guccifer 2.0 is? You know, do we really think he's a Romanian hacker?” Daniel said, and laughed.

It was information warfare that heaped another level of absurdity on an already absurd year. Guccifer 2.0 associated his name with “Guccifer,” a Romanian hacker named Marcel Lazar, and claimed to be a Romanian himself who had no ties to Russia. This is a comparison akin to a teenage tagger in Nebraska claiming to be associated with legendary New York graffiti artist Banksy.6

The investigating firm CrowdStrike gave the hackers the code names of children's stuffed toys. Guccifer 2.0 and his counterpart DCLeaks are believed to be linked to a Russian cyber unit security experts have come to call Fancy Bear or APT28 (Advanced Persistent Threat—a high-level, generally state-sponsored hacker). Simultaneously, another Russian cyber unit nicknamed Cozy Bear or APT29 is believed to have quietly embedded itself in the DNC and other government and political networks.7

“Was this an inside job?” Daniel said this question was brought up.8

They tried to determine how vulnerable we were.

“If the goals were to disrupt our elections in some way, how would you do that? And what do we need to do to protect ourselves against that?” Those were just a few questions White House officials at the time were trying to answer.

“What would a misinformation campaign look like?”

More experts were invited into the room. Edward Felten is a Princeton professor, a computer wunderkind who trades in his tweed sports coat for a navy-blue suit when called into the White House to assume his post as deputy chief technology officer. He has a physicist's brain that somersaults over cyber terrain, and his work tends to anger company head honchos by proving their systems aren't impenetrable. As witness for the US government in the antitrust lawsuit against Microsoft, he demonstrated nineteen ways it was possible to remove the Internet Explorer function from Windows without damaging the operating system.9 He broke a digital watermark created by Secure Digital Music Initiative, a forum of companies and IP professionals developed in 1998, to quash music piracy over the internet. The group, in September 2000, had put out a letter to IT professionals challenging them to break the watermark, and Felten's team claimed to have done so.10 Felten also identified critical problems with the accuracy of Sequoia voting machines in New Jersey and demonstrated how they could be easily hacked and compromised.11

Felten helped the group to conclude that although voting machines could be hacked, they weren't likely a target. The hacker would have to know the specific location he/she wanted to target ahead of time and would have to predict how close the election will be in that locality. You'd have to rig the system to flip enough votes to change the outcome but not set off warning alarms.

In later meetings, the Cyber Response Group queried the Russia director at the National Security Council (NSC) and Russia experts at various agencies. They wanted to figure out what the Kremlin's strategic goals might be.

“They were talking about this idea of sort of disrupting and undermining confidence in the electoral process being one of the top goals. There was the discussion pretty early on that Vladimir Putin particularly hates Hillary Clinton—like, at a very personal level,” Daniel said. “That was certainly acknowledged as a factor.”12
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There is a thirty-five-page document entitled U.S. Presidential Election: Republican Candidate Donald Trump's Activities in Russia and Compromising Relationship with the Kremlin.1 It alleged that Trump had been in cahoots with the Kremlin and President Vladimir Putin for at least five years and that he “accepted a regular flow of intelligence on Hillary Clinton.” It also contains what it purports to be evidence that proved Trump had been compromised. Information, if true, could be used to blackmail him, including substantial financial connections to Russian oligarchs and by extension the Kremlin. A former MI6 Moscow field agent, Christopher Steele, had been commissioned by Fusion GPS, a commercial research and intelligence agency cofounded by former journalist Glenn Simpson, on behalf of the firm's anonymous client at the Democratic National Committee to investigate Trump's business dealings in Russia.2 Steele sent a series of sixteen memos to Fusion beginning in June 2016, revealing most of the materials that would be compiled into the dossier.3 He also noted that Russian-government-based intelligence sources, at the request of Putin, had spent years collecting material about Hillary Clinton during her frequent visits to Russia, but that these were mainly bugged phone calls and conversations that contained no incriminating information. The FBI would eventually see the dossier but not until after it had launched its counterintelligence investigation in late July 2016.

At the Halifax International Security forum in Canada held on September 2, 2017, Senator John McCain (R-AZ) learned about the dossier from Sir Andrew Wood, the United Kingdom's former ambassador to Russia. Wood stressed that the document contained information that concerned a mortal threat to the US democratic system. According to my sources, McCain had requested someone to meet with Steele, find out what he knew, and pick up the document.4

My producers and I had done some research and figured out who McCain had sent to London to pick up the dossier. Our research showed that the envoy for this secret mission was David Kramer, a former assistant secretary of state, whom McCain seemed to trust. Here was a man who traveled to London and walked around Heathrow Airport with a former operative for MI6 who had collected information that could contribute toward a scandal as big as Watergate with our new president-elect, information that could shift the playing field of our country and possibly the free world as we know it. I had read all about Steele. I knew he had been an MI6 operative during the Cold War. He'd operated in Paris, Russia, and the Foreign Commonwealth Office in London. As a Russia specialist, he is believed to have been integral to the investigation into Alexander Litvinenko's murder.5 Litvinenko was a Russian spy who died after drinking green tea laced with radioactive polonium-210. I wondered what that work entailed. I imagined high-speed car chases, covert meetings in train tunnels and caves inside parks, stamp-sized cameras, and bugs in hollowed-out coins so conversations could be monitored.

A spokesperson for Putin dismissed the dossier as kompromat, which means “compromising material.” President Trump has called it “fake.”6 According to my sources, by sending Kramer on that secret mission, McCain obviously believed the dossier was worth obtaining.7

If anyone appreciated freedom and democracy, it was the senator from Arizona. His story is well known by now. While he was a naval aviator in 1967, he was shot down during a bombing mission over Hanoi. After being captured by the North Vietnamese he was held as a prisoner of war until 1973. He was tortured but refused to betray his country after being offered unconditional release. McCain decided that he would adhere to the POW code of honor, and that meant remaining in a North Vietnamese prison. He didn't want to be repatriated ahead of the other American prisoners who had been there longer.8

McCain wasn't a Trump fan, having been a frequent target of then candidate Trump's barbs about preferring people who hadn't been captured in battle. Trump said, “He's a war hero because he was captured. I like people who weren't captured.”9 McCain has been in the House and Senate for nearly forty years, and he ran for president twice, so he seems to have thick skin by now. But he is sensitive about protecting the nation from Russia, and he has not minced words about his distaste for Vladimir Putin. He often calls him a dictator or “the most important threat, more so than ISIS.”10

After Kramer came back to the United States with the dossier, McCain hand-delivered it to the FBI.11 That, in itself, was extremely unusual, and it shows the urgency with which McCain viewed the matter. Is it possible McCain knew more than just what was in the dossier?

In late 2016 and throughout 2017 I would monitor McCain's interviews because I knew about his connection to the dossier and his well-known reputation for being a maverick. He's the type of politician who can't be controlled or muzzled to uphold the party line. Remember the campaign rally in 2008 when a woman stood up and called then candidate Barack Obama an Arab?12 It would have been so easy for McCain to ignore the comment—there are too many people (sadly) who would have done just that. But McCain corrected the woman, and for good measure said, “No, ma'am, he's a decent family man [and] citizen that I just happen to have disagreements with on fundamental issues.”

On the issue of Russia and collusion McCain has been persistent in trying to get the public to pay attention and to appreciate the gravity of the Russia investigation. In the dozens of interviews I've seen when he's asked, he always answers the same way: “I told you months ago that this was a centipede and shoes would drop, and I guarantee you more shoes will drop.”13
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AUGUST 2016

Linda Power, a US intelligence operative, first tipped me off to the extent of the Russian operation. I was upstairs in my office after I finished delivering a report close to the top of the 7:00 a.m. hour on CBS This Morning.1 It was about the time of day I try to reach sources I depend on. Linda was always at the top of the list, mostly because she and I had developed an easy rapport. I enjoyed talking with her. I always learned something new, and it wasn't always the kind of information that would end up in one of my reports on the Evening News. I would often keep the substance of our discussions to myself.

I dialed her number, and after we had exchanged some quick small talk, I asked her what was going on.

“Jeff. They are hacking the hell out of us,” she said.

“What do you mean they are hacking the hell out of us?” I asked.

“The Russians. They are hacking the hell out of us, and we're not doing anything.”

There was a bite of anger in her tone. Normally, Linda was plainspoken. She didn't connect her emotions to her work. If she didn't want to answer a question, she'd flat out tell you.

“Did something new happen since the convention?” I asked. “Did a new attack occur?”

She sighed and then drew in a deep breath. She was putting not only her job on the line by talking to me, but potentially her freedom, since she could be imprisoned for divulging classified information.

“Did you hear Trump on the campaign trail? Did you hear what he said about Putin?”

“Yeah. You mean where he says Putin was nice because he called Trump a genius?” I said and then laughed.

She didn't respond.

“Oh, and he called him a strong leader, too, right?” I coaxed. Trump's statements on the campaign trail had US intelligence officials scratching their heads.2

“Why is he saying that? How could he say that? Putin is KGB,” she said.

At this point I didn't know a whole lot about Russia. But I did know Linda wasn't alone in this sentiment about Trump's relationship to President Vladimir Putin. The prevailing feeling in Washington about Putin was that he was a manipulator and couldn't be trusted. When Trump praised Putin during his campaign, it was inordinately offensive to people in intelligence circles.

It was dangerous, too. While in the United States there are limits on a president's powers—checks and balances—in Russia there really is no cap on how far Putin can extend his influence. So the consensus in US intelligence circles is that anything big related to Russia has Putin's fingerprints on it. He is the one who gives the go-ahead.

Linda was a real pro, and a patriot. If she sensed something was off-kilter, there was a reason she was telling me.

I asked her what she thought about Trump telling the Russians to find Hillary's thirty-three thousand illegally deleted emails. The whole campaign had seemed so surreal.

I was referring to a press conference that occurred on July 27 when Trump, after calling on Russia to find the emails, said the media would thank them. Trump believed that the media was like pigs to mud when it came to any new revelation about Hillary Clinton.3 He was speaking of Hillary Clinton's use of a private email server (rather than secure federal servers) for work communications while she was secretary of state. Her use of these servers was exposed publicly in March 2015, one month before she announced she was running for president, and an FBI investigation began. Clinton maintained the legality of using her personal email for these communications. On July 2, 2016, Clinton underwent an intensive interview by the FBI, and on July 5, 2016, FBI director James Comey cleared Clinton of any wrongdoing but scolded her when he said the way she dealt with classified information was “extremely careless.”4

Linda sighed. I waited. Other sources had clammed up when they were asked about Clinton's emails. I presumed it was because the FBI was already under scrutiny for being too lenient with Clinton.

“Did anything new happen? With the hacks, I mean? Did they find anything new?”

She said no.

I tried a different tack. I asked Linda if there was a human component to all of this.

“Kompromat,” she said.

“What?”

“Russian operatives are renowned for compromising people. They use Russian operatives to contact people; they get them to trust them. You may not know you are being compromised, but they are using you. That's what Russian operatives do.”

Of course, it was obvious to anyone who had ever read John le Carré's The Spy Who Came in from the Cold, but at that point I still needed those things spelled out.

I took a sip of coffee and put it down, reminding myself to stay cool. And, truth be told, at that point I wasn't that hungry for the story. It would be a few weeks before I recognized it for what it was, before I ran down the stairs into the newsroom essentially stomping and ranting that we had to shift our focus from terrorism to the Russia story.

Still, I could tell there was something more Linda wanted to divulge.

“What else?” I asked quietly.

She drew in her breath again. “Nothing new happened. Nothing new.” She sounded agitated.

“Something old then? They've known about this longer than we thought?” I asked.

Linda was referring to some US officials who had been aware of the Russian cyber intrusions for some time. But at that moment there were only a handful of people who knew before word began to spread to a larger group.

“It's been going on longer than we thought,” she said.

“What has? The hacking? Breaches? Computer breaches? Like cyberattacks or what? Espionage from Russia specifically? What are we talking, like years here?”

“I don't understand how nobody knew,” she said.

It is true many government officials didn't know about the hacking. Surely, this was the case with many of the men and women in that situation room with Michael Daniel, who was special assistant to President Barack Obama and White House cybersecurity coordinator. Daniel himself admits his team only found out about the hacking after WikiLeaks started dumping the DNC emails and they read about it in the Washington Post. Over the years, many of my sources admit to learning about major threats to our country due to information from inquiring reporters. Of course, it is possible that some of these sources may have “known” about the hacks through official channels but chose not to reveal the information to me in order to protect their jobs and the classified information. However, I am certain the siloed nature of the information kept many from finding out about the cyberattacks until the media broke the story, which also parallels how Watergate was exposed.

In the 1970s as details of Watergate were emerging, Nixon's attacks on the media grew more intense. This is noteworthy because the Trump administration seems to have taken the same adversarial approach toward the media (except for Fox News). President Trump overtly attacks and tries to discredit the media, advising the public that news outlets don't tell the truth. There are bad apples in every profession. In journalism, I like to think that 99 percent of us work to uncover the facts. That is certainly the case at CBS News, where everything we put on the air is checked and vetted through numerous filters. We take pride in what we do because we have a tradition that is deeply engrained in the culture of the organization. A culture born through legendary journalists like Walter Cronkite, Edward R. Murrow, Ed Bradley, Bob Schieffer, Leslie Stahl, Scott Pelley, David Martin, and many others.


Even as a target for a White House that seeks to discredit the media, reporters must persevere. We cannot be deterred. But we must also continue to get the story right.

As for the Russian cyberattacks, top US officials knew about them prior to any kind of media report, at least as early as June 2016 when the Democratic Party hired the cybersecurity firm CrowdStrike to investigate. Adam Meyers, vice president of CrowdStrike, posted a blog about their findings, called “Bears in the Midst. Intrusion into the Democratic National Committee,” in early June.5

CrowdStrike Services Inc., our Incident Response group, was called by the Democratic National Committee (DNC), the formal governing body for the US Democratic Party, to respond to a suspected breach. We deployed our IR team and technology and immediately identified two sophisticated adversaries on the network—COZY BEAR and FANCY BEAR. We've had lots of experience with both of these actors attempting to target our customers in the past and know them well. In fact, our team considers them some of the best adversaries out of all the numerous nation-state, criminal and hacktivist/terrorist groups we encounter on a daily basis. Their tradecraft is superb, operational security second to none and the extensive usage of “living-off-the-land” techniques enable them to easily bypass many security solutions they encounter.6

Meyers, who wears black wire-rimmed glasses, three earrings in his left ear, and has spiky gelled hair, may not fit preconceived ideas about how a cybersecurity expert should look. He has over fifteen years’ experience in security, and his territory includes more than seventy “criminal, state sponsored and nationalist cyber advisory groups around the world.”7

The team flew out from CrowdStrike's offices in Sunnyvale, California, which looks like a place that might fit the mold for brilliant and young security experts: replete with a break room filled with video games and a large-screen television. CrowdStrike was the firm that investigated the Sony Pictures hack, and uncovered (within forty-eight hours) that the attack came from the North Korean government.8


I wanted to interview Meyers to learn more about the DNC hacks and how these cyber investigators knew that it was indeed the Russians. Meyers spoke in the crypto-language of computer code and explained how CrowdStrike deployed their technology at both the DNC and the Democratic Congressional Campaign Committee (DCCC), which “provided visibility and saw the Russian intrusion activity against the DNC.” He explained how the “surreptitious monitoring tools” associated with Fancy Bear and Cozy Bear went by different names, including a remote access Trojan, an implant, or a remote access tool kit. Meyers and his team used their own tools to poke around and see what was happening. “Imagine somebody breaks in to a bank, and they use a special saw to cut through the safe. We found that saw as they were using it and were able to then analyze it and track it back to the actor.”9

That actor (computer security professional speak for the hackers) was most likely Russian, Meyers said. The tools that were used were known to be “uniquely associated with this Russian threat actor.” He explained how the infrastructure (for example, the domain names) the actor used to put in the implant and poke around had the Russian hackers’ style and cyber fingerprints all over them. He spoke specifically about the implants. “These things, somebody has to control them; it's not like a drone, where you just fire it off and it comes back with the stolen data: there are people operating that malware, that implant, and using it to move within that environment.”10

The malware used was in line with Russian objectives, and had been used in other Russian attacks, he explained.

The malware that we've identified that's not widely available is something specially built by this actor. We've seen this actor use this malware across multiple platforms, so they've targeted Windows and Mac and Linux and mobile devices like Apple and Android. Having that same tool, being developed across platforms is pretty unique in the malware world. You don't see a lot of that, so that kind of leads us to the assessment that this is something that they've built and they control and they've continued to develop over the last ten years.11


Meyers said this attack was likely orchestrated by hundreds of people. Those who broke in with the malware probably belonged to a different team that was connected to the people who disseminated the information. He noted it was hard to ping their location.

We don't know exactly where they are. I think it's reasonable to assume that there's probably an element in Moscow and they may also have other elements across the rest of Russia. We have some belief that this is tied to the Russian Main Intelligence Directorate, the GRU, which can have locations elsewhere within Russia.12

Hackers’ fingerprints are essentially clues. “We have to make some assertions or…intelligence assessments around what we believe to be true based on having a piece of the story,” Meyers said. He notes that story is hard to decipher because of the nature of computers. “These things are deliberately obfuscated. They're not trying to make it very obvious where it ties back to,” he said. Just as the intelligence folks are cautious about their language, so are the cybersecurity firms. In this case they speak in confidence levels. They had a “high degree of confidence” Russian hackers were behind the attacks.13

They were, however, clear on the timeline.14

“We went through the timeline pretty well,” Meyers said, “which was that the attacks began over a year before with Cozy Bear around September 2015, probably this
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Every effort has been made to provide readers with the latest news about the Russia investigation, but more details are uncovered with each passing day. Please visit my website, jeffpegues.com, to discover the latest information that's come my way since this book was released.
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My life has changed dramatically in the last two years. I've authored two books, consistently worked twelve to fourteen hours a day and regrettably missed a lot of important moments at home with my incredible family. I am thankful for the peace, love, and joy they bring to my life in all of this chaos. To my wife, Tareaz, your support means everything to me. I will always need it! To my daughters, Jordyn and Peyton, thank you for working hard in school and playing hard in life! You deserve the best. Also, thanks to Mom and Dad; my big brother, Joseph E. Pegues III; Stephanie Powers Pegues; Gabriel; Zara; Ron; Valerie; Philip; Tiffany; Dorothy Poellnitz; Joseph E. Pegues Sr.; Louise Pegues; Lloyd and Miriam Moore; Stephanie Moore; Ashley Moore; Karen; Celestine; Casey; Carlos; and Morgan.

Thank you, Danielle Wolffe, for your help on this project. Without you this would not have made it to print. You and Kevin Anderson and Associates are difference makers for those of us who need a good editor for projects this big!


To my CBS News family, David Rhodes, Ingrid Ciprian-Matthews, Kim Godwin, Al Ortiz, Laurie Orlando, Steve Capus, Scott Pelley, Norah O'Donnell, Gail King, Jeff Glor, Bob Orr, Ryan Kadro, Diana Miller, Chris Isham, Ward Sloan, Mosheh David Oinounou, Caroline Horn, Albert Oetgen, Chloe Arensberg, Andres Triay, Katie Ross Dominick, Julia Kimani Burnham, Allyson Ross Taylor, Kate Rydell, Mary Walsh, Paula Reid, Duncan McKenna, Grace Lamb Atkinson, Pat Milton, Len Tepper, Julianna Goldman, Alturo Rhymes, Diana Miller, Terri Stewart, Tony Furlow, Caitlin Conant, John Dickerson, Mary Hager, and everyone I wasn't able to mention here who has contributed to my reporting over the years at CBS This Morning, CBS Evening News, Face the Nation, CBSN, and CBS Radio. Thank you all!

Thank you to my friends James Lewis, Eric O'Neill, Erroll Southers, and Frank Cilluffo. Men of knowledge and influence!

My agents, Sharon Chang, Henry Reisch, and Bradley Singer have helped guide my career. Thank you to my friends at Prometheus Books, including Steven L. Mitchell, Jeffrey Curry, Hanna Etu, Jill Maxick, Bruce Carle, Jake Bonar, Amy Vigrass, Lynette Nisbet, Catherine Roberts-Abel, and Jackie Cooke. I also want to acknowledge all of the people who have been on my team for years or decades: Christopher Carmichael, Chuck Murray, Mark Edwards, Gregg Burger, Justin Carmichael, Beth Carmichael, KC, Richard Burns, Elizabeth Murphy Burns, Todd Bloom, Kristin Bloom, JR Rodriguez, Cindy Rodriguez, Ron Hosko, Raoul Davis, Leticia Gomez, MB, Cat McKenzie, Rick Martin, Ducis Rodgers, Shefali Razdan Duggal, Molly Fay, Arles Hendershott, Vince Tirola, Barbara Tirola, Randy Walker, Terry Hoeppner, Shawn Watson, Pat Narduzzi, Gordon Benning, Amoury Hollins, Ron Scott, Miami University president Greg Crawford, Hugh Morgan, Dr. Robert Vogel, Miami University, Miami University football, Laddie Lawrence, Staples High School, Staples High School football, and Staples High School track.
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