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				PREFACE

				A year into Donald J. Trump’s presidency, his defense secretary, Jim Mattis, sent the new commander-in-chief a startling recommendation: with nations around the world threatening to use cyberweapons to bring down America’s power grids, cell-phone networks, and water supplies, Trump should declare he was ready to take extraordinary steps to protect the country. If any nation hit America’s critical infrastructure with a devastating strike, even a non-nuclear one, it should be forewarned that the United States might reach for a nuclear weapon in response.

				Like most things in Washington, the recommendation leaked immediately. Many declared it a crazy idea, and wild overkill. While nations had turned their cyberweapons against each other dozens of times in recent years, no attack had yet been proven to cost a human life, at least directly. Not the American attacks on Iran’s and North Korea’s weapons programs; not the North Korean attacks on American banks, a famed Hollywood studio, and the British healthcare system; not the Russian attacks on Ukraine, Europe, and then the core of American democracy. That streak of luck was certain to end soon. But why would Donald Trump, or any of his successors, take the huge risk of escalating a cyberwar by going nuclear?

				
				The Pentagon’s recommendation, it turned out, was the prelude to other proposals—delivered to a president who values toughness and “America First”—to use the nation’s powerful cyberweapons far more aggressively. But it was also a reminder of how quickly the fear of devastating cyberattacks has moved from the stuff of science fiction and Die Hard movies to the center of American defense strategy. Just over a decade before, in 2007, cyberattacks were missing entirely from the global “Threat Assessment” that intelligence agencies prepare each year for Congress. Terrorism topped that list, along with other post-9/11 concerns. Now that hierarchy has been reversed: For several years a variety of cyber threats, ranging from a paralyzing strike on the nation’s cities to a sophisticated effort to undercut public confidence in its institutions, has appeared as the number one threat on the list. Not since the Soviets tested the Bomb in 1949 had the perception of threats facing the nation been revised so quickly. Yet Mattis, who had risen to four-star status in a career focused on the Middle East, feared that the two decades spent chasing al Qaeda and ISIS around the globe had distracted America from its most potent challenges.

				“Great power competition—not terrorism—is now the primary focus of US national security,” he said in early 2018. America’s “competitive edge has eroded in every domain of warfare,” including the newest one, “cyberspace.” The nuclear strategy he handed Trump gave voice to an inchoate fear among many in the Pentagon that cyberattacks posed a threat unlike any other, and one we had completely failed to deter.

				The irony is that the United States remains the world’s stealthiest, most skillful cyberpower, as the Iranians discovered when their centrifuges spun out of control and the North Koreans suspected as their missiles fell out of the sky. But the gap is closing. Cyberweapons are so cheap to develop and so easy to hide that they have proven irresistible. And American officials are discovering that in a world in which almost everything is connected—phones, cars, electrical grids, and satellites—everything can be disrupted, if not destroyed. For seventy years, the thinking inside the Pentagon was that only nations with nuclear weapons could threaten America’s existence. Now that assumption is in doubt.

				
				In almost every classified Pentagon scenario for how a future confrontation with Russia and China, even Iran and North Korea, might play out, the adversary’s first strike against the United States would include a cyber barrage aimed at civilians. It would fry power grids, stop trains, silence cell phones, and overwhelm the Internet. In the worst-case scenarios, food and water would begin to run out; hospitals would turn people away. Separated from their electronics, and thus their connections, Americans would panic, or turn against one another.

				The Pentagon is now planning for this scenario because it knows many of its own war plans open with similarly paralyzing cyberattacks against our adversaries, reflecting new strategies to try to win wars before a shot is fired. Glimpses of what this would look like have leaked out in recent years, partly thanks to Edward J. Snowden, partly because a mysterious group called the Shadow Brokers—suspected of close links to Russian intelligence—obtained terabytes of data containing many of the “tools” that the National Security Agency used to breach foreign computer networks. It didn’t take long for some of those stolen cyberweapons to be shot back at America and its allies, in attacks whose bizarre-sounding names, like WannaCry, suddenly appeared in the headlines every week.

				Yet the secrecy surrounding these programs obscures most public debate about the wisdom of using them, or the risks inherent in losing control of them. The government’s silence about America’s new arsenal, and its implications, poses a sharp contrast to the first decades of the nuclear era. The horrific scenes of destruction at Hiroshima and Nagasaki not only seared the national psyche, but they made America’s destructive capabilities—and soon Russia’s and China’s—obvious and undeniable. Yet even while the government kept the details classified—how to build atomic weapons, where they are stored, and who has the authority to order their launch—America engaged in a decades-long political debate about when to threaten to use the Bomb and whether to ban it. Those arguments ended up in a very different place from where they began: in the 1950s the United States talked casually about dropping atomic weapons to end the Korean War; by the eighties there was a national consensus that the US would reach for nuclear weapons only if our national survival was at stake.

				
				So far, there has been no equivalent debate about using cyberweapons, even as their destructive power becomes more evident each year. The weapons remain invisible, the attacks deniable, the results uncertain. Naturally secretive, intelligence officials and their military counterparts refuse to discuss the scope of America’s cyber capabilities for fear of diminishing whatever narrow advantage the country retains over its adversaries.

				The result is that the United States makes use of this incredibly powerful new weapon largely in secret, on a case-by-case basis, before we fully understand its consequences. Acts that the United States calls “cyber network exploitations” when conducted by American forces are often called “cyberattacks” when American citizens are the target. That word has come to encompass everything from disabling the grid, to manipulating an election, to worrying about that letter arriving in the mail warning that someone—maybe criminals, maybe the Chinese—just grabbed our credit cards, Social Security numbers, and medical histories, for the second or third time.

				During the Cold War, national leaders understood that nuclear weapons had fundamentally changed the dynamics of national security, even if they disagreed on how to respond to the threat. Yet in the age of digital conflict, few have a handle on how this new revolution is reshaping global power. During his raucous 2016 presidential campaign, Trump told me in an interview that America was “so obsolete in cyber,” ignoring, if he was aware of it, that the United States and Israel had deployed the most sophisticated cyberweapon in history against Iran. More concerning was the fact that he showed little understanding of the dynamics of the grinding, daily cyber conflict now under way—the short-of-war attacks that have become the new normal. His refusal to acknowledge Russia’s pernicious role in the 2016 election, for fear it would undercut his political legitimacy, only exacerbates the problem of formulating a national strategy. But the problem goes far beyond the Trump White House. After a decade of hearings in Congress, there is still little agreement on whether and when cyberstrikes constitute an act of war, an act of terrorism, mere espionage, or cyber-enabled vandalism. Technological change wildly outpaces the ability of politicians—and the citizens who have become the collateral damage in the daily combat of cyberspace—to understand what was happening, much less to devise a national response. Making matters worse, when Russia used social media to increase America’s polarization in the 2016 election, the animus between tech companies and the US government—ignited by Snowden’s disclosures four years earlier—only deepened. Silicon Valley and Washington are now the equivalent of a divorced couple living on opposite coasts, exchanging snippy text messages.

				
				Trump accepted Mattis’s nuclear recommendation without a moment of debate. Meanwhile the Pentagon, sensing Trump’s willingness to demonstrate overwhelming American force in cyberspace as in other military arenas, published a new strategy, envisioning an era of constant, low-level cyber conflict in which America’s newly minted cyber warriors would go deep behind enemy lines every day, attacking foreign computer servers before threats to the United States could materialize. The idea was classic preemption, updated for the cyber age, to “stop attacks before they penetrate our cyber defenses or impair our military forces.” Other proposals suggested the president should no longer have to approve every cyber strike—any more than he would have to approve every drone strike.

				In the chaos of the Trump White House, it was unclear how these weapons would be used, or under what rules. But suddenly we are in new territory.

				

				—

				Cyber conflict remains in the gray area between war and peace, an uneasy equilibrium that often seems on the brink of spinning out of control. As the pace of attacks rises, our vulnerability becomes more apparent each day: in the opening months of 2018, the federal government warned utilities that Russian hackers had put “implants” of malware in the nation’s nuclear plants and power grid and then, a few weeks later, added that they were infesting the routers that control the networks of small enterprises and even individual homes. In previous years there has been similar evidence about Iranian hackers inside financial institutions and Chinese hackers siphoning off millions of files detailing the most intimate details of the lives of Americans seeking security clearances. But figuring out a proportionate yet effective response has now stymied three American presidents. The problem is made harder by the fact that America’s offensive cyber prowess has so outpaced our defense that officials hesitate to strike back.

				
				“That was our problem with the Russians,” James Clapper, President Obama’s director of national intelligence, told me one winter afternoon at a diner down the road from the CIA headquarters in McLean, Virginia. There were plenty of ideas about how to get back at Putin: unplug Russia from the world’s financial system; reveal Putin’s links to the oligarchs; make some of his own money—and there was plenty hidden around the world—disappear.

				Yet, Clapper noted, “every time someone proposed a way to strike back at Putin for what he was doing in the election, someone else would come back and say, ‘What happens next? What if he gets into the voting system?’ ”

				Clapper’s question drives to the heart of one of the cyberpower conundrums. The United States can’t figure out how to counter Russian attacks without incurring a great risk of escalation. The problem can be paralyzing. Russia’s meddling in the election encapsulates the challenge of dealing with this new form of short-of-war aggression. Large and small powers have gradually discovered what a perfect digital weapon looks like. It is as stealthy as it is effective. It leaves opponents uncertain about where the attack came from, and thus where to fire back. And we struggle to figure out the best form of deterrence. Is it better to threaten an overwhelming counterstrike? A non-cyber response, from economic sanctions to using a nuclear weapon? Or to so harden our defenses—a project that would take decades—that enemies give up attacking?

				
				Naturally, the first temptation of Washington policy makers is to compare the problem to something more familiar: defending the country against nuclear weapons. But the nuclear comparison is faulty, and as the cyber expert James Lewis has pointed out, the false analogy has kept us from accurately understanding how cyber plays into the daily geopolitical conflict.

				Nuclear arms were designed solely for fighting and winning an overwhelming victory. “Mutually assured destruction’’ deterred nuclear exchanges because both sides understood they could be utterly destroyed. Cyberweapons, in contrast, come in many subtle shades, ranging from the highly destructive to the psychologically manipulative.

				Until recently, Americans were fixated on the most destructive class of cyberweapons, the ones that could turn off a nation’s power or interfere with its nuclear command-and-control systems. That is a risk, but the extreme scenario, and perhaps the easier to defend against. Far more common is the daily use of cyberweapons against civilian targets to achieve a more specific mission—neutralizing a petrochemical plant in Saudi Arabia, melting down a steel mill in Germany, paralyzing a city government’s computer systems in Atlanta or Kiev, or threatening to manipulate the outcome of elections in the United States, France, or Germany. Such “dialed down” cyberweapons are now used by nations every day, not to destroy an adversary but rather to frustrate it, slow it, undermine its institutions, and leave its citizens angry or confused. And the weapons are almost always employed just below the threshold that would lead to retaliation.

				Rob Joyce, Trump’s cyber czar for the first fifteen months of the administration and the first occupant of that office to have once run American offensive cyber operations, described in late 2017 why the United States is particularly vulnerable to these kinds of operations, and why our vulnerabilities won’t go away anytime soon.

				“So much of the fabric of our society rests on the bedrock of our IT,” said Joyce, who spent years running the Tailored Access Operations unit of the NSA, the elite operation charged with breaking into foreign computer networks. “We continue to digitize things; we store our wealth and treasure there; we run operations; we keep our secrets all in that cyber domain.” In short, we are inventing new vulnerabilities faster than we are eliminating old ones.

				
				Rarely in human history has a new weapon been adapted with such speed, customized to fit so many different tasks, and exploited by so many nations to reshape their influence on global events without turning to outright war. Among the fastest adapters has been Putin’s Russia, which deserves credit as a master of the art form, though it is not the only practitioner. Moscow has shown the world how hybrid war works. The strategy is hardly a state secret: Valery Gerasimov, a Russian general, described the strategy in public, and then helped implement it in Ukraine, the country that has become a test-bed for techniques Russia later used against the United States and its allies. The Gerasimov doctrine combines old and new: Stalinist propaganda, magnified by the power of Twitter and Facebook, and backed up by brute force.

				As the story told in this book makes clear, parts of the US government—and many other governments—saw all the signs that our chief adversaries were headed toward a new vector of attack. Yet the United States was remarkably slow to adapt to the new reality. We knew what the Russians had done in Estonia and Georgia a decade ago, the first time they used cyberattacks to help paralyze or confuse an opponent, and we saw what they later attempted from Ukraine to Europe, the testing grounds for cyberweapons of mass disruption and subtle influence. But an absence of imagination kept us from believing that the Russians would dare to leap the Atlantic and apply those same techniques to an election in the United States. And, like the Ukranians, we took months, even years, to figure out what hit us.

				Worse yet, once we began to grasp what happened, a military and intelligence community that prides itself on planning for every contingency had no playbook of ready responses. In early 2018, when asked by the Senate Armed Services Committee how the National Security Agency and US Cyber Command were dealing with the most naked use of cyberpower against American democratic institutions, Adm. Michael S. Rogers, then coming to the end of his term as commander of both organizations, admitted that neither President Obama nor President Trump had given him the authority to respond.

				
				Putin, Rogers said, “has clearly come to the conclusion that there’s little price to pay here and that therefore ‘I can continue this activity.’ ” Russia was not alone in reaching this conclusion. Indeed, many adversaries used cyberweapons precisely because they believed them to be a way of undercutting the United States without triggering a direct military response. North Korea paid little price for attacking Sony or robbing central banks. China paid no price for stealing the most private personal details of about 21 million Americans.

				The message to our adversaries around the world is clear: cyberweapons, in all their various forms, are uniquely designed to hit America’s softest targets. And because they rarely leave smoking ruins, Washington remains befuddled about how to answer all but the biggest and most blatant attacks.

				Rogers told me as he began the job in 2014 that his number-one priority was to “establish some cost” for using cyberweapons against America. “If we don’t change the dynamic here,” he added, “this is going to continue.” He left office, in 2018, with the nation facing a far larger problem than when he began.

				

				—

				In late July 1909, Wilbur and Orville Wright arrived in Washington to show off their Military Flyer. In the grainy pictures that have survived, Washington’s swamp creatures streamed across the bridges spanning the Potomac to see the show; even President William Howard Taft got into the act, though the Wright brothers were not about to take the risk of giving him a ride.

				
				Not surprisingly, the army was fascinated by the potential of this wild invention. Generals imagined flying the craft over enemy lines, outflanking an oncoming force, and then sending the cavalry off to dispense with them. It wasn’t until three years later, in 1912, that someone thought of arming one of the new “observation aircraft” with a machine gun. Things both ramped up and spiraled down from there. A technology first imagined as a revolutionary means of transportation revolutionized war overnight. In 1913 there were fourteen military airplanes manufactured in the United States; five years later, with World War I raging, there were fourteen thousand.

				And they were being used in ways the Wrights never imagined. The Red Baron shot down his first French aircraft in April 1916, over Verdun. Dogfights became monthly, then weekly, then daily events. By World War II, Japanese Zeros were bombing Pearl Harbor and performing kamikaze raids on my father’s destroyer in the Pacific. (They missed, twice.) Thirty-six years after Orville’s first flights in front of President Taft, the Enola Gay banked over Hiroshima and changed the face of warfare forever, combining the reach of airpower and the destructive force of the world’s newest ultimate weapon.

				In the cyber world today, we are somewhere around World War I. A decade ago there were three or four nations with effective cyber forces; now there are more than thirty. The production curve of weapons produced over the past ten years roughly follows the trajectory of military aircraft. The new weapon has been fired, many times, even if its effects are disputed. As of this writing, in early 2018, the best estimates suggest there have been upward of two hundred known state-on-state cyberattacks over the past decade or so—a figure that describes only those that have become public.

				And, as in World War I, this glimpse into the future has led nations to arm up, fast. The United States was among the first, building “Cyber Mission Forces,” as they call them—133 teams, totaling more than 6,000 troops, were up and running by the end of 2017. While this book deals largely with the “Seven Sisters” of cyber conflict—the United States, Russia, China, Britain, Iran, Israel, and North Korea—nations from Vietnam to Mexico are emulating the effort. Many have started at home by testing their cyber capabilities against dissidents and political challengers. But no modern military can live without cyber capabilities, just as no nation could imagine, after 1918, living without airpower. And now, as then, it is impossible to imagine fully how dramatically this invention will alter the exercise of national power.

				

				—

				
				In 1957, with the world on the nuclear precipice, a young Harvard scholar named Henry Kissinger wrote Nuclear Weapons and Foreign Policy. The book was an effort to explain to an anxious American public how the first use, a dozen years before, of a powerful new weapon whose implications we barely understood was fundamentally reordering power around the world.

				One doesn’t have to endorse Kissinger’s conclusions in that book—especially his suggestion that the United States could fight and survive a limited nuclear war—to admire his understanding that after the invention of the Bomb, nothing could ever be the same. “A revolution cannot be mastered until it is understood,” he wrote. “The temptation is always to seek to integrate it into familiar doctrine: to deny a revolution is taking place.” It was time, he said, “to attempt an assessment of the technological revolution which we have witnessed in the past decade” and to understand how it affected everything we once thought we understood. The Cuban Missile Crisis erupted only five years later, the closest the world came in the Cold War to annihilation by miscalculation. That crisis was followed by the first efforts to control the spread of nuclear weapons before they dictated our fate.

				While most nuclear analogies do not translate well to the new world of cyber conflict, this one does: We all live in a state of fear of how our digital dependencies can be hijacked by nations that in the past decade have discovered a new way to pursue old struggles. We have learned that cyberweapons, like nuclear weapons, are a great leveler. And we worry, with good reason, that within just a few years these weapons, merged with artificial intelligence, will act with such hyperspeed that escalatory attacks will take place before humans have the time—or good sense—to intervene. We keep digging for new technological solutions—bigger firewalls, better passwords, better detection systems—to build the equivalent of France’s Maginot Line. Adversaries do what Germany did: they keep finding ways around the wall.

				
				Great powers and once-great powers, like China and Russia, are already thinking forward to a new era in which such walls pose no obstacle and cyber is used to win conflicts before they appear to start. They look at quantum computers and see a technology that could break any form of encryption and perhaps get into the command-and-control systems of America’s nuclear arsenal. They look at bots that could not only replicate real people on Twitter but paralyze early-warning satellites. From the NSA headquarters at Fort Meade to the national laboratories that once created the atomic bomb, American scientists and engineers are struggling to maintain a lead. The challenge is to think about how to defend a civilian infrastructure that the United States government does not control, and private networks where companies and American citizens often don’t want their government lurking—even for the purpose of defending them.

				What’s missing in these debates, at least so far, is any serious effort to design a geopolitical solution in addition to a technological one. In my national security reporting for the New York Times, I’ve often been struck by the absence of the kind of grand strategic debates surrounding cyber that dominated the first nuclear age. Partly that is because there are so many more players than there were during the Cold War. Partly it is because the United States is so politically divided. Partly it is because cyberweapons were created by the US intelligence apparatus, instinctively secretive institutions that always err on the side of overclassification and often argue that public discussion of how we might want to use or control these weapons imperils their utility.

				Some of that secrecy is understandable. Vulnerabilities in computers and networks—the kind that allowed the United States to slow Iran’s nuclear progress, peer inside North Korea, and trace Russia’s role in the 2016 election—are fleeting. But there is a price for secrecy, and the United States has begun to pay that price. It is impossible to begin to negotiate norms of behavior in cyberspace until we too are willing to declare our capabilities and live within some limits. The United States, for example, would never support rules that banned cyber espionage. But it has also resisted rules prohibiting the placement of “implants” in foreign computer networks, which we also use in case the United States needs a way to bring those networks down. Yet we are horrified when we find Russian or Chinese implants in our power grid or our cell-phone systems.

				
				“The key issue, in my opinion,” says Jack Goldsmith, a Harvard law professor who served in George W. Bush’s Justice Department, “is the US government’s failure to look in the mirror.”

				

				—

				On a summer day in 2017, I went to Connecticut to see Kissinger, who was then ninety-four, and asked him how this new age compared to what he grappled with in the Cold War. “It is far more complex,” he said. “And over the long-term, it may be far more dangerous.”

				This book tells the story of how that complexity and danger are already reshaping our world, and explores whether we can remain masters of our own invention.

			

		

	
		
			
			
				
				PROLOGUE

				FROM RUSSIA, WITH LOVE

				As the lights went out in western Ukraine the day before Christmas Eve 2015, Andy Ozment had a queasy feeling.

				The giant screens in the war room just down the hall from his office—in an unmarked Department of Homeland Security building a quick drive over the Potomac River from the White House—indicated that something more nefarious than a winter storm or a blown-up substation had triggered the sudden darkness across a remote corner of the embattled former Soviet republic. The event had all the markings of a sophisticated cyberattack, remote-controlled from someplace far from Ukraine.

				It had been less than two years since Vladimir V. Putin had annexed Crimea and declared it would once again be part of Mother Russia. Putin’s tanks and troops—who traded in their uniforms for civilian clothing and became known as the “little green men”—were sowing chaos in the Russian-speaking southeast of Ukraine, and doing what they could to destabilize a new, pro-Western government in Kiev, the capital.

				Ozment knew that a Russian cyberattack against Ukrainians, far from the active combat zones, would make sense now, in the middle of the holidays. The electric utility providers were operating with skeleton staffs. To Putin’s secret army of patriotic hackers, Ukraine was a playground and testing ground. What happened there, Ozment often told his staff, was a prelude to what might well happen in the United States. As he regularly reminded them, in the world of cyber conflict, attackers came in five distinct varieties: “vandals, burglars, thugs, spies, and saboteurs.”

				
				“I’m not that worried about the thugs, the vandals, and the burglars,” he would quickly add. It was up to companies and government agencies to guard against the run-of-the-mill bad actors on the Internet. It was the spies—and particularly the saboteurs—who kept him up at night. And the saboteurs who hit Ukraine’s power grid in 2015 were not amateurs. “All the advantages go to the attacker,” Ozment warned. Putin appeared to be making that point in Ukraine.

				A bearded computer scientist in his late thirties, Ozment seemed to deliberately cultivate a demeanor suggesting it hadn’t been that long since he graduated from Georgia Tech and that he’d rather be hiking than cracking malware. He lived with his Norwegian wife in a two-story redbrick townhouse in a funky section of Washington, north of the Capitol. He always managed to look like he just walked out of one of the weekend farmers markets in his neighborhood, rather than off the front lines of America’s daily cyberwars. It was an admirable feat, considering he was running the closest thing the US government had to a fire department for cyberattacks. His team in Arlington functioned as the first responders when banks or insurance companies were attacked, utility companies found viruses lurking in their networks and suspected foul play, or incompetent federal agencies—like the Office of Personnel Management—discovered that Chinese intelligence agents were walking off with millions of highly sensitive security-clearance files. In other words, Ozment’s team got called all the time, like an engine company in a neighborhood of arsonists.

				Ozment’s cyberwar room—in bureaucratese, the “National Cybersecurity & Communications Integration Center”—looked like a Hollywood set. The screens ran for more than a hundred feet, showing everything from the state of Internet traffic to the operation of power plants. Tickers with news items sped by. The desks in front of the screens were manned by various three-letter agencies in the US government: the Federal Bureau of Investigation, the Central Intelligence Agency, the National Security Agency, the Department of Energy.

				
				At first glance, the room resembled the kind of underground bunker that a previous generation of Americans had manned round the clock, in a mountain near Colorado Springs. But initial impressions were deceiving. The men and women who spent the Cold War glued to their giant screens in Colorado were looking for something that was hard to miss: evidence of nuclear missiles speeding into space, aimed at American cities and silos. If they saw a launch—and there were many false alarms—they knew they had only minutes to confirm the US was under attack and to provide warning to the president, who would have to decide whether to retaliate before the first blast. But there was a certain clarity: At least they could know who launched the missiles, where they came from, and how to retaliate. That clarity created a framework for deterrence.

				Ozment’s screens, by contrast, provided proof that in the digital age, deterrence stops at the keyboard. The chaos of the modern Internet played out across screen after screen, often in an incomprehensible jumble. There were innocent service outages and outrageous attacks, yet it was almost impossible to see where any given attack came from. Spoofing the system came naturally to hackers, and masking their location was pretty simple. Even in the case of a big attack, it would take weeks, or months, before a formal intelligence “attribution” would emerge from American intelligence agencies, and even then there might be no certainty about who had instigated the attack. In short, it was nothing like the nuclear age. Analysts could warn the president about what was happening—and Ozment’s team often did—but they could not specify, in real time and with certainty, where an attack was coming from or against whom to retaliate.

				The more data that flowed in about what was happening that winter day in Ukraine, the deeper Ozment’s stomach sank. “This was the kind of nightmare we’ve talked about and tried to head off for years,” he recalled later. It was a holiday week, a rare break from the daily string of crises, and Ozment had a few minutes to dwell on a chilling cell-phone video that his colleagues were passing around. Taken in the midst of the Ukraine attack by one of the operators at the beleaguered electricity provider, Kyivoblenergo, it captured the bewilderment and chaos among electric-grid operators as they frantically tried to regain control of their computer systems.

				
				As the video showed, they were helpless. Nothing they clicked had any effect. It was as if their own keyboards and mice were disconnected, and paranormal powers had taken over their controls. Cursors began jumping across the screens at the master control center in Ukraine, driven by a hidden hand. By remote control, the attackers systematically disconnected circuits, deleted backup systems, and shut down substations. Neighborhood by neighborhood, the lights clicked off. “It was jaw-dropping for us,” said Ozment. “The exact scenario we were worried about wasn’t paranoia. It was playing out before our eyes.”

				And the hackers had more in store. They had planted a cheap program—malware named “KillDisk”—to wipe out the systems that would otherwise allow the operators to regain control. Then the hackers delivered their finishing touch: they disconnected the backup electrical system in the control room, so that not only were the operators now helpless but they were sitting in darkness. All the Kyivoblenergo workers could do was sit there and curse.

				For two decades—since before Ozment began his career in cyber defense—experts had warned that hackers might switch off a nation’s power grid, the first step in taking down an entire country. And for most of that time, everyone seemed certain that when the big strike came, it would take out the power from Boston to Washington, or San Francisco to Los Angeles. “For twenty years we were paranoid about it, but it had never happened,” Ozment recalled.

				“Now,” he said, “it was happening.”

				

				—

				
				It was happening, but on a much broader scale, in ways that Ozment could not yet imagine.

				While Ozment struggled to understand the implications of the cyberattack unfolding half a world away in Ukraine, the Russians were already deep into a three-pronged cyberattack on the very ground beneath his feet. The first phase had targeted American nuclear power plants as well as water and electric systems, with the insertion of malicious code that would give Russia the opportunity to sabotage the plants or shut them off at will. The second was focused on the Democratic National Committee, an early victim in a series of escalating attacks ordered, American intelligence agencies later concluded, by Vladimir V. Putin himself. And the third was aimed at the heart of American innovation, Silicon Valley. For a decade the executives of Facebook, Apple, and Google were convinced that the technology that made them billions of dollars would also hasten the spread of democracy around the world. Putin was out to disprove that thesis and show that he could use those same tools to break democracy and enhance his own power.

				It added up to a multifaceted attack on America’s infrastructure and institutions, and was remarkable in its scope, startling in its brazenness. Americans were shocked, but Putin’s moves had hardly come out of the blue. They were merely the latest phase of a global battle fought over unseen networks for the better part of a decade—a battle in which America had fired some of the opening shots.

			

		

	
		
		
			
			CHAPTER I

			ORIGINAL SINS

			
				This has a whiff of August 1945. Somebody just used a new weapon, and this weapon will not be put back in the box.

				—Gen. Michael Hayden, former director, National Security Agency and Central Intelligence Agency

			

			On an early spring day in 2012, I drove along the winding, wooded driveway of the Central Intelligence Agency and pulled up in front of what the agency quaintly calls its “Old Headquarters.”

			I knew that the meeting I was headed to—with Michael Morell, the agency’s deputy director—was likely to be difficult. A few weeks before, the White House had asked me to see Morell and talk with him about an especially sensitive story the Times was preparing to publish. The two of us had met briefly in the West Wing basement office of Benjamin J. Rhodes, then the deputy national security advisor for strategic communications, as I explained what I had learned: how two presidents of strikingly different temperaments, George W. Bush and Barack Obama, had both come to the decision to use the most sophisticated cyberweapon in history against Iran as the last, best chance to forestall a new war in the Middle East.

			Neither Rhodes nor Morell seemed surprised that I had pieced the story together; the weapon’s code, called “Stuxnet,” had accidentally spread around the world nearly two years before, making it evident that someone was using malware in an attempt to blow up Iran’s nuclear facilities. Stuxnet was filled with digital fingerprints and other clues about where and when it had been written. That someone eventually would follow those clues to discover the plan that had launched it seemed inevitable. The operation, which I learned through months of reporting had been code-named “Olympic Games,” was simply too big, and involved too many players, to stay secret forever. The Iranians themselves had long ago declared, with relatively little proof, that the United States and Israel were behind the attack. But neither government had ever uttered an admission, emblematic of the reflexive secrecy they wrapped around all cyber operations.

			
			As is true with nuclear weapons, only the president could authorize the American use of a cyberweapon for destructive purposes. Yet because virtually all offensive cyber operations take place as covert actions, which by law must be designed to be deniable, no American president had ever been caught authorizing one. The Times piece would lay out the Situation Room debate over using a cyberweapon to mount the kind of attack that, previously, could have been executed only by bombing or sending in saboteurs.

			But as I walked across the famous atrium of the CIA—its walls dotted with bronze-colored stars, one for each of the CIA officers who had died in defense of the country—and headed up the elevator to Morell’s office, there was no way for me to know how the story threatened to disrupt the web of secrecy the United States had built around its decade-long race to build up its cyber capabilities. Nor could I have known that I would touch off one of the larger federal leak investigations of modern times, or that it would lead to the unfair prosecution of a military officer who was highly valued by Obama and who was among the cohort who had brought the US military into the era of modern cyberwarfare.

			It turned out that the US government was not yet ready to discuss the consequences of its decision to use cyberweapons against another state in peacetime. Nor was it eager to assess the degree to which America’s actions contributed to a cyber arms race that Iran, Russia, North Korea, and China had joined.

			

			—

			
			Beyond the oft-photographed lobby, the CIA’s well-worn executive offices resembled those of the declining computer firms—like the now-extinct Burroughs and Digital Equipment Corporation—that I had covered decades ago as a young technology reporter. The retro look prevailed especially on the seventh floor, in the suite that Allen Dulles, CIA director under Eisenhower and Kennedy, designed so that he could sit within feet of his deputy director as they oversaw the vast and complex Cold War effort to steal secrets and take down adversaries. Appropriately, the look of the world’s most famous spy agency was a bit deceiving: As the story of Olympic Games made clear, the agency was deeply into the digital age. But it had no interest in overtly displaying its prowess.

			I had come to the Old Headquarters to hear about which details of the emerging story so concerned Morell and his colleagues that they were preparing to ask the Times to withhold them, lest we tip off other targets of ongoing operations. By their nature such conversations are fraught. News organizations must be willing to listen to government concerns, but insist, for obvious First Amendment reasons, that the decision to publish belongs to them, not the government. Morell, while always friendly and professional, had already indicated that, in his view, none of the Olympic Games story should be published. But he was a realist, and knew that the accidental revelation and dissemination of the Stuxnet worm meant the story was not going to disappear. For the CIA, that day’s meeting was an exercise in learning what I had learned, and in directing damage control.

			Operation Olympic Games was largely the work of the NSA and Israel’s Unit 8200, its military cyber operation. But the CIA, I had learned over time, played a key part, executing a presidential authorization for covert action—known in Washington as a “finding”—to slow Iran’s nuclear program. Because “findings” are secret and intended to be denied publicly, I had no expectation that the agency officials I saw that day would acknowledge their role in deploying the weapon, much less the subsequent destruction of roughly one thousand centrifuges that had been spinning beneath the Iranian desert. And they did not.

			
			But something about this story was different, and it added to the tension over its forthcoming publication. Cyberweapons, among the first strategic weapons created by the intelligence agencies rather than by the military, had been swaddled in more secrecy than that surrounding nuclear and biological weapons, or new generations of stealth fighters and drones. There was an assumption inside the government that anything published about the use of cyberweapons would impede their future use. While the government would describe in great detail its outrage about cyberattacks against the United States—or even trace evidence that other powers had entered the networks of our banks or electric systems—it considered the most basic conversations about US capabilities, intentions, or doctrines off-limits. Even some inside the US government deemed this level of secrecy ridiculous: How could you begin to discuss setting international rules about the use of weapons you won’t acknowledge owning, much less using?

			Clearly, there was no consensus within the Obama administration about how these weapons should be used. Even while Obama was approving new strikes on the Iranian nuclear plant, he harbored his own doubts. As our story explained, in meetings in the Situation Room in the first year of his presidency, Obama had repeatedly questioned whether the United States was setting a precedent—using a cyberweapon to cripple a nuclear facility—that the country would one day regret. This was, he and others noted, exactly the kind of precision-guided weapon that other nations would someday learn to turn on us. “It was the right question,” said one senior official who came into the administration after the Stuxnet attacks were over. “But no one understood how quickly that day would come.”

			
			Curiously, Obama had already proven willing to engage in a public argument over similar questions about drones. Everything about drone warfare had been secret when he came to office, but over time Obama made elements of the program public and proved willing to explain the law and reasoning behind his decision to deploy these remote-controlled killing machines. In doing so, he gradually lifted the secrecy surrounding the use of drones so that the world could understand whether they were hitting terrorists, and when they went awry and killed children or wedding guests.

			Cyberweapons were different. The government would barely admit to owning them, much less talk about the rules for when and why it used them. But the issues were very similar; just as investigative reporting about the unintended costs of drone strikes had forced the debate about unmanned weapons, my editors and I felt a journalistic imperative to explain to readers how the government was embracing cyberweapons that could ultimately be turned against our homeland. Olympic Games had opened the door to a new dimension of warfare that no one fully understood.

			The only thing that was clear was that there would be no backpedaling. When Michael Hayden, who had been central to the early days of America’s experimentation with cyberweapons, said that the Stuxnet code had “the whiff of August 1945” about it—a reference to the dropping of the atomic bomb on Hiroshima and Nagasaki—he was making clear that a new era had dawned. Hayden’s security clearances meant he couldn’t acknowledge American involvement in Stuxnet, but he left no doubt about the magnitude of its importance.

			“I do know this,” Hayden concluded. “If we go out and do something, most of the rest of the world now feels that this is a new standard, and it’s something that they now feel legitimated to do as well.”

			That is exactly what happened.

			

			—

			
			Hayden was well practiced at talking about Stuxnet as if he were an outsider looking in, a zoologist who had just observed the odd behavior of an animal and declared the discovery of a new species. But in fact, he likely knew exactly what he was looking at. Hayden served as director of the CIA during the early days of Olympic Games. By that time, he was already in the vanguard of those who, in the mid-1990s, came to believe that cyberweapons were not simply a new tool but also what war fighters call a “new domain”: the place where future power conflicts great and small would play out.

			As Hayden rose through the ranks of the air force in the 1970s, everyone agreed on the four physical domains that had long defined warfare: People had fought on land and sea for millennia, and in the air since World War I. Space was added in the 1950s and ’60s, when satellites begat antisatellites, and intercontinental ballistic missiles led to antiballistic missile systems. But cyberspace? As one long-retired general once asked me with genuine mystification at the Air Force Academy in Colorado Springs, “How do you fight in a place you can’t see?”

			Hayden’s insight into the game-changing nature of cyber conflict began to form more than twenty years earlier, when he was assigned to San Antonio, Texas, as the commander of the Air Intelligence Agency, an air force unit that gave him an early glimpse of the power of a new generation of electronic weapons. He remembered watching in wonder as members of the staff disabled remote workstations and used electronic-warfare techniques to fool a radarscope that was trying to track a fighter plane. But what struck him most, fresh back from the wars in the Balkans, was how relentlessly the US military was coming under regular attack in peacetime.

			The year after Hayden got to Texas, in 1998, the FBI was called in to investigate seemingly bizarre intrusions that had begun popping up in strange places connected to military or intelligence networks, from the Los Alamos and Sandia National Laboratories—where nuclear weapons are designed—to universities, such as the Colorado School of Mines, which held a significant contract with the Navy. There was a particular concentration of intrusions around the networks of Wright-Patterson Air Force Base in Ohio, located on the site where the Wright brothers once tested many of their early planes.

			
			It was a computer operator at the School of Mines who first discovered the hack, after he saw some nighttime computer activity he could not explain. The attack turned out to be a very large one, and persistent, seemingly coming from Russia. The hackers had lurked in some of these systems for two years and had stolen thousands of pages of unclassified material concerning sensitive technologies.

			Shock soon gave way to the accompanying recognition of a new reality. The attack was given the name “Moonlight Maze.” The Russians were initially helpful in the investigation, until they realized that the FBI had evidence that it was the Russian government, not some teenage hackers, behind the intrusions. Moscow shut down its cooperation. John Hamre, the bookish, usually unflappable defense scholar who was serving as deputy secretary of defense, told Congressional intelligence committees, “We’re in the middle of a cyberwar.”

			“This was a real wake-up call for us,” Hamre told me. “Until then, we’d had incursions, but never a case of a foreign power that broke into our systems and simply wouldn’t leave—and was hard to evict.”

			Some experts who have studied the intrusion argue that Moonlight Maze never really ended; it just morphed into new attacks that continued for the next two decades. Whatever the truth, the Russian attacks galvanized the first serious efforts by the United States to defend its networks and form its own offensive cyber forces.

			The attack forced the United States to confront the implications of the digital age. As Hayden noted, in the 1980s, when he was based in Korea, a military communication would be typed, scanned, sent to Washington, and then printed for someone to deal with as if it were just another piece of classified paper. But suddenly emails and classified cables became the default mode of communication and gave skilled intelligence agencies worldwide a way to intercept a far wider range of information “in transit.”

			
			The explosion of digital data gave the NSA a new mission. The agency responsible for encrypting and protecting sensitive information, mostly for the military and intelligence agencies, zeroed in on a vast new set of targets: computer data stored around the world that was vulnerable to the NSA’s fast-growing cadres of hackers. Much of this information was not the kind of “data in transit” the NSA had spent decades intercepting. Instead, it was locked away in computer complexes that foreign governments, in their naïveté, had viewed as largely invulnerable. That was a fantasy, of course. An agency that had spent decades intercepting electrons flying through phone lines and over satellites was suddenly focused on what they called “data at rest.” And getting that data meant breaking into computer networks around the world.

			“This was all about going to the end point, the targeted network,” Hayden later wrote, rather than waiting in hopes a message could be plucked out of the sky. And that required figuring out how to break into systems. Soon the NSA, CIA, and Pentagon joined forces to create an organization, blandly called the Information Operations Technology Center, designed to do just that.

			The center was regarded with enormous suspicion by old-timers at the CIA who thought it represented game playing by people who should be doing real spying. But these veterans were living in a lost world. In retrospect, by the early 2000s the United States was entering a new arms race, akin to the one in which it had invested billions for the first hydrogen bomb, then the first intercontinental ballistic missiles, and later still missiles with multiple warheads. But even the Pentagon didn’t know how to think about these new weapons or where to put them in its vast bureaucracy. Donald Rumsfeld, returning in 2001 to the post of secretary of defense, which he had held in the late 1970s, began searching for a place to house this strange new capability—offensive cyberweapons—in the vastness of the military’s combat commands.

			From Rumsfeld’s recently declassified “snowflakes”—his brief messages to his staff ordering up studies—it is clear that he sensed that cyberweapons were enormously powerful tools. But he struggled to understand how the Pentagon would use them. Naturally, the military had already developed jargon for the variety of techniques, vulnerabilities, and weapons in the arsenal. There were “computer network exploitation” operations, a fancy way of describing the theft of an adversary’s data. And there were “computer network attacks,” which are cyberattacks with real-world effects of the kind that were later tested in Olympic Games.

			
			“Everything at the Pentagon needs a home,” Hamre told me. “And Rumsfeld, rightly, saw this as a strategic weapon and gave it to Hoss Cartwright at Strategic Command.”

			Gen. James Cartwright, a marine aviator whose nickname, “Hoss,” was taken from a character in the ’60s television show Bonanza, ranked among the best strategic minds in a military consumed by the day-to-day battles in Iraq and Afghanistan. He walked around Strategic Command with a low-key demeanor and a crinkly smile, an everyman look from his days growing up in Rockford, Illinois. Cartwright had been pre-med and a competitive swimmer at the University of Iowa and, in the last days of the Vietnam War, signed up with the marines as a naval aviator. There’s no room for error when taking off from and landing on aircraft carriers, and those high stakes appealed to Cartwright’s sense of precision. But he also learned that naval aviators can never look like they are sweating the details, even when there is only one chance to catch the cable that keeps a plane from plunging into the sea during a deck landing.

			By the time Bush took office in 2001, Cartwright had developed a fascination with the promise, and the danger, of cyberweapons. In his quiet but intense fashion, he began questioning whether the systems and strategies the Pentagon had built up in the decades after World War II were sufficient to meet the challenges of the next fifty years. The answer seemed obvious to him.

			Yet inside the Pentagon one could make a lot of enemies questioning whether the conventional weapons that had gotten us through Vietnam and two wars in the Gulf remained critical in an age in which breaking into an industrial control network might be more important than fielding new tanks and bombers. “There were a lot of people in the Pentagon who found Hoss’s questioning refreshing,” one of the members of the Joint Chiefs who served with him said to me. “And there were a lot who found it threatening.”

			
			That was especially true as Cartwright took on his first major job as a marine general in 2004: head of the US Strategic Command in Omaha, Nebraska. There was no job where precision and a strategic view of the world mattered more. Strategic Command, known as Stratcom, is in charge of the nation’s nuclear arsenal. During the Cold War, it was the first line of defense against a nuclear conflict with the Soviets and was responsible for maintaining and moving nuclear weapons, drilling its staff for every scenario under which they might be launched, and making sure that any order to use them was authentic and legal. The opportunities for error on a horrific scale were endless.

			Cartwright looked at Strategic Command’s arsenal and began to ask a big question: Are these really the weapons that will keep the nation safe in the next half century? There were safety issues: the nuclear arsenal was aging; missile silos were still using five-inch floppy disks. The missileers working inside the silos were dispirited; not only were their command posts damp and out of date, but staffers were running through mind-deadening procedures preparing for an order that would probably never come.

			Cartwright was equally concerned about the strategic vacuum. America’s reliance on nuclear deterrence was actually restricting a president’s ability to deal with the kind of adversaries the United States was facing every day, from the Middle East to East Asia. Because the consequences and casualties of using a nuclear weapon were so huge that they were paralyzing, Cartwright began to think strategically about the new cyberweapons that Rumsfeld had put under his command. They presented a huge intellectual puzzle and, as Hayden remembered later, “Hoss was strangely underemployed at Stratcom.” He began thinking about how cyberweapons could expand a president’s choices after decades in which nuclear weapons had limited them.

			
			“The tools available to a president or nation in between diplomacy and military power were not terribly effective,” Cartwright told the US Naval Institute in 2012. He had by then left military service and was only beginning to unspool his thinking on this problem. What American presidents needed, he believed, were more coercive tools that could back up diplomacy. And nuclear weapons did not serve that purpose. No adversary thought an American president would ever reach for a nuclear weapon, except if the survival of the United States were at stake.

			In his years at Strategic Command, Cartwright later said, he kept looking for new technologies the military could actually employ and, preferably, exploit so that the United States could prevail in a fight without ever firing a shot. These cyberweapons were what he called “speed-of-light” weapons—repurposed “electronic warfare” weapons that could disable an adversary’s communications or paralyze its defenses. Others were directed energy weapons, such as lasers. Unlike nuclear weapons, these could be used in a first strike.

			More important, beyond the damage they could inflict in wartime, cyberweapons had a coercive power in peacetime. Cartwright talked about using these weapons “to reset diplomacy,” or to force a country to realize that it had little choice other than agreeing to negotiate. When he gave his 2012 speech, Cartwright never once made reference to Iran, but he didn’t need to do so. To anyone watching the world scene at the time—a moment when the United States was simultaneously preparing to negotiate with Tehran and to go to war with it—his meaning was obvious.

			Soon after Rumsfeld handed cyberwarfare to Strategic Command, a skunk works of sorts popped up there, exploring what it would take to deploy these weapons, how they should be used, and how the military’s role in marshaling them would be different from the NSA’s role. Over time, what emerged from Cartwright’s creation was a prototype of what today is the US Cyber Command, although then it existed largely on paper and was barely staffed.

			In 2007, with wars still raging in the Middle East and South Asia, Cartwright moved on to become vice chairman of the Joint Chiefs of Staff. It was a rough transition. He wasn’t an Iraq veteran, a liability at a time that this distinction was cherished as a prerequisite for higher command. Tension developed between Cartwright and the chairman of the Joint Chiefs, Adm. Mike Mullen, and worsened over time. Despite challenges, it was from this post that Cartwright began to put America’s cyber forces in action.

			

			—

			
			In January of that same year, 2007, the director of national intelligence, John D. Negroponte, presented Congress with the annual worldwide threat assessment, an exercise that the nation’s top intelligence officials understandably despised. It forced them to rank—in public—the major threats to the United States, and often it was only an exercise in telling Congress what it wanted to hear. But as a snapshot of national fears and obsessions at any given moment, it was nonetheless revealing.

			When Negroponte settled into the witness chair that January day, he opened with a blunt statement: “Terrorism remains the preeminent threat to the homeland.” Senators nodded in agreement. Dig further into his report, however, and one fact leaped out: cyberattacks did not even make the list. They were totally absent.

			Yet even then, the nation’s intelligence chiefs knew well that the daily skirmishing among superpowers was, if anything, intensifying. Chinese attacks on American companies—including military contractors—were ramping up. By 2008, the year after Negroponte testified, Chinese hackers working for the People’s Liberation Army were inside Lockheed Martin’s networks, making off with plans related to the F-35, the world’s most sophisticated, and certainly most expensive, fighter jet. Later that year they hacked the campaigns of Barack Obama and John McCain, rivals for the presidency. Lisa Monaco, who was running the national security division of the Justice Department at the time, remembers clearly the first time she met Obama’s senior staff. “I went out to explain to them that the Chinese were all over their system,” she said with a laugh years later, when she was the Homeland Security Advisor at the White House and overseeing the effort to bolster the nation’s cyber defenses.

			
			But the true wake-up call came on October 24, 2008, with the nation on the brink of Obama’s election. Debora Plunkett remembers it well. A month into a new job running the NSA’s Advanced Network Operations division, she was assigned to develop and deploy tools to determine if anyone was inside, or trying to get inside, the US government’s classified networks.

			Plunkett hadn’t taken a conventional route to the NSA. The daughter of a long-distance trucker, she had grown up not far from Fort Meade but had never heard of the agency until after college. Coming off two tough years in forensics with the Baltimore Police Department, she was advised by a friend’s boyfriend who worked for the NSA to take the entrance exam. She was given only a vague description of the agency’s work, but for Plunkett, who loved puzzles, what she heard sounded intriguing. She passed the exam and joined the NSA in 1984.

			Over the next quarter century, Plunkett became one of the few African American women to rise within the NSA leadership. “I was quite often the only minority and absolutely the only minority woman in my workspace and organization,” she said. She climbed from the cryptography section to her position running the ANO and soon found herself leading a search for network intruders.

			On a brisk fall day at Fort Meade in 2008—just ahead of Obama’s election—Plunkett’s team found something that made her blood run cold: Russian intruders in the Pentagon’s classified networks. This was a new encroachment for the defense department, which had never—until that moment—discovered a breach in what was known as SIPRNet (it had the unwieldy name of “Secret Internet Protocol Router Network”). SIPRNet was far more than an internal network: It connected the military, senior officials in the White House, and the intelligence agencies. In short, if the Russians were in that communication channel, they had access to everything that mattered. Plunkett recalls that “pretty soon we went straight to Alexander,” meaning Gen. Keith Alexander, then the director of the NSA.

			
			Investigators raced to figure out how the Russians had gotten inside. The answer was pretty shocking: The Russians had left USB drives littered around the parking and public areas of a US base in the Middle East. Someone picked one up, and when they put the drive in a laptop connected to SIPRNet, the Russians were inside. By the time Plunkett and her team made their discovery, the bug had spread to all of US Central Command and beyond and begun scooping up data, copying it, and sending it back to the Russians.

			It was a bitter lesson for the Pentagon—they were, in fact, easy pickings for attackers using a technique that the CIA and NSA had often used to get into foreign computer systems. “People worked through the night to come up with a solution,” Plunkett recalled. “We were able to develop what we thought was a reasonable solution that ended up being a very good solution.” The fix—called Operation Buckshot Yankee—was deployed by the Pentagon later that day. Then, to keep a similar breach from happening again, USB ports on Department of Defense computers were sealed with superglue.

			But the damage had already been done. As William Lynn, then deputy secretary of defense, later explained, the intrusion “was the most significant breach of U.S. military computers ever, and it served as an important wake-up call.”

			Perhaps so, but not everybody woke up. After leaving the NSA, Plunkett told me that for all her efforts—and they were considerable—she remained amazed by how easily outsiders appeared able to break into government and corporate systems. With every major hack, “folks like me will say—this will be the moment, this is the watershed moment. And it never was,” she added, “because we’re so lax about security and so inconsistent in investing in security.

			“We just make it easy for them.”

			

			—

			
			While Plunkett was trying to fortify the Pentagon’s networks against the Russians, the NSA’s offensive team, working not far away on the Fort Meade campus, was already making centrifuges blow up in Natanz.

			Prodded by General Cartwright, Keith Alexander at the NSA, and a range of other intelligence officials, President Bush had authorized a covert effort to inject malicious code into the computer controllers at the underground Iranian plant. Part of the plan was to slow the Iranians and force them to the bargaining table. But an equally important motivation was to dissuade Prime Minister Benjamin Netanyahu of Israel from bombing Iran’s facilities, a threat he was making every few months. Bush took the threat very seriously. Twice before the Israelis had seen threatening nuclear projects under way, one in Iraq, the other in Syria. They had destroyed them both.

			Olympic Games was a way to keep the Israelis focused on crippling the Iranian program without setting off a regional war. But getting the code into the plant was no easy task. The Natanz computer systems were “air gapped” from the outside, meaning they had no connections to the Internet. The CIA and the Israelis endeavored to slip the code in on USB keys, among other techniques, with the help of both unwitting and witting Iranian engineers. With some hitches, the plan worked reasonably well for several years. The Iranians were mystified about why some of their centrifuges were speeding up or slowing down and ultimately destroying themselves. Spooked, they pulled other centrifuges out of operation before those met the same fate. They started firing engineers.

			At Fort Meade, and the White House, the subterfuge seemed successful beyond anything its creators had hoped. And then all went wrong.

			No reporter or news organization exposed Olympic Games. The governments of the United States and Israel managed to do so all by themselves, by mistake. There has since been a lot of finger-pointing about who was responsible, with the Israelis claiming the United States moved too slowly, and the United States claiming the Israelis became impatient and sloppy. But one fact is indisputable: the Stuxnet worm got out into the wild in the summer of 2010 and quickly replicated itself in computer systems around the world.

			
			It showed up in computer networks from Iran to India, and eventually even wound its way back to the United States. Suddenly everyone had a copy of it—the Iranians and the Russians, the Chinese and the North Koreans, and hackers around the globe. That is when it was given the name “Stuxnet,” a blend of keywords drawn from inside the code.

			In retrospect, Operation Olympic Games was the opening salvo in modern cyber conflict. But at the time, no one knew that. All that could be said for sure was that a strange computer worm floating around the world had emanated from Iran, and in that summer of 2010 Iran’s nuclear program seemed a natural target.

			In the newsroom of the Times, we had been on high alert for any evidence that a cyberweapon, rather than bombs and missiles, was being aimed at Iran’s nuclear complex. In early 2009, just as Obama was preparing to take office, I reported that President Bush had secretly authorized a covert plan to undermine electrical systems, computer systems, and other networks on which Iran relies, in the hopes of delaying the day that Iran could produce a workable nuclear weapon. Eighteen months later, no one was surprised when evidence began to mount that Stuxnet was the code we had been looking for.

			Soon an unbeatable team of cyber sleuths—Liam O’Murchu and Eric Chien of Symantec—grew intrigued. They were the odd couple of cyber defense: O’Murchu a boisterous Irishman with a thick brogue who raised the alarm at Symantec, and Chien the quiet engineer who dug in. For weeks the pair ground away at the code. They ran it through filters, compared it to other malware, and mapped how it worked. “It’s twenty times the size of the average piece of code,” but contained almost no bugs, Chien recalled later. “That’s extremely rare. Malicious code always has bugs inside of it. This wasn’t the case with Stuxnet.” He admired the malware as if he were
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