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  INTRODUCTION


  This is the story of the birth of a new era of human conflict. As of August 8, 2008, cyber conflict, in conjunction with physical attacks between opposing nations, has begun. The singular instance of Russian-sourced attacks against the small country of Georgia is just one brief episode in a history that is developing so rapidly it is a full-time job just keeping pace. The biggest challenge to writing a book about this developing global situation is deciding when to stop. By the time this book is published there will be at least a dozen new and interesting episodes of organized attacks on government websites in the United States, South Korea, Israel, and Iran, and on social networks like Twitter and Facebook; infiltration and theft of critical data from the defense organizations of the world; and disruption of critical infrastructure. The December 2009 Aurora incident involving Google and China in just one such event.


  So let this book set the stage for an understanding of those future events. There will be no scary scenarios of cybergeddon or impending threats to civilization. No hand-wringing over the lack of preparedness or spending, although those situations are the norm. The use of networks and technical attacks against the resources connected to them is an evolution in the history of warfare. This book chronicles that evolution.


  Computers have played an important role in intelligence gathering and analysis, encryption and cryptanalysis, the design of nuclear war-heads, and simulations of all-out war. Since the official commercialization of the Internet only 15 years ago, networks have changed the face of communication, publishing, commerce, and human interaction. Vast knowledge is available to anyone who can access the Internet. Stock trading and banking transactions have moved to the Internet. Critical infrastructure such as oil and gas transport, electrical production and transmission, and emergency communications have become inexorably tied to the Internet. The pervasiveness of connections to the Internet has created a digitized world that is vulnerable to disruption, either accidental or malicious.


  This book tracks that rise of exposure to new network threats. It borrows from the vocabulary and thinking of military strategists from history, as well as the output of Chinese academics and generals, U.S. think tanks, and security researchers, to shed light on cyber threats that have transformed from the actions of individuals, to crowds, to nations as the potential for combining network and computer attacks with war-fighting capabilities.


  Drawing from the steps nations are taking to first defend themselves and then take offensive measures, this book defines a plan for cyber preparedness that can be executed by nations, businesses, and even individuals who are caught up in the turmoil as their own critical resources—e-mail, Skype, Twitter, blogs—become collateral damage.


  My own journey to an understanding of the danger posed by Internet connectivity began in 1994. I remember being perplexed by one of the first customers of RustNet, the Internet Service Provider (ISP) I founded in Michigan, who wanted to purchase a firewall. “What are you worried about?” was the question I asked. Then, while working for Netrex, one of the first Managed Security Service Providers (MSSP), I met the pioneers of cyber defense, the founders of ISS (Tom Noonan, Chris Klaus) and Check Point Software (Gil Shwed, Marius Nacht, and Shlomo Kramer), and worked with their products to help auto manufacturers and the U.S. Army Tank Automotive Command protect their own networks. As a white-hat hacker for Coopers and Lybrand (later PricewaterhouseCoopers), I spent several years on the road assessing the security of some of the largest companies in the United States. From 2000 to 2004 I found myself in an influential position at the largest information technology (IT) research firm, Gartner, talking to thousands of IT departments about their security issues including best practices, policies, and, most important, the tools to enforce those security policies. I advised security vendors such as Symantec, Network Associates (now McAfee), Cisco, and Check Point Software on their product strategies. This period saw the formalization of security practices in most large enterprises. I left Gartner in 2004 to join one of the companies developing new tools to fight a new scourge, spyware. My evangelical role at Webroot Software provided me an opportunity to visit Europe and Asia and gain an understanding of their approach to security (often ahead of the United States) and their contrasting sales and distribution models for security products. As chief marketing officer at Fortinet, I continued that role of preaching the rise of cyber threats and the changes to IT organizations, practices, and tools that were needed to counter those threats.


  This journey led me to recognize that a visionary could step back and predict the future by projecting current trends. The number of people using the Internet would continue to grow, bandwidth utilization would continue to explode, richer media would be available, and more commercial transactions would transition to the network. At the same time, threats would change from viruses, to worms, to spyware/adware, to denial of service attacks, to identity theft, and finally to political, fanatic, and military use.


  I was not that visionary. Winn Scharwtau, Gregory Rattray, Richard Forno, and others had the vision of a future when nation-states would use the Internet to attack each other. These authors were reviled by the security community; they were considered Chicken Littles, modern day Nostradamuses. Fearful of attracting the same reprobation, I remained in the ranks of the naysayers. My position was, “Why even think about something that could happen in the realm of science fiction when your networks are being decimated by hackers and cyber criminals today?” My stump speech on cyber threats was: We will not experience information warfare until two adjacent networked countries engage in network attacks concurrent with tanks rolling across their borders. When that happened on August 8, 2008, in the small state of South Ossetia, it became time to rethink cyber threats in the light of this new era of cyberwar.


  There is a lot of evidence that the use of network warfare and cyber espionage are part of modern war-fighting strategies at least within China and the United States. Attacks against Chechen separatists, Estonia, Lithuania, both sides of the Israel-Palestine conflict, India, and Pakistan are part of the rising tide of cyber conflict. And finally, the preparations being made for defending against cyber attack and the reorganization of military reporting structures makes moot any argument that cyberwar is a fiction. Cyberwar is a reality.
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  TITAN RAIN AND SHAWN CARPENTER
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    This chapter introduces Shawn Carpenter, cyber warrior, as he discovers that all is not right at Sandia Labs in 2004. Cyber spies have infiltrated many of the United States’ research labs, military branches, and agencies. Shawn Carpenter was the first to discover the extent of the hacking. He became a confidential informant for the FBI and lost his job because of his actions.
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      If you entrench yourself behind strong fortifications, you compel the enemy to seek a solution elsewhere.


      —Carl von Clausewitz

    

  


  The story of cyberwar cannot be told without recounting Shawn Carpenter’s story. While history seems to wrap its tendrils around the military-politico thinking of the People’s Republic of China in the 1990s, the rise of cybercrime and the pervasiveness of the Internet, revolutionary upheaval in former Soviet satellite states, and the evolution of malware, everything comes together at one point: Shawn Carpenter’s investigation into Titan Rain. Any study of Chinese espionage, any report from analysts, any cyber legislation or reorganization of military commands have stemmed from the actions of Shawn Carpenter in 2004.


  In the early evening of January 13, 2005, Shawn Carpenter was escorted to the gate of Sandia National Laboratories outside Albuquerque, New Mexico. The life he had struggled to pull together had come unraveled. The setting but still warm Albuquerque sun failed to ease the chill he felt as he left the extensive compound that was Sandia. Within the 10-foot fence and surveillance cameras and armed guards of the top nuclear research lab in the United


  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  
    

    

    

    

    

    

    

    

    
      	Drive-by download. E-mail spam messages are sent to the target with links to interesting sites. The destination of those links are compromised machines that harbor code that exploits a vulnerability in the user’s browser or Adobe Acrobat, java, or media player software. The code installs a custom Trojan Horse.



      	Two-phase attack. A custom virus is e-mailed to recipients within the target organization. It spreads through e-mail servers and infects internal e-mail accounts, harvesting internal e-mail addresses from address books. The second phase is a crafty e-mail that appears to be legitimately from someone in the organization. Attached to this second e-mail is the custom Trojan.



      	Social engineering. This is the method used in the Israeli Trojan affair, using Michael Haephrati’s code. The attacker communicates either by e-mail or phone with the targeted insider and forewarns him or her that an e-mail is on its way with an important document attached. The recipient opens the attachment and infects their machine with the custom Trojan.



      	Candy drop. This clever technique uses a USB thumb drive to deliver the payload. The thumb drive could be dropped in a parking lot, left at a local bar, or sent directly to the targeted insider. Once plugged in to the insider’s computer it automatically installs the custom Trojan. This technique was used successfully against the U.S. Central Command and infected military operations around the world.
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