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THE NEXT FINANCIAL BLACK HOLE

There is a financial panic coming—there always is. We just don’t know when the ride ends and the collapse begins.

Every financial disaster, like a building, needs a sound foundation constructed over time. Over the last two centuries, except for the post-Depression-to-1980 period, the United States has averaged a financial panic every twenty years, the second-highest incidence of economic disaster of any country on the planet.1 Each crisis has been influenced by the surrounding economic, political, and social circumstances, which ultimately collided in ways that had not been anticipated. That is something that I saw in the many banking crises that I lived through or studied for my book 200 Years of American Financial Panics. Since my predictions there of the factors that could detonate the next financial crisis, things have only gotten worse. Inflation reached 9.1 percent and interest rates had doubled by July 2022. The national debt surpassed $31.5 trillion—119 percent of the country’s gross domestic product—and is expected to double over the next three decades. By 2026, Medicare Part A is likely to run out of money, followed by the Highway Trust Fund the next year, and Social Security in 2033.2 It is not hard to imagine dark financial days ahead.

Beyond the private sector excesses and governmental policy blunders, there are always unanticipated events that fan the flames of panic. Westward expansion, railroad construction, industrialization, securitization, and cyber technologies have all created backdrops that led to massive capital reallocation and investment excesses. Each time, our financial house of cards collapsed when a sudden loss of public confidence converted the energy of economic euphoria into a frantic race from risk. The United States is well along the path of building the next financial crisis through its traditional profligate monetary policies—creating too much money, too little market discipline, and too many misplaced expectations.3 But unlike the past, the next financial panic and disappearance of confidence may come to us courtesy of forces beyond market or government mistakes. The use or abuse of technology, with some ingredients provided by a long list of foreign adversaries, is now fully capable of creating such an event.


THE ROLE OF CHINA

While it is by no means alone, there is no more formidable and frightening financial and security threat to the United States today than China. It could soon be the global leader in artificial intelligence, semiconductors, robotics, 5G wireless, quantum information science, biotechnology, facial recognition, voice recognition, fintech, and green energy. A loss of financial or technological superiority would have a dire impact on the U.S. economy. Trade balances, interest rates, liquidity, capital formation, and currency exchanges would all be impacted by a degradation in the economic stature of the United States. A dollar that was no longer the global reserve currency would hasten a devaluation of the U.S. economy, which would create a ripple effect that would translate into higher borrowing costs, stagnant incomes, and higher inflation for U.S. consumers.

Writing for the Wall Street Journal, Harvard professor Graham Allison and former Google CEO Eric Schmidt noted that in 2020, China produced 50 percent of the world’s computers and mobile phones compared to the 6 percent produced by the United States, and seventy solar panels for each one produced in the United States.4 China sells more electric vehicles, produces more computers and smartphones, has more 5G base stations and more networks, and has become a serious competitor or leader in artificial intelligence, quantum information science, semiconductors, biotechnology, and green energy.5 Kai-Fu Lee, the entrepreneur and technologist author of AI Superpowers, describes a catch-up ethos in China that makes the lifestyle of Silicon Valley look lethargic.6 China also makes the internet a far more dangerous environment for its adversaries. For example, beyond the repressive ways that technology is deployed in China to surveil and monitor the social behavior of its citizens, it is expanding its ability to use such modes of societal control in Africa and Latin America. Huawei has been selling its 5G technology to many of the countries there, taking advantage of what can at best be described as U.S. complacency and, at worst, geopolitical stupidity. Each country that adopts the Huawei Cloud and becomes a debtor nation to Chinese interests has stepped onto a slippery slope that may be irreversible.7 Is China a country that democracies should want to share an internet with?

The respected journalist and author David Sanger puts it in rather stark terms. He argues that a global conflict spurred on by America’s waning influence is forcing allies to make a bet on which of the world’s two largest economies will be more critical to their future. Nations understand the risks of betting on China, but they also understand the threats that already exist in betting against it. Countries like Germany sell 5 million cars to China every year. The 5G race only intensifies these challenges and the battle for global superiority.8

China may also soon catch the United States in semiconductor fabrication and chip design. It already controls much of the world’s seventeen rare earth minerals that are indispensable to the manufacturing of chips, smartphones, electric vehicles, military weapons systems, and countless other advanced technologies. While it already has a significant share of the semiconductor chip manufacturing market, even more significantly, the world’s largest and most advanced semiconductor manufacturers are approximately 100 miles off the coast of communist China on the island of Taiwan, which increasingly seems to be coveted by China. A November 2021 report by the U.S.-China Economic and Security Review Commission summed it up by concluding that China is a “menacing adversary determined to end the economic and political freedoms that have served as the foundation for security and prosperity for billions of people,” putting the safety and security of the United States and its partners, friends, and allies in peril. Without immediate action, it warns that we will continue to see “the slow but certain erosion of the security, sovereignty, and identity of democratic nations.”9

In late February 2022, Daxin, a malware described as the “most advanced” that hackers affiliated with China have ever used, was revealed to have been deployed against governments around the world for at least a decade. China also maintains a thriving “bug bounty” business that generates revenue from companies, many of which are American, in return for identifying and reporting security vulnerabilities. What a great business model—launch malware and charge the targets money for identifying it! And to make it worse, these vulnerabilities are also being reported to and cataloged by Chinese authorities. President Xi Jinping’s intention is to make China a cyber superpower, a process begun with the reorganization of China’s military and intelligence agency, the prioritization of cyber warfare, and the blending of military and civilian organizations focused on cyber capabilities. Today, experts describe China’s offensive cyber capabilities as rivaling or exceeding those of the United States.10

A recent article in the Atlantic put a finer point on Chinese strategy, arguing that the growing confrontation between the United States and China is over who will make the rules on trade, technology, climate change, and public health that guide how countries, companies, and individuals interact. That conflict may determine whether the world adheres to democratic principles driven by the rule of law or follows the Chinese model that uses law to create rules to support the government.11 Toward that end, China’s ability to use cheap labor to monopolize production and resources around the globe is creating a long list of nations on several continents economically beholden to it. A reasoned analysis of the dangers of the internet could stop right here and not even have to proceed to discuss the endless incidences of hacking, spying, and disruption that China and its surrogates engage in.




THE ECONOMIC THREAT OF CYBER FLARES

The growing cybersecurity risk to the country’s economic infrastructure is the latest and most significant financial risk that has been added in the last twenty years. China is a big part of that threat but is by no means alone in planting financial traps for the U.S. economy. Thanks to MUTs, the financial landscape is littered with not only traditional financial improvised explosive devices (FIEDs), but also an infinite collection of technological threats that can intentionally or unintentionally cripple any system and stop the movement of money and commerce.

Consider a well-funded, persistent cyber attacker such as a hostile nation-state or terrorist organization that is determined to disrupt the financial sector or destroy an economy. It might take a year or more to plan and deploy such a sophisticated attack that included network penetrations, the use of logic bombs, various forms of malicious software scattered throughout financial networks, bribery, the conscription of people to infiltrate financial companies and government agencies, ransomware attacks, and technological reconnaissance efforts. But it is entirely feasible today.

The goal of such an attack would likely mimic the nature of the attacker, whether it be a hostile nation-state, criminal cartel, terrorist, fanatic, or prankster. It could range from disrupting the economy to skimming one cent from every financial transaction processed by payments systems for months or years to finance illicit operations. It might simply involve replication or alteration of data, spying, or locking up data in return for cryptocurrency ransoms. Such cyberattacks on the financial services sector could be initiated directly or through the computer networks of law firms, through consultants, or even by cleaning crews that provide services to banks, the Federal Reserve, the Treasury, securities exchanges, the Clearing House, Mastercard and Visa, ATM networks, and other Automated Clearing House (ACH) and payments systems. The only thing that would be required is access to any intermediate network that eventually communicated with the target’s network.

Surveillance apps, spying software, and logic bombs could be set to ignite at a particular moment and take control of some or all of a system. Recruits working in financial institutions may have provided network passcodes to allow for silent access to or the downloading of malicious code, applications, and other software in the target’s systems. Such a panoply of malicious analog and digital tools and strategies could wreak havoc on the financial services system or simply watch it and wait. Prevention is by no means perfect, so the best we can hope for is early detection, systemic resiliency and redundancies, and secure backup facilities to repopulate hacked networks. That is a huge bet to make on the functionality of the entire economy.

The increasing use of all forms of artificial intelligence greatly complicates this already challenging landscape. A typical threat scenario enabled by artificial intelligence might begin with the deployment of hundreds of chatbots seeking to befriend targets through social media. The bots would study and learn about their targets’ social media profiles and create believable online content, including pictures of nonexistent people. Having gained the trust of the targets, the intelligence gathered by the bots could be used to craft convincing phishing attacks to trick them into downloading malicious apps or documents containing dangerous links to exploitive servers. Once in the system, those forward reconnaissance apps would troll for vulnerabilities and seek to blend in with regular network operations to launch attacks to harvest account credentials and data. Intelligent neural network features could enhance the efficiency of the attack by ensuring that only relevant material was exfiltrated. As an AI-augmented attack, hundreds of similar parallel assaults could be run simultaneously.12

An attack could start slowly and invisibly but then grow as thousands of ransomware notes were sent providing three hours for funds, for example, in the U.S. Treasury general account, to be transferred to accounts around the world through a maze of routers, IP addresses, and interconnected networks. Whether that transfer by the Treasury did or did not occur, every piece of malicious software could be triggered, disrupting major banks, payments systems, the Federal Reserve, and the Treasury. If anyone were lucky enough to get access to their accounts, they might see a zero balance. Large banks, brokers, and exchanges would call the Treasury, their regulators, and a gaggle of government and private sector organizations, all of whom would deploy plans and backup systems that had already been created. Whether they meshed, whether anyone would be in charge, whether private networks and fragmented systems could protect some portion of the infrastructure, and whether systems could be put back on their feet in a reasonable time is unknown.

The race would be on to find and bring back to life the various information sharing and system rebuilding efforts that the country had presumably spent the last twenty-five years constructing. In the meantime, commerce could cease, as no one would have access to any money beyond the cash in their pockets. In 2020, the Federal Reserve Bank of New York estimated that a cyberattack on a money-centered bank that suspended its ability to make payments could cause 6 percent of the country’s banks to breach their end-of-day thresholds.13 In 2022, the Federal Reserve System paper confirmed the disruptive impact that a multiday cyberattack event could have on the payments systems as well as the Federal Reserve System.14 More than a single day of dislocations could be catastrophic to confidence in the system. Panic, disorder, and civil unrest would surely occur within a reasonably short amount of time if systems were not regenerated.

This may seem like a script from Mr. Robot, a TV series about the ultimate cyberattack on the corporate world. Years ago, I would have bet that such a tale was pure fiction. Today, I don’t believe it is fiction. It would be difficult to pull off, but how close we are to this being reality—virtual or otherwise—is not quantifiable and not important. The critical fact is that today or perhaps tomorrow, all of this is technologically possible. And the scale of the potential damage is larger than it has ever been. We are not talking about a robbery of a local bank branch.

Knowing this, and guessing that there is a 5 percent chance that something like this could happen, shouldn’t we try to reduce the chances of it occurring given what is at stake? Unfortunately, the country, the Federal Reserve, the Treasury, and every financial institution, securities broker, payments system, financial utility, trading market, and securities exchange—and you too—are taking that risk, intentionally or not, every single day. We have known about this risk for at least twenty-five years and have not been able to eliminate it. We all continue each day assuming or hoping the worst won’t happen. Perhaps that will continue to be the case. But what would you do if it did happen? Who would you call?

There are many technical enhancements that could be implemented to alter the way that people, hardware, software, and networks act, react, operate, and are governed to make the current internet more secure. Everything from internet hygiene to the security of the most insignificant software programs and hardware would have to be upgraded, and the free-for-all open nature of the internet would have to change. The use of fragmented and private networks would have to be increased, likely changing the operation and efficiency of the internet.




THE PATH TO A SOLUTION

The internet seems broken. By that I mean it is not up to the challenge of the current dynamic and fast-moving uses it is being put to, and it certainly was never created to be super secure. It has been playing catch-up and has never been able to completely bridge the gap by adding to and modifying existing systems.15 The result has been an increasing array of high-profile cyberattacks around the world. These attacks represent present and future dangers as malicious code is embedded throughout cyberspace. At the same time, the increasing first-mover financial benefits of technology have conditioned markets to reward innovation significantly more than insecurity is punished. That of course creates a self-fulfilling prophecy that encourages innovative products to come to market, leaving the quality and the security of the coding and software as an afterthought. It is a “sell first and patch later” philosophy. As a result, internet vulnerabilities are being created at a more rapid rate than the identification of their solutions.

This makes it imprudent to continue to convert every inch of data and ounce of value into digital form to be stored and transmitted on insecure networks susceptible to abuse by MUTs. That is a radical and controversial conclusion given the global dependency by individuals and businesses on the internet. But something must be done to change the trajectory the country and its economy are on before a critical infrastructure like the U.S. financial system is severely compromised. There are several paths that can be pursued separately or in tandem.

Improved authentication, governance, and enforcement (AGE) enhancements of the internet are a first line of defense. Many of these improvements would be viewed as antithetical to the philosophy and operation of the internet to the extent that they would reconstruct it and the way it functions to buy more security. A more feasible path is one that leaves the internet largely as it is and increases the use of parallel private, proprietary, and offline networks for communications and transactions that require a high level of security. Gateways that allow their traffic to cross over to them from the internet would be subject to strict security protocols. This path raises significant issues such as the feasibility of critical businesses like banking owning their own clouds, pipes, and internet infrastructures instead of relying on third parties to provide the highest levels of security. Alternatively, if clouds, pipes, and internet infrastructures continue to be owned and controlled by third-party tech and telco companies, some entity would have to have the authority to oversee the security they offer, a result that would be seen as equally controversial.

All of this is a tough sell—consider how you react when a web page loads too slowly. Moreover, a divided Congress would have to pass legislation that actually











Appendix A

TRADITIONAL MONEY AND PAYMENTS SYSTEMS

To better understand and compare the risks that the financial sector faces as new forms of money and value are created, consider the current forms of money and payments systems that exist, with particular focus on the number of participants, intersections, and junction points that can create cyber vulnerabilities as we transition to cyber payments.


THE ROOT OF ALL MONEY

The $50 bill in your pocket, let’s call it “Don,” is the analog version of Bitcoin, except it is effectively backed by the standing of the U.S. government. It has not been backed by gold since the 1970s. Don has likely journeyed through a web of people, businesses, and financial networks after he was minted by the Bureau of Engraving at the Treasury and was put into circulation by the Federal Reserve Bank of New York. Don was sent to a commercial bank member of the Federal Reserve and then transferred to a local pharmacy to stock its cash register. Don wandered into your pocket as change when you used a $100 bill (Debbie) to purchase a prescription medication costing $45. Later that day, you deposit Don into your checking account at First National Bank. There he rejoins Debbie, whom the pharmacy deposited earlier that afternoon in the same bank. They both spend the night together in the vault.


At home, knowing that Don is resting safely in your checking account, you write a check on your account to pay your monthly credit card bill intending to mail it the next day. You also wire some money from your account to your online broker to purchase shares of a mutual fund for your 401(k). Don never moves from the vault; he has digital representatives that do the running around for him. He stays put as the bank sends paper or electronic representations of him to your credit card company and your broker. When you deposited Don into your account, you lost your right to control Don himself and gained an interest in $50 of the Dons sitting on the bank’s balance sheet. So, while Don lounges in the vault sipping piña coladas with Debbie, the value he represents gets transferred through book entry processes and other electronic means that are cleared and settled through the Federal Reserve or other private clearinghouse networks where the bank’s daily transactions are netted out against accounts it has there with other banks that also have accounts.


Don begins this circle of life all over again when Eric cashes his paycheck and gets $250 in cash from the bank. Don spends a few days in Eric’s pocket. He is likely sentenced to a life of circulating in a rather localized circle of people and small businesses for the rest of his natural life, unless he somehow strays into the drug trade or other cash-driven businesses where he might need to be gathered up with many other friends and laundered through a legitimate business to return home to the bank and not be hauled away as evidence.


As of December 2020, there was $2.02 trillion of Federal Reserve notes in circulation in the United States.1 Coins accounted for about another $50 billion.2 Cash, denominated as legal tender such as U.S. dollars, is fiat government-issued currency that is no longer backed by a physical commodity such as gold or silver. Neither is it backed by the full faith and credit of the United States as a matter of law, but it is treated as if it is. The strength and stature of the U.S. economy made it the world’s reserve currency at the Bretton Woods Agreement in 1944. Over the last two centuries, money in the United States has ping-ponged between specie—gold and silver—coins, banknotes, greenbacks, Federal Reserve notes, and a variety of tokens and representative types of cash. Today it is morphing into various forms of digital cash and cryptocurrencies.


For our purposes of evaluating security, we need only focus on a few important attributes of cash. It is highly insecure, but there is a limit to how much that insecurity can cost anyone. It is anonymous, simple to use, and final once transferred. Since it is difficult to move large amounts, its use is often restricted geographically. When you spend a dollar bill and it moves to a friend, the government, or a merchant, there is no formal record that links you to that dollar bill once it leaves your hand. Your privacy is infallibly protected, unless of course you spend $10,000 in cash. In that case, financial disclosures and filings will be triggered under various federal money laundering laws with the Financial Crimes Enforcement Network (FinCEN) at the Department of Treasury so that their supercomputers can track those funds. It is the anonymity of cash that makes it the darling of criminals and why the prevention and detection of money laundering is so difficult. The finality of cash is equally applicable if it is lost, mutilated, stolen, or counterfeited. If you lose it, there is no way to trace it.


The ultimate value of fiat money is a function of the stability of the issuing government. Unstable countries can issue as much fiat currency as they want, and often do to finance their operation. When fiat money is used, whether in the form of cash, coin, check, book entry, or wire, the government is an indirect party in the transaction. It is effectively guaranteeing the legitimacy and reliability of the money used. Parties do not worry about the reliability of the value of the dollar, whereas in Venezuela, parties worry about the inflating value of bolivares, which have become nearly worthless. As a result, Venezuela has become one of the largest users of cryptocurrencies since individuals and businesses there have limited confidence in the government or its money.


For similar reasons, El Salvador has adopted Bitcoin as a government currency. Its experience has been a bumpy one, as the treasury lost $200 million due to falling Bitcoin prices in February 2022, and consumer adaption proved to be anemic.3


This suggests an important metaphysical characteristic of money that digital technology has yet to entirely achieve. The Summit by Ed Conway analyzes world dynamics surrounding the events at Bretton Woods when the dollar was anointed as the world’s reserve currency despite the objections of Britain’s John Maynard Keynes and the Russians. Because the United States emerged from World War II as the only superpower and the country that had the most gold in its vaults, it could essentially dictate the terms of the Bretton Woods Agreement. It was the political and economic elephant in the room, and try as they did, other countries could not muster the arguments nor the economic power to do anything to derail the dollar from becoming the preeminent form of money in the world. In the early 1970s, President Nixon terminated the dollar’s linkage to gold, leaving it backed solely by confidence in the U.S. economy.


That was a critical and seminal moment that altered the view of U.S. money. The delinkage of the dollar from gold was ironically the precursor of cryptocurrencies like Bitcoin. If money does not need to be anchored to any metal or commodity, then why can’t it exist only in cyberspace and have the value that markets give it? Putting aside the creditworthiness of the United States, which has continued to erode each year over the last thirty years, the dollar bill represents nothing that you can cash in for anything else. It is the genesis point of its own value; it cannot be transferred to the Federal Reserve for $1 worth of the Grand Canyon.


This gets us to the fundamental essence—the prime matter, if you will—of money. It is a representation of a system that garners enough confidence so that it can be used to buy and sell goods and services. Governments provide the confidence that fiat money needs. Most people do not hesitate to hitch their economic wagons to the dollar and continue to be leery of crypto assets that may come and go with no government or central bank ever blinking an eye.


CHECKS

Since money is inconvenient to transport in bulk, alternative forms of transmitting it were created throughout time. Carrying large bags of coins, gold, silver, or banknotes was at best inconvenient and at worse an irresistible temptation for thieves. Trusted paper representations of money in a bank that could flow freely in commerce became an obvious solution. A check is a private negotiable instrument drawn on a depository institution such as a bank, savings institution, or credit union in the form of payment from a payor to a payee. It can be drawn for any amount up to the balance of the account on which it is drawn and made payable to anyone. The roots of checks are traceable to medieval times, and perhaps earlier.4


Checks need payments systems to be processed. The payments system in the United States has evolved in the analog world over decades, stitched together one product and one system at a time. Typically the individual communicating components were proprietary networks to which access was scrupulously guarded. Those networks were not impenetrable to the outside world but were certainly more secure that the current spiderweb of networks connecting thousands of parties who communicate, do business, and transmit money through and over the internet.


Advancements in the movement of money had to develop as people in the United States moved ever westward and the country became more industrialized. Checks written on bank accounts to pay for goods in a city other than where the payor’s bank was located were deposited in a bank in a different city or region, requiring checks to be physically transported to the banks whose accounts they were drawn on for acceptance, clearing, and settlement. It was a clumsy but workable process later made somewhat more effective by local clearinghouses. They were associations of banks that agreed to clear each other’s checks and in distressed times lend to and financially support each other. The first check clearinghouse—the New York Clear-inghouse—was established in 1853 and would prove to be vital in times of economic distress, financially supporting members by providing liquidity.5


Once the Federal Reserve entered the picture in 1913, this process took on a more centralized and efficient look. The twelve Federal Reserve banks acted as central repositories, crediting and debiting the netted amounts of checks processed each day to the accounts of their member banks. The Federal Reserve effectively functions as a government-sponsored clearing-house, running the largest check and check-imaging clearinghouse in the country. This was the beginning of what would become the digital transfer of money long before most people ever thought about it.


Checks found their raison d’être in the nineteenth century. Congress enacted the National Bank Act of 1865, which among other things imposed up to a 10 percent tax on the use of banknotes issued by state banks as currency. The purpose of the tax was to force those notes out of circulation in favor of national banknotes, which were being issued by the newly organized national banks in the country beginning in 1863. It was presumed or hoped that this tax would also eliminate state banks, which at the time were meagerly capitalized, loosely regulated, and poorly operated.


State banks took a dim view of this tax and found a work-around, which turbocharged the issuance and use of checks. They permitted depositors and borrowers to issue checks that could be used to draw upon customers’ money in the bank. Since checks were not banknotes, they were not taxable under the act. This began an interconnected system of payments that has lasted to the present time and resulted in the creation of a massive infrastructure built around banks, the Federal Reserve, and clearinghouse organizations that transmit, process, clear, and settle checks written on bank accounts.


In the late 1950s and early 1960s, a new technology, magnetic ink character recognition (MICR), included printed numbers on checks that could be read by machines to enable high-speed check processing. Imaging technologies reduced some of the burden of moving checks in the 1990s and reduced the related costs. When Congress enacted Check 21—the Check Clearing for the 21st Century Act—in October 2004 allowing electronic check images to substitute for a physical check, it solved the problem of having to transport large numbers of checks each day for settlement.6 The Federal Reserve banks play several roles in the check clearing and settling process. They regulate the payments systems and write the rules that govern them; operate the largest clearinghouse in the country; and as the manager of the National Settlement Service, provide settlement services to clearinghouses.7


When Julie writes a check to pay her monthly mortgage and mails it to her mortgage company, it probably goes to its “lockbox.” That is a bank-operated mailing address that allows a third-party vendor to facilitate the process of crediting those funds to the mortgage company’s account. If Julie had used the online banking feature offered by her bank, it likely would have sent a physical check to a lockbox or transmitted a digital image of a check to the mortgage company. The mortgage company’s bank would post the physical or scanned image of the check and apply payment against Julie’s outstanding mortgage obligation. The mortgage company’s bank would then proceed to clear and settle the check, in effect making sure that the funds exist in and are debited from Julie’s bank and moved into the mortgage company’s bank account. If the mortgage company’s bank is also Julie’s bank—called an “on-us” transaction—the settlement process is internal to that bank and occurs more quickly.


Instead of shipping checks through the mail or by courier as used to be done, the mortgage company’s bank may receive and process an image of the front and back of Julie’s check transmitted electronically through a local clearinghouse exchange, a larger correspondent banking institution, or the local Federal Reserve bank. If the electronic presentment file is through a Federal Reserve bank, the account of Julie’s bank at the Federal Reserve would be credited or debited based on the daily flow of checks. Like the Federal Reserve, clearinghouses provide a vehicle for their members to exchange checks and payments in bulk, instead of on a check-by-check basis. They net out the balances at the end of the day and settle up among the members through the Fedwire, an electronic funds transfer (EFT) system that handles large-scale check settlement between U.S. banks. This process is not completed on a real-time basis, requiring holds on the use of the funds until complete. This is one feature that digital money and new real-time payments systems seek to improve, since time is money.


This process, even using electronic copies of checks, has many parties, junction points, and places where a malicious user of technology could insert itself to spy, alter, mutilate, steal, replicate, or destroy the various instruments passing through them. There’s the mortgage company, its bank, the clearing entities, and Julie’s bank, all using a combination of proprietary and open networks to transmit the information. Each of those participants in the system will have outside vendors who will have their own outside vendors and providers that they will use and rely upon, multiplying the number of players and vulnerabilities in the system that could be attacked beyond the analog-world risks of forgery, destruction, and system failure. Each party will have its own systems, technologies, and security standards and protections, which may or may not be completely effective or compatible with each other. And each party and network will have different forms of encryption that may or may not cover the entire journey of the check.


Although once the principal alternative to cash, the number and amount of checks has been steadily decreasing as the digitization of payments systems increases. Between 2015 and 2018, the number of checks processed in the United States decreased by 3.6 billion to 14.5 billion annually, as the value decreased by $3.4 trillion to $25.80 trillion.8 As the number of checks has decreased, check fraud, by value, declined from $1.11 billion in 2012 to $710 million in 2015. The fraud rate, by value, of checks also decreased from 0.41 basis points to 0.25 basis points over the same period.9 There have been premature predictions of the disappearance of checks over the last thirty years, but checks have proved to be unexpectedly resilient given their reliability. Checks are a great example of necessity being the mother of invention. And that invention is still used today.


CREDIT CARDS

The total number of credit card payments grew to 131.2 billion with a value of $7.08 trillion in 2018, up 29.7 billion and $1.56 trillion since 2015.10 Credit cards have been the alternative money of choice for many years, albeit they are not money but debit transactions in which the consumer accesses a preapproved, unsecured line of credit. But as ubiquitous as usage is today, the history of credit cards is marked by periods when their future was very much in doubt.


The tortured birth of credit cards began when Bank of America tried to introduce them in select markets in the 1950s and 1960s following the introduction of installment charge cards by Sears, American Express, and Diners Club. Credit cards ran into many human and psychological barriers trying to win over a generation of post-Depression Americans taught to consider debt as something to be avoided at all costs. The initial failures and convoluted path to success that credit cards took underscores the important role that confidence and customer habits play in financial services. This story is artfully told by Joe Nocera in his 1994 book A Piece of the Action: How the Middle Class Joined the Money Class.


When Gideon stops by his local McDonald’s to purchase a Big Mac and fries and offers his credit card as payment, he probably has no idea what happens behind the scenes. McDonald’s obtains approval over the internet or a phone line from the bank that issued Gideon’s Mastercard when he presents it, usually by swiping the magstripe on the back, inserting the chip on the front into the McDonald’s point-of-sale (POS) terminal, or tapping a contactless card on that terminal. This all used to be done over a closed, proprietary network, and much of it still is. But customers like Gideon are now able to tap into the network of their credit card online to check balances and make payments. McDonald’s bank or card processor forwards Gideon’s information to the credit card network, which begins the process of clearing payment from Gideon’s bank. It begins by verifying his account, a process that usually involves an independent sales organization (ISO) that provides card acceptance functionality to the merchant, a specialized processor known as a gateway, and front-end and back-end processors beyond the card-issuing bank and the merchant acquiring bank.


Once the merchant receives the authorization, usually in seconds, Gideon’s bank places a hold on Gideon’s account in the amount of the purchase. McDonald’s provides the customer a receipt to complete the sale, and the transaction is posted to Gideon’s monthly credit card billing statement. The POS terminal collects all approved authorizations to be processed in a “batch” at the end of the business day, and they are routed to the credit card network for settlement. The credit card network forwards each approved transaction and then transfers the funds over the next day or two, minus an interchange fee that it shares with parties in the credit card network. McDonald’s bank credits McDonald’s account for Gideon’s purchase less a merchant discount rate. Gideon’s bank posts the transaction information to his account so that he can pay the bill in the next month, or pay only part of it and allow the remaining balance to roll and pay interest on it.11


Talk about a crowded playing field with many touch points and junctions that could be hacked or digitally sabotaged. Apart from the risks of loss of the card and everyday fraud that proliferates, credit card systems are subject to risks ranging from the creation of false identities and transactions to operating system failures. The new risks of hacking users and systems that arise from marrying credit card payments systems with the open architecture of the internet suggests that enormous resources must constantly be devoted to system security. Many people, providers, and processes must function in a secure fashion each day to avoid these threats.


You can judge for yourself how successful that effort has been. The credit card business is already drenched in fraudulent transactions. There were 271,823 cases of credit card identity fraud in 2019, an increase of 72.4 percent from 2018.12 Losses from fraud reached $27.85 billion in 2018 and are projected to rise to $35.67 billion in five years and $40.63 billion in ten years. Credit card fraud rose by 44.7 percent between 2019 and 2021, rising to 393,207 reports.13 The losses derived from all this fraud is money that credit card users effectively cover in the form of high interest rates and other costs, answering the question why credit card annual percentage rates can be 25 percent or more. Users pay for the insecurity in the system, which today equates to somewhere around $30 billion per year, if not more. And it is only getting worse, as 2019 saw more than 100 million online customer accounts compromised by data breaches.


The number of providers, users, advisors, and third-party vendors in addition to the merchants and banks involved create an endless number of junction points, interfaces, handoffs, and people-related vulnerabilities that are impossible to stop. The system can either retool, which would be very expensive, or incur the risks and related costs and pass them on to the users, merchants, and banks. The latter course, the one chosen by default, is incredibly dangerous since the risks are growing faster than the introduction of their solutions. But as long as users cover the cost of fraud, it reduces the incentive to spend large amounts of money to build systems that are fraud proof.


PAYMENTS SYSTEMS AND NETWORKS

Money is limited in what it can do unless there are systems that can move it from buyer to seller, investor to investment, financier to counterparty, and back to a financial institution or central bank. Money in its various forms enjoys a vagabond lifestyle, cramming every last minute of travel into its life. That requires many parties to operate the channels that transport money or representations of it. It is a complicated and crowded ecosystem that has been transitioning from the analog to the digital world over the last three decades. The pressure to convert to real-time digital formats has been magnified by the increasing speeds that companies and consumers demand for transacting business, and by the sheer enormity of the money to be made from doing so. The insecurities created by connecting these thousands of users, providers, servicers, regulators, and processors have been important but subservient priorities to the interests of innovation and profit. The bill for that quarter century of myopia is coming due.


Now that we have summarized the basic forms of money in use, appreciating how they are transmitted and how they are being impacted by technology is critical to understanding the potential vulnerabilities in the system. A comprehensive description of U.S. payments systems and clearing networks is included in a white paper by the Bank for International Settlements.14


ATMs

Everyone loves new technology toys. In August 1977, one hit the market in the form of RadioShack’s TRS-80 Micro Computer System, which had a keyboard, a sixty-four-column video monitor, and could be programmed by tapes that could play on a home cassette player. At the Office of the Comptroller of the Currency, we were working on what we thought were groundbreaking bank technology issues. That effort produced an opinion that authorized national banks to deploy automated teller machine (ATM) networks that would not be considered branch banks. This would open up a new world for financial institutions, and the closest thing yet to a video game for financial institution customers.


ATMs do not make or represent money. They are electronic banking outlets that accept, transmit, and dispense it. Customers may complete basic banking transactions through an ATM using a credit or debit card, including making a deposit, obtaining a cash withdrawal, initiating bill payments, and transferring funds between accounts. ATMs are often embedded in the walls or drive-through facilities of financial institutions but can be free-standing machines anywhere. They may be leased or owned and operated by banks or third-party intermediaries and located anywhere from airports to 7-Elevens. Fees are commonly charged for cash withdrawals by the banks involved if the ATM is not operated by the customer’s bank. There are 400,000 ATMs in the United States handling about 5 billion transactions annually valued at about $800 billion.15


While they operate on proprietary networks, the involvement of customers added a new security risk that we had never focused on. When customers insert their ATM, debit, or credit cards into the ATM and enter a personal identification number (PIN), they enter this network. The mainboard that houses the CPU and memory connects to the system so that it can approve that PIN issued by the customer’s bank. Each card is required to be able to access multiple networks so that there is a backup if the initial network is unable to process the transaction. The ATM network sends the information to the card issuer (usually a bank) for approval of the transaction. If the transaction is a cash withdrawal, once processed, the bank debits the customer’s account for the amount, and the mainboard then initiates the dispensing of cash by the machine.16


ATMs hold substantial amounts of cash and, as featured in the hilarious movie Barbershop, are targets of thieves who may physically remove them or attach (skimming) or insert (shimming) card readers that steal the information when cards are inserted. The value of all card payments and ATM withdrawals rose 21.2 percent in 2015, but the value of fraudulent card payments and ATM withdrawals grew 63.8 percent to $6.46 billion, making fraud substantially greater for every dollar spent by card than by ACH or check.17


The insertion of a card that carries other embedded digital information and has been used on various other systems and networks creates a host of security issues that were never contemplated when the original approval was issued. That action in effect connects them indirectly to every network, open or closed, when it comes to the deployment of malicious technology. While it was not obvious at the beginning, this was the beginning of the end of financial proprietary networks, and the beginning of a new age of insecurity for banks, savings institutions, and credit unions.


FEDWIRE SYSTEM

The Fedwire system is an electronic system maintained by the Federal Reserve banks that debits and credits bank members’ accounts on as close to a real-time basis as one could expect. No end-of-day netting of gross settlements among various members’ accounts is necessary since each transfer is an individual transaction from a bank sender to a Federal Reserve bank receiver. There are extensive rules, regulations, and civil and criminal laws that apply to the transfer of money through the Fedwire. The system is as good as the money in the sending account and the Federal Reserve’s security, which relies on encrypted transmissions and token-based authentication devices and software.


There are security issues that range from unauthorized access to Fedwire machinery to capturing and using real or fraudulent account numbers. And these security issues are expanding as new scams and networks connect the Fedwire with numerous users and open-architecture networks that bring their security issues with them. Total wire fraud in the country from all systems is running at about $1.5 billion annually.18 In June 2021, the Federal Reserve Bank of New York warned about scammers claiming to be with the Federal Open Market Committee (FOMC) and offering to assist in the recovery of “lost” cryptocurrency for a fabricated fee for the alleged recovery of the funds plus attorney’s fees.19


The Federal Reserve is currently modernizing the Fedwire system, having announced in January 2021 that over 110 organizations were participating in the FedNow Service pilot program to develop a real-time payments processing system with greater cross-border interoperability to be launched in 2024.20 This effort trails that of the Clearing House owned by large banks, which was launched in 2017. The private sector, which is seeking to capitalize on the benefits and profitability of deploying a modernized wire system, argues that there is neither authority nor a business need for the Federal Reserve to occupy an area in the payments world that the private market can adequately address. This debate will continue, as the Federal Reserve has demonstrated a keen desire to keep all the jurisdiction that it ever had or could get, no matter how much modern technology obviates the need for its continued role.


AUTOMATED CLEARING HOUSE TRANSFERS

The Automated Clearing House (ACH), a bank-owned proprietary payments system begun in 1970 is operated under the trusteeship of NACHA, the National Automated Clearing House Association, which manages and regulates it through published operating rules. I represented NACHA for a time with regard to developing digital currencies. The ACH is wired to every demand deposit account in the country, making it convenient for every type of customer to make transfers of money through the communication of the MICR number and account number on a check, rather than the check itself. The ACH handles both “push” transactions initiated by the payor and “pull” transactions initiated by the receiver of the funds through a third-party operator that performs the switching from the originating to the receiving bank. ACH operators calculate net settlements daily and submit them to the Federal Reserve for settlement, resulting in a “zero float” among the participating banks and their customers.21 The first-quarter 2021 volume of 7.1 billion payments was an increase of 11.2 percent from the same period in 2020. That represented a value for those payments of $17.3 trillion, a nearly 19 percent increase from a year earlier.


ACH fraud is comparatively rare these days but easy to execute in the analog world since all that is needed is an account number and a bank routing number, data that can be taken in a data breach or spear-phishing scam where the individual is redirected to a website infected with malware that records keystrokes, including passwords. ACH fraud typically targets a specific bank account and takes advantage of the time delay that occurs in ACH processing. A 2018 Federal Reserve payments study found that payment fraud represented only 0.08 basis points, or eight cents for every $10,000 in payments.22 ACH fraud is mitigated by the ACH network, which includes the originating depository financial institution (ODFI) and receiving depository financial institution (RDFI), the Clearing House, NACHA, and the Federal Reserve. Based on the NACHA operating rules, each ACH entity must adhere to a set of guidelines to ensure that the ACH file that is being processed is checked for compliance with the guidelines. With more customers accessing the system through their bank, which they communicate with through the internet and their online banking application, these bridges between the ACH proprietary network and the open and more insecure architecture of the internet are likely to be a target of increasingly sophisticated hackers.


CLEARING HOUSE INTERBANK PAYMENTS SYSTEM

The Clearing House Interbank Payments System (CHIPS) is a private automated network that is a real-time alternative to the Fedwire. It is owned by the Clearing House, an association established in 1853, which is today owned by twenty-four large banks.23 CHIPS clears and settles 240,000 transactions totaling $1.8 trillion in domestic and international payments per day using a patented algorithm that matches and nets payments, resulting in an extremely efficient clearing process. CHIPS is not as accessible as Fedwire, having only fifty direct participants.24


CHIPS enables banks to transfer and settle international payments on the same day by replacing official bank checks with electronic bookkeeping entries processed with intraday or end-of-day payment finality through a real-time system that is determined by the balances held by participating banks. Historically, CHIPS specialized in settling the dollar portion of foreign exchange transactions. Its services now include electronic data interchange (EDI) capability allowing participants to transmit business information (such as the purpose of a payment) along with their electronic funds transfers.25


PEER-TO-PEER PAYMENT SYSTEMS

The PayPal, Zelle, and Venmo payment networks allow people to directly transfer funds between and among themselves using email addresses or mobile phone numbers. These peer-to-peer transactions move money directly from a linked bank account or card to a recipient’s linked account or card, typically taking only minutes to process. Unlike Zelle, which only moves funds from a bank account, a balance can be maintained in a separate Venmo electronic wallet. So, if an account doesn’t have enough funds to complete a transaction, money can be drawn from the Venmo wallet to complete it. Venmo includes a social aspect also. It allows users to follow friends on its timeline and see what they are doing and paying for, a social feature to some and a scary feature to others.


SWIFT

The Society for Worldwide Interbank Financial Telecommunication messaging service was founded in the 1970s to create a global financial network and a common language for international financial messaging. SWIFT went live with its messaging services in 1977, the year that ATMs were authorized, replacing telex technology with standards to allow for data to be transmitted seamlessly across linguistic and system boundaries. SWIFT, though technically not a payments system, is a global financial infrastructure in more than 200 countries and territories supporting payments-related transactions by more than 11,000 institutions.26


After the $81 million fraud attack on Bangladesh Bank in 2016, SWIFT installed new safeguards. However, a survey of 200 banks worldwide found that four in five of these banks had experienced at least one SWIFT fraud attempt since 2016, with cyber fraud on the rise since 2016. And a “significant portion” of the banks surveyed did not have prevention policies in place to address SWIFT fraud. One troubling trend is the increase of “insider risk,” where hackers are combining forces with employees at banks in charge of sending or receiving SWIFT payments. A SWIFT fraud report states that one in seven banks has experienced at least one SWIFT fraud attempt involving an employee, with the problem appearing to be particularly acute in the Asia-Pacific region with 83 percent of money stolen from the SWIFT network forwarded to accounts in Asia, and 10 percent to Europe. In October 2018, SWIFT announced new “payments control” features and has offered “stop and recall” that allows banks to stop a SWIFT transaction and reverse it once they have flagged it as suspicious.27 The organization came into the spotlight when Russia invaded Ukraine and cutting Russia off from SWIFT became a controversial sanctions issue given how hard it could impact the German people who had become dependent on Russian energy.


These payments systems and exchanges have thousands of users, participating brokers, regulators, service providers, advisors, and consultants, all linked to the internet and to each other through computer networks of wildly differing security aptitudes. There are as many vulnerabilities as there are participants, junctions, and interchange points. It has been nearly impossible to seal all the front, back, and side doors through each participant and system in the current internet configuration.


FINANCIAL UTILITIES AND EXCHANGES

Financial market utilities (FMUs) are multilateral systems that provide the back-office infrastructure for transferring, clearing, and settling payments, securities, and other financial instrument sales and purchases. Securities and related financial instruments are traded through approximately thirty SEC-registered exchanges such as the New York Stock Exchange. There are more than 100 million broker-to-broker transactions per day with a value of nearly $1.2 trillion.28 The Federal Reserve supervises FMUs that have been designated as systemically important by the Financial Stability Oversight Council (FSOC). Professor Paolo Saguato has spent considerable time analyzing the regulation and systemic risks posed by these companies.29 They include the following:



	the Clearing House Payments Company LLC;

	CLS Bank International;

	Chicago Mercantile Exchange, Inc.;

	the Depository Trust Company;

	the Fixed Income Clearing Corporation;

	ICE Clear Credit LLC;

	the National Securities Clearing Corporation; and

	the Options Clearing Corporation.30



The number of daily transactions, participants, and users of these systems speak to the complexity of maintaining secure networks that intersect with the open architecture of the internet and thousands of junction points.







Appendix B

SELECT FINANCIAL SERVICES CYBERSECURITY REPORTS AND EVENTS: 1996–2022

(As of July 2022)





	
	DATE
	DOCUMENTS





	1
	1996
	Critical Infrastructure Protection



	
	
	Executive Order 13010



	
	
	July 15, 1996



	
	
	https://www.govinfo.gov/content/pkg/FR-1996-07-17/html/96-18351.htm



	2
	1997
	Report by President’s Commission on Critical Infrastructure Protection: Overview Briefing (Marsh Commission) June 1997



	
	
	https://www.hsdl.org/?view&did=487492



	3
	
	Critical Foundations Protecting America’s Infrastructures: The Report of the President’s Commission on Critical Infrastructure Protection



	
	
	October 1997



	
	
	https://fas.org/sgp/library/pccip.pdf



	4
	1999
	Protecting America’s Critical Infrastructure



	
	
	Presidential Decision Directive (PDD) 63



	
	
	Updated February 1999



	
	
	https://www.hsdl.org/?abstract&did=3544



	5
	
	Financial Services Information Sharing and Analysis Center (FS-ISAC)



	
	
	Established in response to a White House request to coordinate sector responses to incidents such as major financial services attacks.



	
	
	https://www.fsisac.com/who-we-are









	
	DATE
	DOCUMENTS





	6
	
	Defending America’s Cyberspace: National Plan for Information Systems Protection Version 1.0: An Invitation to a Dialogue



	
	
	January 2000



	
	
	https://fas.org/irp/offdocs/pdd/CIP-plan.pdf



	7
	2000
	GAO: Comments on the National Plan for Information Systems Protection



	
	
	February 2000



	
	
	https://www.hsdl.org/?view&did=341



	8
	2001
	Convention on Cybercrime, Budapest



	
	
	European Treaty Series, No. 185, Council of Europe



	
	
	November 23, 2001



	
	
	https://rm.coe.int/1680081561



	9
	
	Critical Infrastructure Protection in the Information Age



	
	
	Executive Order 13231



	
	
	October 16, 2001



	
	
	https://www.dhs.gov/xlibrary/assets/executive-order-13231-dated-2001-10-16-initial.pdf



	10
	2002
	Financial Services Sector Coordinating Council (FSSCC)



	
	
	Seventy of the largest financial institutions and their industry associations representing banking, insurance, credit card networks, credit unions, exchanges, financial utilities in payments, clearing, and settlement.



	
	
	https://fsscc.org



	11
	2003
	The National Strategy to Secure Cyberspace



	
	
	February 2003



	
	
	https://us-cert.cisa.gov/sites/default/files/publications/cyberspace_strategy.pdf



	12
	
	Interagency Paper on Sound Practices to Strengthen the Resilience of the U.S. Financial System



	
	
	Federal Reserve Board, Office of the Comptroller of the Currency, Securities Exchange Commission



	
	
	April 8, 2003



	
	
	https://www.occ.treas.gov/news-issuances/bulletins/2003/bulletin-2003-14.html









	
	DATE
	DOCUMENTS





	13
	
	The National Strategy for the Physical Protection of Critical Infrastructures and Key Assets



	
	
	White House



	
	
	February 2003



	
	
	https://www.dhs.gov/xlibrary/assets/Physical_Strategy.pdf



	14
	2004
	National Strategy to Secure Cyberspace



	
	
	National Security Presidential Directive 38 (NSPD 38)



	
	
	July 7, 2004 (never officially made public)



	15
	2008
	Comprehensive National Cybersecurity Initiative (CNCI) launched by President George W. Bush in National Security Presidential Directive 54/Homeland Security Presidential Directive 23 (NSPD-54/HSPD-23)



	
	
	January 2008



	
	
	https://fas.org/irp/offdocs/nspd/nspd-54.pdf



	16
	2010
	Department of Homeland Security Computer Network



	
	
	Security and Privacy Protection



	
	
	February 19, 2010



	
	
	https://www.dhs.gov/xlibrary/assets/privacy/privacy_cybersecurity_white_paper.pdf



	17–27
	2012
	Financial Stability Oversight Council (FSOC) Annual Reports, 2012–2021



	
	
	https://search.usa.gov/search?affiliate=ofr&query=ANNUAL+REPORT&commit=



	28
	2013
	Improving Critical Infrastructure Cybersecurity



	
	
	Executive Order 13636, 3 CFR 13636



	
	
	February 12, 2013



	
	
	https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-cybersecurity



	29
	2015
	FS-ISAC Sheltered Harbor established



	
	
	www.fsisac.com/sites/default/files/news/SH_FACT_SHEET_2016_11_22_FINAL3.pdf



	
	
	https://shelteredharbor.org









	
	DATE
	DOCUMENTS





	30
	
	Blocking the Property of Certain Persons Engaging in Significant Malicious Cyber-Enabled Activities



	
	
	Executive Order 13694



	
	
	April 1, 2015



	
	
	https://obamawhitehouse.archives.gov/the-press-office/2015/04/01/executive-order-blocking-property-certain-persons-engaging-significant-m



	31
	2016
	Financial Systemic Analysis and Resilience Center (FSARC) (now a subsidiary of FS-ISAC)



	
	
	https://www.prnewswire.com/news-releases/fs-isac-announces-the-formation-of-the-financial-systemic-analysis--resilience-center-fsarc-300349678.html



	32
	
	2016 Financial Stability Report



	
	
	Office of Financial Research, U.S. Department of Treasury



	
	
	https://www.financialresearch.gov/financial-stability-reports/files/OFR_2016_Financial-Stability-Report.pdf



	33
	
	Financial Services and Cybersecurity: The Federal Role



	
	
	Congressional Review Service



	
	
	March 23, 2016



	
	
	https://crsreports.congress.gov/product/pdf/R/R44429



	34
	
	The Committee on Payments and Market Infrastructures and the International Organization of Securities Commissions (CPMI-IOSCO)



	
	
	Guidance on Cyber Resilience for Financial Market Infrastructures



	
	
	June 2016



	
	
	https://www.bis.org/cpmi/publ/d146.pdf



	35
	
	Report on Securing and Growing the Digital Economy



	
	
	Commission on Enhancing National Cyberspace Security



	
	
	December 11, 2016



	
	
	https://www.nist.gov/system/files/documents/2016/12/02/cybersecurity-commission-report-final-post.pdf



	36
	2017
	Cybersecurity and Financial Stability: Risks and Resilience



	
	
	Office of Financial Research, U.S. Department of Treasury



	
	
	February 15, 2017



	
	
	https://www.financialresearch.gov/viewpoint-papers/files/OFRvp_17-01_Cybersecurity.pdf









	
	DATE
	DOCUMENTS





	37
	
	G7 (FSB): The Fundamental Elements for Effective Assessment of Cybersecurity in the Financial Sector



	
	
	Stocktake of Publicly Released Cybersecurity Regulations,



	
	
	Guidance, and Supervisory Practices



	
	
	October 13, 2017



	
	
	https://www.fsb.org/wp-content/uploads/P131017-2.pdf



	38
	
	Building a Defensible Cyberspace



	
	
	New York Cyber Task Force



	
	
	Columbia School of International and Public Affairs 2017



	
	
	https://www.sipa.columbia.edu/sites/default/files/3668_SIPA%20Defensible%20Cyberspace-WEB.PDF



	39
	
	Regulatory Approaches to Enhance Banks’ Cyber-Security Frameworks



	
	
	Bank for International Settlements (BIS)



	
	
	Juan Carlos Crisanto and Jermy Prenio



	
	
	August 2, 2017



	
	
	https://www.bis.org/fsi/publ/insights2.htm



	40
	
	Cyber Risk, Market Failures, and Financial Stability



	
	
	International Monetary Fund (IMF), Working Paper WP/17/185



	
	
	Emanuel Kopp, Lincoln Kaffenberger, and Christopher Wilson



	
	
	August 7, 2017



	
	
	https://www.imf.org/~/media/Files/Publications/WP/2017/wp17185.ashx



	
	
	https://www.imf.org/en/Publications/WP/Issues/2017/08/07/Cyber-Risk-Market-Failures-and-Financial-Stability-45104



	41
	
	Cyber Security and Financial Stability: How Cyber-Attacks Could Materially Impact the Global Financial System



	
	
	Institute of International Finance



	
	
	Martin Boer and Jaime Vazquez



	
	
	September 2017



	
	
	https://www.iif.com/Portals/0/Files/IIF%20Cyber%20Financial%20Stability%20Paper%20Final%2009%2007%202017.pdf?ver=2019-02-19-150125-767









	
	DATE
	DOCUMENTS





	42
	
	Forces Shaping the Cyber Threat Landscape for Financial Institutions



	
	
	SWIFT Institute Working Paper, No. 2016-004



	
	
	William Carter



	
	
	October 2, 2017



	
	
	https://www.swiftinstitute.org/wp-content/uploads/2017/10/SIWP-2016-004-Cyber-Threat-Landscape-Carter-Final.pdf



	43
	2018
	Rise of the Machines: Artificial Intelligence and Its Growing Impact on U.S. Policy



	
	
	Subcommittee on Information Technology, Committee on Oversight and Government Reform, U.S. House of Representatives



	
	
	September 2018



	
	
	https://www.hsdl.org/?view&did=816362



	44
	
	Protecting Financial Institutions from Cyber Threats



	
	
	Cyber Policy Initiative Working Paper Series, Cybersecurity and the Financial System, No. 2



	
	
	Erica D. Borhard



	
	
	September 2018



	
	
	https://carnegieendowment.org/files/WP_Borghard_Financial_Cyber_formatted_complete.pdf



	45
	
	The Future of Financial Stability and Cyber Risk



	
	
	Brookings Cybersecurity Project



	
	
	Jason Healey, Patricia Mosser, Katheryn Rosen, and Adriana Tache



	
	
	October 2018



	
	
	https://www.brookings.edu/wp-content/uploads/2018/10/Healey-et-al_Financial-Stability-and-Cyber-Risk.pdf



	46
	
	FSB Cyber Incident Response and Recovery—Survey of Industry Practices



	
	
	October 2018



	
	
	https://www.fsb.org/wp-content/uploads/P110719.pdf



	47
	2019
	The Cyber Threat Landscape: Confronting Challenges to the Financial System



	
	
	Adrian Nish and Saher Naumaan



	
	
	March 2019



	
	
	https://carnegieendowment.org/2019/03/25/cyber-threat-landscape-confronting-challenges-to-financial-system-pub-78506









	
	DATE
	DOCUMENTS





	48
	
	Financial Sector’s Cybersecurity: A Regulatory Digest



	
	
	World Bank



	
	
	May 2019



	
	
	http://pubdocs.worldbank.org/en/208271558450284768/CybersecDigest-3rd-Edition-May2019.pdf



	49
	
	Securing the Information and Communications Technology and Services Supply Chain



	
	
	Executive Order 13873



	
	
	May 15, 2019



	
	
	https://www.federalregister.gov/documents/2019/05/17/2019-10538/securing-the-information-and-communications-technology-and-services-supply-chain



	50
	
	Decentralised Financial Technologies: Report on Financial Stability, Regulatory and Governance Implications



	
	
	Financial Stability Board (FSB)



	
	
	June 6, 2019



	
	
	https://www.fsb.org/wp-content/uploads/P060619.pdf



	51
	
	Capacity-Building Tool Box for Cybersecurity and Financial Organizations



	
	
	Carnegie Endowment for International Peace



	
	
	Tim Maurer and Kathryn Taylor



	
	
	July 2019



	
	
	https://ceipfiles.s3.amazonaws.com/pdf/FinCyber/Cybercecurity+Toolkit_Full.pdf



	52
	
	Cyber Risk Scenarios, the Financial System, and Systemic Risk Assessment



	
	
	Carnegie Endowment for International Peace



	
	
	Lincoln Kaffenberger and Emanuel Kopp



	
	
	September 30, 2019



	
	
	https://carnegieendowment.org/2019/09/30/cyber-risk-scenarios-financial-system-and-systemic-risk-assessment-pub-79911



	53
	
	Lessons Learned and Evolving Practices of the TIBER Framework for Resilience Testing in the Netherlands



	
	
	Carnegie Endowment for International Peace



	
	
	Petra Hielkema and Raymond Kleijmeer



	
	
	October 2019



	
	
	https://carnegieendowment.org/2019/10/07/lessons-learned-and-evolving-practices-of-tiber-framework-for-resilience-testing-in-netherlands-pub-80007









	
	DATE
	DOCUMENTS





	54
	2020
	Cyber Risk and the U.S. Financial System: A Pre-Mortem Analysis



	
	
	Federal Reserve Bank of New York Staff Report No. 909



	
	
	Thomas M. Eisenbach, Anna Kovner, and Michael Junho Lee



	
	
	January 2020



	
	
	https://www.finextra.com/finextra-downloads/newsdocs/fedcyberattack.pdf



	55
	
	Operational and Cyber Risks in the Financial Sector



	
	
	BIS Working Papers No. 840



	
	
	Iñaki Aldasoro, Leonardo Gambacorta, Paolo Giudici, and Thomas Leach



	
	
	February 2020



	
	
	https://www.bis.org/publ/work840.pdf



	56
	
	From Long-Distance Entanglement to Building a Nationwide Quantum Internet



	
	
	Report of the DOE Quantum Internet Blueprint Workshop



	
	
	SUNY Global Center, New York, NY



	
	
	February 5–6, 2020



	
	
	https://www.energy.gov/sites/prod/files/2020/07/f76/QuantumWkshpRpt20FINAL_Nav_0.pdf



	57
	
	Secure and Trusted Communications Networks Act of 2019



	
	
	Public Law 116-124



	
	
	116th Congress



	
	
	March 12, 2020



	
	
	https://www.congress.gov/116/plaws/publ124/PLAW-116publ124.pdf



	58
	
	Cyberspace Solarium Commission Report



	
	
	March 2020



	
	
	https://drive.google.com/file/d/1ryMCIL_dZ30QyjFqFkkf10MxIXJGT4yv/view



	59
	
	Cyber Mapping the Financial System



	
	
	Carnegie Endowment for International Peace



	
	
	Jan-Philipp Brauchle, Matthias Göbel, Jens Seiler, and Christoph von Busekist



	
	
	April 7, 2020



	
	
	https://carnegieendowment.org/2020/04/07/cyber-mapping-financial-system-pub-81414









	
	DATE
	DOCUMENTS





	60
	
	Effective Practices for Cyber Incident Response and Recovery



	
	
	Financial Stability Board



	
	
	April 20, 2020



	
	
	https://www.fsb.org/wp-content/uploads/P200420-1.pdf



	61
	
	The Drivers of Cyber Risk



	
	
	BIS Working Papers No. 865



	
	
	Iñaki Aldasoro, Leonardo Gambacorta, Paolo Giudici, and Thomas Leach



	
	
	May 2020



	
	
	https://www.bis.org/publ/work865.pdf



	62
	
	Addressing the Threat Posed by TikTok, and Taking Additional Steps to Address the National Emergency with Respect to the Information and Communications Technology and Services Supply Chain



	
	
	Executive Order 13942



	
	
	August 6, 2020



	
	
	https://www.federalregister.gov/documents/2020/08/11/2020-17699/addressing-the-threat-posed-by-tiktok-and-taking-additional-steps-to-address-the-national-emergency



	63
	
	Addressing the Threat Posed by WeChat, and Taking Additional Steps to Address the National Emergency with Respect to the Information and Communications Technology and Services Supply Chain



	
	
	Executive Order 13943



	
	
	August 11, 2020



	
	
	https://www.federalregister.gov/documents/2020/08/11/2020-17700/addressing-the-threat-posed-by-wechat-and-taking-additional-steps-to-address-the-national-emergency



	64
	
	GAO, Critical Infrastructure Protection: Treasury Needs to Improve Tracking of Financial Sector Cybersecurity Risk Mitigation Efforts



	
	
	September 2020



	
	
	https://www.gao.gov/assets/710/709455.pdf
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	65
	
	Proposal for a Regulation of the European Parliament and of the Council on Digital Operational Resilience for the Financial Sector and Amending Regulations (EC) No. 1060/2009, (EU) No. 648/2012, (EU) No. 600/2014, and (EU) No. 909/2014, Articles 28–29



	
	
	European Commission



	
	
	September 24, 2020



	
	
	https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020PC0595&from=EN



	66
	
	International Strategy to Better Protect the Financial System against Cyber Threats



	
	
	Carnegie Endowment for International Peace in collaboration with the World Economic Forum



	
	
	Tim Maurer and Arthur Nelson



	
	
	November 18, 2020



	
	
	https://carnegieendowment.org/files/Maurer_Nelson_FinCyber_final1.pdf



	67
	
	Enduring Cyber Threats and Emerging Challenges to the Financial Sector



	
	
	Cyber Policy Initiative Working Paper Series, Cybersecurity and the Financial System, No. 8



	
	
	Adrian Nish, Saher Naumaan, and James Muir



	
	
	November 2020



	
	
	https://carnegieendowment.org/files/NishNaumaan_FincyberThreatsChallenges_v3.pdf



	68
	
	G-7 Fundamental Elements of Cyber Exercises Programmes



	
	
	November 2020



	
	
	https://home.treasury.gov/system/files/216/G7-Fundamental-Elements-of-Cyber-Exercise-Programs-November-2020-Published.pdf



	69
	
	Capacity-Building Tool Box for Cybersecurity and Financial Organizations



	
	
	Carnegie Endowment for International Peace



	
	
	Tim Maurer, Kathryn Taylor, and Taylor Grossman



	
	
	December 2020



	
	
	https://swiftinstitute.org/wp-content/uploads/2021/01/CyberToolkit_EXECUTIVE-SUMMARY_11_25.pdf
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	70
	2021
	Transition Book for the Incoming Biden Administration



	
	
	CSC White Paper No. 5



	
	
	U.S. Cyberspace Solarium Commission



	
	
	January 2021



	
	
	https://www.solarium.gov/public-communications/transition-book



	71
	
	Addressing the Threat Posed by Applications and Other Software Developed or Controlled by Chinese Companies



	
	
	Executive Order 13971



	
	
	January 8, 2021



	
	
	https://www.federalregister.gov/documents/2021/01/08/2021-00305/addressing-the-threat-posed-by-applications-and-other-software-developed-or-controlled-by-chinese



	72
	
	National Security Commission on Artificial Intelligence



	
	
	Final Report



	
	
	March 2021



	
	
	https://www.nscai.gov/wp-content/uploads/2021/03/Full-Report-Digital-1.pdf



	73
	
	Insider Threat Mitigation for U.S. Critical Infrastructure Entities: Guidelines from an Intelligence Perspective



	
	
	National Counterintelligence and Security Center (NCSC)



	
	
	March 2021



	
	
	https://www.dni.gov/files/NCSC/documents/news/20210319-Insider-Threat-Mitigation-for-US-Critical-Infrastru-March-2021.pdf



	74
	
	Executive Order on Improving the Nation’s Cybersecurity



	
	
	Executive Order 14028



	
	
	May 12, 2021



	
	
	https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity



	75
	
	Protecting Americans’ Sensitive Data from Foreign Adversaries



	
	
	Executive Order 14034



	
	
	June 9, 2021



	
	
	https://www.federalregister.gov/documents/2021/06/11/2021-12506/protecting-americans-sensitive-data-from-foreign-adversaries
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	76
	
	EBA Analysis of RegTech in the EU Financial Sector



	
	
	June 2021



	
	
	https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Reports/2021/1015484/EBA%20analysis%20of%20RegTech%20in%20the%20EU%20financial%20sector.pdf



	77
	
	Chinese State-Sponsored Cyber Operations: Observed TTPs



	
	
	Cybersecurity Alert



	
	
	National Security Agency, Cybersecurity and Infrastructure Security Agency, Federal Bureau of Investigation



	
	
	July 19, 2021



	
	
	https://media.defense.gov/2021/Jul/19/2002805003/-1/-1/1/CSA_CHINESE_STATE-SPONSORED_CYBER_TTPS.PDF



	78
	
	National Security Memorandum on Improving Cybersecurity for Critical Infrastructure Control Systems



	
	
	White House Executive Memo; President Joe Biden



	
	
	July 28, 2021



	
	
	https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/28/national-security-memorandum-on-improving-cybersecurity-for-critical-infrastructure-control-systems



	79
	
	Conducting Due Diligence on Financial Technology Companies: A Guide for Community Banks



	
	
	OCC, FDIC, FRB



	
	
	August 2021



	
	
	https://www.occ.gov/news-issuances/news-releases/2021/nr-ia-2021-85a.pdf



	80
	
	Federal Cybersecurity: America’s Data Still at Risk



	
	
	Committee on Homeland Security and Governmental Affairs, United States Senate, Staff Report



	
	
	August 2021



	
	
	https://www.hsgac.senate.gov/imo/media/doc/Federal%20Cybersecurity%20-%20America’s%20Data%20Still%20at%20Risk%20(FINAL).pdf
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	81
	
	Updated Advisory on Potential Sanctions Risks for Facilitating Ransomware Payments



	
	
	U.S. Department of Treasury



	
	
	September 21, 2021



	
	
	https://home.treasury.gov/system/files/126/ofac_ransomware_advisory.pdf



	82
	
	Public Policy Principles for Retail Central Bank Digital Currencies



	
	
	G7 UK 2021



	
	
	October 14, 2021



	
	
	https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1025235/G7_Public_Policy_Principles_for_Retail_CBDC_FINAL.pdf



	83
	
	Computer-Security Incident Notification Requirements for Banking Organizations and Their Bank Service Providers



	
	
	OCC, 12 CFR Part 53 (Docket ID OCC-2020-0038), RIN 1557-AF02; Federal Reserve System, 12 CFR Part 225 (Docket No. R-1736), RIN 7100-AG06; FDIC, 12 CFR Part 304, RIN 3064-AF59



	
	
	November 17, 2021



	
	
	https://www.federalreserve.gov/newsevents/pressreleases/files/bcreg20211118a1.pdf



	84
	2022
	Memorandum for the Heads of Executive Departments and Agencies, M-22-0



	
	
	Executive Office of the President, Office of Management and Budget



	
	
	January 26, 2022



	
	
	https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf



	85
	
	Ensuring Responsible Development of Digital Assets



	
	
	Executive Order 14067



	
	
	March 9, 2022



	
	
	https://www.whitehouse.gov/briefing-room/presidential-actions/2022/03/09/executive-order-on-ensuring-responsible-development-of-digital-assets
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	86
	
	S.3600—Strengthening American Cybersecurity Act of 2022 (part of the Omnibus Funding Act of 2020)



	
	
	117th Congress (2021–2022)



	
	
	March 2020



	
	
	https://www.congress.gov/bill/117th-congress/senate-bill/3600/text



	87
	
	Cyberattacks and Financial Stability: Evidence from a Natural Experiment



	
	
	Finance and Economics Discussion Series 2022-025



	
	
	Board of Governors of the Federal Reserve System



	
	
	Antonis, Kotidis, and Stacey L. Schreft



	
	
	March 23, 2022



	
	
	https://doi.org/10.17016/FEDS.2022.025



	88
	
	Enhancing the National Quantum Initiative Advisory Committee



	
	
	Executive Order



	
	
	May 4, 2022



	
	
	https://www.whitehouse.gov/briefing-room/presidential-actions/2022/05/04/executive-order-on-enhancing-the-national-quantum-initiative-advisory-committee



	89
	
	National Security Memorandum on Promoting United States Leadership in Quantum Computing While Mitigating Risks to Vulnerable Cryptographic Systems



	
	
	May 4, 2022



	
	
	https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-security-memorandum-on-promoting-united-states-leadership-in-quantum-computing-while-mitigating-risks-to-vulnerable-cryptographic-systems



	90
	
	Timeline of Cyber Incidents Involving Financial Institutions



	
	
	Carnegie Endowment for International Peace



	
	
	Ongoing updates



	
	
	https://carnegieendowment.org/specialprojects/protectingfinancialstability/timeline






Source : Thomas P. Vartanian, 2022
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