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	Soviet Ministry of Internal Affairs (1946–91)



	NKGB
	People’s Commissariat for State Security (Soviet foreign security service, 1943–46; predecessor to MGB and KGB)



	NKVD
	People’s Commissariat for Internal Affairs (Soviet internal security service, predecessor to MVD; incorporated State Security, 1934–43)
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	National Security Council
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	Office of Naval Intelligence
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	Office of Strategic Services
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	President’s Foreign Intelligence Advisory Board
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	SIGINT
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	SIS
	Secret Intelligence Service (UK)



	TICOM
	Target Intelligence Committee (Allied project to capture German cryptologists and cryptologic material at end of World War II)



	USAFSS
	U.S. Air Force Security Service



	USCIB
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	USIB
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AUTHOR’S NOTE

In May 2013, a twenty-nine-year-old computer security expert who had worked for three months as a $200,000-a-year contractor for the National Security Agency in Hawaii told his employer he needed to take a leave of absence for “a couple of weeks” to receive treatment for the epileptic condition he had recently been diagnosed with. On May 20, Edward J. Snowden boarded a flight to Hong Kong, carrying with him computer drives to which he had surreptitiously copied thousands of classified intelligence documents. Their contents, revealing copious details about NSA’s domestic surveillance of telephone and e-mail communications, would begin appearing two weeks later in a series of sensational articles in the Guardian and the Washington Post.

It was a move he had been secretly preparing for some time, having secured the job with the specific aim of gaining access to classified NSA material. (He was ultimately able to do so only by duping more than twenty coworkers into giving him their computer passwords, which he said he needed for his duties as a systems administrator; most of the colleagues whom he betrayed were subsequently fired.) Snowden would later explain that he chose Hong Kong as his place of intended sanctuary because “they have a spirited commitment to free speech and the right of political dissent”—an assertion that would have come as a surprise to members of the city’s pro-democracy movement, whose peaceful mass protests the following year would be efficiently crushed by the Hong Kong authorities at the behest of their Chinese Communist Party masters in Beijing.1

A month later, his U.S. passport canceled and under indictment for theft of government property and violations of the Espionage Act, Snowden fled to Moscow. There the government of President Vladimir Putin, a former lieutenant colonel of the Soviet KGB whose increasingly dictatorial control of the media, ruthless suppression of political opposition, and chest-thumping nationalist bellicosity was reviving the worst memories of the Cold War superpower confrontation, soon granted Snowden asylum, then temporary residency in Russia.

Snowden’s political naïveté was honestly come by: a self-taught computer whiz who never finished high school, a supporter of the quixotic campaign of the libertarian presidential candidate Ron Paul, he was given to sweeping, conspiratorial pronouncements about his duty to expose “the federation of secret law, unequal pardon, and irresistible executive power that rule the world.”2 Whatever his motives, there was no denying the impact of his revelations concerning NSA’s surveillance programs, particularly those involving the unauthorized monitoring of American citizens. No single incident in NSA’s sixty-one-year history came close to bringing so many of its most secret activities into the harsh glare of public scrutiny or so shook public confidence in the agency’s mission.

Three of the programs in particular seemed to epitomize a secret agency out of control, venturing well beyond the bounds of legitimate foreign intelligence gathering. The architects of the post–World War II permanent intelligence establishment, recognizing the fundamental incompatibility of deeply ingrained American beliefs in open government, liberty, and privacy with the tools of the shadowy intelligence trade—there had been much indignant talk about an “American Gestapo” when reports surfaced toward the end of the war that FDR was considering a plan to preserve the Office of Strategic Services (OSS), the forerunner of the Central Intelligence Agency, into the postwar period—sought to draw a sharp line that would resolve the dilemma. CIA and NSA would be strictly limited to foreign intelligence targets. Abroad, anything might go; it was after all a dangerous world, and the United States, having been wrenched from its long dream of isolationism, was determined never to be caught by another Pearl Harbor. But at home, the rule of law and American values would be maintained as always; a man’s home would still be his castle, and a warrant issued by a court would be required to search his personal effects or spy on his conversations.

Yet inevitably there were gray areas, and now it seemed that in the aftermath of the September 11, 2001, terrorist attacks on New York and Washington by the Islamic fundamentalist group al-Qaeda, the gray areas had spread across the entire horizon. One of the NSA programs Snowden revealed, the Bulk Telephony Metadata Program, employed secret orders issued to American telephone companies to obtain records of the duration and number dialed of every call made in the United States, and stored this information—billions of records, amassing five years’ worth of calling data—in vast data warehouses where they could be searched by NSA analysts.

The second, Prism, was an even more comprehensive dragnet; it collected from major Internet servers the contents of the billions of e-mails, Web videos, voice-over-Internet phone calls, and other data that passed through the United States to other countries. (A related “upstream collection” program directly tapped undersea fiber-optic cables to intercept the same kinds of Internet traffic.)3

A third program, the SIGINT Enabling Project—SIGINT stood for signals intelligence, NSA’s core mission—provoked outrage not only from civil libertarians but also from the high-tech computer and cybersecurity sector, which had enjoyed a close working relationship with NSA dating back to the very beginnings of the computer age in the postwar years. It was an industry upon which the agency depended more than ever as a source of expertise in the age of the Internet. Yet it turned out that NSA was at the same time undermining the industry’s commercial products by devising ways to insert hidden vulnerabilities that rendered otherwise unbreakable public encryption systems “exploitable.” According to a comprehensive description in one document leaked by Snowden, the methods NSA used included covert hacking of devices and networks as well as “investing in corporate partnerships” to ensure that cryptologic weaknesses, known only to NSA, were built into the products.

For years there had been conspiratorial whispers about the agency’s secret sabotaging of advanced digital encryption schemes via “back doors”; now it seemed that the conspiracy theorists had if anything underestimated the reality. Many in Silicon Valley took it as a personal betrayal: they felt they had been duped, and, more to the point, it was a terrible commercial blow to American businesses that offered computer security products now known to have been deliberately compromised.

Worse, it was a reckless and dangerous policy; as one computer expert told a White House review group, anything that makes it easier for NSA to spy on computer systems and the Internet “also inevitably makes it easier for criminals, terrorists, and foreign powers to infiltrate these systems for their own purposes.”4 (Even a system designed to allow law enforcement and intelligence agencies access to secure communications under a legally regulated framework would be the equivalent of leaving a key under the doormat, warned another high-level group of academic cryptologic experts; any such stored master key would itself become a target for hacking by Chinese government agencies, Russian organized crime syndicates, and others who had repeatedly demonstrated their skill in raiding U.S. government computer systems.)5

Six months later a federal district court found the bulk collection programs an unconstitutional violation of the Fourth Amendment’s privacy protections, calling particular attention to their “Orwellian” sweep. NSA was exploiting a vast loophole in Section 215 of the post–9/11 Patriot Act—which permitted the government to demand business records that were “relevant” to an investigation—to indiscriminately sweep up vast amounts of U.S. citizens’ data without a warrant, mining it for evidence of contact with foreign targets, then declaring it “relevant” after the fact when it did find such evidence. Such a procedure stood completely on its head a hallowed prohibition, enshrined in centuries of English common law and the U.S. Constitution, against exactly this sort of dragnet-like “general warrant.”

Earlier secret court orders, subsequently declassified by President Obama’s administration in an effort to respond to the Snowden revelations with a demonstration of commitment to “transparency,” revealed that the special federal court charged with overseeing NSA’s foreign-intelligence-gathering activities, the Foreign Intelligence Surveillance Court—itself the product of reforms enacted in the wake of revelations of NSA’s surveillance of American citizens during the 1960s and 1970s—had repeatedly chastised NSA for “substantial misrepresentations” of its bulk collection practices and for overstepping court-mandated rules to “minimize” the collection of U.S. citizens’ data intercepted in the course of monitoring a legitimate foreign target.6

These initial disclosures undeniably raised important questions about domestic surveillance policy, legality, and morality. The FISC itself acknowledged that Snowden’s “unauthorized disclosure” of one of the court’s rulings had “engendered considerable public interest and debate,” and agreed that authorized declassification of additional rulings would similarly “contribute to an informed debate.” In May 2015, the U.S. House of Representatives voted 338–88 to end NSA’s bulk metadata collection program, and subsequently passed a Senate bill explicitly phasing out any such programs under Section 215, an outcome that would have been hard to imagine absent the public debate Snowden set off.7

But the classified information that continued to dribble out at well-timed intervals from Snowden soon crossed the line from defensible whistle-blowing to reckless exposure of ongoing foreign intelligence operations. Snowden—and even more so his chief journalistic collaborator, Glenn Greenwald of the British newspaper the Guardian—saw the world in simplistic terms: one was either a tool of the “establishment…elite,” sycophantically “venerating” and meekly obedient to “institutional authority,” or one daringly engaged in “radical dissent from it,” Greenwald asserted. Among the laundry list of disclosures Greenwald reported were NSA’s monitoring of radio transmissions of armed Taliban militants in northwest Pakistan, the bugging of twenty-four embassies (all identified by name), and technical specifics of listening devices used to intercept fax messages of foreign diplomats. Snowden and Greenwald presented these all as equally shocking evidence of the rise of a “menacing surveillance state” that was threatening to bring about the end of “privacy,” “internet freedom,” and “intellectual exploration and creativity” throughout the world.8

There was an astounding historical and moral blindness in lumping all these together. No one familiar with the diplomatic, military, and intelligence history of the preceding half century or more would have seen anything even worthy of surprise, much less anything illegal or immoral, in U.S. efforts to intercept and decipher the communications of foreign governments and military organizations using any means possible. Nor could they have so recklessly doubted the essential importance of foreign signals intelligence in safeguarding national security during that fraught chapter of world conflict.

By the same token, there was an element of remarkable historical obtuseness in the public position that NSA and its supporters took in response to the disclosures: U.S. intelligence officials denounced Snowden as a mere “traitor,” insisted that criticisms of the agency were based only on “gross mischar​acter​izati​ons” of its activities, asserted that grave damage had been done by all of Snowden’s disclosures, and flagrantly exaggerated the effectiveness of the dragnet collection programs.9 After first insisting that NSA’s post–9/11 bulk surveillance efforts had foiled fifty-four terrorist plots, NSA officials were forced to revise that claim to thirteen, then “one or two”—then zero.

The agency’s reputation suffered even more when it became clear that the indignant denials made by NSA officials to Congress about the extent of its monitoring of Internet and telephone communications employed tortuous language to imply the exact opposite of the truth. NSA’s director, General Keith Alexander, repeatedly insisted, for example, that the agency “does not collect information under section 215 of the Patriot Act” on the location of cell phone calls placed in the United States; he omitted to mention that NSA was collecting such information, on a massive scale, but relying upon another legal theory for its authority to do so.

NSA’s director and deputy director likewise repeatedly asserted that NSA was not “targeting” the communications of U.S. nationals “anywhere on earth” without a warrant; it was, however, “incidentally” sweeping up vast amounts of such traffic in its warrantless bulk collection programs and storing it in huge data warehouses for later analysis as needed.10

—

The roots of the crisis NSA faced as a result of Snowden’s disclosures reached deep into its own history. The bureaucratic imperatives, habits of mind, and institutional culture that drove the agency to engage in such a breathtakingly comprehensive technological intrusion into private communications, despite manifest questions about its legality and even practical value, and then to instinctively and ineptly attempt to cover it up when details became public, characterized NSA from its very beginnings. Going back even to NSA’s predecessor agencies in the 1930s and 1940s, there had always been a sense that the mission was to collect literally everything possible in the way of signals intelligence, about friends and foes alike, even as the resulting flood of incoming data routinely overwhelmed any ability to analyze the haul. There had always been an obsessive pursuit of technical proficiency that pushed to the side any sober weighing of actual intelligence requirements, which often resulted in vast efforts expended on marginally important sources at the cost of huge human and diplomatic risks. And there had always been an impulse to push to the very limits claims of legal authority under national security necessity and presidential prerogative. NSA inherited those same institutional values from its predecessors (along with many of their top officials) when it was established in 1952.

No habit of mind was more deeply ingrained among signals intelligence professionals than the absolute prohibition on even hinting at the government’s capabilities at intercepting signals and breaking codes; given that even the most trivial disclosure might alert a target to take protective countermeasures, undoing years of painstaking effort and resulting in the loss of a vital intelligence source, NSA for years tried even to keep its very existence a secret. The principle behind the agency’s cult of silence was valid enough as a general proposition but was also self-serving in the extreme in the face of public questions now being raised about the fundamental legality and propriety of NSA’s activities—as well as simply unrealistic at a time when everyone knew not only what NSA was but what it did, and cryptography itself had become a public commodity, no longer the purview of great governments alone. It also ironically deprived the agency of just what it needed most at the moment of Snowden’s disclosures: to be able to explain to the American public the value and success of its legitimate mission.

Nothing had so solidified NSA’s reflexive secrecy and institutional tendencies to keep repeating the same mistakes as the bizarre looking-glass world of the Cold War, the unprecedented four-decade-long peacetime confrontation that began with the swift crumbling of the Grand Alliance of World War II after the briefest period of hope of a safer and saner world following the defeat of Nazi Germany in 1945, and ended with the astonishing fall of the Berlin Wall in 1989. The Cold War imperatives of secrecy and “deniability” and its never-ending technological arms race, which encompassed the world of intelligence just as it did the battlefield, only reinforced the sense of impunity and the conviction on the part of NSA officials that no one but themselves could be trusted to know, much less understand or judge, their activities; in a manner all too familiar among political zealots, religious sects, academic departments, and other cults and closed societies, they became convinced of their own virtue.

More deeply, the Cold War clouded moral choices and removed traditional democratic checks on government. Nothing had really prepared the United States to embrace as a permanent necessity the kinds of morally dubious actions that had been accepted hitherto only as the exigencies of war, emergency measures in a kill-or-be-killed fight that—it seemed obvious to nearly all Americans—would be promptly dismantled as soon as the victory was won and peace and normalcy returned. Democracies never could and never would really figure out how to reconcile their democratic values with the employment of methods that were, after all, the hallmarks of totalitarian and police states. Stalin’s Soviet Union used surveillance, deception, secrecy, betrayal, official lies, and the permanent militarization of society as its tools of power; to Americans those were the very evils they were fighting against in the struggle to contain the USSR and the expansion of world Communism. The inherent contradictions and almost insane logical disconnects of the Cold War nuclear standoff, in which a constant war footing became the only way to prevent a war that would have meant the end of human civilization were it actually to occur, ineluctably shaped the institutions that were at the forefront of this shadowy fight, none more than NSA.

NSA continues to this day to be extremely chary of revealing any details of its successes against Soviet cryptology during the Cold War, even though nearly all of the systems it targeted then have long been rendered obsolete by the digital age. Yet throughout the Cold War, signals intelligence would be the primary—often the sole—source of intelligence about Soviet intentions and capabilities; its military, economy, and industry; and the myriad technical specifications of its bomber and missile force and air defenses that the Dr. Strangelovean strategists of Armageddon needed to know in order to constantly recalibrate the credibility of America’s nuclear deterrent and maintain a twenty-four-hour-a-day vigil for signs that the Soviets were about to strike first.

The history-changing significance of “Ultra” and “Magic” intelligence in World War II, the Allies’ breaking of the Nazi Enigma cipher and Japanese high-level diplomatic and military code systems, is now common knowledge. “SIGINT successes during the Cold War,” one former NSA director has acknowledged, “were no less significant in terms of gravity and magnitude for changing world history and for protecting the interests of the United States, our allies, and democracy.”11 Those successes were likewise the product of an intellectual and technical triumph of mathematics, linguists, and engineers whose stories of inspiration, struggle, and insight equal those of their famed World War II predecessors.

Despite NSA’s best efforts to the contrary, it is possible to piece together significant strands of the story of its work in the Cold War from an array of declassified, if highly fragmentary, sources. (I am particularly grateful to Rene Stein of the National Cryptologic Museum Library for doing her utmost, under often impossible circumstances, to help me locate useful materials.) The capabilities and institutional traditions forged during this long chapter of modern intelligence and military history explain much that is both admirable and dysfunctional about NSA today. At its best, the agency galvanized innovation in computing and higher mathematics, delivered vital intelligence on foreign threats available in no other ways, and deftly and brilliantly targeted key sources with technical and espionage wizardry. At its worst, it obsessively pursued the unattainably grandiose scheme of collecting literally every signal on earth, undermined communications and Internet security for everyone, evaded legal oversight, and became the victim of its own secrecy with an unchecked culture of impunity, obfuscation, and byzantine bureaucratic politics. Reconciling the inherently clandestine and often dirty business of intelligence with the principles and ideals of an open democratic society will never be completely possible. But understanding how these things came to be is one place to start.

The human and political story of NSA in this era is inseparable from the technical story of codes and codebreaking, an undeniably fraught subject for the layman. It is impossible to understand the intellectual challenges and triumphs of the men and women who carried out this work, or even the most basic decisions they made, without an appreciation of the scientific problems and goals that drove them. I have tried to capture the essential contours of the technical story and give a sense of what the codebreakers were up against without assuming any specialized knowledge of cryptology or mathematics on the part of the reader; for those who are interested, more detailed technical explanations can be found in the appendixes.





PROLOGUE

“A Catalogue of Disasters”

In the late afternoon of October 31, 1949, two young Latvian émigrés came aboard a fast motorboat in the West German harbor of Kiel and quickly disappeared belowdecks as the boat headed quietly out into the darkening waters of the Baltic Sea. At the helm was a former naval officer of the Third Reich, Kapitänleutnant Hans-Helmut Klose. The vessel under his command, though it now belonged to the British Baltic Fishery Protection Service and flew the Royal Navy’s White Ensign, was one he knew thoroughly. The S208 was a captured German E-boat, the type of fast torpedo boat that Klose had captained while serving in Hitler’s navy. Overhauled in Portsmouth after the war, stripped of its torpedo tubes and armament and fitted with silent underwater exhausts, the S208 was capable of a blazing forty-five knots.

Klose also knew the waters of his destination intimately, for one of his assignments during the war had been to drop Nazi agents behind Russian lines in the Baltic territories. Now he was doing exactly the same job for his new masters, the British Secret Intelligence Service (SIS).1

Neither the British spymasters nor their counterparts in the newly formed American CIA were very particular about the war records of the men they recruited to try to penetrate Stalin’s Russia in the opening years of the Cold War. Vitolds Berkis, the younger of Klose’s two passengers, was the thirty-one-year-old son of a former Latvian diplomat. He had been a more-than-willing Nazi collaborator during the war, joining an SS intelligence unit in Riga before fleeing the country in 1944 as the Russian armies rolled west. Western intelligence officials, milking émigré organizations and combing displaced persons camps for zealous—or desperate—anti-Communist nationalists who could be induced to return to their Soviet-occupied homelands, plucked Berkis out of an internment camp in Belgium. His fellow recruit had an even more unsavory past. Andrei Galdins had served the entire war in an SS execution squad of Latvian collaborators that was responsible for murdering half of Latvia’s Jews.

Brought to London, the men had received six months’ intensive training in tradecraft while living in a comfortable four-story Victorian house, complete with a cook and housekeeper, in the exclusive area of Chelsea, and provided £5 a week pocket money. They were drilled in Morse code and radio and cipher procedures, the use of invisible ink, arranging letter drops, shaking surveillance, resisting interrogation. On excursions to Portsmouth harbor, and later into the wilds of Dart-moor and the Scottish Highlands, they practiced firing small arms and machine guns, hand-to-hand combat, rowing and swimming silently through the ocean at night, surviving off the land, circling past villages without being detected.

As they boarded the S208, each carried a large brown suitcase. In one was a radio set; in the other two pistols, two submachine guns, ammunition, 2,000 rubles, codebooks, false passports; around their waists they wore money belts crammed with rolls of gold coins.

Landing that night by rowboat on an isolated beach west of Ventspils, about one hundred miles from the Latvian capital of Riga, the men got ashore unseen and made their way to the home of a priest who, according to SIS contacts in the émigré community, was a trusted link to partisans already organizing against the Soviet occupiers. The men explained that they were the first of a wave of British-trained agents on the way, and by the next day they were ensconced in a safe house for the winter with promises that they would be able to make contact with partisans in the forest when the weather improved and it was safer.2

Encouraged by the reports Berkis and Galdins sent back to London, their SIS handlers continued to dispatch new agents at roughly six-month intervals. Some of the earliest agents to make their way into the Baltic states, who had landed from Sweden at the end of the war, were smuggled out on return trips of S208. Brought to London for debriefing and further training, they added their confirmation of the success of the operation. Eager to get into the game, flush with cash, and chafing at occasional hints of British condescension toward them as inexperienced newcomers, CIA quickly organized its own penetration route, in 1949 and 1950 dropping agents by parachute into Ukraine and Lithuania and laying ambitious plans for six or more drops a year. An unmarked C-47 transport plane, piloted by two Czech flyers who had served in the RAF in the war, would take off from the U.S. Air Force base in Wiesbaden, Germany, skimming the treetops at two hundred feet to evade radar as it crossed the Soviet frontier, then at the last minute popping up to five hundred feet—the minimum safe altitude for a parachute jump—just over the drop site.3

In their training, the émigrés had been told to focus their efforts on obtaining information on Soviet military installations and airfields, above all any evidence of developments relating to rocketry and atomic weapons. Yet the actual reports coming back were oddly thin, little more than what was available in newspaper articles and other published sources. When occasionally pressed by their handlers to provide better information, the men brushed it off, indignantly insisting that they were not mere spies but “freedom fighters” dedicated to liberating their homelands; their mission was to “overthrow the Communists,” not gather crumbs of intelligence for the British and Americans. And so the flow of agents, radios, weapons, and money continued.4

Skeptics in Washington and London were just as dismissively brushed off. Determined to prove that the wartime derring-do of SIS and the American OSS was alive and well and relevant in the postwar world, the heads of operations of the British and American intelligence services refused to see the obvious. Stewart Menzies, head of SIS since 1939, was a throwback to the romantic days of cloak-and-dagger espionage, a spymaster from central casting. He was charming and aristocratic and slightly mysterious, had been a star athlete as a boy on the playing fields of Eton, belonged to all the right London clubs, rode to hounds with the Duke of Beaufort’s fox hunt, never missed the Ascot races, and was the principal source of the untrue but widely believed rumor that he was the illegitimate son of King Edward VII. He had acceded to the post of “C” (the traditional designation of the head of the British secret services; it was the actual initial of SIS’s first chief, George Mansfield Smith-Cumming, who signed his memorandums that way in green ink) by beating out two rival candidates; the clinching factor was his producing a sealed envelope containing a letter purportedly written by his predecessor, Admiral Sir Hugh “Quex” Sinclair, who had died in office, endorsing him for the job. As Harold Adrian Russell “Kim” Philby, the master Russian mole who duped Menzies and a generation of SIS colleagues, would later sarcastically observe of his chief, “His intellectual equipment was unimpressive, his knowledge of the world, and views about it, were just what one would expect from a fairly cloistered man of the upper levels of the British establishment.” Ironically, Menzies owed most of his internal prestige to having presided over Bletchley Park’s brilliant codebreakers and their astonishing intelligence coups during the war—a new breed of technocratic spies who represented the antithesis of the old world spycraft he embodied.5

On the American side, Allen Dulles, appointed in 1950 to take charge of the new CIA’s operations as deputy director for plans, was the former OSS station chief in Switzerland during the war and something of a romantic himself, enthralled by the image of parachuting in an army of spies to bring down the Communist enemy. By April 1951 it was becoming unmistakably evident that the entire operation had been blown, that the émigré groups were thoroughly penetrated by Soviet intelligence and had been for years, that the agents sent in one after another had in fact all been either killed or turned immediately upon their arrival. CIA director Walter Bedell Smith, an Army general who had served as General Dwight D. Eisenhower’s chief of staff in Europe, and then as ambassador to the Soviet Union after the war, dispatched his old Army comrade General Lucian Truscott to assess the agency’s covert operations. “I’m going over to Germany to see what those weirdos are up to,” Truscott remarked, and it did not take long for him to confirm that the whole operation was a colossal mistake, wasting lives “just to see what happens when men put their feet in the water,” without producing a scrap of useful intelligence.

“The only thing you’re proving” by continuing to drop agents into Soviet-controlled territory, acidly remarked Truscott’s aide at one confrontational meeting with the local CIA chief, “is the law of gravity.”6

But still CIA officials tried to defend the effort. “Even if they don’t send back good intelligence, we’re causing the Russians a lot of headaches,” insisted one. Dulles, confronted the following year by an aide who told him bluntly, “Our operations have failed and there is no alternative to offer,” shot back, “You can’t say that.” Later, when the failures became truly undeniable, Dulles, who would become CIA director in 1952, still tried to justify it all. “At least we’re getting the kind of experience we need for the next war,” he insisted.7

In fact, as it would later be discovered, every single one of the 100 agents dispatched by E-boat to the Baltics by the SIS from 1944 to 1954 was under Moscow’s control, wittingly or unwittingly, from the very start. So too were the 150 agents parachuted into Ukraine from 1949 to 1954—at least those not immediately captured and shot after having been lured into the web of KGB deception. So too was an entire Polish “resistance” movement fabricated by the Soviets in 1949 that duped the CIA into sending radios, weapons, supplies, agents, and a million dollars in gold—all humiliatingly exposed in a mocking two-hour diatribe broadcast on Polish radio in December 1952. It was not until 1956 that SIS finally abandoned the last of these fiascoes, an operation that trained agents in Turkey to be parachuted into the Soviet Caucasus. Dozens went in. The failure rate was 100 percent.8

Most horrific of all was the fate of scores of Albanian émigrés recruited by SIS and CIA from 1947 to 1952 to gather intelligence and lay the groundwork for an uprising against the Communist government of Enver Hoxha. “Operation Valuable,” it was optimistically named. All were betrayed by Kim Philby, who in many cases knew in advance the exact time and location of their landing by sea or air, even the names of individual men, and passed the information to his Soviet controllers, who in turn passed it to the Albanians, who were ready and waiting to ambush the infiltrators. Some were killed in a hail of bullets the moment they touched the ground or came ashore; others were hunted down and butchered by the police and militia—burned to death in a barricaded building, dragged to a bloody pulp tied behind a jeep—or captured, tortured, and put on display in show trials in which they “confessed” their guilt in zombie-like voices.9

“There was not one successful operation,” said a U.S. Army intelligence officer in Germany, looking over the whole sordid history of the effort to slip spies behind the Iron Curtain. Anthony Cavendish, who ran many of the SIS parachute infiltrations, admitted afterward that they “must seem now nothing more than a catalogue of disasters.”10 A 1955 review ordered by President Eisenhower of intelligence sources that might be able to provide strategic warning of a Soviet nuclear attack on the United States found that virtually no useful information had been obtained from “classic covert operations inside Russia”:


The security zones at the border, the general restrictions in the interior, the thousands of security police, and the innumerable informers among the population are brutally effective in limiting the infiltration, exfiltration, and usefulness of agents. Therefore, we must more and more depend upon science and technology.11



“Pitiful,” concluded George Kistiakowsky, the Ukrainian-born Harvard physical chemist who had led a key program in the Manhattan Project and in the 1950s became Eisenhower’s science adviser, helping to shape U.S. defense and intelligence strategy. “The time of Mata Hari has passed.”12





1

The Russian Problem

The men and women who aimed to supplant Mata Hari with the steady, efficient, reliable, and ever so much safer methods of science and technology began their first tentative foray into what they would always call, with a certain clinical detachment, “the Russian problem” on February 1, 1943. Almost all of the codebreakers who would work over the next several years to achieve the first breaks into the labyrinth of Russian communications secrets were newcomers to the business—which made them no different from the other thirteen thousand new recruits, military and civilian, who would by the war’s end swell the explosively growing ranks of the U.S. Army and Navy signals intelligence headquarters in Washington.1 The variety of their backgrounds was extraordinary: career officers and new draftees, young women math majors just out of Smith or Vassar, partners of white-shoe New York law firms, electrical engineers from MIT, the entire ship’s band from the battleship California after it was torpedoed by the Japanese in the attack on Pearl Harbor, winners of puzzle competitions, radio hobbyists, farm boys from Wisconsin, world-traveling ex-missionaries, and one of the world’s foremost experts on the cuneiform tablets of ancient Assyria.

In June 1943, Cecil Phillips was an eighteen-year-old chemistry student at the University of North Carolina who had just been rejected for the draft because of flat feet (“to my great pleasure and surprise,” he later admitted); with no plans for the summer, he wandered into the U.S. Employment Service office in his hometown of Asheville, in the Blue Ridge Mountains, to see if he could get a job. The person there told him there was a lieutenant from the Army Signal Corps over at the town post office who had a large quota of clerk positions to fill.

“How would you like to go to Washington and be a cryptographer?” the lieutenant asked him.

“That sounds interesting,” Phillips answered.

The lieutenant, clearly surprised that someone actually knew what he was talking about, blurted out, “You mean you know what that means?”

Phillips did, having once owned a Little Orphan Annie decoder ring, though that was about as far as his knowledge went. But it was good enough for the lieutenant, who administered him a general aptitude test on the spot, signed him up as a $1,440-a-year GS-2 junior clerk, and told him to report in a week to an address in Arlington, Virginia.2

Brought in under nearly identical circumstances was a young home economics instructor, Gene Grabeel, who was teaching high school near Lynchburg in central Virginia and dissatisfied with her job when she met a young Army officer in the post office who was looking for college graduates to go to work at an undisclosed location near Washington, to do a job he could not offer any details about. (The officer, an infantry lieutenant who just days earlier had been posted with the First Army at Governors Island, New York, did not know himself what the work involved. Driven largely by the need to process volumes of Japanese army traffic that had suddenly become readable due to breakthroughs in several systems, the Army would hire four thousand new civilian employees for its signals intelligence operation in 1943 alone. In the rush to meet such burgeoning manpower requirements, the recruiters were as green as everyone else. The lieutenant had been ordered to report to Arlington Hall on Monday the week of Thanksgiving in November 1942; he spent the next day filling out administrative paperwork; Wednesday he was given a crash course on recruiting procedures; and on Thanksgiving morning he found himself at the post office in Lynchburg trying to collect warm bodies, without even having had a chance to find out what his new outfit did.) Grabeel had been thinking about trying to get a job with the federal government and asked her father what he thought of the idea. He told her she might as well “go to Washington for six months and shuffle papers.” She was off to the capital as soon as she found a replacement teacher to take over for her.3

Arlington Hall Junior College had been a finishing school for girls before the Army abruptly seized it under emergency war powers in June 1942. The site was convenient to the Pentagon, the colossal new Army and Navy headquarters, soon to be the largest office building in the world, which was arising on a marshy flat along the Potomac River less than two miles away, just across Arlington National Cemetery. The school’s one hundred acres also offered security and ample room for expansion. One of the Arlington Hall recruiters found a prewar postcard of the school, depicting a stately residence hall, manicured lawns, tennis courts, and indoor and outdoor horseback riding arenas and stables, and shamelessly deployed it in his recruiting pitch. What the new arrivals found instead were two huge, dreary, hastily erected warehouselike office blocks built in the traditional U.S. government style with long corridors and a series of perpendicular wings, surrounded by barbed wire and guardhouses. Workers sat side by side at long tables arrayed in rows. Air-conditioning remained a dream for the future; the buildings were sweltering in the humid Washington summers and overrun year-round with legions of rodents. There were no horses in the deserted stables, but there was a drill field and barracks for the enlisted men. The lieutenant who had paraded the prewar postcard avoided eye contact with his recruits when he later encountered them at Arlington Hall.4

More than 70 percent of the staff at Arlington Hall were civilians, and by the war’s end more than 90 percent of those were women. A similar balance of the sexes quickly took hold at the Navy’s signals intelligence headquarters, across the Potomac River. The Navy had a deep tradition of never permitting a situation to arise where an officer might have to take orders from a civilian, and insisted on putting all of its new hires in uniform. But with its establishment in summer 1942 of the WAVES—Women Accepted for Voluntary Emergency Service, which allowed women to serve in the Navy as officers and enlisted personnel—the service was also able to freely recruit women for codebreaking duty, and some 80 percent of its cryptanalysts by the war’s end were female.5

The joke making the rounds in Washington the first year of the war was that if the Army and Navy could capture enemy territory as fast as they were seizing it in the nation’s capital the fighting would be over in a couple of weeks. Not long after the Army claimed Arlington Hall, the Navy took possession of its own girls’ school, Mount Vernon Academy on Nebraska Avenue in northwest Washington. In February 1943 the Naval Communications Intelligence Section (known as Op-20-G in the arcane numbering system the Navy’s bureaucratic administrators had devised to designate its myriad branches and offices) moved into its new home at what was now officially called the Naval Communications Annex; construction crews went to work at once ripping out the school’s graceful colonnaded walkways to make room for functional buildings; the headmistress’s residence, with its elegant polished hardwood floors, was converted into the post exchange, selling Cokes and cigarettes; and a double line of wire fences went up around the perimeter, guarded by marines patrolling with submachine guns.6

—

That summer there began arriving at Nebraska Avenue’s Building 4 the first of what would soon be a phalanx of one hundred massive electromechanical calculating machines. Built by the National Cash Register company at its factory in Dayton, Ohio, at a staggering total cost of $6 million, the “bombes,” as they were called, weighed two and a half tons apiece and housed sixty-four motor-driven wheels whose electrical contacts spun at speeds of up to 1725 rpm; when they were all running together they drew a quarter of a megawatt of electricity, enough to power a thousand homes.7

Their internal electrical logic was the genius of the eccentric British mathematician Alan Turing. Building on prewar work by a small team of Polish cryptanalysts who shared their results with the British just weeks before the Nazi invasion, Turing in the fall of 1939 developed a comprehensive mathematical solution to the Nazis’ legendary Enigma cipher machine. By guessing a few probable words contained in an enciphered Enigma message, he showed how to eliminate in one mathematical-logical leap about 1014 of the permutations that the Enigma’s scrambling machinery relied upon to baffle any would-be codebreaker. That left only a few hundred thousand possibilities to test to recover the unique daily setting of the scrambling rotors used on each of the high-level radio networks that employed the Enigma, the key to unlocking thousands of extremely secret signals a day: orders to U-boats prowling the Atlantic, reports on the dispositions and plans of Rommel’s troops in the North African desert or the state of the Nazis’ Western Wall defenses along the coast of France. The whirring wheels of the U.S. Navy’s bombes, re-creating the internal wiring of the rotors of the actual Enigma machines, could in twenty minutes try every possible starting setting of the Enigma (each of the three or four rotors of the Enigma could be set at twenty-six different positions, which meant there were 26 × 26 × 26 × 26 = 456,976 possibilities in the case of the four-rotor version used by the German U-boats). When the bombe reached a position consistent with a chain of letters built up from a short sequence of matching plaintext and cipher text, a circuit was completed through a series of interconnected cables used to program the bombe for each test, causing an electrical relay to trip and triggering a clutch and brake that would bring the device jolting to a halt, revealing the daily jackpot.8

At the height of the Battle of the Atlantic nearly half of the staff at Nebraska Avenue was working on the Enigma problem; most of the rest were trying to keep up with the huge volume of Japanese navy traffic and the ever-changing complexities of its code systems, most of which used codebooks rather than cipher machines like the Enigma.9, *1 IBM punch card machines turned out to be well suited to the exhaustive cataloging and searching required to break into these Japanese codes. The process involved combing through intercepted messages to hunt for repetitions of their four- or five-digit numerical cipher groups—a possible sign that two different messages had been prepared with the same string of obscuring key. Compared to a modern computer, punch card machines were undeniably primitive, but they could carry out massive data searches that would have overwhelmed a human being. Cards punched with the code groups of tens or even hundreds of thousands of messages could be automatically placed in numerical order by an IBM card sorting machine, then printed out in massive catalogs by a printing tabulator to be scanned by eye for any repetitions. The Japanese army codes worked much the same way as the Japanese navy codes, and by 1943 Arlington Hall and Nebraska Avenue were operating hundreds of IBM machines and paying the company three-quarters of a million dollars a year in rental fees, while burning through hundreds of thousands of punch cards a month.10

What had begun as little more than tiny back-office research groups (at the outbreak of World War II in September 1939 the Army’s Washington signals intelligence staff was nineteen people, the Navy’s thirty-six) had become veritable decryption factories, working round-the-clock shifts and tied to a sprawling global network of outstations that fed an uninterrupted stream of intercepted communications. Besides the thirteen thousand workers in Washington there were thousands more in the field manning a dozen principal intercept posts from Winter Harbor, Maine, to Bainbridge Island, Washington, and to points around the world as far-flung as the Aleutian Islands, the Canal Zone, Guam, and Recife, Brazil, each bristling with antennas and equipped with multiple shortwave receiver sets.11 Teams of enlisted men took down Morse code messages by hand and then retransmitted the copied traffic via encrypted landline or radio teleprinter links back to Washington or other cryptanalytic processing centers in Hawaii and Australia.*2

By October 1943 Arlington Hall had up and running a semiautomated decryption processing line for Japanese army traffic that punched incoming teleprinter messages onto paper tape, converted the paper tape to IBM cards, matched the resulting decks of punch cards with other sets of cards punched with the corresponding sequence of cipher key, subtracted one from the other to reveal the underlying code groups and punched those on a third set of cards, and then used a library of cards containing code groups whose dictionary meanings had been recovered to print out the complete decoded message. In some cases Arlington Hall was reading a message before its intended Japanese recipient, who had to manually flip through his codebooks and work out the message on paper and pencil, could do so.12

The size and extent of the American wartime cryptanalytic empire reflected the global reach of the conflict, but it also reflected the global nature of communications, and thus of intelligence opportunities ripe to be exploited. One of the most valuable sources of information on German preparations for the Allied D-Day landings would prove to be the reports of Japan’s ambassador in Berlin, in cables radioed six thousand miles back to his government in Tokyo using the Japanese diplomatic system known to the American codebreakers as Purple, a cipher machine they had cracked in 1940, sight unseen, in one of their most stunning achievements of pure mathematical cryptanalysis.

Some of the size of the wartime enterprise, to be sure, also reflected what the British liaison officer sent to Arlington Hall, Captain Geoffrey Stevens, diagnosed with ill-concealed irritation as the American genius for constructing “hopelessly overorganized” operations.13 The work involved a huge amount of painstaking drudgery, and the American solution was to parcel out tasks exactly like a factory assembly line. When Cecil Phillips arrived at Arlington Hall on June 22, 1943, his first job was to stamp the date on incoming messages. Having demonstrated his competence at that task, he was promoted to stapling. But his first boss saw something in the high school graduate that perhaps Phillips himself did not, and started setting aside an hour or two a day to teach him the rudiments of cryptanalysis. On May 1, 1944, Phillips was led to the back of one of the wings on the second floor of B Building, where a fifty-by-fifty-foot area had been partitioned off with plywood screens from the rest of the open wing. A small opening between the screens, just large enough for one person to squeeze through, led past a desk where an Army captain sat with his back to the entrance, keeping a sharp eye on the several dozen people at work at long tables.14

Among them were Gene Grabeel, who had been assigned to this mysterious unit during her fourth week on the job; Richard Hallock, the Assyrian linguist and archaeologist from the University of Chicago, now an Army lieutenant; another newly commissioned lieutenant, Ferdinand Coudert, a partner in his family’s venerable New York international law firm, Coudert Brothers (among its clients had been the czar of Russia and the French and British governments), who held an MA degree in Slavic studies from Harvard and knew Russian, French, German, Serbo-Croatian, Bulgarian, and Japanese; and Frank Lewis and Genevieve Grotjan Feinstein, two of the comparatively veteran cryptanalysts of the Signal Intelligence Service, both of whom had been hired in a modest expansion of the service made possible with funds appropriated in response to the “limited national emergency” declared by FDR upon the outbreak of the war in Europe. Feinstein, a quiet mathematician, had made the crucial break into Purple in 1940; Lewis, a voluble polymath and musician, contributed to the solution of the Japanese army codes and a seemingly impenetrable German diplomatic one-time-pad system. (Lewis was to gain a devoted following in the outside world for the notoriously difficult cryptic crosswords he composed every week for six decades for the left-wing intellectual journal the Nation starting in 1947.) The captain in charge of the section was William Smith, a classmate of Coudert’s at Harvard who had recently been working as an editor for the famous one-volume Columbia Encyclopedia at Columbia University Press.15

This, Phillips was told, was the Russian problem, and it was where he would be working from now on, and he was not to mention it even to anyone else at Arlington Hall. Phillips, Grabeel, and Lewis would likely have been astonished had they been told they would spend much of the next four decades of their lives on the problem.

—

The decision in 1943 to begin studying Russian traffic was odd on several counts, not least that Arlington Hall was already overwhelmed with the volume of enemy coded messages it was trying to read following America’s entry into the war.

Even with the influx of thousands of new hires, Arlington Hall was struggling to keep up with an avalanche of operationally urgent traffic for which an hour’s delay could mean the difference between a successful battlefield coup de main or an opportunity forever lost. The solution of the Japanese army codes meant processing upwards of three hundred thousand messages a month. Reflecting the importance of that priority, a reorganization of the production branch that summer reallocated cryptanalytic work between two sections. The larger, B-II, now focused exclusively on Japanese army messages. The other, B-III, now called the General Cryptanalytic Branch, got literally everything else—all of Japan’s non-army traffic (diplomatic, military attaché); all of Nazi Germany’s traffic, military and diplomatic; and a whole kitchen sink of diplomatic and commercial codes and ciphers of some thirty other countries, enemies and neutrals alike, among them Sweden, Finland, Turkey, Bulgaria, Spain, Portugal, Vichy France, China, Mexico, Chile, Brazil, and the Vatican.16

William F. Friedman, who for a decade after the end of World War I had been the sole cryptologist employed by the Army Signal Corps, and who then in the 1930s had patiently and painstakingly trained a cadre of young mathematicians to resurrect an Army codebreaking bureau, was one who thought there was no choice now but simply to abandon work on all diplomatic codes, much less take on any new problems, and focus exclusively on enemy military traffic. Friedman was the opposite of a defeatist. Although he had only a limited mathematical background himself—he had taken a single freshman course in mathematics as a student at Michigan Agricultural College early in the century—he had early on discovered an aptitude for codes, and a conviction that the main requirement for successfully breaking one was the confidence that it was breakable. He was the first to work out a solution to the new generation of cipher machines that used rotating wired wheels that advanced to a new position as each letter was typed in on a keyboard, generating a completely different substitution alphabet for each successive letter of the message.*3 He astonished the inventor of the Hebern electric cipher machine in 1923 by breaking ten enciphered test messages in six weeks of work, four of which he spent developing the theory for how to do it. Friedman’s precise habits and systematic approach were abundantly on display in the classic foundation textbooks he prepared in the 1920s and 1930s (Elements of Cryptanalysis, expanded into the four-volume Military Cryptanalysis), which would train several generations of cryptanalysts, bringing logic and flair to what previously had been unsystematized chaos, and in his always fastidious personal appearance with his trademark Hollywood-idol dapper mustache, perfect bow ties, and two-toned shoes. Characteristically, he played an intensely disciplined game of golf and prided himself on being an expert ballroom dancer. William Friedman, said a colleague who worked with him closely in later years, simply was never “scared of the magnitude of the problems facing him.”17

By 1943 the organization had long outgrown Friedman’s talents as an administrator. After a hospitalization for a nervous collapse in January 1941, he was eased out of responsibilities and, at age fifty, had become something of an elder statesman and adviser. But he remained a legendary and revered figure among the rank-and-file cryptologists of the service, and the men who were now in charge of its most important technical branches were all his protégés. The three young math teachers Friedman had hired in 1930 in the first expansion of the service, and to whose training and mentoring he personally devoted the next decade, now ran virtually the entire technical side. Frank Rowlett, whose outward demeanor as a soft-spoken, courtly Virginia gentleman concealed an often prickly and acerbic contempt for incompetence, was head of B-III; Solomon Kullback, a perpetually rumpled verbal bulldozer of a New Yorker, was in charge of B-II; and Kullback’s fellow New Yorker Abraham Sinkov—he and Kullback had been classmates at City College and were both teaching in the New York City public schools when Sinkov spotted a notice for an examination for a government job as a mathematician—ran the cryptanalysis center the Army had set up in Brisbane, Australia, to bring additional manpower to bear on the Japanese army problem.

In a detailed proposal to the agency’s chief on July 29, 1943, Friedman argued that given the duplication of effort between the Americans and the British in intercepting and processing diplomatic traffic, it made sense just to let the British have it all so that Arlington Hall could focus, without further distractions, on the much more vital Japanese army material.18

In any case, the intelligence value of much of the diplomatic codebreaking effort was minor at best. The U.S. Army codebreakers had originally taken on the job, in fact, mainly because they had nothing else to do. Eager to give his cryptanalytic trainees some real-world experience, Friedman had found precious little else on the airwaves for them to work on during the pre–Pearl Harbor years. German and Japanese military traffic, much of it short-range transmissions sent using low-power radios, was almost impossible to intercept from monitoring stations in the United States. Diplomatic signals, by contrast, went over transoceanic commercial networks operating high-power shortwave transmitters. The decision to copy and decipher the diplomatic traffic of dozens of neutral countries had always had more to do with its ready availability than with its intelligence significance.

There was also the fact that as sensitive as were the issues raised by spying on neutral nations, spying on an ally and now comrade in arms like the Soviet Union was something else entirely. Winston Churchill, for all his long-standing enmity toward and distrust of the Soviets, had promptly ordered a halt to the monitoring of Soviet communications by British intelligence upon Stalin’s joining the fight against Hitler in June 1941. Although no similarly explicit order seems to have been given to the U.S. Army and Navy codebreakers following the United States’ entry into the war in December 1941, both had shelved their prewar work on Russian systems given the obviously much more pressing priorities of fighting a global war across two oceans.19

And finally there was the profoundly discouraging consideration that that earlier work on Russian codes had made precious little progress. Soviet diplomatic systems, in fact, were widely viewed as utterly unbreakable. In the 1920s, allowing discretion to be trumped by political pressures, the British government on several occasions had released the verbatim texts of intercepted and decoded Soviet cables exposing anti-British espionage, propaganda, and subversion by Soviet officials operating under diplomatic cover—and also alerting the Soviets to the weaknesses of conventional code systems. The final break in British-Soviet relations in 1927 was accompanied by a wholesale change in Soviet codes; Soviet trade missions and diplomats subsequently began using unbreakable one-time pads to encipher nearly all of their cable messages.20

As cogent and logical as Friedman’s arguments were, they were no match for formidable political and bureaucratic imperatives whose force did not depend strictly on logic—a consideration that someone with Friedman’s orderly mind had a hard time appreciating. As early as August 1942, Captain Stevens, the British liaison officer at Arlington Hall, picked up hints that the Americans were eager to take another crack at the Russian problem, allies or no allies, and other priorities notwithstanding. Stevens, who was extremely diligent at keeping his ear to the ground, reported back to London that the Americans had never stopped collecting and filing Russian diplomatic traffic for possible future study. “Sooner or later they will inevitably try to break this,” he wrote, “since they do not trust the Russians further than they could throw a steam-roller.”21

Worries that Stalin might be secretly negotiating with the Japanese were part of that mistrust.22 But the decision by the Army in 1943 not only to retain its far-flung net to capture worldwide diplomatic communications, but to extend it to encompass the Soviet Union, had little to do with any articulable concerns about the Soviets, or even a mistrust of them in general. In the aftermath of Japan’s surprise attack on Pearl Harbor, the War Department had ordered a sweeping review of how the Army handled signals intelligence, and its major conclusion was that the way to make sure nothing ever again fell through the cracks was to miss nothing in the first place. Before the war, the Army had tended to regard signals intelligence as a technical and arcane subspecialty. It did not even come under military intelligence but had been shunted aside under the direction of the radio experts of the Signal Corps. The Navy’s codebreakers similarly came under the Naval Communications department. Ad hoc arrangements for passing on to the State Department and White House any items of importance gleaned from decoded messages had been made by the Army and Navy cryptanalytic units on their own initiative, but neither had any defined intelligence responsibilities beyond the narrow confines of service requirements. Even within the military services they had struggled for recognition and resources. Many regular officers viewed the entire business of codebreaking as a colossal waste of time. Captain Thomas H. Dyer, one of the Navy’s few trained prewar cryptanalysts, would recall with undiminished bitterness in 1945 the “general attitude” he encountered in those years, which “ranged from one of apathy to one of ridicule or open hostility….The vast majority of those whose support and cooperation were essential viewed it as the visionary project of impractical dreamers.”23

Alfred McCormack, a formidable New York lawyer who had come to Washington right after the Pearl Harbor attack to ask his former law partner John J. McCloy, now assistant secretary of war, for “the toughest assignment he had,” was given the job of coming up with a new blueprint for signals intelligence that reflected the realities of America’s sudden thrust onto the world stage. McCormack swiftly concluded that the mission had been construed far too parochially. In an age of global conflict and global responsibilities, it was not enough just to monitor the radioed orders of enemy commanders on the battlefield. Simply, the United States “must know as much as possible about the objectives, the psychology and the methods of our enemies and potential enemies (and of our Allies as well) in order to make the right decisions.” Every country was a legitimate target, friend and foe alike; intelligence on everything from its industry to agriculture, from its politics to internal social forces, might provide the one crucial detail that would make the difference between triumph and catastrophe for American policy.24

The wartime influx of men and money was the chance to make such an all-encompassing intelligence-gathering system a reality. It didn’t hurt that in fulfilling this greatly enhanced signals intelligence mission the War Department would also greatly enhance its prestige in the corridors of Washington political power, and its influence in postwar planning. The man brought in on McCormack’s recommendation to implement the vast expansion of the mission and scope of the Signal Intelligence Service, Colonel Carter W. Clarke—McCormack then became his deputy for the rest of the war—was in early 1942 already looking to the end of the war, and beyond, in enthusiastically endorsing McCormack’s vision. Clarke wrote in May 1942:


Our primary task is to paint for our superiors as completely a realistic picture as possible of the activities “behind the arras” of all those associated with and against us with the end purpose of enabling an American peace delegation to confront problems of the peace table with the fullest intimate knowledge it is possible to secure of the purposes and attitudes, covert and overt, of those who will sit opposite them.25



In a nation that would see eleven million men mobilized, a seventy-acre factory arise almost overnight on a patch of scrubland west of Detroit to begin disgorging a finished B-24 bomber every hour, fleets of cargo ships by the thousands constructed in as little as two days apiece start to finish, and the elemental forces of the universe transformed on a remote New Mexico mountaintop into a weapon of unimaginable destructive power, the idea of monitoring, intercepting, and deciphering every coded message transmitted anywhere in the world seemed neither far-fetched nor unworthy of the attempt. It was, Frank Rowlett later said, a foregone conclusion in the post–Pearl Harbor climate that the interception and deciphering of diplomatic signals would continue, that Friedman’s prudent objections would be gently brushed aside, and that Russia, ally or not, would be added to the ever-expanding list of new targets.26

“Get everything” would henceforth be a virtual article of faith for the U.S. signals intelligence community. “Whether or not it actually can be done in practice,” insisted Rear Admiral Joseph R. Redman, the head of U.S. Naval Communications, in a memo he wrote at the end of the war, it was the fundamental mission and responsibility of the U.S. communications intelligence organizations to come “as closely as is humanly possible” to reading “every enemy and clandestine transmission.”27

—

There were some new practical reasons for encouragement, too, in tackling “the Russian problem.” Finland had a small but well-regarded cryptanalytic bureau, and messages from Japan’s military attachés in Helsinki and Berlin to Tokyo, deciphered and read by Arlington Hall in early 1943, revealed that the Finns had made some progress on the “unbreakable” Soviet one-time-pad diplomatic ciphers and were sharing their results with their Japanese counterparts; a series of lengthy cables offered a wealth of basic technical details about the Russian systems and how they worked.

A considerable amount of raw Russian traffic was also now becoming available to the American codebreakers. In January 1940 the Army’s adjutant general had sent a letter to the president of RCA, David Sarnoff, asking if a Lieutenant Earle F. Cook might be assigned to the company for six months “for a course of study.” As Cook later explained, “All of this nonsense was a cover. Looking over the traffic was what I was there for.” RCA, one of the major carriers of commercial cablegrams, supplied Cook a private room and photographic equipment in its Washington offices on Connecticut Avenue; each morning he would arrive and make copies of all of the messages that had been handed in the previous day for transmission on the company’s international circuits. (Frank Rowlett would recall seeing Cook’s thumbs in many of the photos.) The clandestine arrangement—almost certainly illegal—set a precedent that would come back to haunt NSA three decades later
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