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Advanced Persistent Threats in Cybersecurity – Cyber Warfare

	Nicolae SFETCU

	Abstract

	This book aims to provide a comprehensive analysis of Advanced Persistent Threats (APTs), including their characteristics, origins, methods, consequences, and defense strategies, with a focus on detecting these threats. It explores the concept of advanced persistent threats in the context of cyber security and cyber warfare. APTs represent one of the most insidious and challenging forms of cyber threats, characterized by their sophistication, persistence, and targeted nature. The paper examines the origins, characteristics and methods used by APT actors. It also explores the complexities associated with APT detection, analyzing the evolving tactics used by threat actors and the corresponding advances in detection methodologies. It highlights the importance of a multi-faceted approach that integrates technological innovations with proactive defense strategies to effectively identify and mitigate APT.
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	Introduction

	This book aims to provide a comprehensive analysis of Advanced Persistent Threats (APTs), including their characteristics, origins, methods, consequences, and defense strategies, with a focus on detecting these threats. He explores the concept of advanced persistent threats in the context of cyber security and cyber warfare. APTs represent one of the most insidious and challenging forms of cyber threats, characterized by their sophistication, persistence, and targeted nature. The paper discusses the potential consequences of APT attacks, as well as strategies and best practices for defending against them. In addition, it highlights the importance of international cooperation in the fight against APT and provides insights into the evolving cybersecurity landscape in the face of this ongoing threat.

	Cybersecurity

	Cyber security is the totality of measures to protect computer systems and networks against attacks by malicious actors that can affect digital or physical assets, or the image of a person or organization, disrupt a certain activity or negatively influence a certain trend (Schatz, Bashroush, and Wall 2017).

	The field of cyber security is in constant flux, adapting to the ever-changing digital landscape. As technology advances, so do the tactics of cybercriminals.

	Cybersecurity has become an integral part of modern society, with the digital revolution significantly affecting our daily lives, and is one of the most important challenges of the contemporary world, due to both the complexity of information systems and today's society. As we increasingly rely on interconnected systems, the need to protect our data and infrastructure from cyber threats becomes paramount (Stevens 2018).

	Cybersecurity is an ever-evolving field that requires constant adaptation to new challenges. To meet these challenges, advanced threat detection, user education and international cooperation are key components of an effective cyber security strategy. 

	Challenges in cyber security

	Rapid technological advances

	
		The constant evolution of technology leads to new vulnerabilities.

		Cybercriminals exploit emerging technologies for malicious purposes.

		Keeping up with security measures becomes a daunting task.



	Diversity of cyber threats (CloudStrike 2023)

	
		The range of cyber threats, including malware, ransomware, phishing, and others, pose significant challenges.

		Sophisticated attack techniques are continuously evolving, making detection and prevention difficult.



	Human error and insider threats (Lim et al. 2009)

	
		People often remain the weakest link in cyber security.

		Insider threats, whether intentional or unintentional, can be devastating.



	Resource limitations

	
		Limited budgets and resources prevent comprehensive cybersecurity efforts.

		Smaller organizations are particularly vulnerable to these constraints.



	International and geopolitical challenges

	
		Cyberspace knows no borders, leading to international and geopolitical conflicts in the digital realm.

		International cooperation and cyber diplomacy are essential.



	Solutions in cyber security

	Advanced threat detection

	
		Using artificial intelligence and machine learning for real-time threat detection.

		Developing proactive threat intelligence mechanisms to anticipate attacks.



	User education and awareness (Townsend 2018)

	
		Training employees to recognize and respond to cyber threats.

		Promoting a culture of cyber security in organizations.



	Multi-Factor Authentication (MFA)

	
		Using MFA to improve user authentication.

		Reducing the impact of stolen or weak passwords.



	Cyber Security Regulations and Compliance (Shirey 2000)

	
		Develop and enforce regulations to hold organizations accountable for cybersecurity issues.

		Mandatory data protection measures and incident reporting.



	International cooperation

	
		Promoting international collaboration in addressing cyber threats.

		Developing cyber norms and agreements to reduce conflicts in cyberspace.



	Cyber warfare

	Cyber warfare involves the use of cyberattacks at the state level, causing damage comparable to real warfare and/or disrupting enemy infrastructure and systems (Singer and Friedman 2014).

	Taddeo offered the following definition of cyber warfare in 2012:

	"Warfare based on certain uses of ICT within an offensive or defensive military strategy supported by a state and aimed at the disruption or immediate control of enemy resources and conducted in the information environment, with agents and targets varying both physically. and non-physical domains and whose level of violence may vary according to circumstances." (Taddeo 2012)

	Cybersecurity and cyber warfare have become critical issues. Cybersecurity (the practice of safeguarding digital systems and data from malicious activity) is inextricably linked to cyberwarfare, which involves the use of digital technologies to disrupt, damage, or gain control over adversary computer systems. The line between these two areas is blurred, as cybersecurity strategies often have dual use as applications in cyber warfare and vice versa.

	Cybersecurity and cyber warfare are intertwined in a complex relationship that shapes our digital world. As cyber threats continue to evolve, and nation-states engage in offensive cyber actions, the need for robust cybersecurity measures and international cooperation is more critical than ever. To effectively navigate this complicated nexus, stakeholders must continually adapt to the dynamic nature of the cyber domain, recognizing that digital warfare is as important as any physical battlefield in the 21st century.

	The threat landscape is constantly evolving, requiring adaptive cybersecurity measures. Cyber threats encompass a wide range of activities, including data theft, malware attacks, denial-of-service attacks, and social engineering. These threats can target individuals, organizations, or even entire nations. As cyber threats grow in complexity, so does the challenge of securing critical infrastructure and sensitive information.

	Challenges in maintaining cybersecurity

	More than 120 countries have developed ways to use cyber warfare as a weapon and target financial markets, government IT systems and utilities. It can be used to support traditional warfare, or for espionage and propaganda purposes. Cyber weapons have the potential to be as destructive as traditional ones (Shamah, n.d.).

	Advanced Persistent Threats (APTs): APTs are sophisticated, long-term cyberattacks, often led by nation states or well-funded groups. Detecting and mitigating APTs is a significant challenge because they use advanced tactics to evade traditional security measures.

	Human factors: Human error, negligence, or insider threats can undermine cybersecurity. Addressing these issues requires not only technical solutions but also organizational culture and awareness.

	Rapid technological advances: As technology advances, new vulnerabilities emerge. There is a need to keep pace with the ever-changing threat landscape through continuous innovation in cybersecurity practices.

	Implications of cyber warfare

	Geopolitical impact: Nation-states are engaging in cyber warfare to achieve strategic objectives without resorting to traditional military action. Examples include Stuxnet, a computer worm designed to disrupt Iran's nuclear program, and alleged Russian meddling in foreign elections. Such actions can destabilize international relations.

	Role of non-state actors: Non-state actors, such as hacktivists and cyber criminals, play a significant role in cyber warfare. They can be hired or influenced by nation-states to carry out attacks, blurring the lines between independent and state-sponsored cyber warfare.

	Escalation dilemma: The anonymity and deniability associated with cyberattacks raises concerns about the potential for unintended escalation in conflict. A minor cyber incident can inadvertently lead to a large-scale conflict.

	In an increasingly interconnected global situation, international cooperation is imperative in addressing the challenges of cybersecurity and cyber warfare. Establishing norms and regulations can help mitigate the risks associated with state sponsorship and cyber warfare, promote responsible behavior in cyberspace, and provide a framework for responding to cyber incidents.

	Currently, many analysts believe that the sure solution to state cyber threats is a cyber peace through political decision, establishing new rules and international norms and building new tools and infrastructures suitable for this purpose. (Hofkirchner and Burgin 2017).

	The future of cyber security and cyber warfare remains uncertain. Emerging technologies such as quantum computing and artificial intelligence are expected to revolutionize both offensive and defensive capabilities. As such, the global community must anticipate the evolving threat landscape and adapt its strategies accordingly.

	Advanced Persistent Threats

	Advanced persistent threats (APTs) are a class of cyber threats that pose a significant challenge to organizations and nations around the world. They are known for their advanced tactics, techniques, and procedures, as well as their ability to infiltrate and operate persistently on target systems for long periods of time.

	APTs are usually coordinated by a state or a state-sponsored group (Kaspersky 2023b) (Cisco 2023). The motivations of these threat actors are usually military, geopolitical, or economic espionage (Cole 2013). These targeted sectors include government, defense, financial services, legal services, industrial, telecommunications, consumer goods, and more (FireEye 2019).

	The average "contact time," in which an APT attack goes undetected, averaged 71 days in North America, 177 days in EMEA, and 204 days in APAC in 2018 (Mandiant 2021).

	Advanced persistent threats combine a variety of different forms of attack, from social engineering to technical exploits. APTs generally use traditional espionage vectors (Ghafir and Prenosil 2014), including social engineering, human intelligence, and infiltration, for network attacks by installing custom malware (malicious software) (Symantec 2018b). The diversity and stealth of APTs make them a central issue in cyber security due to the asymmetric nature of attacks, often turning to game theory to model conflict using matrix games as a risk mitigation tool. Game-theoretic APT models can be derived directly from topological vulnerability analysis, together with risk assessments, according to common risk management standards such as the ISO 31000 family (Rass, König, and Schauer 2017)

	Increasing heterogeneity, connectivity and openness of information systems allow access to a system through multiple different paths. To ensure security, semi-automated tools and techniques are used to detect and mitigate vulnerabilities, but such attacks quickly adapt to these configurations so that they stay "under the radar". Countermeasures have a higher latency, being ineffective for sudden changes in attack strategies of an invisible adversary (Rass, König, and Schauer 2017).

	Advanced persistent threats have emerged as a new and complex version of multi-stage attacks (MSA) (Kyriakopoulos et al. 2018), while current APT detection systems focus more on the emergence of alerts of detection, than on predicting threats (Ghafir et al. 2019). APT stage forecasting not only reveals the APT lifecycle in its early stages, but also helps in understanding the attacker's strategies and objectives. In addition, the Internet of Things (IoT) makes Internet-connected devices easy targets for cyberattacks (Ghafir, Kyriakopoulos, et al. 2018). The global cost of cybercrime reached $600 billion in 2018, according to a McAfee report (McAfee 2018).

	To counter cyberattacks, analysts typically use Intrusion Detection Systems (IDS) by matching known (signature-based) attack patterns by comparing the data to a database containing a list of known attack signatures), or observing anomalies (deviation from a reference profile) (Santoro et al. 2017). The targeted objective of APT is espionage and data exfiltration. The attack can last for weeks or years, with very long periods between the stages of the attack. making it difficult to detect by correlating multiple alerts during the APT lifecycle (Mandiant 2013). Traditional pattern matching methods are ineffective in the case of APT, as there is no pattern of order and frequencies between stages, due to technical limitations of the static mechanisms of the attacked institution or the attacker's use of new and dynamic techniques. An APT unfolds in several stages, with the attacker's privileges, information, and resources accumulating at each stage.

	In 76% of organizations affected by APTs, antivirus software and threat detection systems were ineffective. At the Infosecurity Europe 2011 conference, APTs were included among the biggest cyber threats of the modern world (Rot and Olszewski 2017). According to a Deloitte report (Deloitte 2016), the key factors in combating APT are: constant risk assessment, offensive security, and staff training (Rot 2009).

	Definition of APT

	A common cyberattack aims to exploit vulnerabilities to steal data from companies (P. Chen, Desmet, and Huygens 2014), causing non-critical damage. An APT has far more resources and focuses on large organizations and government institutions, causing serious, even critical, damage.

	Many feel that the term APT is overloaded because different people refer to it as different things. The definition given by the US National Institute of Standards and Technology (NIST) states that an APT is (NIST 2011):

	“An adversary that possesses sophisticated levels of expertise and significant resources which allow it to create opportunities to achieve its objectives by using multiple attack vectors (e.g., cyber, physical, and deception). These objectives typically include establishing and extending footholds within the information technology infrastructure of the targeted organizations for purposes of exfiltrating information, undermining or impeding critical aspects of a mission, program, or organization; or positioning itself to carry out these objectives in the future. The advanced persistent threat: (i) pursues its objectives repeatedly over an extended period of time; (ii) adapts to defenders’ efforts to resist it; and (iii) is determined to maintain the level of interaction needed to execute its objectives.”

	The main features of an APT follow from its name itself:

	
		Threat – APTs have both capability and intent, being executed through coordinated actions, with qualified, motivated, organized and well-funded personnel (Maloney 2018) (IT Governance 2023).

		Persistence – Attackers use a "low and slow" approach within a coherent strategy; if they lose access to their target, they will try again to get it. Their goals are to maintain long-term access (IT Governance 2023) (Arntz 2016).

		Advanced – Attackers have a wide range of state-of-the-art techniques and tools, some even innovative, and may include commonly available components. They typically attempt to establish multiple entry points into targeted networks, and combine multiple methods, tools, and techniques to achieve their goals, maintain access, and compromise the target (Maloney 2018) (Arntz 2016).



	The specificity of APTs allows them to retain access even if malicious activity is discovered and an incident response is triggered allowing cybersecurity defenders to close a compromise.

	History of APT

	Attacks on cybersecurity via targeted email combined with social engineering and using trojans to exfiltrate information have been used as far back as the early 1990s, being made known by UK and US CERTs in 2005. The term "advanced persistent threat" was first used in the United States Air Force
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	APT methods, techniques, and models

	
	
		Phishing and spear-phishing (targeted email phishing): APT actors often initiate their attacks through deceptive email campaigns, tricking employees into clicking on malicious links or downloading infected attachments (Aleroud and Zhou 2017).

		Social engineering: Determining a user with specific permissions on the network to act in a way that will compromise information systems (Krombholz et al. 2015).

		Unintentional download (drive-by-download): It causes the unintended download and execution (without users' knowledge) of malicious software from the Internet (Tanaka, Akiyama, and Goto 2017), using for this purpose integrated plugins such as ActiveX, Java/JavaScript or Adobe Flash player (Nick 2018).

		Zero-day exploit (vulnerabilities unknown to victims): APTs frequently exploit undisclosed (zero-day) vulnerabilities in software and hardware to gain unauthorized access.

		Malware and backdoors: APTs use sophisticated malware and backdoors to maintain a persistent presence in compromised systems, enabling data exfiltration and continuous control. 

		Watering hole: The attack is similar to spear-phishing, adapted to the needs of the victims (Fortinet 2023).



	
	
	
	
		China: Attacks focused on industrial espionage. APT1 was the most persistent cyber threat from this actor (Mandiant 2013).

		United States of America: Conducted the most sophisticated cyberattacks, especially to enforce its geopolitical interests. A classic example is the Stuxnet operation (Falliere, Murchu, and Chien 2011), which targeted SCADA (Supervisory Control and Data Acquisition) systems to delay Iran's nuclear program.

		Russia: Many state-sponsored attacks (Lemay et al. 2018). APT28 spear-phishing attacks detected by Microsoft, targeting German government employees (ETDA 2023).

		Iran: Identified as the Middle East actor with the most attacks (Lemay et al. 2018), such as APT33 operations. The attacks targeted large industrial targets, but also organizations in the United States, the Middle East and Asia (Paganini 2019).

		North Korea: Numerous espionage, financial and destructive attacks, such as the WannaCry ransomware (Adams 2018).

		Israel: Possible co-author of the Stuxnet attack (Falliere, Murchu, and Chien 2011). Unit 8200(CSS 2019) of the Israeli army, the equivalent of the American intelligence agency NSA, is one of the agencies particularly competent in APTs, such as the Duqu 2.0 attack (Kaspersky 2015) which has infected numerous systems in several countries in recent years using zero-day vulnerabilities.



	
	
	
		A collection of probable threats that may occur.

		An abstraction of the system.

		Profiles of likely malicious attackers, their objectives and techniques (EC-Council 2023).



	
	
	
	
		Communicates the security design of their systems.

		Analyze c-models for potential security issues using a proven methodology.

		Suggest and manage security mitigation measures (Microsoft 2022) (H. Hejase, Kazan, and Moukadem 2020).



	
	APT life cycle

	
	ATP in three stages

	
	
		Initial compromise: Attackers try to access the target system. Techniques used: spear-phishing, watering-hole, attacks on the server exploiting its vulnerabilities or brute force, and infected storage media (USB, CD, DVD).

		Lateral movement: Compromising other collateral services in the system or network using obtained credentials. Techniques used: RDP, PsExec, Powershell, and exploiting vulnerabilities through, e.g., zero-day exploitation.

		Command and control: Establishing an external connection to exfiltrate data. Services used: HTTP, HTTPS or FTP, and remote connection techniques such as VNC (Virtual Network Computing) or RDP.



	
	ATP in four stages

	
	
		Collection of information: With scanning tools or through social engineering.

		Intrusion: Using spear-phishing or backdoor techniques to gain access.

		Latent expansion: Maintaining control and network expansion.

		Information theft: Establishing an external connection for data transfer, possibly using encryption techniques to disguise the extracted data.



	
	
		Initial compromise: The techniques used are social engineering and spear-phishing.

		Command and control: Creating a communication channel between a server and the target.

		Lateral movement: Gathering information, moving between hosts with vulnerabilities.

		Attack: Complete, information theft begins.



	ATP in five stages

	
	
		Delivery: Spear-phishing is used through malicious messages.

		Exploit: Exploitation of vulnerabilities.

		Installation: Malware, such as RATs (remote access tools).

		Command and control: Remote access to the compromised target.

		Actions: Using access to extract information.



	
	
		Recount: Select the target and obtain the necessary attack information.

		Intrusion: Gaining access through stolen credentials with techniques such as SQL injection or malware.

		Discovery: The target system is searched for confidential data.

		Capture: Installing a rootkit to collect data over an extended period.

		Exfiltration: Collected data is sent to command-and-control servers.



	
	
		Reconnaissance: Marks the beginning of any attack, to know the target.

		Foothold establishment: Represents the attackers' successful entry into the target's computer and/or network. by exploiting vulnerabilities, malware, spear phishing, zero-day exploit, web download and phishing attacks.

		Lateral movement: Attackers should move laterally in the target's network to search for other components or data.

		Exfiltration/damage: Retrieving and sending data to the command and control center, or disabling or destroying critical components of the target organization.

		Post-exfiltration/post-damage: Continue exfiltration or disable other important components or delete evidence for a clean exit.



	
	APT in six stages

	
	
		Information gathering: Information about the target's structure through public social network profiles.

		Entry point: Using social engineering, spear-phishing and zero-day exploits to gain access.

		Command and control server: A connection is established between the compromised host and the C&C server, using Secure Sockets Layer (SSL) encryption to send traffic to the server.

		Lateral movement: Moving through the network to find other vulnerable hosts.

		Data: Identify critical information of interest.

		External server: Data is transmitted to C&C servers.



	
	
		Reconnaissance and staffing: The study and collection of technical information about the target and key personnel, using techniques such as social engineering, and gathering information from publicly available sources (OSINT) by aggregating information about an employee's personal profile or hardware configurations and software in an organization. An attack plan is developed, and the necessary tools are prepared, for different attack vectors for flexibility of tactics.

		Delivery: Delivering exploits to targets, directly (e.g. through social engineering - spear-phishing, with drive-by-download exploits or watering hole techniques (Trend 2012)) or indirectly (covertly) by compromising and using the resources of a third party (such as a software/hardware vendor).

		Initial intrusion: With the help of obtained credentials the target is accessed, and malicious code is executed exploiting the vulnerabilities. Access credentials can be obtained through social engineering or the execution of delivered malicious code that exploits a vulnerability. Attackers often exploit vulnerabilities in Adobe PDF, Adobe Flash, Microsoft Office, and Internet Explorer. Although it is preferable to use zero-day exploits at this stage (McAfee 2010a), older exploits can also be used for non-updated installed applications. After the backdoor malware is installed, the connection to the target is made, generating network traffic recorded in the logs, with the risk of possible detection.

		Command and control: A mechanism is established to take control of compromised targets; avoiding detection by posting to social networking sites (IC Espionage 2010), TOR anonymity networks, or using remote access tools (RATs) (Villeneuve and Bennett 2014).

		Lateral movement: Moving in the network for useful information to the intended purpose and to gain access to other systems as well, through activities such as internal reconnaissance to map the network and obtain information; collecting credentials by compromising additional systems and identifying and collecting data of interest. This stage is much larger than the others in order to maximize the volume of information by running at an undetectably low and slow pace.

		Exfiltration of data: Transmission of encrypted information to servers. Exfiltration is a critical step for attackers, where data is compressed and often encrypted internally for transmission to external locations, often using secure protocols such as SSL/TLS, or the anonymity feature of the Tor network (IC Espionage 2010).



	
	
		Information gathering: Information is obtained about the target organization (structure, IT environment, employees, etc.), using public sources (social networks, web pages, etc.) and social engineering. The information allows the creation of spear phishing emails.

		Initial compromise (Point of Entry): By using social engineering and spear phishing or by exploiting software vulnerabilities, or by installing malware on a website visited by the victim's employees.

		Command and Control (C&C) communication: Communication between the infected host and the C&C server for commands, usually protected by Secure Sockets Layer (SSL), or/and using the domain flow technique (Yadav et al. 2012) by which a exploited host may try to connect to a large number of domain names, all of which are fake except the C&C server, making it difficult or even impossible to shut down all of these domain names.

		Lateral movement: Moving laterally through the target's network for new hosts to infect, using brute force or legitimate access data. Another technique is the hash attack, using an encrypted authentication by the victim to trick the authentication system into creating a new session on the same network (J. Johnson and Hogan 2013).

		Asset identification: Finding data of interest for the exfiltration, possibly using port scanning (Kaushik, Pilli, and Joshi 2010)..

		Data exfiltration: Data is transmitted to external servers controlled by the attacker, via built-in file transfer, FTP, HTTP, the Tor anonymity network, or other methods.



	
	
	
		Reconnaissance: Collecting information (social, hobbies and from social networks (Zimba et al. 2020)) for APT attack and developing attack strategies. Information about the target network infrastructure includes models of network switches, routers, and communication protocols used in the network.

		Initial compromise: Collected information is used to attack the network or exploit its vulnerabilities to gain administrator privileges. The initial compromise targets users (B. Lee, Mahinderjit Singh, and Mohd Shariff 2019) (via phishing messages or links) and network vulnerabilities (including zero-day vulnerabilities to gain root privileges (Nicho and McDermott 2019)).

		Lateral movement: The compromised device is used to obtain legitimate credentials to other computers on the network, through techniques such as pass-the-hash, pass-the-ticket, and remote desktop protocol (Alshamrani et al. 2019).

		Pivoting: Using subnets with domain controllers connected by a communication channel, e.g. a VPN (Apruzzese et al. 2017).

		Data exfiltration: The session established by the attack is used to transmit files. possibly fragmenting the files before transfer, possibly sending different fragments to different DNS servers, connecting them later (Nar and Sastry 2018).

		Post-attack stages: After the attack is completed, it is useful to clean up the traces of the attack to prevent further investigations (Guerra-Manzanares, Nõmm, and Bahsi 2019).



	APT in seven steps

	
	
		Research: Publicly available information about the victim is sought.

		Preparation: Plan the initial attack by exploiting vulnerabilities using network scanning for custom exploits.

		Intrusion: The first attack is launched, usually by spear-phishing.

		Conquering the network: Using remote access tools or backdoor to control the system.

		Concealment of presence: The attacker remains hidden and possibly inactive in the network for a long period of time.

		Data collection: Data of interest is sought and transmitted at a slow rate as legitimate traffic.

		Access maintenance: New exploits, remote access tools, and C&C servers are modified or developed to extend network access.



	
	
		Initial compromise: Through social engineering and email phishing with zero-day exploits, or planting malware on a website where the victim's employees reach.

		Foothold establishment: Installation of malicious software on the victim's network, backdoor and network tunnels for access.

		Privilege escalation: Using exploits and cracking passwords for administrator privileges.

		Internal reconnaissance: Gathering information about infrastructure, trust relationships, domain structure.

		Lateral movement: Extending control to other workstations, servers and infrastructure elements, and collecting data.

		Maintaining presence: Continuous control of access channels and credentials already obtained.

		Mission completion: Depending on the attacker's intentions, 



	
	
	
		Reconnaissance: A preliminary network reconnaissance using spear-phishing, port scanning and social engineering techniques.

		Arming: A payload is sent to the victim, usually an exploit for a RAT/Trojan delivery.

		Delivery: The payload is sent to the victim via email, websites, or other methods.

		Exploit: The exploit that was sent to the victim is executed.

		Installation: A Trojan and/or RAT is installed.

		Command and Control: Connecting to the attacker's C&C server.

		Action: Data exfiltration compromising data integrity and availability. This stage can take weeks, months or even years.



	
	
		Information gathering: Target selection, intelligence gathering, identification of potential vulnerabilities.

		Weaponization: Developing malicious code to explore vulnerabilities through PDF and PPT document files.

		Delivery: Transferring data from the target environment.

		Exploitation: Executing malicious code.

		Installation: RAT remote access allows persistence in the target environment.

		Command and Control: Communication channel for controlling malware and connecting to a C&C server.

		Actions: After completing the objectives by exfiltrating the data (Bhatt, Yano, and Gustavsson 2014).



	
	
		Selecting a target organization: APT attacks are usually initiated by government organizations trying to steal government secrets of other nations (Rowe 2013).

		Information gathering: The weakest link, the human factor as a vulnerability in that organization is considered (Brewer 2014). 

		Gaining access: Malware, usually zero-day, is used to access the target network. Alternatively, can be used spear-phishing, watering hole attack, USB etc. (P. Chen, Desmet, and Huygens 2014) (Ghafir and Prenosil 2014)

		Exploitation: Establishing a connection to a command and control (C&C) server, using e.g. port 443 (Ghafir and Prenosil 2014). Legitimate tools and services are used at this stage to reduce possible detection. Commands are given remotely (Marchetti et al. 2016), basically using fast-flow DNS as a technique, preventing the detection of unusual traffic to or from a single destination (Ask 2013).

		Operation: Vulnerable systems are scanned (Ghafir and Prenosil 2014) to gain access to information of interest. In this stage the malware continuously modifies and changes its location to avoid detection, stealing access credentials and escalating system privileges (P. Chen, Desmet, and Huygens 2014).

		Discovery and collection of data: Lateral movement creates a channel of transmission of data located and collected in as few locations as possible for easy exfiltration (Ghafir and Prenosil 2014) (Villeneuve and Bennett 2012).

		Data exfiltration: Data is transferred using secure channels, mainly SSL/TLS, to avoid detection and hide the transmission process (P. Chen, Desmet, and Huygens 2014).



	APT in eight steps

	
	
		Initial recognition: From outside the network,

		Initial compromise: Through, for example, spear-phishing.

		Establishing a foothold: Ensuring control, for example through C&C servers.

		Privilege escalation: Obtaining credentials to access resources.

		Internal reconnaissance: Gathering all information about the victim.

		Lateral movement: Using legitimate credentials to scale.

		Maintaining presence: Actions to remain undetected for a long period of time.

		Mission completion: Information is compressed and possibly fragmented and encrypted to be sent to C&C servers.



	APT in eleven stages

	
	
		Initial access: Searching for "patient zero".

		Persistence: Gaining access.

		Escalation of privileges: Installing malware.

		Discovery: Obtaining information of interest.

		Lateral movement: Network expansion.

		Collection: Collection of information of interest.

		Exfiltration: Extracting data. The following steps can be executed in parallel with the previous seven steps:

		Execution: Malware activation through remote connections (between initial access stage and lateral movement).

		Concealment: Avoiding defense and detection (firewall, logs, etc.).

		Access to credentials: Accessing the system with valid credentials.

		Command and Control: Creating a C&C channel for remote communication.



	Consequences of APT attacks

	
	
		Data leaks: APTs can lead to massive data theft, exposing sensitive information and causing reputational damage to organizations.

		Economic impact: The economic consequences of APT attacks can be severe, resulting in financial losses, lawsuits, and regulatory fines.

		Threat to national security: APT targeting critical infrastructure or government institutions can pose a significant threat to national security. 



	
	Defense strategies

	
	
		Network monitoring and anomaly detection: Implementing robust network monitoring and anomaly detection systems can help identify APT activity in its early stages.

		Employee training and awareness: Educating employees about APT risks, particularly through phishing awareness programs, can help prevent successful attacks.

		Patch management: Regularly updating and patching software and systems can mitigate the risk of APT exploiting known vulnerabilities.

		Endpoint security: Using strong endpoint security solutions can detect and prevent malware and other APT-related threats. 



	
	
	
	
	
		Anomaly detection: Using a model of normal behavior for comparison with real behavior (Mahadevan et al. 2010). Anomaly detection includes the detection of network traffic and suspicious activity or "irregular" clusters of activity (potentially obtained through machine learning). Several researchers propose the use of big data analytics for APT detection (P. Giura and Wang 2012).

		Whitelists: When access is allowed only a few trusted entities have access (Huh et al. 2011).

		Blacklists: A list of known malicious applications and processes (can only prevent pre-known attack types) (Edwards et al. 2012).

		Intrusion detection systems (IDS): They are based on the analysis of ports, protocols, IP addresses, system events, system calls, etc., generating alerts (García-Teodoro et al. 2009).

		Awareness: Attackers exploit the human factor in the security chain (Pfleeger, Sasse, and Furnham 2014), assessing, at the same time, the level of knowledge and understanding of security (Bulgurcu, Cavusoglu, and Benbasat 2010). According to an APT awareness survey (ISACA 2016), more than half of industries are unaware of the differences between APTs and traditional threats, and 67% of respondents report a lack of APT awareness training.

		Deception: Through devices that hide the true identity, the attacker is made to believe that he has succeeded by being granted access to a fake system to keep him busy until he is identified (Nance and Bishop 2017).

		Cryptography: Changing information in a format that cannot be understood (Peikert 2016).

		Traffic/data analysis: Use of statistical methods for analysis (Conti et al. 2015).

		SIEM: Security Information and Event Management (SIEM) tool collects data for analysis of potential attacks (Coppolino et al. 2012). A data loss prevention solution can be implemented as the last line of defense (Schmid, Hill, and Ghosh 2002).

		Pattern recognition: Detection by recognition based on mode of operation (Wright et al. 2010).

		Risk assessment: By monitoring application activities and aggregating impact and risk (Lo and Chen 2012).

		Multi-layer security: Communication on different layers with various uses, combining several of the above methods implemented in the network plane, application plane, user plane, physical plane, etc. (Moon et al. 2014)



	
	
	
	
	
	
	
	
		Multi-Layered APT Protection Model: It is based on defense in depth, which involves careful protection of each layer of the network: people, devices, and applications (Hudson 2013).

		SIEM platform as a form of defense against attacks: The implementation of second-generation SIEM (Security Information and Event Management) tools for managing security and incident information. SIEMs provide “data collection and archiving, detailed event and normalization analysis, reports, queries, and usually some form of real-time analytics” (Muszyński and Shipley 2008).

		Big data technology in APT detection and resistance: Also called second-generation SIEM, through an integrated log analysis and anomaly detection based on a typical pattern customized for a specific organization (Kim et al. 2015) or behavioral analysis. Solutions based on MapReduce, Hadoop or Hive allow the analysis time to be shortened by approximately twenty times (Zions Bancorporation 2012)



	
	
	
		Monitoring methods



	
		Disk monitoring: By antivirus, firewall or content filtering, and CPU monitoring for each of these systems.

		Memory monitoring: For detecting malware that can run in system memory rather than from a file, avoiding traces (Virvilis and Gritzalis 2013). Duqu 2.0, which infested Kaspersky labs in 2015 (Kaspersky 2015), ran this way.

		Packet monitoring: Communication with the Command-and-Control Center when the system is compromised and for data transfer helps identify suspicious behaviors (Marchetti et al. 2016).

		Code monitoring: Code bugs are vulnerabilities through which attackers can penetrate systems. These can be identified by static analysis techniques such as Taint analysis and data flow analysis.

		Log monitoring: Can help detect or prevent attacks in the early stages by correlating logs (Shalaginov, Franke, and Huang 2016).



	
		Detection methods



	
		Anomaly detection: Anomaly detection techniques to detect different stages of APT attacks.



	
		Approaches and methods (Hodge and Austin 2004)

		Application in APT detection (Kim et al. 2015): AI/ML techniques correlated with different APT stages that can be detected using AI/ML techniques:



	
		Spear phishing

		Malicious DNS domains

		User profiling

		Monitoring data in motion

		Abnormal behavior:



	
		Pattern matching: Uses regular intrusion detection and prevention systems (Yan and Zhang 2013).



	
		Mitigation methods



	
		Reactive methods: Identify possible attack scenarios based on the present vulnerabilities



	
		Graphical analysis (J. Johnson and Hogan 2013)



	
		Proactive methods: Techniques that can deceive the attacker or change the attack surface



	
		Honeypot and Honeynet strategies (Bowen et al. 2009)

		Defending the moving target (Crouse, Prosser, and Fulp 2015).
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	Common characteristics

	
	
		Operating system and architecture targeted: 32-bit versions of Windows (no malware would run on 64-bit systems), especially when targeting kernel components. But since attackers had access to valid certificates (Stuxnet, Duqu) to sign on 64-bit, the main reason for 32-bit might be that most victims use this architecture.

		Initial attack vectors: Duqu and Red October used Word and Excel documents to infect their targets, while MiniDuke exploited Adobe's PDF Reader. In Stuxnet and Flame the initial likely infection method was via removable drives or watering hole attacks. With Office 2010 Suite, Microsoft introduced "protected view" as an additional protection. Thus, it is assumed that victims who got infected were running outdated versions of MS Office or had security features disabled. MiniDuke was able to exploit all versions of Adobe Reader and bypass the sandbox.

		Command execution and privilege escalation: All programs used zero-day exploits for command or privilege escalation.

		Network access.: Communications were made through ports 80/TCP, 443/TCP or 22/TCP, used for outbound traffic with HTTP, HTTPS and SSH protocols, additionally using encryption/obfuscation and compression. Most of the victims had very relaxed Internet access restrictions.

		Network IDs and endpoint antivirus products: Stuxnet, Flame, Duqu, and MiniDuke avoided antivirus software. Flame, Duqu, Red October, and MiniDuke encrypted or avoided their own network traffic to "fly under the radar" by avoiding network intrusion detection systems (NIDS). The shortcomings of such protection systems are well known (Denault et al. 1994), but they are still the most common toolkits in use.

		Use of encryption/avoidance: All attacks relied on XOR "encryption" to avoid detection and complicated malware analysis, and to protect configuration files and transmitted traffic. Duqu and Flame additionally used AES and RC4 algorithms respectively.

		Digital signature exploitation: Stuxnet and Duqu were digitally signed using compromised digital certificates. Flame exploited the collision resistance of the MD5 hash function and replicated it through the WSUS service.



	Opportunities and challenges

	
	
	
	
	
		Unbalanced data: Weak signals among huge amounts of data; unlike botnets (Feily, Shahrestani, and Ramadass 2009), in APT only a few hosts are infected.

		Base rate problem: Rare events that extend over very long periods of time (Axelsson 2000).

		Lack of publicly available data: Most victim companies have no interest in publishing details of such events.

		Use of encryption and standard protocols: Prevents the effectiveness of network security solutions (Denning 1987).



	Observations on APT attacks

	
	
	
	
	
	
	APT detection

	
	
	
	
	Features of advanced persistent threats

	
	
	
		Unusual activity in user accounts

		Detection of Trojan backdoor malware for access through unusual database activity

		Presence of unusual data files

		Anomalies in output data.



	Evolution of APT tactics

	
	
	
	Ways to detect APT

	Traffic analytics

	
	
	Technological approaches to APT detection

	
	
	Integrating data science and artificial intelligence

	
	
	
	
	
	
	
	
	
	
	
	
		data collection

		implementation of data preprocessing

		feature extraction and feature selection implementation

		splitting the data into training and testing portions

		model building and evaluation.



	Using machine learning

	
	
	
		Target discovery: Passive network exploration where the attacker can perform port scanning techniques (e.g. Nmap tools), search for indexed services on the Internet (web surveillance cameras, servers or SCADA systems, with tools such as Shodan), public profiles in employee social networks and OSINT reconnaissance tools (e.g., spider leg).



	
		For protection, it is recommended to close unused ports, use firewalls, IDS, and secure virtual private connections (VLANs and VPNs), create password policies and know the user organization.



	
		Exploitation: Gaining network access through detected vulnerabilities, using techniques such as spear-phishing for valid accounts or USB replication. The attacker exploits the detected vulnerability using scripting, powershell and user execution, then remote management to establish a connection to the target network.



	
		As a protection, avoid using personal devices on the network and opening suspicious files. ML techniques allow the creation of automated solutions, for example a module that scans emails for malicious links or files. Or it can use network traffic scanning for unauthorized remote connections, log analysis for activity, or anomalous software updates. Implementing ML solutions requires a training dataset in the normal flow of the organization and another dataset with anomalous network flow. Tests must be performed in a controlled environment. The best performing ML algorithms were k-NN and SVM.



	
		Internal intrusion: After compromising the host, the attacker escalates privileges to access information of interest, this is the longest stage. Persistence is done through redundant access, account manipulation, or a web shell. Access to credentials can be gained through brute force techniques, account manipulation, forced authentication, or removal of credentials. Avoiding defense systems (IDS, IPS, firewall) can be done through proxy connections and hiding files or information.



	
		As protection solutions are ML techniques for analyzing logs generated by IDS/IPS to detect possible APT attack patterns (unsuccessful access to SSH, FTP or telnet services), analysis of system logs (unauthorized program installations, directories, and files with code names, unknown hosts on the network). ML algorithms such as k-means, NB and SVM can be used.



	
		Setting up data exfiltration channels: establishing a connection with the C&C server to send the information, usually compressed and encrypted, and limiting the size of the packets. The attacker can use fast-flow techniques for connections, with data initially collected at one place in an area of the network and transmitted in small packets at different times. Data extraction can be automated and performed on different media using domain generation protocols, remote access tools, and multi-layer encryption.



	
		Data exfiltration detection can use ML techniques to look for hosts with encrypted data, connections with random IP addresses and DNS, and encrypted data flows to unknown and unauthorized servers. k-NN and k-means algorithms can be used for APT detection.



	
		Trace deletion: After completing the mission, the attacker removes network attack traces from compromised systems (logs, compressed files, installed software or malware). If the attacker has reached this stage, in principle the victim will no longer know that he has been attacked.



	
	Proactive defense strategies

	
	
	
	
	
	
	
	
		Patch management: For all network applications, being the first line of defense.

		Network segregation: Network controls and monitoring.

		Whitelist: Strict Internet access policies and granular traffic inspection with user restrictions.

		Dynamic content execution: Use of filtering mechanisms at network entry points.

		A trusted computing system: Limiting and controlling the software that can be installed and executed.



	
	
	
	
		Detection models based on machine learning algorithms, including linear support vector machine (Chu, Lin, and Chang 2019).

		Detection models based on mathematical models, such as the hidden Markov model (Ghafir et al. 2019).

		Methods and approaches for automatic feature extraction using attack graph (M. Lee 2011).

		Techniques to reduce false detection, such as the Duqu tool (Bencsáth et al. 2012).

		Detection of all attack steps using tools such as SpuNge (Balduzzi, Ciangaglini, and McArdle 2013).
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