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Get the most from this book

Everyone has a different approach to how they revise and, in particular, what works for them. Whatever method you use, it is always important that you review your work, learn it and then put your knowledge and understanding to the test.

These revision notes will guide you through the examinable units, helping you to ensure that you have covered all of the teaching content in sufficient depth. As IT is always changing, there are some sections where you may be asked to complete the information for yourself based on the notes from the lessons you have attended with your teachers.

After the sections on the content of the units, you will find a section on exam techniques. It is important that you study this section also: it will not matter how much you have learnt if you cannot apply that knowledge and understanding in an exam situation. After this, there is a glossary of terms that will help you refer to some of the technical words that you will come across.

Your teachers will provide you with access to past exam papers so that you can test your exam techniques and use of knowledge and understanding under exam conditions.

Track your progress

Use the revision planner to plan your revision unit by unit and learning outcome by learning outcome, as well as the exam techniques that you have learnt. Make a note when you have:


•  revised and understood the assessment criteria

•  revised and understood the different exam techniques

•  successfully tested yourself using past papers.



Remember

This is your revision guide, so it is important that you use it effectively to meet your individual needs. You may find it useful to add additional notes as you work through the various topics.

Features to help you succeed

The revision guide is broken down unit by unit, so you have:


•  Unit 1 Fundamentals of IT

•  Unit 2 Global information

•  Unit 3 Cyber security



Within each unit you will see the learning outcome title and the relevant topic for each learning outcome.
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You must

This emphasises what you need to know and understand, as well as what you must be able to do.
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Now test yourself

These short, knowledge-based questions provide the first step in testing your learning.
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Definitions and key words

Clear, concise definitions of essential key terms are provided where they first appear.
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Revision activities

There are revision activities throughout the book. These include completing tables with information you have learnt in class, and carrying out research, for example to recommend an IT system to a particular business.
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Exam techniques

Guidance on how to use the pre-released case studies for Units 2 and 3 effectively is given, as well as how to answer the questions in the context of the case studies. There is also guidance on how to answer questions that include the words ‘explain’, ‘justify’, ‘analyse’ and ‘evaluate’, as well as level of response questions.

Preparation for revision

Remember: the main reason why people fail exams is a lack of study beforehand.


•  There is quality and there is quantity – neither is a substitute for the other.

•  You will need to do a lot of reading about the subject.

•  Make notes as you study. If you cannot think of anything to write down from a page, you have not read it sufficiently or carefully enough.

•  Practise, practise, practise. Do as many past exam papers as you can. There are only so many questions an examiner can ask.

•  Play to your strengths and work on your weaknesses. During an exam, you will answer questions that you know the best and find the easiest; this is called ‘playing to your strengths’. When revising, do the complete opposite and work on the areas where you are weaker; this is called ‘working on your weaknesses’.



Revision techniques


•  Spread out your revision – do not leave it until the last minute.

•  Don’t be afraid to fail. Practising with past exam papers will help you to improve and, by the time the exam day arrives, you will be more confident.

•  Try to recreate exam conditions while you revise: time yourself; hone your skills for reading and answering questions under timed conditions.

•  Do not just read through your notes and try to memorise them. Make further notes from them to reinforce your understanding.




My revision planner

Unit 1 Fundamentals of IT

LO1 Understand computer hardware

1.1 Computer hardware

1.2 Computer components

1.3 Types of computer system

1.4 Connectivity

1.5 Communication hardware

1.6 Hardware troubleshooting

1.7 Units of measurement

1.8 Number systems

1.9 Number conversions

LO2 Understand computer software

2.1 Types of software

2.2 Applications software

2.3 Utility software

2.4 Operating systems

2.5 Communication methods

2.6 Software troubleshooting

2.7 Protocols

LO3 Understand business IT systems

3.1 Types of servers

3.2 Virtualisation

3.3 Networking characteristics

3.4 Connectivity methods

3.5 Business systems

LO4 Understand employability and communication skills used in an IT environment

4.1 Communication skills

4.2 Communication technology

4.3 Personal attributes

4.4 Ready for work

4.5 Job roles

4.6 Professional bodies

4.7 Industry certification

LO5 Understand ethical and operational issues and threats to computer systems

5.1 Ethical issues

5.2 Operational issues

5.3 Threats

5.4 Physical security

5.5 Digital security

5.6 Safe disposal of data and computer equipment

Unit 2 Global information

LO1 Understand where information is held globally and how it is transmitted

1.1 Holders of information

1.2 Types of information storage media

1.3 Types of information access and storage devices

1.4 The internet

1.5 World wide web (www) technologies

1.6 Information formats

1.7 Advantages

1.8 Disadvantages

LO2 Understand the styles, classification and the management of global information

2.1 Information styles and their uses

2.2 Information classification

2.3 Quality of information

2.4 Information management

LO3 Understand the use of global information and the benefits to individuals and organisations

3.1 Data versus information

3.2 Categories of information used by individuals

3.3 Categories of information used by organisations

3.4 Stages of data analysis

3.5 Data analysis tools

3.6 Information system structure

LO4 Understand the legal and regulatory framework governing the storage and use of global information

4.1 UK legislation and regulation relating to the storage and use of information

4.2 Global information protection legislation and regulation

4.3 Green IT

LO5 Understand the process flow of information

5.1 Information sources and data types

5.2 Data flow diagrams (DFDs)

LO6 Understand the principles of information security

6.1 Principles of information security

6.2 Risks

6.3 Impacts

6.4 Protection measures

6.5 Physical protection

6.6 Logical protection

Unit 3 Cyber security

LO1 Understand what is meant by cyber security

1.1 Cyber security aims to protect information

1.2 Types of cyber security incidents

1.3 The importance of cyber security

LO2 Understand the issues surrounding cyber security

2.1 Threats to cyber security

2.2 Types of attackers

2.3 Motivation for attackers

2.4 Targets for cyber security threats

2.5 Impacts of cyber security incidents

2.6 Other considerations of cyber security

LO3 Understand measures used to protect against cyber security incidents

3.1 Cyber security risk management

3.2 Testing and monitoring measures

3.3 Cyber security controls

LO4 Understand how to manage cyber security incidents

4.1 Responding to an incident

4.2 Cyber security incident report

Exam techniques

Glossary


Unit 1 Fundamentals of IT

LO1 Understand computer hardware

1.1 Computer hardware
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You must


•  know about the different types of hardware required for different computer systems used in business as well as for personal use

•  understand the benefits, limitations and uses of each.
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Computer hardware refers to the physical components of a computer system (that is, the input, output and communication devices). The keyboard and mouse are the primary input devices for a computer system, but there are many other input devices that you could consider.
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Computer hardware: the physical parts attached to a computer, for example a monitor, mouse or keyboard.

Input device: a hardware or peripheral device that allows a user to interact with a computer by sending data and instructions to it.

Cyber criminal: someone who commits illegal activities using computers and the internet.
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The table below gives an example of how you could prepare revision notes for input devices.



	Type of keyboard
	Benefits
	Limitations



	Wired, e.g. USB
	Does not require any additional power source
Not affected by external sources/signals

Cyber criminal would need to install a keylogger to gather information on what is being typed in

	Position restricted by the length of the lead
Unsuitable for creating diagrams

Time-consuming if user cannot touch-type




	Wireless, e.g. Bluetooth
	Can be placed at any convenient location on the desk
Reduces workspace clutter

	Requires powering by batteries
Can be affected by other nearby wi-fi signals

Cyber criminals can intercept signals as most wireless keyboards are unencrypted and unsecured

Unsuitable for creating diagrams

Time-consuming if user cannot touch-type




	Integrated, e.g. laptops (although an external keyboard can be attached)
	Smaller than a standard keyboard
More mobile

	Keys closer together can mean more typing errors
Can have a lack of control keys or keypad




	On screen, e.g. smartphones, tablets, touchscreen monitors (on-screen keyboards)
	More mobile
	Small, which can affect typing speed and accuracy
Fingerprints can cause functionality issues

Smaller screen restricts readability
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Revision activity

A business has received numerous requests from its employees to have wireless keyboards instead of wired ones. The business has asked for your advice on whether it is something they should consider doing.


•  Identify which keyboard you would recommend.

•  Explain why the keyboard you have recommended would be more appropriate for the employees.
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Explain: leads on from a description to include the purpose or reasons.

Output device: a peripheral that receives data and instructions from a computer system to display, project or physically reproduce data that has been processed or stored.

Resolution: the number of horizontal and vertical pixels on a monitor; the higher the number of pixels, the higher the resolution. More screen image can be displayed without scrolling. The image is sharper, but the icons and text will look smaller.
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Examples of other input devices include:


•  barcode readers

•  biometrics

•  digital cameras

•  gamepads, joysticks

•  light pens

•  magnetic strip readers

•  microphones

•  mouse

•  scanners

•  stylus

•  webcam

•  graphics tablet.
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Revision activity

Research some of the other input devices commonly used in business and for personal use. Make a note of the uses, benefits and limitations for each one.
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Output devices can come in many formats, for example:


•  hard copy (printed on paper, card, etc.)

•  on screen

•  audio

•  video.



The table below is an example of how you could prepare revision notes for output devices.



	Type of monitor
	Benefits
	Limitations



	CRT (cathode ray tube); rarely used, as old technology
	 
	Heavy, bulky and costly to replace



	LCD (liquid crystal display)
	Compact size, which makes them lightweight
Does not consume as much electricity as a CRT monitor

Can run off batteries, so ideal for laptops

Transmitted images are not geometrically distorted and have little flicker

	Relatively high cost
Image quality not consistent if viewed from different angles

Resolution of monitor is not always constant

Alterations to resolution can result in reduced performance




	LED (light-emitting diodes)
	Uses less power than CRT or LCD monitors, therefore more environmentally friendly
Displayed images have higher contrast

Less negative impact on the environment when disposed of

More durable than CRT or LCD monitors

Features a very thin design

Does not produce a lot of heat when running

	More expensive



	Touchscreen
	Increased desk space (depending on the use; you do not have to attach a keyboard or mouse)
Easier to use for novice computer users

Increased speed compared to using a keyboard or mouse to move and select objects

Easier to clean than a regular monitor as it is made out of glass or something similar

	Users must sit closer to the screen in order to touch it
Depending on the size of the screen and the size of the icons/text, it may be difficult to touch small objects on the screen

Displays get dirty because of the constant touching with fingers





Things to consider when selecting a monitor:


•  where the monitor is to be used (for example desktop, laptop)

•  what type of work will be carried out on it (for example, graphic designers tend to access multiple windows and use high-resolution screens)

•  whether there is a budget restriction with respect to cost

•  what features are required (for example does it have a swivel base; does it have an adjustable height?)

•  size: this links in with where it is to be used and the purpose

•  second monitor: again this links to purpose; would the user benefit from dual displays?
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Revision activity

A web development business is upgrading its computer system and is looking for advice on which monitors to purchase for the following departments:


•  finance

•  web and graphic design

•  administration.



Recommend monitors for each of the departments and justify the recommendations you have made.
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Examples of other output devices include:


•  printers

•  plotters

•  headphones

•  speakers

•  projectors.
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Revision activity

Research some of the other output devices commonly used in business and for personal use. Make a note of the uses, benefits and limitations of each one. Put your notes in a table similar to the one created for monitors above.
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Remember

Some devices are known as input/output (I/O) devices, for example:


•  headphones with a microphone

•  touchscreen monitors.
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It is important to consider how input and output devices can be used by business as well as from a personal point of view.

The following table considered the features, uses and purpose of a range of communication devices.
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Communication device: a hardware device that transmits data from one machine to another using analogue or digital signals.
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	Type of communication device
	Features, uses and purpose



	Smartphone
	Small computer that also functions as a telephone. Features can include:

•  digital voice service

•  internet access

•  email and text messaging

•  MP3 player

•  digital camera/video recorder

•  a wide range of computer applications for business






	Laptop
	Mobile computer
Similar functionality to a PC

Allows internet access for instant messaging, email and video conferencing




	Bluetooth device
	Enables devices to communicate with each other using radio frequency (RF) technology; for example:

•  headphones

•  keyboard and mouse

•  speaker

•  smartwatch or health monitor

•  car (for hands-free calls)

•  lock (to remotely lock and unlock a door)






	Infrared (IR) device
	Allows for the transference of data wirelessly, for example:

•  remote control

•  keyboard and mouse






	Router
	Allows multiple computers to join the same network (this can be through the ethernet ports or wirelessly)



	Modem
	Connects to the internet service provider (ISP) either through cable, digital subscriber line (DSL) or fibre-optic internet service. Cable modems have a coaxial connection (similar to a TV or cable box); DSL modems have a RJ-11 connection (same as a telephone connector), which connects to a telephone socket in the wall. Because the final part of the fibre-optic signal is sent over a copper coaxial cable, a modem is still required



	Hybrid
	A modem and router combined into a single device; usually offered by ISPs to make the set-up process easier



	Network interface card (NIC)
	An expansion card that enables a computer to connect to a network using an ethernet cable (most computers have a network interface built into the motherboard)



	Wi-fi adapter
	Integrated (built-in) as standard on new computers
USB network adapters plug into a standard USB port
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Modem (cable): MOdulator/DEModulator; a hardware device that enables a computer to send and receive information over telephone lines by converting digital data into an analogue signal.

Modem (DSL): a hardware device that allows a computer to communicate with an ISP over a DSL connection. A traditional phone line (RJ-11) connects to the back of the DSL modem and the Cat5 (ethernet) cable connects the modem to a router or computer.

Motherboard: a printed circuit board connecting all of the peripherals and components of a computer enabling them to communicate. It regulates the power received by the hard drive, graphics card, central processing unit (CPU) and system memory from the power supply.
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Revision activity

Research the communication devices given in the table above. Create a table similar to the one below to record the benefits and limitations of each. You should also think about different businesses and how they may use these devices, as well as personal use.
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Now test yourself


1  Explain one advantage and one disadvantage of an integrated keyboard.

2  A supermarket asks customers to answer a short online questionnaire before leaving the shop. The customers stand in front of a screen which has a series of yes/no questions to answer. Which type of input device would be the most appropriate for customers to use? Justify your answer.

3  What type of hardware device is a headphone with a microphone attached?

4  Explain what a network interface card (NIC) is.
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1.2 Computer components
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You must


•  know about the different component parts of a computer system and their characteristics

•  understand the purpose of each component.
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Characteristic: a feature or quality of something that helps to identify it.

Computer components: the internal elements of a computer system enabling it to run, for example processor, storage, power supply.
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Computer components are the physical parts of a computer system.



	Component
	Characteristics
	Purpose



	Processor
	Make and model (e.g. although they have similar features and performance, you cannot install an AMD processor in an Intel-compatible motherboard and vice versa)
Socket type (e.g. not interchangeable between AMD and Intel processors)

Clock speed (determines the performance; the more instructions that can be completed per second, the faster the data can be processed)

Host-bus speed/front-side bus speed (the data transfer rate between the processor and the chipset)

Cache memory (stores frequently used data and instructions; the more cache memory, the faster the access to data)

Size (smaller processors use a lower voltage, consume less power and


	 



	Motherboard
	Form factor (size, shape, position of mounting holes, power supply connector type, port types and locations)




	 



	Storage
	Hard drive:

•  electro-mechanical device

•  uses one or more rotating discs

•  relies on magnetic storage

•  slower access speeds than SSDs

•  can be internal (within the casing of the PC) or external (connected by a cable to the PC, which makes it removable)




•  no moving parts, so more robust than hard drives

•  data stored electronically instead of magnetically

•  most SSDs use flash memory

•  faster access speeds than hard disk drives

•  can be internal or external, the same as hard disk drives

•  external SSDs are more portable due to their smaller size

•  limited read/write cycles




•  lightweight

•  micro-portable





•  manageability (manage a system with minimal resources)

•  access method (the protocol through which cloud storage is accessed)

•  performance (measured in bandwidth and latency)

•  multi-tenancy (accessible to multiple users)

•  scalability (can scale up or down depending on storage needs)

•  data availability (ability for the cloud storage provider to provide the data back to the user upon request)

•  control (customer’s ability to control and manage how the data is stored and the costs associated with the importance of the data)

•  storage efficiency (the more data stored, the greater the efficiency)

•  cost (the ability to reduce costs using the cloud, e.g. the cost of purchasing storage, powering storage, repairing/replacing storage when a drive fails and managing the storage)




•  faster and more reliable than SATA drives

•  SAS drives tend to be used for enterprise computing, where high speed and high availability are critical

•  SAS drives have a lower storage capacity than SATA drives

•  cables up to 10 metres in length

•  power and data provided through the same cable




•  tends to be used for desktops, data storage and backups

•  SATA cables limited to 1 metre in length

•  data and power cables are separate




•  uses a single cable

•  has its own unique controller

•  can work with different computer types

•  fast

•  more expensive

•  hard to configure as each device has its own unique identification



	 



	Ports
	USB (universal serial bus):

•  USB-compliant devices receive power from a USB port

•  used to connect a wide variety of external devices

•  host-based (devices must be connected to a computer to communicate)




•  used for devices working with higher levels of data, e.g. DVD players, digital audio equipment

•  more expensive than USB

•  peer-to-peer (two ‘firewire’ devices can communicate with each other without going through the computer)

•  firewire devices can be powered or unpowered

•  supports isochronous devices (where data transfers continuously and at a steady rate closely timed with the receipt and display of the image data)





•  used to connect wired network hardware

•  uses an RJ-45 connector




•  suited for connecting computer services to shared storage devices, interconnecting storage controllers and drives

•  faster than SCSI

•  more flexible (devices can be longer distances apart if optical fibre is used)

•  can work using coaxial cable and telephone twisted pair

•  offers point-to-point, switched and loop interfaces



	 



	Memory
	RAM (Random Access Memory):

•  fast

•  volatile (if a computer loses power, all data in the RAM is lost)

•  stores the operating system, applications, and graphical user interface (GUI)




•  cannot be changed by a program or a user

•  is not volatile (retains its memory even after computer is switched off)

•  stores the start-up instructions of the computer




•  speeds up access to data and instructions stored in RAM

•  holds frequently requested data and instructions so that they are available to the CPU when required

•  two types: internal cache (within the processor) and external cache (on the motherboard)



	 



	Expansion cards including:

•  interface cards, e.g. firewire, IDE, SCSI, USB, fibre channel, storage controller

•  modem

•  network card

•  sound card

•  video card



	 
	Expansion cards are circuit boards that provide additional facilities or memory.
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1  Describe two characteristics of cloud storage.

2  What is the purpose of cache?

3  An organisation needs to use storage drives where high speed and high availability of data are critical.


4  Describe the difference between ROM and RAM.

5  A business is trying to decide which storage medium to use to store the large amounts of data that they use. The business has offices in various locations across the UK and Europe. Recommend a storage medium and justify why this storage medium would meet their requirements.
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1.3 Types of computer system
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•  know about the different types of computer system

•  understand where and how they are used

•  understand the benefits and limitation of each type of system

•  be able to justify the selection of a computer system in a given context.
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•  Desktop/server – there are many types of server, for example proxy, network, file, virtual server.

•  Tablet/hybrid – a hybrid is a tablet that is also a laptop and has a removable keyboard.

•  Smartphone – contains an integrated computer.

•  Embedded system/Internet of Things – a combination of computer hardware and software designed for a specific function or functions within a larger system.

•  Mainframe – a high-performance computer used for large-scale computer purposes.

•  Quantum – still in research phase but has the potential to solve complex problems beyond the capacity of the standard computer by utilising the principles of quantum physics.
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1  Identify a household appliance that would include an embedded system.

2  Describe two limitations of using a tablet.

3  Which type of computer system uses qubits?

4  Describe two reasons why an organisation would use a mainframe computer system.

5  Discuss the benefits to a remote worker of using a smartphone.
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1.4 Connectivity
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•  know the different connectivity methods

•  know the characteristics of each connectivity method

•  understand the purpose of each connectivity method

•  be able to justify different connectivity methods for a given context.
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•  limited bandwidth

•  less expensive when used to connect network devices

•  already available in rural areas.
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•  increased bandwidth

•  long-distance capabilities

•  can provide phone and internet service on same fibre

•  enhanced performance reliability

•  faster transmission rates than copper

•  less attenuation than copper (that is, less signal loss over distance)

•  impervious to electromagnetic interference

•  not a fire hazard as they do not conduct electricity

•  do not break easily

•  expensive.
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•  uses radio waves

•  infrastructure does not yet cover all remote areas

•  signals degrade with distance.
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	Connectivity method
	Purpose
	Reason for use



	Copper cables
	 
	 



	Fibre cables
	 
	 



	Wireless technologies
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1  Explain two advantages of using fibre-optic cabling over copper cabling.

2  Microwave is a ‘line-of-sight’ technology. Explain what this means.

3  GSM supports multiple frequencies. True or false?

4  Give two examples of the use of infrared wireless technology within the home.
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1.5 Communication hardware
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•  know about the different communication hardware devices

•  know the characteristics of different communication hardware

•  understand the purpose of different communication hardware

•  understand the use of different communication hardware.
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	Communication hardware
	Characteristics
	Purpose



	Hub
	Three basic types: passive, active and intelligent


•  does not amplify the electrical signal of incoming packets before broadcasting them out to the network

•  can be referred to as a concentrator




•  amplifies the electrical signal of incoming packets (same as a repeater)

•  can be referred to as a multiport repeater




•  stackable

•  includes remote management capabilities via SNMP (Simple Network Management Protocol) and virtual LAN (VLAN) support




	Join multiple computers or other network devices together to form a single network segment






	Switch
	Learns where particular addresses are








	Does the same as a hub but more efficiently




	Router
	Multiport devices with high-speed backbones



	Used to connect similar and dissimilar LANs






	Modem
	Different modems have different bps rates (speed at which they transmit and receive data)







	Converts digital signals generated by the computer to analogue signals that can be transmitted over a telephone, cable or satellite line; transforms incoming analogue signals into their digital equivalents



	Wireless access point
	Can be known as a ‘hotspot’

	A hardware device or configured node on a LAN that allows wireless-capable devices and wired networks to connect through a wireless standard, including wi-fi and Bluetooth





	Combined/hybrid devices
	A device that combines the functionality of a number of communication hardware devices, e.g. combining the functionality of a modem, router, switch and WAP
	Provides a common hybrid access point, e.g. hybrid router
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1  Explain the difference between a modem and a router.

2  Describe the purpose of a wireless access point.

3  Explain one benefit of using a hybrid communication device.

4  Describe two characteristics of a switch.
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1.6 Hardware troubleshooting
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•  know about the process needed to troubleshoot common hardware problems

•  know about the documentation required when troubleshooting common hardware problems.



[image: ]





•  start

•  identify the problem

•  define theory of possible cause

•  test theory

•  create a plan of action

•  verify problem

•  document results

•  end.





•  software diagnostic packages that run predetermined tests on different hardware components within an IT system

•  multimeter – checking the electrical values of the voltage

•  cable tester – testing network cables

•  POST card – plugs into an expansion slot of a computer and tests the operation of the system as it boots up.





•  fault log – records information relating to the fault, for example what the fault is, when it occurred, where it occurred, how the fault was resolved and when

•  test plans – test number, type of test, expected result, actual result, resolution, further test number

•  manufacturer information relating to the faulty hardware

•  technical guides used for researching similar faults and potential resolutions.
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1  You are trying to synchronise your smartphone to your PC and it will not synchronise.
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1.7 Units of measurement
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•  know about the units of measurement used in IT.
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•  Bit: abbreviation for binary digit (0 or 1); smallest unit of data in a computer.

•  Nibble: equal to 4 bits or half a byte; can be expressed by one hexadecimal digit.

•  Byte: equal to 8 bits; most computers use byte to represent a character such as a letter, number or typographic symbol.
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1.8 Number systems
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•  know the different numbering systems.
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•  Binary: a numbering system that only uses two digits, 1 and 0. All information that is processed by a computer is a sequence of 1s and 0s. This means that all data to be processed by a computer needs to be converted into binary format. This is a base 2 numbering system.

•  Decimal: a numbering system with ten digits as follows: 0, 1, 2, 3, 4, 5, 6, 7, 8, 9. All decimal numbers have a binary equivalent. This is a base 10 numbering system.

•  Hexadecimal: a numbering system containing 16 digits as follows: 0, 1, 2, 3, 4, 5, 6, 7, 8, 9, A, B, C, D, E, F. Each hex digit reflects a 4-bit binary sequence. This is a base 16 numbering system.



1.9 Number conversions
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•  understand how to convert between the different numbering systems.
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	Decimal (denary)
	Binary
	Hexadecimal



	0
	0000
	0



	1
	0001
	1



	2
	0010
	2



	3
	0011
	3



	4
	0100
	4



	5
	0101
	5



	6
	0110
	6



	7
	0111
	7



	8
	1000
	8



	9
	1001
	9



	10
	1010
	A



	11
	1011
	B



	12
	1100
	C



	13
	1101
	D



	14
	1110
	E



	15
	1111
	F




Convert decimal to binary




	37 ÷ 2 = 18
	remainder (R) 1



	18 ÷ 2 = 9
	R0



	9 ÷ 2 = 4
	R1



	4 ÷ 2 = 2
	R0



	2 ÷ 2 = 1
	R0



	1 ÷ 2 = 0
	R1





Convert binary to decimal
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Convert decimal to hexadecimal




	37 ÷ 16 = 2
	R5



	2 ÷ 16 = 0
	R2





Convert hexadecimal to decimal
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Convert binary to hexadecimal



•  the binary notation 10111001 would be split into 1011 1001

•  the binary notation 101 would have an additional zero placed at the front to become 0101.
















Convert hexadecimal to binary
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	41 ÷ 2 = 20
	R1



	20 ÷ 2 = 10
	R0



	10 ÷ 2 = 5
	R0



	5 ÷ 2 = 2
	R1



	2 ÷ 2 = 1
	R0



	1 ÷ 2 = 0
	R1
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	Decimal
	Binary
	Hexadecimal



	47
	 
	 



	264
	 
	 



	92
	 
	 



	45
	 
	 






	Binary
	Decimal
	Hexadecimal



	101110
	 
	 



	11111
	 
	 



	101010101010
	 
	 



	1100111100
	 
	 






	Hexadecimal
	Binary
	Decimal



	D5CF
	 
	 



	3FA7
	 
	 



	FFFF3
	 
	 



	A8
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device

Offers similar functionality
toa standard computer

Limitations

Prone to damage

Screen size smaller than a
laptop

High cost

Does not come with optical
drives

Lower type and speed of
input process

Fingerprints and dirt on
touchscreens reduce
visibility and functionality

Touchscreen typing is not as
quick (or accurate] as using a
larger, separate keyboard
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Type of oper:
system

Off-the-shelf

Features

Ready-made and
available for sale to

the general public, e.g.

Microsoft Windows

Benefits
Available immediately

Upgrades available

Compatible with
hardware already
acquired

Less training required

Development cost is
shared

Limitations

May require an annual
fee

May have a lot of
features not required

May not fully meet the
needs of the end user

Open source, e.g. Linux

Source code is made
available for use or
modification as and
when required by
users and developers

Usually free (or cheap)
Continually being
improved

No hidden costs
Increased security -
white hat hackers.

have contributed to the
overall security

More difficult to find
application packages
to suit individual needs

Not all hardware
manufacturers develop
drivers for open source
operating systems

Support s not free and
must be paid for

Bespoke

Designed to meet the
specific needs of a
business

Will be updated based
on the budget and
requirements of the
business

Although upfront costs.
are more expensive,
there are no licensing
costs

More expensive to
build

Continually dependent
on the developer
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Figure 2.4 DFD with entities and flows (high level)
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Topology
Bus

Diagram

Computer| | Computer| | Computer| [computer

Computer | |Computer| |Computer| | computer| [Computer

Characteristics
Each computer and network
device are connected toa
single cable (backbone)

Connected via a coaxial cable
or RJ-45 cable depending on
type of network card

Can be hard to troubleshoot

Should not be used for large
networks

Terminators required at each
end of the cable

Damaged cable results in
network failure or a network
splitinto two

Uses
Works well
for small
networks

Requires less
cable length
than a star
topology

Star

Computer

D&

printer

Most common network set-up

Every node connects toa
central network device, e.g.
to a hub, switch or another
computer

The central network device acts
asa server while the peripheral
devices act as clients.

Depending on type of network
card, it can use coaxial or
RJ-45 network cable to
connect the computers

Easy to add additional
computers to network

If one computer fails, the rest
of the network continues as
normal

Higher cost

Central device determines
performance and number of
nodes that can be handled

Used in homes
and offices

Ring

Device connections create a
circular data path

Each network device is
connected to two others (like
a pointin a circle)

Packets of data travel

from one device to the next
device until they reach their
destination

If any individual connection is
broken, the entire network is
affected

Depending on type of network
card, it can use coaxial or
RJ-45 network cable to
connect the computers

Rarely used
now, but it
was used
in schools,
offices

and small
networks
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n  Characteristics

Benefits

Cloud The delivery of shared | Outsourced IT - provided by a | Security risks
computing resources, service provider I —
software or dataasanon- | o v
demand service through P No redundancy, so will
the internet Pay-as-you-go (e.g. SaasS - require the purchase of a
Software as a Servicel; you pay | redundancy plan if there is
for what you need a failure in the technology
Scalability - can scale IT
capacity on an ‘as required’
basis
Hybrid Combinations of Improves the reliability of Training required to

paravirtualisation and
hardware-assisted
virtualisation

virtual machines

Improves performance and
efficiency

Combines the advantages
of paravirtualisation

and hardware-assisted
virtualisation

implement and manage
the environment

Upfront costs






OEBPS/images/35-1.gif
Classification

Expert systems
(computer
programs that
use artificial
intelligence]

Advantages

Can process large
amounts of information

Provides answers for
repetitive decisions, tasks
and processes

Reduces time required to
solve problems

Reduces the amount of
human error

Takes into consideration
factors that human experts
may not consider

Knowledge can be updated
and extended

Can be used in dangerous,
hazardous environments

isadvantages
Lack of creative response
available from human
experts

Difficult to automate
complex processes

No flexibility; they need to
‘re-learn’ when adapting
to rapidly changing
environments

Not able to recognise that
there is no answer toa
problem

Unable to explain logic
or the reason behind a
decision

Does not learn from
mistakes

Cannot create new
solutions

Purpose

Software that is capable
of intelligent behaviour,
e.g.voice and image
recognition software

Healthcare

Can improve patient
satisfaction

Aids the diagnosis of
patient symptoms

Requires training to use

Cost of training and
training time required

Impact if system goes
down

Awide variety of
healthcare software

is available and used
for different purposes,
e.g. MIS, imaging and
visualisation (X-rays, CT
and MRI scans)
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ity software
Antivirus

Purpose
Scans files and systems
to check for threats and
infections that could
result in a breach of
security to the system

Responds to threats and
infections on the system
by quarantining infected
programs

Protects the computer
system from viruses by
scanning downloads and
attachments

Runs in the background
when the user is on the
internet

Protects against spyware
and adware

Advantages

Decreases the chances
of the computer system
getting infected from
viruses

Helps to prevent hackers
from gaining access

to personal/sensitive
information

If it includes a firewall, it
will block unauthorised
incoming connections

Protects against spyware
and identity theft

Protects from spam
emails

sadvantages
They do not always use
all the different detection
methods.

The installation and use
of antivirus tools can
consume large amounts
of computer resources
and memory space on
the hard drive, causing
the system and network
connection to slow down

Compression

Used to increase the
efficiency of file storage
and backup

Used to post files on a
web page for download
by end users

Used to send large
documents as an email
attachment

Used to compress.
multiple files into one
smaller file

Less disk space for
storage

Increases reading and
writing time to system

Faster file transfer

Compressed files must
be uncompressed to be
accessed

Arecipientof a
compressed file must
understand how the file(s)
was compressed and
have the tools available to
decompress it
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Communication
Skill

Interpersonal
skills

Example

Eye contact: looking at
someone the same time
that they are looking atyou

Used for

Skills used every day
when communicating and
interacting with other
people both individually
and in groups

When talking to other
people in a face-to-face
situation

Potential barriers

Not being able to see the
person/people you are
speaking to clearly, e.g.
during a video conference

Body language: non-
verbal communication sKill
where the conscious and
unconscious movements
and postures communicate
feelings and attitudes

Questioning Types include:
techniques ® open

o closed

® probing
Verbal Meetings: two or more | Discuss/debate issues Remote meetings - poor

people called together

and problems and make
decisions; can be face to
face or remote

video/audio signals,
difficult to see/hear
others.

Telephone: communication
between two or more
people who are not in the
same room/location

Group discussions:
gathering of individuals
with a similar interest

To discuss ideas, solve
problems, give comment;
can be conducted face to
face or remotely
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Classification | Advantages advantages Purpose
Database Reduces data redundancy | Complex, difficult and Used for the creation,
Reduces updstingerrors | UMe-consumIng o design | updting and reporting o
Increases consistencywith | Can reduITe substantial | the collection of
e ardware and software anages the collection of
costs data
Rrsater it =ity Conversion costswhen | Can be used to track
Improved data security | moving from a file-based | orders, staff holidays,
—— Sstemtoa database stock contrl, el
storage and retrieval costs | Y5'€™ el
Improved data sharing | MiiaL training required for
developers and users
Improved decision making |\ :
due to generation of L) TR/
better-quality information | 932
Increased end user
productivity
Email Emailis delivered Recipient requires internet | Used for communication by

extremely fast

Available 24 hours a day,
365 days a year

Webmail can be sent
and received from any
computer with an internet
connection, regardless of
location

Email is free if using
broadband

An email can be sent to
multiple people at the
same time

Cheap - the cost is the
same regardless of
distance and the number of
recipients

Permanent - a record of
messages and replies can
be retained

Can send attachments
such as documents,
images and diagrams

access to receive mail

Viruses can be spread
through email attachments

Phishing attacks

No guarantee that the
email will be read
Spam - junk mail,
unsolicited mail

Can send emails to an
incorrect person in error,
potentially divulging
confidential/sensitive
information or data

Can require a lot of
electronic storage space

individuals and businesses

Development tools

Compiler

A program that is compiled
is a self-contained unit that
is ready to be executed, so
it runs faster

Compilers are hardware
specific

It can take time to compile
large programs.

Used to convert
instructions into machine
code or lower-level object
code so that they can be
read and executed by

a computer system; a
compiler translates the
entire program before it
runs
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Type of
business
system
Management
Information
System [MIS)

Purpose

To generate information to
aid the process of decision
making

Plays avital role in
the management,
administration and
operation of a business.

Benefits

Integrated system supports
improved communication

Improves decision making

Limitations

Data quality issues (how
reliable is the data?)

Security issues ~
sensitive data is a target
for cyber criminals

Customer
Relationship
Management
(CRM]

Provides an efficient
system for the

management and storage
of information relating to
potential customer leads.

Customer data generated
through contact between
the customer and the
business is compiled
across different channels,
e.g. website, telephone,
live chat, direct mail, social
media

Helps maintain all customer data
in one place, allowing workers to
be more productive and efficient
when tracking customer history
etc.

Helps to manage the growing
database and speeds up the
growth process

Centralises data, enabling
automatic emails and SMSs to be
sent to customers

Builds a long-asting relationship
with customers, e.g. sending
them birthday wishes

Security issues —
sensitive data is a target
for cyber criminals

Transition from a manual
system to a digital
system takes a lot of
planning

Sales Order

Provides the tracking of

Speed of service

Security issues —

Processing | data with respect to orders | .. ) sensitive data is a target
(soP) and inventory for ever . for cyber criminals
step of the pryocess Y| processing !
O e || o MIEEES f’:elessyﬁf:r:.dg"fe?mn
the customer or customer | Integration with other key as people would shop
service employee and aspects of the business, elsewhere
Stored in a central database | €.0. finance and warehouse
Order information is sent to | 98P MeNt
the distribution department
and/or warehouse as
appropriate
Standard | Business system Fewer errors Does not always
e e e S e — i e i
rocedures | each organisation tha profitabilty o different people
(sopP) describe the activities (different interpretations)

required to complete tasks
in accordance with industry
regulation and legislation as
well as business standards

Guidance on the resolution of
problems
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Multimedia

Advantages
Multi-sensorial: uses a
number of senses, e.q.

hearing, seeing, talking

Integrated: the different
mediums are combined
into one process

Flexible: can be changed
to adapt to different
situations and audiences

advantages

Accessibility: requires

a system and power to
operate that may not be
available in some locations.

Distracting: may take
away from the focus of the
communication

Costly: made up of more
than one medium

Time-consuming: it takes
time to create as using
more than one medium

Takes time to learn to do
well

Purpose

Used to combine sound,
images, video and

text, e.g. for websites,
presentations, games

Collaboration

Efficiency enables team
members to work together
regardless of their location

Can be accessed 24/7 as
long as internet access is
available

Cost-efficient as team
members can access it
from different locations
and do not have to travel

Makes project
management easier

Can reduce personal
contact between

team members as all
communication is online

Network and equipment
failure can cause delays

Used to manage, share and
process files, documents
and other types of data
from multiple users and
systems at any time and
anywhere

Project
management

Real-time collaboration

Sharing of documents,
files, etc.

Aids cost management

Reporting can be
streamlined to only include
data required for specific
milestones and reporting
purposes.

Aids the management
of risks, forecasting and
budgets

Can be costly

May overly complicate
simple projects

Can take time to learn due
to its complexity

Access control:
consideration needs to be
given to who can access

and what can be accessed

Used to improve the
efficiency of a project team

Used to track the
implementation, progress
and completion of a project






OEBPS/images/106-1.gif
Current UK legislation/
Purpose Impact Consequences






OEBPS/images/tp.gif
my revision notes

Cambridge Technicals Level 3

IT

Mo Everett

(> HODDER
’ EDUCATION
AN HACHETTE UK COMPANY





OEBPS/images/125-1.gif
Type of attacker | Ac

Hacktivist

ity
lllegal access to a computer
system or network

Motivation

Politically or
socially motivated
- they disagree
with someone
else’s viewpoint

Activities are disruptive as
opposed to destructive

Can be state sponsored
Can be IT professionals

Can be disaffected young
people

Cyber criminal

Uses computers to perform
malicious activities, e.g. identity
and data theft, spreading viruses

Uses computers as a weapon
for sending spam or committing
fraud

Uses computers as an accessory
to save stolen or illegal data

Financial gain
Espionage

Create havoc

Often works in organised
groups

Sells services to the highest
bidder

Includes programmers, IT
experts, hackers, fraudsters,
system hosts and providers,
cashiers, money mules,
tellers

Insider Athreat from within an Personal use Tends to violate
organisation, e.g. an employee, | .. . organisational rules and
Financial gain :
former employee, temporary regulations
worker or customer Sabotage, e.q. for
i revenge, o settla | Lack of self-control
reats can be malicious or ascore Antisocial behaviour
accidental
Desires revenge
Scriptkiddie | Uses existing computer scripts or | Wants the power | Teenagers.

code to hack into computers and
deface websites

of a hacker without
the training
involved

Thrill of hacking
Publicity

Will over-emphasise their
computer abilities

Steals code claiming it as
their own

Little or no hacking skills

Vulnerability

Find bugs in programs and

Financial gain

May have formerly been a

broker systems of other companies; may cyber criminal
:;e:lhme infor matian to ome;s or A high level of IT expertise
0 the companies concernef with respect to programs and
systems
Scammers Offer goods or opportunities to | Financial gain Likable and confident

(cyber enabled)

others to make ‘quick money’ by
sending emails with a false link

Targets many people at one time

Identity fraud (to
sell to others or
use themselves)

personality

Will not answer questions
about themselves

May ask for money using a
hard luck story
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Activity

Internet
shopping
and general
internet use

Type of attack
Theftof | Theftof | Data | Computer

Hacking | DoS | Botnet | equipment |data | misuse | misuse

organisation

People Social media
People Email
Public

Private
organisation

Not-for-profit
organisation
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Ethical (morally right or
wrong)

Ethical hacking:

® ITspecialists

® employed or contracted
by individuals/
organisations to
identify vulnerabilities
in their systems/
networks

fons monitoring
ies of employees
without their knowledge;
agreed as ethical by some
but unethical by others

States ‘spying’ on each
other (see State-sponsored
crime in Section 2.1, Unit 3)

Legal

Current legislation

includes:

® Communications
Act (2003)

® Privacy and
Electronic
Communications
[EC Directive)
Regulations 2003

® GDPR(EU)
2016/679

® Computer
Misuse Act (1990)

e Official Secrets
Act (1989)

Operational

Security measures that must be

implemented in order to mitigate

cyber security attacks including:

@ regular testing of systems
and networks for possible
vulnerabilities

® keeping operating systems
and software up to date

© monitoring antivirus and
anti-malware software

© implementing secure remote

access methods

using firewalls

using strong passwords

training employees

implementing relevant

policies and procedures.
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media/device | Examples

Magnetic
media

Fixed hard
drive

Characteristics

Disk surface (platter)
coated in a magnetic film,
which is where the data s
stored

Has read/write heads
allowing data to be saved
and used from the disc

Use to store operating
systems, software
applications, files

Used by real-time/online
systems

Used in file servers

Storage from 250 GB to
4TB

Advantages
Processes data quickly
Fast access speeds
Easy to update/delete files

Large storage capacities

sadvantages
Can be damaged easily

Not portable

Magnetic Portable | Workin a similar way Fast read/write times (direct | Easy to misplace or have
media harddisk | to fixed hard drives but | data access) stolen due to its small
drive connected to computer size
Large storage capacities
externallyvia a USB port
More expensive than
Small and light, and has a
Direct data access other forms
" protective casing, making it
very portable Can be damaged if
§‘T“;ge from 2506810 | 11 be used on atmostany | 40P
computervia a USB port
Used to store large files
(e.g. portable backup
system) and to transfer
data, files and software
between computer
systems via USB
connectivity
Magnetic Magnetic | Tapeis a thin strip of Less expensive than hard | Very slow data access
media tape magnetic-coated plastic | disk drives rate and therefore

thatiswrapped on to a
reel

Data stored in the form of
binary numbers

Data is written to and
read from in sequence (in
order, ie. serial access)

Sony developed a
magnetic tape capable of
storing 185 TB of data

Used for backing up
extremely large amounts
of data

Used for batch processing
applications, e.g.
producing payslips

Used for backing up
computer networks

Not easily damaged

Very large storage
capacities

not used for real-time
applications

Need an additional tape to
update data
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Communication
methods

Messaging

software

Purpose
Can improve
customer service as
it may be easier for
them than taking a
phone call

Can be used

for internal
ccommunication
within a business

Can be used for
sales where a
customer will
message a business

Advantages

Cost effective (online chats as
opposed to the cost of telephone
calls)

Encourages efficient
communication - encourages
short, concise messages

Mobile - can be used on both
desktop and mobile devices with
messages being synced across
devices

Works in real time

Takes place in private between
two users

Disadvantages
Distraction - employees
will stop what they are
doing to read and respond
to a message as it appears

Can have security issues.
with malicious users
exploiting software
vulnerabilities to gain
unauthorised access to
computer systems
Compatibility issues - not
all users use the same
system

Archiving is not always
available or, ifit is, not
simple to use

Social networking/
social media

Used to
communicate

with current and
potential customers

Used for marketing
and market
research

Reduces marketing costs

Increases traffic to business
website

Increases sales

Improves ranking on search
engines

Improves access to
international markets

Improves customer engagement

Can be used to gather customer
feedback

Can be used to conduct market
research

Requires a clear marketing
or social media strategy to
access the benefits

Additional resources may
be required

Requires daily monitoring
Risk of unwanted or
inappropriate behaviour

Risk of negative feedback,
information leaks and
hacking

Voice over Internet
Protocol (VoIP)

Examples: Skype,
Google Talk, MSN
Messenger

Used for making
phone calls over the
internet or LAN

Cost: initial set-up costs and
ongoing costs generally less
than a traditional phone Line

Accessibility: available at any
location where both parties
have an internet connection

Flexibility: not limited to a
certain number of phones as
anormal telephone system
can be

Voice quality: with a reliable
internet connection, voice
quality is as good as, if not
better than, a telephone

Extra/less expensive features,
e.g. call forwarding, call
waiting, voicemail, caller D,
three-way calling

Reliable internet
connection required with
sufficient bandwidth

Power outages or
emergencies: if there is

no power, there will be

no internet connection;
emergency services can
find it difficult to trace calls
onaVolP system

Latency: calls may appear
to lag or delay due to
latency issues
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Figure 1.4 TCP/IP protocol stack
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The partitioning of
physical servers into
multiple virtual servers,
each running its own
operating system and
application; this makes
each of the virtual servers
look and act like a
physical server to the end
user

Benefits

Reduction in capital outlay and
operating costs

Can minimise or eliminate
downtime

Increases IT productivity,
efficiency and responsiveness

Enables business continuity
and disaster recovery

Simplified data-centre
management

Limitations

Requires extra hardware
resources

Training required for the
technical staff

Complex system problems
can be harder to analyse

Client The operating system The machines can be Availability and
is managed centrally on | standardised and used across | performance depend
aserverand executed | a large variety of different on network/internet
locally on a client device; | hardware configurations connection
aconstant network is not | g gjor 1 back up, secure, Multiple monitor
required even though the | o1 ot ang repair disk images | connections may not
disk image is updated Hons
and backed up using Easier to configure, deploy and | 28 Possible with some
synchronisation with the | manage ' sellrifnser ctiE
limited
R More reliable and long lasting
Minimal maintenance and,
therefore, lower maintenance
costs
Storage Used for data storage Reduces the amount of Can be difficult to solve

management

physical storage required

Simplifies and reduces the
time required for backup,
recovery and general storage
activities

problems when something
goes wrong
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Communication

methods Purpose Advantages Disadvantages
Cellular Mobile networks, | Do not require a landline Cost (purchase of a device
e.g. mobile phones | ¢ oy and associated running
costs)
Loss of service based on
location
Satellite Access to Broadband internet signals Slow connection (much

customers and
other businesses
anywhere in the
world

available from any location on
Earth so useful for remote or
rural locations

Accessibility: useful for
businesses with offices and/or
customers around the world

High bandwidth

Coverage over a large
geographical area

Can be cheaper over long
distances

Quality of signal and location of
sending and receiving stations
are independent of distance

slower than a dial-up
connection]

More expensive than other
methods.

Can be affected by weather
disturbances

Time-lapse between
sending and receiving

Imperfect impedance may
create an echo effect

Instant messaging

Enables internet
chat conversations
inreal time

Used to relay
information back
and forth

Cost: allows real-time
communication between people
anywhere in the world without
paying international or long-
distance charges when using
the phone

Convenient: not as intrusive
as using the phone where
someone would have to stop to
answer it

Can increase the risk of
virus attacks

Can increase the risk of
sensitive information being
accessed by hackers

Can create a distraction
while a person is working
on something else (tempted
to read and respond)
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Personal
attribute

Determination

Def ion

Being able to work at
something continually
regardless of how

difficult it is

Important for
ob roles

Network manager
IT technician
Programmer
Web designer

Reason for
portance

Reason valued
by employers

Animator
Independence | Being able to work Network manager
yvllhou( the control or P fectinfizen
influence of others
Programmer
Web designer
Animator
Time Being able to useyour | Network manager
tmanagstsnt e stistivelyandler L
productively to ensure
that work is completed | Programmer

on time

Web designer
Animator

Team working

Being able work with
others to reach a
common goal

Network manager
IT technician
Programmer
Web designer
Animator

Written skills

Being able to
communicate your
message in the written
form with clarity and
ease regardless of the
intended audience

Network manager
IT technician
Programmer
Web designer
Animator

Numerical skills

Being able to reason
with numbers and other
mathematical concepts
and then apply them toa
range of contexts to solve
avariety of problems

Network manager
IT technician
Programmer
Web designer
Animator

Verbal skills

Being able to share
information with others
using speech, ensuring
that the spoken words
are understood, as well
as using the correct
enunciation, stress and
tone of voice

Network manager
IT technician
Programmer
Web designer
Animator






