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Advance your cybersecurity career with the CISSP certification. Achieving CISSP demonstrates your ability to design, implement, and manage top-tier cybersecurity programs.

Achieve success in your CISSP Exam on the first try with our new and exclusive preparation book. 

This comprehensive resource is designed to help you test your knowledge, providing a collection of the latest questions with detailed explanations and official references. 

Save both time and money by investing in this book, which covers all the topics included in the CISSP Exam. 

This book includes two full-length, highly important practice tests, each with 125 questions, for a total of 250 questions. It also provides detailed explanations for each question and official reference links.

Dedicate your effort to mastering these CISSP Exam questions, as they offer up-to-date information on the entire exam syllabus. 

This book is strategically crafted to not only assess your knowledge and skills but also to boost your confidence for the real exam. 

With a focus on thorough preparation, passing the official CISSP Exam on your first attempt becomes achievable through diligent study of these valuable resources.

By earning the CISSP, you validate your expertise and gain ISC2 membership, granting access to exclusive resources, educational tools, and peer networking opportunities.

Showcase your skills, boost your career, achieve the salary you desire, and join a community of cybersecurity leaders dedicated to supporting your professional journey.

WHAT TO EXPECT ON THE CISSP EXAM:

	Domain 1. Security and Risk Management (16%)

	Domain 2. Asset Security (10%)

	Domain 3. Security Architecture and Engineering (13%)

	Domain 4. Communication and Network Security (13%)

	Domain 5. Identity and Access Management (IAM) (13%)

	Domain 6. Security Assessment and Testing (12%)

	Domain 7. Security Operations (13%)

	Domain 8. Software Development Security (10%)


About the exam:

	Length of exam: 3 hours

	Number of questions: 100 - 150

	Item format: Multiple choice and advanced innovative items.

	Passing grade: 700 out of 1000 points
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1) Which of the following could be considered physical assets in an organization's business impact analysis (BIA)?

A. Personal belongings of staff members

B. Disaster recovery (DR) budget allocations

C. Cloud-based applications

D. Supplies stored at an off-site facility

2) When evaluating the audit capabilities of an application, which of the following activities is MOST critical?

A. Identifying procedures for investigating suspicious activity

B. Ensuring audit records contain adequate information

C. Confirming that sufficient storage is allocated for audit logs

D. Reviewing the security plan for actions to take in case of audit failure

3) An organization wants to implement an authorization mechanism that simplifies assigning system access permissions to multiple users with similar job roles. Which type of authorization mechanism would be the BEST choice for the organization to implement?

A. Role-based access control (RBAC)

B. Discretionary access control (DAC)

C. Content-dependent Access Control

D. Rule-based Access Control

4) What is the MAIN challenge in enforcing criminal law when addressing cybercrime?

A. Defining jurisdiction is difficult

B. Law enforcement agencies lack sufficient staffing

C. Extradition treaties are rarely applied

D. There are many language barriers

5) Wi-Fi Protected Access 2 (WPA2) ensures a higher level of data protection for users by utilizing which protocol?

A. Extensible Authentication Protocol (EAP)

B. Internet Protocol Security (IPsec)

C. Secure Sockets Layer (SSL)

D. Secure Shell (SSH)

6) Which component of an operating system is responsible for ensuring security interactions between the hardware, OS, and other parts of the computing system?

A. Reference monitor

B. Trusted Computing Base (TCB)

C. Time separation

D. Security kernel

7) What process helps balance the operational and economic costs of protective measures with the benefits to mission capability?

A. Performance testing

B. Risk assessment

C. Security audit

D. Risk management

8) Clothing retailer employees are given user accounts that grant access to resources at partner businesses. All partners use common identity and access management (IAM) protocols but different technologies. According to the Extended Identity principle, what is the process flow between partner businesses to enable this IAM action?

A. The clothing retailer serves as User Self Service, verifies the user's identity based on industry standards, and sends credentials to partner businesses acting as Service Providers to grant service access.

B. The clothing retailer functions as the identity provider (IdP), verifies the user's identity based on industry standards, and sends credentials to partner businesses acting as Service Providers to grant access to services.

C. The clothing retailer operates as the Service Provider, verifies the user's identity based on industry standards, and sends credentials to partner businesses functioning as identity providers (IdPs) to grant access to resources.

D. The clothing retailer acts as the Access Control Provider, verifies user access based on industry standards, and sends credentials to partner businesses acting as Service Providers to grant access to resources.

9) Which of the following statements BEST explains the principle of least privilege in a cloud environment?

A. Only one cloud administrator is granted access to core functions.

B. All incoming and outgoing internet traffic is inspected at the packet level.

C. Routing configurations are frequently updated with the most current routes.

D. Network segments stay private if they don't need internet access.

10) An organization has accumulated a significant amount of redundant and unusable data, causing the storage area network (SAN) to fill up. Management has asked for a solution to address the ongoing storage issues. What is the BEST technical solution?

A. Compression

B. Caching

C. Replication

D. Deduplication

11) Which Wide Area Network (WAN) technology relies on the first router in the path to determine the complete route that a packet will take, eliminating the need for other routers along the way to make independent routing decisions?

A. Synchronous Optical Networking (SONET)

B. Multiprotocol Label Switching (MPLS)

C. Fiber Channel Over Ethernet (FCoE)

D. Session Initiation Protocol (SIP)

12) Which of the following tools would an information security professional utilize to detect changes in content, especially unauthorized changes?

A. File Integrity Checker

B. Security information and event management (SIEM) system

C. Audit Logs

D. Intrusion detection system (IDS)

13) Which of the following elements is part of change management?

A. Technical review by business owner

B. User Acceptance Testing (UAT) before implementation

C. Cost-benefit analysis (CBA) after implementation

D. Business continuity testing

14) A company participates in a hard drive reuse program where decommissioned equipment is sold back to the vendor when it is no longer needed. The vendor offers a higher payment for functioning drives compared to non-operational equipment. Which data sanitization method would ensure the highest level of security against unauthorized data loss while also maximizing the company's return from the vendor?

A. Pinning

B. Single-pass wipe

C. Multi-pass wipes

D. Degaussing

15) When evaluating vendor certifications related to the handling and processing of company data, which of the following is the BEST Service Organization Controls (SOC) certification for the vendor to have?

A. SOC 1 Type 1

B. SOC 2 Type 1

C. SOC 2 Type 2

D. SOC 3

16) Which type of application is regarded as high risk and serves as a common entry point for malware and viruses into a network?

A. Instant messaging or chat applications

B. Peer-to-Peer (P2P) file sharing applications

C. E-mail applications

D. End-to-end applications

17) An organization aims to incorporate mobile devices into its asset management system for improved tracking. In which tier of the reference architecture would mobile devices be monitored?

A. 0

B. 1

C. 2

D. 3

18) Which of the following is the MOST effective method for safeguarding an organization's data assets?

A. Encrypt data both in transit and at rest using current cryptographic algorithms.

B. Monitor and enforce compliance with security policies.

C. Implement Multi-Factor Authentication (MFA) and Separation of Duties (SoD).

D. Establish a Demilitarized Zone (DMZ) using proxies, firewalls, and hardened bastion hosts.

19) In a large organization, which business unit is MOST effectively positioned to initiate the provisioning and deprovisioning of user accounts?

A. Training department

B. Internal audit

C. Human resources

D. Information technology (IT)

20) What is the MAIN purpose of installing a mantrap in a facility?

A. Control traffic

B. Control air flow

C. Prevent piggybacking

D. Prevent rapid movement

21) In the "Do" phase of the Plan-Do-Check-Act model, which of the following is carried out?

A. Sustain and enhance the Business Continuity Management (BCM) system by implementing corrective measures based on findings from management review. 

B. Track and assess performance against the business continuity policy and objectives, provide the results to management for evaluation, and decide on actions for remediation and improvement. 

C. Confirm that the business continuity policy, controls, processes, and procedures have been implemented. 

D. Ensure that business continuity policies, objectives, targets, controls, processes, and procedures essential for improving business continuity have been established.

22) What industry-recognized document could serve as a baseline reference for data security, business operations, or conducting a security assessment?

A. Service Organization Control (SOC) 1 Type 2

B. Service Organization Control (SOC) 1 Type 1

C. Service Organization Control (SOC) 2 Type 2

D. Service Organization Control (SOC) 2 Type 1

23) A criminal organization is preparing to attack a government network. Which of the following scenarios poses the HIGHEST risk to the organization?

A. The organization loses control over its network devices. 

B. The attacker overwhelms the network with excessive communication traffic. 

C. Communications for network management are interrupted. 

D. The attacker gains access to sensitive information about the network's structure.

24) Which type of report requires a service organization to outline its system and define its control objectives and controls relevant to users' internal controls over financial reporting?

A. Statement on Auditing Standards (SAS) 70

B. Service Organization Control 1 (SOC1)

C. Service Organization Control 2 (SOC2)

D. Service Organization Control 3 (SOC3)

25) Which of the following is the MOST EFFECTIVE method for validating secure coding techniques against injection and overflow attacks?

A. Conducting scheduled team reviews of coding practices and techniques for identifying vulnerability patterns

B. Regularly utilizing production code routines from similar applications that are already in use

C. Employing automated tools to test for the latest recognized vulnerability patterns

D. Keeping code editing tools updated to address known vulnerability patterns

26) When addressing ethical conflicts, the information security professional must take into account various factors. In what order should these considerations be prioritized?

A. Safety of the public, obligations to individuals, obligations to the profession, and obligations to principals

B. Safety of the public, obligations to principals, obligations to the profession, and obligations to individuals

C. Safety of the public, obligations to principals, obligations to individuals, and obligations to the profession

D. Safety of the public, obligations to the profession, obligations to principals, and obligations to individuals

27) Which service management process MOST effectively assists information technology (IT) organizations in reducing costs, mitigating risks, and enhancing customer service?

A. Kanban

B. Lean Six Sigma

C. Information Technology Service Management (ITSM)

D. Information Technology Infrastructure Library (ITIL)

28) A company is looking to improve the security of its user authentication processes. After considering various options, the company has decided to adopt Identity as a Service (IDaaS). Which of the following factors influenced the company's decision to select IDaaS as their solution?

A. The in-house team does not have enough resources to manage an on-premise solution.

B. Third-party solutions are naturally more secure.

C. Third-party solutions are recognized for shifting the risk to the vendor.

D. In-house development offers greater control.

29) An organization recently experienced a web application attack that led to the theft of user session cookie information. The attacker managed to acquire this information when a user's browser executed a script after visiting a compromised website. What type of attack is MOST likely to have occurred? 

A. SQL injection (SQLi)

B. Extensible Markup Language (XML) external entities

C. Cross-Site Scripting (XSS)

D. Cross-Site Request Forgery (CSRF)

30) An attack that employs social engineering and a malicious Uniform Resource Locator (URL) link to exploit a victim's active browser session with a web application is an example of which type of attack?

A. Clickjacking

B. Cross-site request forgery (CSRF)

C. Cross-Site Scripting (XSS)

D. Injection

31) Which of the following encryption technologies can operate as a stream cipher?

A. Cipher Block Chaining (CBC) with error propagation

B. Electronic Code Book (ECB)

C. Cipher Feedback (CFB)

D. Feistel cipher

32) In a disaster recovery (DR) test, which of the following characteristics would define crisis management?

A. Process

B. Anticipate

C. Strategic

D. Wide focus

33) Which of the following MOST ACCURATELY describes the role of the reference monitor in establishing access control to uphold the security model?

A. Robust operational security to protect unit members

B. Policies to verify organizational rules

C. Cyber hygiene to maintain the health of organizational systems

D. Quality design principles to guarantee quality by design

34) Which of the following describes security control volatility?

A. A reference to the effect of the security control.

B. A reference to the probability of change in the security control.

C. A reference to the unpredictability of the security control.

D. A reference to the consistency of the security control.

35) When auditing the Software Development Life Cycle (SDLC), which of the following represents one of the high-level phases of the audit?

A. Planning

B. Risk assessment

C. Due diligence

D. Requirements

36) What is the term used to refer to the geographic location where data is stored in the cloud?

A. Data privacy rights

B. Data sovereignty

C. Data warehouse

D. Data subject rights

37) Which of the following does the security design process guarantee within the System Development Life Cycle (SDLC)?

A. Appropriate security controls, security objectives, and security goals are correctly initiated.

B. Security objectives, security goals, and system testing are properly executed.

C. Appropriate security controls, security goals, and fault mitigation are effectively implemented.

D. Security goals, appropriate security controls, and validation are correctly initiated.

38) Which of the following is MOST critical to adhere to when creating information security controls for an organization?

A. Implement industry-standard best practices for security controls within the organization.

B. Exercise due diligence concerning all risk management information to customize suitable controls.

C. Examine all local and international standards and select the most stringent based on location.

D. Conduct a risk assessment and select a standard that addresses current gaps.

39) When restoring from an outage, how is the Recovery Point Objective (RPO) defined in relation to data recovery?

A. The RPO refers to the minimum quantity of data that must be recovered.

B. The RPO indicates the time required to recover an acceptable percentage of lost data.

C. The RPO represents a target goal for recovering a specific percentage of lost data.

D. The RPO defines the maximum duration for which data loss is considered acceptable.

40) Which of the following attacks, if executed successfully, could provide an intruder with complete control over a software-defined networking (SDN) architecture?

A. A brute force password attack targeting the Secure Shell (SSH) port of the controller

B. Sending control messages to establish a flow that bypasses the firewall from a compromised host within the network

C. A replay attack on Remote Authentication Dial-In User Service (RADIUS) tokens

D. Capturing the traffic from a compromised host within the network

41) Which of the following is the MOST EFFECTIVE method for minimizing the network attack surface of a system?

A. Turning off unused ports and services

B. Verifying that there are no shared group accounts on the system

C. Removing default software from the system

D. Deleting unnecessary user accounts from the system

42) The security architect is developing and implementing an internal certification authority to issue digital certificates for all employees. Which of the following is the MOST SECURE method for storing the private keys?

A. Physically secured storage device

B. Trusted Platform Module (TPM)

C. Encrypted flash drive

D. Public key infrastructure (PKI)

43) The presence of physical barriers, access systems using cards and personal identification numbers (PINs), surveillance cameras, alarms, and security personnel MOST ACCURATELY characterizes this security strategy.

A. Access control

B. Security information and event management (SIEM)

C. Defense-in-depth

D. Security perimeter

44) A hospital adheres to the Code of Fair Information Practices. What practice is relevant when a patient requests their medical records through a web portal?

A. Purpose specification

B. Collection limitation

C. Use limitation

D. Individual participation

45) A colleague who recently departed from the organization has requested a copy of the organization's confidential incident management policy. What is the MOST APPROPRIATE response to this request?

A. Access the policy on a company-issued device and allow the former colleague to view it on screen.

B. Send the policy via email to the colleague since they were previously part of the organization and are familiar with it.

C. Do not respond to the request from the former colleague and disregard it.

D. Submit the request through official company channels to confirm that the policy can be shared.

46) Which of the following MOST ACCURATELY describes when an organization should perform a black box security audit on a new software product?

A. When the organization aims to verify non-functional compliance

B. When the organization intends to identify known security vulnerabilities within their infrastructure

C. When the organization is assured that the final source code is complete

D. When the organization has encountered a security incident

47) In software development, which of the following entities typically signs the code to ensure its integrity?

A. The organization developing the code

B. The quality control group

C. The developer

D. The data owner

48) Which of the following technologies can be utilized to monitor and respond dynamically to potential threats in web applications?

A. Field-level tokenization

B. Web application vulnerability scanners

C. Runtime application self-protection (RASP)

D. Security Assertion Markup Language (SAML)

49) A security architect is designing an information system for a client. One of the requirements is to provide a platform that protects against common vulnerabilities and attacks. What is the MOST effective method for preventing buffer overflow attacks?

A. Access control mechanisms

B. Process isolation

C. Address Space Layout Randomization (ASLR)

D. Processor states

50) In a quarterly system access review, an active privileged account was found that was not present in the previous review of the production system. The account was created just one hour after the last access review. What is the MOST EFFECTIVE option to mitigate overall risk in addition to conducting quarterly access reviews?

A. Implement bi-annual reviews.

B. Create policies for system access.

C. Implement and review risk-based alerts.

D. Increase logging levels.

51) In which phase of a criminal legal proceeding will the absence of a formal data destruction policy have the greatest impact for a corporation?

A. Sentencing

B. Trial

C. Discovery

D. Arraignment

52) What is the most effective explanation for deciding whether to grant remote network access to a third-party security service?

A. Contract negotiation

B. Supplier request

C. Business need

D. Vendor demonstration

53) The collection of personal data through lawful and fair methods is an example of which principle?

A. Collection Limitation Principle

B. Openness Principle

C. Purpose Specification Principle

D. Data Quality Principle

54) Which of the following is the most suitable control for asset data labeling procedures?

A. Classifying the types of media in use

B. Keeping a log of data media for physical inventory management

C. Evaluating access controls for off-site storage

D. Examining audit trails of log records

55) What is the most effective method for anonymizing personally identifiable information (PII) in a test environment?

A. Swapping data

B. Randomizing data

C. Encoding data

D. Encrypting data

56) Which department is responsible for initiating the request, approval, and provisioning business process?

A. Operations

B. Security

C. Human resources (HR)

D. Information technology (IT)

57) An organization is defining the scope of a security assessment with the aim of creating a Security Management Program (SMP). The next step is to choose a method for performing the risk assessment. Which of the following approaches is the most effective for the SMP?

A. Security controls driven assessment that focuses on controls management

B. Business processes-based risk assessment with a focus on business goals

C. Asset driven risk assessment with a focus on the assets

D. Data driven risk assessment with a focus on data

58) Which technique assists system designers in identifying potential security issues within their systems and applications?

A. Threat modeling

B. Manual inspections and reviews

C. Source code review

D. Penetration testing

59) A security professional can most effectively reduce the risk associated with using a Commercial Off-The-Shelf (COTS) solution by implementing which of the following controls during deployment?

A. Network segmentation

B. Blacklisting application

C. Whitelisting application

D. Hardened configuration

60) Which of the following best defines centralized identity management?

A. Service providers act as both the credential provider and the identity provider (IdP).

B. Service providers identify an entity based on behavior analysis rather than identification factors.

C. Service providers collaborate to integrate identity system recognition across organizational boundaries.

D. Service providers depend on a trusted third party (TTP) to supply requestors with both credentials and identifiers.

61) What is the most important advantage of role-based access control (RBAC)?

A. Minimizes inappropriate access

B. Facilitates management of least privilege

C. Provides the most granular access control

D. Lowers authorization administration overhead

62) What is the most common security risk associated with mobile devices?

A. Data spoofing

B. Malware infection

C. Insecure communications link

D. Data leakage

63) Which RAID (Redundant Array of Independent Disks) level is primarily configured to optimize high-performance data reads and writes?

A. RAID-0

B. RAID-1

C. RAID-5

D. RAID-6

64) What type of risk is associated with the series of value-adding and management activities carried out within an organization?

A. Control risk

B. Demand risk

C. Supply risk

D. Process risk

65) International bodies have established a regulatory framework that outlines the exchange of weapons between participating nations. This framework also covers cyber weapons, including malicious software, Command and Control (C2) software, and internet surveillance tools. This describes which of the following?

A. International Traffic in Arms Regulations (ITAR)

B. Palermo convention

C. Wassenaar arrangement

D. General Data Protection Regulation (GDPR)

66) An organization has implemented a protection strategy to secure the network from unauthorized external access. The new Chief Information Security Officer (CISO) aims to enhance security by further safeguarding the network against unauthorized internal access. Which Network Access Control (NAC) capability best addresses this goal?

A. Port security

B. Two-factor authentication (2FA)

C. Strong passwords

D. Application firewall

67) Which part of the assessment report discusses individual vulnerabilities, weaknesses, and gaps?

A. Findings definition section

B. Risk review section

C. Executive summary with full details

D. Key findings section

68) Why is data classification control essential for an organization?

A. To facilitate data discovery

B. To ensure security controls are aligned with the organization's risk appetite

C. To maintain its integrity, confidentiality, and availability

D. To manage data retention in accordance with organizational policies and regulations

69) To effectively monitor the security of buried data lines within the perimeter of a facility, which of the following controls is the most effective?

A. Fencing around the facility with closed-circuit television (CCTV) cameras at all entry points

B. Ground sensors installed and reporting to a security event management (SEM) system

C. Regular perimeter sweeps, including manual inspections of cable entry points

D. Steel casing around the facility's ingress points

70) An enterprise is establishing a baseline cybersecurity standard that its suppliers must adhere to before receiving a contract. Which of the following statements is true regarding the baseline cybersecurity standard?

A. It should be articulated as general requirements.

B. It should be articulated as technical requirements.

C. It should be articulated in business language.

D. It should be articulated in legal language.

71) Which access control method relies on users submitting access requests for system resources, considers the features assigned to those resources, takes into account the operational or situational context, and is governed by a set of policies defined in relation to those features and context?

A. Mandatory Access Control (MAC)

B. Attribute Based Access Control (ABAC)

C. Role Based Access Control (RBAC)

D. Discretionary Access Control (DAC)

72) What security issues should be considered when implementing software-defined networking (SDN)?

A. It has a decentralized architecture.

B. It increases the attack footprint.

C. It uses open-source protocols.

D. It is cloud based.

73) What is the most effective method for restricting access to a file system on computing systems?

A. Apply the principle of least privilege at every level to limit access.

B. Deny access to all users.

C. Permit a user group to manage access restrictions.

D. Utilize a third-party tool for access control.

74) What is the main reason for choosing the appropriate level of detail for generating audit records?

A. Prevent overly lengthy audit reports

B. Allow for the creation of corrective action reports

C. Support root cause analysis (RCA)

D. Reduce costs throughout the System Development Life Cycle (SDLC)

75) What is the proper sequence of steps for implementing security architecture?

A. Governance, strategy and program management, operations, project delivery

B. Governance, strategy and program management, project delivery, operations

C. Strategy and program management, project delivery, governance, operations

D. Strategy and program management, governance, project delivery, operations

76) An international organization has opted to implement a Software as a Service (SaaS) solution to facilitate its business operations. Which compliance standards should the organization apply to evaluate the security and data privacy of the solution according to international codes?

A. Service Organization Control (SOC) 2

B. Information Assurance Technical Framework (IATF)

C. Health Insurance Portability and Accountability Act (HIPAA)

D. Payment Card Industry (PCI)

77) An organization recently implemented an authentication system that utilizes challenge and response mechanisms after an annual penetration test revealed that testers could move laterally using authenticated credentials. What attack method was most likely employed to accomplish this?

A. Hash collision

B. Pass the ticket

C. Brute force

D. Cross-Site Scripting (XSS)

78) Which of the following would be considered an exception to the "right to be forgotten" under the General Data Protection Regulation (GDPR)?

A. For the establishment, exercise, or defense of legal claims

B. The personal data has been processed and collected lawfully

C. For reasons of public interest

D. The personal data is still necessary for the purpose for which it was collected

79) Dumpster diving is a technique utilized during which phase of the penetration testing methodology?

A. Attack

B. Reporting

C. Planning

D. Discovery

80) Which of the following actions is taken to evaluate the effectiveness of a security awareness training program aimed at preventing social engineering attacks?

A. Employee evaluation of the training program

B. Internal assessment of the training program's effectiveness

C. Multiple choice tests to participants

D. Management control of reviews

81) The security team receives an alert about a device on the network being infected with malware. Which of the following would be the MOST effective method for swiftly locating and remediating the device?

A. Data loss protection (DLP)

B. Intrusion detection

C. Vulnerability scanner

D. Information Technology Asset Management (ITAM)

82) Which of the following threats would be BEST mitigated by monitoring assets that contain open-source libraries for vulnerabilities?

A. Distributed denial-of-service (DDoS) attack

B. Advanced persistent threat (APT) attempt

C. Zero-day attack

D. Phishing attempt

83) In a cloud ecosystem, which of the following stakeholders is responsible for defining and approving data security requirements as a design principle?

A. Cloud auditor

B. Cloud broker

C. Cloud provider

D. Cloud consumer

84) Which of the following is the MOST effective method to verify that remote users' endpoint devices comply with an organization’s approved policies before granting network access?

A. Network Access Control (NAC)

B. Privileged Access Management (PAM)

C. Group Policy Object (GPO)

D. Mobile Device Management (MDM)

85) Which of the following options BEST safeguards vendor accounts used for emergency maintenance?

A. Vendor access should be disabled until needed

B. Frequent monitoring of vendor access

C. Role-based access control (RBAC)

D. Encryption of routing tables

86) What level of event magnitude is characterized as deadly, destructive, and disruptive when a hazard interacts with human vulnerability?

A. Crisis

B. Catastrophe

C. Accident

D. Disaster

87) Which of the following MOST ACCURATELY defines the objective of software forensics?

A. To investigate potential malicious intent of malware

B. To conduct cyclic redundancy check (CRC) verification and identify modified applications

C. To identify the author and behavior of the code

D. To examine program code for the presence of backdoors

88) A web developer is finalizing a security checklist for a new web application prior to its release into production. One of the items on the checklist is to disable unnecessary services. Which web application threat is being addressed by this measure?

A. Session hijacking

B. Security misconfiguration

C. Broken access control

D. Sensitive data exposure

89) What is the MOST effective approach for evaluating the security implications of acquired software?

A. Threat modeling

B. Common vulnerability review

C. Software security compliance validation

D. Vendor assessment

90) Which of the following methods prevents old log data from being overwritten?

A. Log retention

B. Implement Syslog

C. Increase log file size

D. Log preservation

91) Under the General Data Protection Regulation (GDPR), what is the maximum time frame permitted for reporting a personal data breach?

A. 24 hours

B. 48 hours

C. 72 hours

D. 96 hours

92) A financial organization following agile principles has created a new application that allows their external customers to request a line of credit. A security analyst has been tasked with evaluating the security risks of the minimum viable product (MVP). What is the MOST critical activity the analyst should focus on?

A. The software has been signed off for release by the product owner.

B. The software had been branded according to corporate standards.

C. The software has the correct functionality.

D. The software has been code reviewed.

93) An application developer receives feedback from the security team indicating that their automated tools successfully input unexpected data into the organization's customer service portal, resulting in a site crash. This is an example of which type of testing?

A. Performance

B. Positive

C. Non-functional

D. Negative

94) Which of the following strategies is the MOST effective in preventing an attacker from incapacitating a network?

A. Create networks that can adapt, reconfigure, and failover as needed.

B. Conduct tests on business continuity and disaster recovery (DR) plans.

C. Adhere to security protocols to prevent unauthorized access to the network.

D. Employ network segmentation to enhance resilience.

95) What is the INITIAL step that should be taken when establishing a Data Loss Prevention (DLP) program?

A. Policy creation

B. Information Rights Management (IRM)

C. Data classification

D. Configuration management (CM)

96) Which change management position is accountable for the overall success of the project and for facilitating the change across the organization?

A. Change driver

B. Project manager

C. Program sponsor

D. Change implementer

97) A company needs to enable shared access to sensitive data stored in the cloud for external business partners. Which of the following identity models is the MOST effective in obscuring identity providers (IdP) and relying parties (RP) so that the subscriber lists of different parties remain confidential?

A. Proxied federation

B. Dynamic registration

C. Federation authorities

D. Static registration

98) A security professional is looking for a secure and efficient way to encrypt data on an endpoint. Which solution incorporates a root key?

A. Bitlocker

B. Trusted Platform Module (TPM)

C. Virtual storage array network (VSAN)

D. Hardware security module (HSM)

99) What is the compliant combination of cryptographic algorithms according to Federal Information Processing Standard (FIPS) Publication 140-2 for non-legacy systems?

A. Diffie-hellman (DH) key exchange: DH (>=2048 bits) Symmetric Key: Advanced Encryption Standard (AES) > 128 bits Digital Signature: Digital Signature Algorithm (DSA) (>=2048 bits)

B. Diffie-hellman (DH) key exchange: DH (>=2048 bits) Symmetric Key: Advanced Encryption Standard (AES) > 128 bits Digital Signature: Rivest-Shamir-Adleman (RSA) (1024 bits)

C. Diffie-hellman (DH) key exchange: DH (<=1024 bits) Symmetric Key: Blowfish Digital Signature: Rivest-Shamir-Adleman (RSA) (>=2048 bits)

D. Diffie-hellman (DH) key exchange: DH (>=2048 bits) Symmetric Key: Advanced Encryption Standard (AES) < 128 bits Digital Signature: Elliptic Curve Digital Signature Algorithm (ECDSA) (>=256 bits)

100) What is the MAIN objective of generating and reporting metrics for a security awareness, training, and education program?

A. Evaluate the program's impact on the organization's employees.

B. Inform all stakeholders about the program's advancement.

C. Support the oversight of regular training sessions.

D. Fulfill legal requirements and document due diligence in security practices.

101) Which of the following options BEST reflects the principle of open design?

A. The security functions of a computer system will be apparent through disassembly, analysis, or reverse
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