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        In this increasingly electronic age, we are all required in our everyday lives to rely on modern technology to communicate with each other. This reliance on electronic communication, however, has brought with it a dramatic diminution in our ability to communicate privately. . . . Whether we are surveilled by our governments, by criminals or by our neighbors, it is fair to say that never has our ability to shield our affairs from prying eyes been at such a low ebb.

        —Judge Betty Fletcher, Bernstein v. Department of Justice, May 6, 1999

        This capability at any time could be turned around on the American people, and no American would have any privacy left, such is the capability to monitor everything: telephone conversations, telegrams, it doesn’t matter. There would be no place to hide. The technological capacity that the intelligence community has given the government could enable it to impose total tyranny . . . and we must see to it that this agency and all agencies that possess this technology operate within the law and under proper supervision, so that we never cross over that abyss. That is the abyss from which there is no return.

        —Senator Frank Church, Meet the Press, August 17, 1975
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        Preface and Acknowledgments

      
      While this book is true to my memories, it’s still a memoir, not a history. I have re-created conversations, and provide my impressions of other people’s positions and reactions based on what I recall. The stories should be interpreted that way rather than as exact quotes or objective truths. I have changed many of the names of people who are not already publicly known, including my birth family, friends, and exes. I have left out some pieces of my personal life where I thought they would be more hurtful than helpful or not sufficiently relevant to the larger story. Finally, I am certain that I have forgotten or overlooked many important moments and people along the way. My apologies to anyone who I’ve accidentally slighted or written out of this extremely personal set of stories. All mistakes are my own.

      Another caveat. The Electronic Frontier Foundation (EFF) has done much more work than the stories I tell here. We helped ensure that the First and Fourth Amendments apply online, although there’s more work to be done on each. We helped set a high bar for attempts to unmask anonymous speakers in online forums to stop intimidation by litigation. We have consistently supported section 230, a law that protects the intermediaries that everyone needs in order to speak and share information online. While the focus of this book is governmental attacks on privacy, we have argued against the current surveillance business model and for a comprehensive consumer privacy law since long before concerns about surveillance capitalism became front-page news.

      There’s more. We also established that bloggers are journalists and subject to journalist shield laws. We fought against the early, insecure electronic voting machines that had no way to audit or recount votes. We started a patent-busting project that for over a decade fought to eliminate stupid patents—a phrase coined by the investor Mark Cuban, who also financially supported that work.

      EFF, along with our friend Aaron Swartz, helped lead the charge against two proposed laws called SOPA/PIPA that would have created a “blacklist” of censored websites based on accusations of copyright infringement. We pushed back on copyright bullies, including defending a mom who received a takedown because she posted a video of her toddler dancing to a Prince song.

      Our Coders’ Rights Project has helped countless security researchers conduct and publish their work, thereby aiding all of us to have a more secure digital world. We have long defended free and open-source coding and coders. We keep pushing back on the overbroad application of computer crime laws. EFF helped encrypt the web as a part of the Let’s Encrypt project. We built Privacy Badger to help users protect themselves against online tracking and surveillance capitalism.

      As well, we stood up for digital privacy beyond the Fourth Amendment—pushing back against government use of facial recognition tools, automated license plate readers, ubiquitous cameras, and the exploding surveillance dystopia at or near the US southern border as part of our Street-Level Surveillance work.

      And that’s just the start.

      There are other books to be written about all of this other work and more. I hope others will tell those stories because they are important. By choosing to focus on these three governmental, national security-based privacy fights, I in no way mean to diminish all of that work, or the fearless fighters at EFF who continue to do it.

      Thanks to EFF staff and board of directors, who agreed with me that these stories needed to be told, trusted me to do so, and have supported me from this initial idea to its completion. Special thanks to Shari Steele and Pam Samuelson, who have been my champions and heroes throughout the past thirty-odd years.

      My appreciation to the unflappable Madeleine Mulkern for her expert help wrangling this text as well as several sets of EFF interns who helped with the research and cite checking, especially Katie Farr and Nick Delehanty.

      Thanks also to Rebecca Jeschke for the original suggestion to write a book, Cory Doctorow and Dave Maass for reading early proposals, and Jennifer Lynch for handling the legal side for EFF along with Michael Wolfe. Heartfelt gratitude to Bruce Schneier for his enthusiastic initial reading of my proposal and connecting me to the MIT Press. Thanks to Gita Manaktala and the MIT Press for taking a chance on me, and Elaine Elinson for supportive editing.

      This book would not exist without Rainey Reitman, who signed on to make sure that I would actually write it even as I continued serving as EFF’s executive director. As anyone who has ever worked with Rainey can attest, she is a force of nature. Rainey never let me slide away from the book for too long, and served as a coach, thought partner, enthusiastic first reader, and strong editor. Her thoughtfulness, careful reading, and inspirational ideas are reflected throughout the book. I’m eternally grateful.

      Finally, my deep and ongoing thanks to John Gilmore. John had the vision to help found and steer EFF for its first thirty years, and took a chance on a young, female, nontechnical lawyer to handle one of the most important early cases involving privacy and the internet. Even when we have disagreed—and we have definitely disagreed—John has never wavered in his support of me or in his commitment to preserving privacy.

    
  
    
      
        Introduction

      
      
        Cypherpunk Dress-up Day

        As I rounded the corner from the elevator on the nineteenth floor of the federal building in San Francisco, I could see that the crew that gathered in front of Judge Marilyn Hall Patel’s courtroom was definitely not your normal courthouse fare. Standing and even sitting on the majestic marble floors were well over thirty people. Mostly pale white men in their thirties, with longish, stringy hair, they were uniformly scruffy and awkwardly dressed in suits and ties. They all seemed to be in outfits that their mothers had picked out for them for a family wedding.

        Or maybe I was just projecting. I was thirty-two years old, worried about my hair, and wore a suit that my mother picked out for me from the Denver department store where she worked.

        They may have been a motley bunch, but they warmed my heart. They were there to show support for me as I argued a case called Bernstein v. Department of Justice.

        It may not have looked like it, but it was obvious to me and that crew gathered on a cool San Francisco morning in September 1996 that what happened in that courtroom would be crucial to the future of the internet. How Judge Patel ruled would play a major role in determining whether people would have privacy online.

        I must have seemed nervous because my cocounsel Jim Wheaton looked over at me. He touched my elbow and said quietly, “You’re in your mother’s arms.”

        With that, I pulled open the heavy wooden doors and walked into the courtroom.

      
      
        Privacy Isn’t What You Think It Is

        Privacy isn’t what most people think it is, at least not entirely.

        It’s not a secret coat of anonymity you throw on before doing something embarrassing. It’s not about keeping your passwords safe or your sex life hidden. It’s not even about freedom of the mind.

        Yes, all of those are pieces of privacy, but they aren’t the whole thing. Privacy scholar Daniel Solove has done more than anyone else to try to enumerate all the pieces of privacy, and he rightly articulated it as including freedom of thought, control over one’s body, solitude in one’s home, control over personal information, freedom from surveillance, protection of one’s reputation, and protection from searches and interrogations. But Professor Solove also pointed out that it’s far more helpful to talk about what privacy is “for” rather than what privacy “is.”1

        For individuals like you and me, privacy is fundamentally for control—for giving us control over who can know what we do, where we do it, and who we do it with. In that way it is fundamental to our individual safety, dignity, and human rights.

        But here’s the broader, less talked about thing that privacy is for—one that has animated my work for thirty years: privacy is a check on power.

        Privacy limits the power of individuals over each other. It limits the power of governments over us. It also limits the power of corporations over us. Privacy allows people to protect themselves while creating a space to think, connect, communicate, share, and most critically, organize for change.

        Put another way, privacy is important to each of us individually, but it is important for all of us too. Safeguarding privacy is part of safeguarding a free, open, democratic society that supports everyone’s rights and liberties.

        The protection that privacy gives isn’t just theoretical. At EFF, we’ve worked with people who have suffered harassment, assault, arrest, torture, and disappearances facilitated by surveillance of their online accounts or devices. Some are domestic violence victims trying to escape their abusers, others are members of disfavored minority or marginalized groups, and still others are activists, journalists, or lawyers.

        The range of people at risk from their digital footprints is wide and growing. In 2023, a mother in Nebraska went to jail for discussing an abortion with her daughter using Facebook Messenger after Facebook was required to turn those messages over to law enforcement.2 Text messages between friends were used as the basis for a lawsuit against them in Texas for helping one of them seek an abortion.3 The issue of reproductive freedom in the United States after the Supreme Court struck down the federal right to abortion has awakened many people in the United States to this truth that members of marginalized groups, human right defenders, and journalists have known for years: the lack of privacy can be very, very dangerous.

        Privacy’s historical importance in checking power is clear once you start looking. In the civil rights era, the Supreme Court expressly recognized the connection between privacy, the First Amendment, and dissent by rejecting an Alabama law that required the NAACP to reveal its membership lists to a hostile state government. Separately, and just within my lifetime, we’ve moved from a situation in which privacy was necessary for the safety of those discussing the idea that gay people should have the right to love and marry who they choose, to this right being vindicated in the Supreme Court. Most people remember the public parts of those fights for justice—the protests, lawsuits, and congressional debates—but each of those fights required privacy in order to get started as well as to resist brutal backlashes from governments and other opponents.

        Privacy was also critical to the founding of the United States. Thomas Jefferson, John Adams, James Madison, and others needed to have many private conversations to create the conditions under which they could check the power of their colonial rulers. Some even used an encryption method developed by Jefferson as they plotted and carried out a revolution over great physical distances. This is like thousands of other activists for freedom and justice around the world who have needed privacy to help them organize.4 It is no accident that controlling and surveilling how citizens communicate is consistently one of the first moves of a dictatorship, or that finding ways to avoid that surveillance is a key step for freedom movements.

        The digital era presents new challenges for privacy. This is something the founders of my organization, the Electronic Frontier Foundation (EFF), saw in 1990. Some of these challenges are technical and others are legal. Technically it is much easier to surveil thousands or even millions of people digitally, especially since all of our digital communications and activities pass through a series of third-party service providers. Legally, the law still treats the noncontent parts of our communications—called metadata, as I’ll discuss more later—as deserving of less privacy protection, even though the collection and analysis of metadata is an extremely powerful way to spy on us. Worse, both of these challenges have been supercharged by the online surveillance business models that emerged in the early 2000s and have become ubiquitous.

        While I care deeply about personal privacy, this public purpose of checking power is why standing up for privacy has been my life’s work. Over the years I’ve taken on the intelligence community, Federal Bureau of Investigation (FBI), and the tech and telecom giants, each time to try to protect and enhance the check on power that privacy can provide.

        Because if we can do that, we can create the space necessary to push the needle online toward human rights, freedom, and democracy. But if we fail, we face what the digital world could easily become: the most repressive, controlling, and authoritarian space ever created. We could end up with what US senator Frank Church in 1975 called “total tyranny,” and what more recently National Security Agency (NSA) whistleblower Edward Snowden called “turnkey totalitarianism.”5

      
      
        National Security Talisman

        One of the frustrating things about fighting these fights from the 1990s onward has been how often I’ve felt like Cassandra—issuing warnings about the dangers of unchecked surveillance and incursions into privacy that were consistently ignored or brushed off. I’ve tried to convince high-ranking national security officials that even if they would never misuse the awesome spy powers they were amassing, a future set of government officials might not be as honorable. This hubris, belief in their own goodness and the power of norms led multiple administrations to resist efforts to reform the excesses of the post-9/11 spying, despite a growing mountain of evidence of gross mistakes and abuses. As you’ll see in the rest of this book, national security has become a talisman that can be held up to reduce the checks and balances built into our Constitution and laws.

        In early 2025, the second Trump administration summarily fired many of those same national security professionals and has stripped some of their security clearances. The Trump government seems not only uninterested in observing the stated norms of the previous administrations but also hell-bent on publicly blowing past them. It has repeatedly deployed and expanded the national security talisman. It is no surprise that one of the first things that the second Trump administration did was seize control of the giant government agency databases that contain personal information about tens of millions of people in the United States. I fear we are at, if not over, the abyss before tyranny that Senator Church warned about.

      
      
        This Book

        I’ve framed this book as a memoir because I don’t just want to make an argument in favor of digital privacy. I’m a practitioner, not a journalist or academic. I want to bring you with me into the actual work of protecting privacy, especially in the courts. This frontline work is how privacy actually gets protected, and my goal is to pull back the curtain so that you can see not just what we did but how we did it, and how it felt along the way.

        This book contains stories about three sets of lawsuits I’ve handled trying to protect and extend the right to privacy in the digital age.

        The first story is about my fight in the 1990s to free up the science of encryption from US government regulation that effectively blocked internet users from obtaining security and privacy.

        The second one arises out of a set of cases that started in 2005, but really reach back to the government’s secret response to the 9/11 attacks in 2001. Through these cases, I tried to stop the NSA from dragnet spying on the internet, which it did by piggybacking on the networks run by the telecommunications giants AT&T and Verizon. The NSA spying cases finally ended at the Supreme Court in 2022.

        The third story is about the cases we brought to scale back a kind of governmental subpoena called National Security Letters (NSLs), which had been supercharged by the USA Patriot Act in 2001. NSLs allowed the FBI to require various companies to provide metadata about their customers and then gagged them from ever telling anyone what had happened. Those cases started in 2011 and ended in 2022, so the second and third set of stories overlap in time.

        While these three sets of cases are now all in the past, they help set the frame for some of the issues we confront today and will continue to face regardless of the specifics of the technology. Protecting the publication of information and the separation of powers, closely scrutinizing national security claims and ensuring transparency in government will all remain vital to preserving our human rights. The legal arguments and strategies may shift, but protecting privacy will remain a critical part of protecting people against power, whether the mechanisms for spying are based in artificial intelligence, drones, nanotechnologies, neurotechnologies, or something entirely new.

        In between the court cases, I’ll talk about the ways that my personal life intertwined with and was enriched by this work. Because a life standing up for privacy—or whatever value grabs your heart and won’t let go—isn’t just about the work. Privacy is both a personal and public right, and my fights for it have included both sides too.

      
      
        Privacy, Really?

        Now I know what you’re thinking: How quaint to talk about privacy right now! Wasn’t it declared dead a long time ago, leaving us in a sea of cameras, logs, cookies, and pixels that have trapped us in a modern panopticon? And haven’t the titanic companies surpassed the government as a threat to our privacy?

        Let me start by dismantling the false choice often embedded in these questions: that some sort of separation exists between private, corporate surveillance and governmental surveillance such that we have the luxury of choosing which one we care about more. We don’t. It’s a mistake to not see how the intelligence agencies and law enforcement rely on the data that companies collect about us.6 All the stories I’ll tell here arise from the government’s piggybacking on private data collection and handling. And the government’s interest in ongoing access to that corporate data is one of the things blocking comprehensive privacy legislation. The truth is that too much corporate power to spy on us and too much government power to spy on us are each a threat individually, and they combine for a truly toxic mix. Ultimately, they undermine our ability to check either source of power over us.

        And what about the other old saw: that privacy and security are on some sort of teeter-totter, such that if we give up some of our privacy, we’ll get more security? I’m still waiting for the evidence that this is true. There is a widespread belief—fueled by law enforcement and the intelligence agencies—that somehow we can surveil ourselves to safety. But if that were true, we’d see increased security in places where we have more surveillance, like the plethora of cameras in city neighborhoods across the country where low-income and marginalized people live. These places already have much more surveillance than suburban and country locations without becoming demonstrably safer—especially for the people who live there.

        Another example of more surveillance without more security is police-worn body cameras. These cameras were sold to the public as a way to reduce police violence and ensure truth in prosecutions. But in part due to the power dynamics that allow most police to control what gets recorded, review the recordings before giving their statements, or outright deny or delay release to the public or victims, we haven’t seen a sea change in police accountability (much less police behavior) from the millions of taxpayer dollars spent on these cameras.7

        I believe that over time, privacy and security are mutually reinforcing. This is especially the case with encryption, where the same techniques that offer privacy also provide security and protection from criminals, stalkers, and spies.

        Yet it’s also true that privacy can be controversial and even subversive, as in the case of the founders of the United States. The right to privacy can protect our ability to disobey—including disobeying criminal laws that are reasonable and justified as well as those that are oppressive. There is an old saying that one man’s terrorist is another man’s freedom fighter. Privacy protects them both.

        In theory, privacy can make it more difficult for governments to locate and identify wrongdoers. Yet people often envision a “ticking time bomb” scenario that comes out of movies and TV, seeing privacy as a barrier to stopping malicious actors who are just about to do terrible things. But what makes exciting television isn’t really how law enforcement or the intelligence community do their work. Real police and intelligence work happen during a timespan that almost always leaves more than enough time to seek a warrant or other judicial review to minimize mistakes and avoid misuse. And both mistakes and misuse happen far more often than we see on TV.

        Fights about digital surveillance also tend to assume that it is the only tool in the governmental toolbox, ignoring more widely used techniques like old-fashioned physical surveillance, convincing one participant of an encrypted or secret conversation to provide access, or infiltrating criminal or terrorist networks. Moreover, TV almost never shows you the reality that having collected so much information, the ability to sort through it all for what matters becomes its own problem. When you’re looking for a needle in a haystack—and even today terrorist attacks are still that rare and unpredictable—adding more hay to the pile can make the job harder, not easier.

        In my thirty years of these fights, the government consistently exaggerates the risks—calling the use of encryption “going dark” and making apocalyptic predictions that never seem to come true.8 We regularly find out that claims of mass surveillance actually playing a key role in solving terrorist attacks or serious crimes are overblown, if not flat-out lies. For the likely hundreds of millions of innocent people whose communications were subject to the NSA’s mass surveillance that I discuss in the second set of stories in this book, and the hundreds of thousands of people impacted by NSLs that I explore in the third set of stories, fewer than 550 individuals in the United States were convicted of terrorism in total in the fifteen years between 2001 and 2016.9

        While stopping even one horrific attack is important, these techniques just haven’t been shown to do so, especially inside the United States. At the same time, misuse and abuse have been consistent, including incidents of government officials tracking their exes and lovers, deemed “love intelligence” or “LOVEINT” by the NSA.10 Various US inspector general reports show just how sloppy the government is with our privacy, even with rules that are extremely loose. I suspect much more is not yet visible to the public. At some point we should demand that the benefits be weighed honestly against the costs. Those costs include lost liberty and trust of those communities targeted. More practically, those costs include a tremendous amount of taxpayer money and other resources that could have been put toward strategies that would actually make us safer.

        But for the purposes of this book, I’ll concede that for both law enforcement and the intelligence communities, their jobs solving crimes and listening to spies or potential terrorists could be easier if no one had privacy—with no pesky warrant requirements and communications just sitting on the open wire so that they are easy to tap into, collect, and analyze.

        The question isn’t whether privacy always protects conversations that are good. It doesn’t, any more than free speech always protects ideas we agree with or due process always protects the innocent. Instead, the question of protecting privacy is about what kind of a society we want to live in: one that protects human dignity along with the ability for society to change and self-govern, or one that makes the job of law enforcement and spies a little easier while putting us all at greater risk not only from our own governments but from foreign governments and criminals too.

        This assertion—that people need privacy and security so we should build and protect the tools that give it to them as well as require limits on law enforcement’s powers to surveil them even if it sometimes makes law enforcement’s job harder—seems straightforward and even banal. But the path to making it happen has been anything but. We’ve been at it for over thirty years now and we’re still fighting.

        At times this has puzzled me, and at other times I kind of understand it, but mostly it just infuriates me. That’s a long way of saying that for any number of reasons—from small, individual dignity to the protection of democracy and self-government—I strongly disagree with the former CEO of Sun Microsystems that privacy is something we just need to “get over.”11 I hope by the end of this book that you’ll agree.

      
      
        I Am Trying to Recruit You

        Cards on the table: I’m trying to recruit you. That’s why I included so much of my personal story here, including when and how I have found support in dark times. Of course, if I convince you to join the digital rights movement, I’ll be overjoyed. But I hope that these stories help inspire you to jump into whatever righteous cause calls to you. We need lawyers for digital rights, but we also need coders, artists, marketers, scientists and economists. And we need all of those and more for issues far afield from the internet too, yet that still contribute to a better, more just world. Regardless of the context, I hope to inspire you to dedicate some of your life to making the world a better place, in whatever way best suits you. If you do, surprising and interesting things can also happen in your personal life. At least they did in mine.

        I have another reason for writing down these stories. I have noticed something about the narratives that tend to dominate the history of the first two decades of broad public internet use. The central tales seemed to be about the handful of predominantly white men who built businesses out of new technologies—with names like Steve Jobs, Bill Gates, Sergey Brin, Eric Schmidt, and Jeff Bezos, and then following them, Mark Zuckerberg, Jack Dorsey, Sam Altman, Elon Musk, and Tim Cook.

        Not that these aren’t important stories, but they paint a pretty narrow portrait of what were incredibly rich times. They feed a false sense that businesses were all that mattered in the early internet. These narratives overlook people like me, along with the hackers who built the networks and protocols that support privacy, and the cypherpunks (sometimes the same people) who publicly pushed for both the law and technology to support digital privacy from the earliest days of the internet. We had a large, colorful, and eclectic posse working to embed privacy into the law and technology of this new digital world. While we didn’t always win, our work helped make things better. I’m hoping that by sharing these stories, I’ll help make the history of the first two decades of the public internet a little more complete.
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          Freeing Cryptography: Bernstein v. Department of Justice
        

      
      
        Math = Privacy and Security?

        When I walked into the San Francisco courtroom on that September day, I was a lawyer representing Daniel Bernstein, a math PhD student who was studying at the University of California at Berkeley. Dan specialized in cryptography, also called encryption. Cryptography works by scrambling information so that it can only be accessed by someone with a kind of key, keeping it secret from anyone who doesn’t have that key.

        The facts of the case were undisputed: Bernstein wanted to publish some cryptographic computer code and an academic paper in an online public forum called sci.crypt. Cryptographers and security experts used the forum to share and develop ideas about cryptography. The government forbade Bernstein from publishing his work without first applying for a license, and given the kind of encryption Bernstein wanted to publish, the license would not be granted.

        The case may have seemed like it was about computers, math, or science, but it was also about privacy, confidentiality, security, and the right to free speech.

        How did encryption, an ancient science of applied math, become so critical to our privacy and security online? It’s because scrambling digital communications and data so that they can only be unscrambled by others with a digital key ends up being one of the only ways we can control who has access to the information we create, store, and share on digital systems.

        Put another way, an internet without encryption is one without trust at its most basic level. We cannot trust that we know who we’re talking to, where we’re navigating to, or that our messages were not altered in transit. Without that trust, so many things that we rely on the internet for just wouldn’t have developed.

        In the 1990s before encryption became widely available, no communication on the internet—whether intimate, professional, or ideological—could happen without fear of exposure, fraud, and interruption. The same is true of sales for everything from airplane tickets to office supplies to groceries. Everything we buy or sell online relies on encryption to protect those transactions. Online banking, investing, and services like Zelle and Venmo that let us send money to friends, buy from small businesses, or donate to a good cause all rely on encryption too. Without encryption we could not have end-to-end secure messaging through software like Signal, WhatsApp, or Apple’s iMessage. Only a fool would put confidential business plans or trade secrets into an email or cloud storage before encryption became ubiquitous.

        While we didn’t have handheld mobile devices in the 1990s, other than some clunky and expensive ones, encryption was a necessary element for those to become trustworthy tools too. Without encryption of your data, if your phone or computer was stolen or lost, anyone who had physical custody could have easy access to your entire life. In all likelihood, they could also thoroughly impersonate you. That password, finger, or face you use to unlock your phone or computer gives a lot of protection that just wouldn’t exist if encryption had remained highly restricted.

        But wait, there’s more. Encryption helps ensure that when we think we’re at our bank’s website, we can trust that we actually are, instead of at some fake site that has hijacked our device, browser, or network. Without encryption, we couldn’t trust that when we go to our local government website, we’re actually getting the government’s information about weather and other emergencies, where to get services or where to vote. The list goes on.

        Don’t get me wrong; we still have tremendous security and privacy problems on the internet today, and still need more trust. Criminal and state-sponsored hacking, data breaches, identity theft, and other attacks on our networks continue to be dangerous as well as costly problems. We’re nowhere near the security needed to vote with a secret ballot online. Biometric identifiers create their own issues. But without encryption, it would be much, much worse. It’s fair to say that if we had not freed encryption, the internet would be a much less useful and much less important place than it has become. It could easily have stayed the tool and plaything of a few elite hackers, scientists, and governments that it was in the 1990s.

        When we started this case, the US government was actively blocking the deployment of strong encryption tools. The Department of Justice criminally investigated a Colorado man named Philip Zimmermann for creating and publishing a strong encryption program for use by anyone called PGP.1 PGP is short for pretty good privacy. The name is an homage to the claim of “Powdermilk Biscuits,” the fictitious sponsor of public radio’s A Prairie Home Companion, to be “pretty good” for everyone. In this it nods both to the Midwestern gift of understatement and the idea of making cryptography available to all. PGP was widely used by human rights activists and journalists, yet Zimmermann faced a multiyear fight for his freedom for offering this basic privacy tool.

        And it wasn’t just Zimmermann. Cryptographic academics, businessperson, scientists, and developers all faced governmental threats. The US government was serious that it viewed encryption as a weapon.

      
      
        Software Capable of Maintaining Secrecy

        The specific rules we were challenging in court that September day, and that were critical to blocking the development of encryption for all the uses I named above, were, somewhat strangely, export restrictions. The US Munitions List is a giant list of all the things that no one can export from the United States without a license. This includes things like rocket launchers, grenades, and chemical weapons. In the early 1990s it also included encryption software, specifically “software capable of maintaining secrecy.”

        The regulations define “export” as making something available to foreigners abroad, so publishing anything on the public internet qualifies as an export since foreigners always potentially have access. That’s how a grad student publishing a computer program from Berkeley, California on an internet newsgroup still ran afoul of the export regulations.

        This export restriction may have made sense in a time where secret codes were predominantly a military tool. After all, the breaking of Nazi encryption by the Enigma device—led by legendary scientist Alan Turing and accomplished by a crew of women code breakers at Bletchley Park near London—is rightly credited as critical to the Allied victory in World War II.2

        But the fact that in the 1990s encryption software remained categorized as a munition meant that it remained a serious criminal offense to share the information as well as develop and distribute the tools that would help protect us, even as the developing internet made digital security and privacy more critical to more people than ever.

      
      
        How Did a Nice Iowa Girl Like You Come to Sue the NSA?

        So how did I become the person walking into court that day? At one point a reporter asked me that, not so subtly pointing out my gender along with my Midwestern childhood. While the phrasing was a little belittling, in some ways it probably does start from my beginning.

        I grew up in a small town in central Iowa, but I wasn’t born there. I was born in Detroit and had been adopted at birth. My parents had always treated my adoption as my special story. When the call came that I had been born, they jumped into their yellow station wagon with fake wood siding and headed east to Michigan to pick me up. Along the way, they dropped off my eight-year-old brother Steven with my aunt and uncle who were living on a naval station in Chicago since my uncle was in the navy. While my brother was waiting for my parents to return, he colored and cut out paper baby bottles and taped them to the ceiling of their ranch house.

        According to my mother, their station wagon didn’t have a license plate for some reason, so it was illegal to drive it across state lines. This gave the story a tiny bit of outlaw flavor. My mother said that she urged my father to drive under the speed limit, despite their hurry, since she was afraid of getting stopped by the police while crossing from Iowa through Illinois, to Michigan and back. The implication was that he didn’t listen to her because he was so eager to meet me. I loved the story since that was about as “outlaw” as my Midwestern parents ever got.

        When they returned, they told their friends to meet at their house for a surprise, but didn’t tell them what it was. There had been all sorts of speculation that it was a new car or refrigerator. Then the punch line came: “They drove up with a baby girl with the biggest brown eyes we’d ever seen!”

        In addition to my older brother, my mother got pregnant again four years after they adopted me. That was my little sister. I was the adopted one yet also the middle child. I looked like my parents, so much so that we’d play games and have people guess which one of us was adopted. They’d usually pick my blond sister or redheaded brother rather than me, the brunette like my parents.

        I was a daddy’s girl, crawling into his lap when he got home after work as he settled into his brown tweed easy chair with a blended whiskey. On the weekends we went camping as a family, over the years moving from a tent to a pop-up camper to a small motor home. Dad loved to fish, so we camped near lakes and reservoirs. At the end of those days, we often had fresh walleye, crappie, or catfish for dinner. Dad and I were Minnesota Vikings fans, in the days of Fran Tarkington, Chuck Foreman, and Ahmad Rashad.

        Even so, I always felt that in some critical ways, I didn’t quite fit in. I couldn’t shake the feeling that I could be abandoned or exiled at any time.

        That vulnerable feeling was fed by what happened when I was about eight. I woke one morning and my mother was gone. A family friend was in the kitchen making breakfast for my brother, sister, and me. She told us that our mom had gone to the hospital, but that we still needed to go to school. I later learned that my mother had developed bipolar disorder, and the illness led her to hear voices as well as act paranoid and erratic. I had seen that myself. Just before she was taken away, she had come into my bedroom in the middle of the night. She did not seem like herself at all and had angrily demanded that I make my bed. It was confusing and scary. My father came in to get her and told me to go back to sleep.

        We kids numbly went to school as we were told. By the time we came home, my father was there. He sat us at the kitchen counter and told us that our mom would be gone for a while, and that we could not visit or call her. I don’t remember much about that time, just being scared that she wouldn’t come back.

        In a way, she didn’t. When she returned home a month or so later, she was quite a different person. She had undergone shock treatments and was on the heavy medication called lithium that was the norm for what was labeled a “nervous breakdown” in the 1970s. She was slower, less able to think, and her emotions were flattened in ways that were obvious, even to us kids. But she also wasn’t manic anymore and didn’t act strangely.

        I adapted to losing her and getting her back by working hard to not be any trouble. I started thinking of myself as her caretaker and protector as well as the protector of my little sister. I got good grades and was responsible. I worked hard to be perfect on the outside. I even chased popularity since she wanted me to be a cheerleader. Inside I always felt like it could all go away at any time if I didn’t do everything right.

        Our family didn’t talk much about what had happened, either with each other or our friends. I don’t recall being told to keep it a secret, but that’s essentially what we did. I retreated into books, reading voraciously, mainly fiction, where I could easily slip into other times, places, and families.

        I got another lesson in privacy when I was about thirteen. My parents went through a messy divorce that was fodder for a lot of gossip, in part since divorce was relatively rare in small-town Iowa in the early 1970s. We had a saying in my hometown: You don’t need turn signals because everyone knows where you’re going. That was comforting on one level. I could choose something at many stores in the town square and just say, “Please charge it to my dad,” and they would. Yet once the scandal started, it was stifling. My father began a close relationship with and later married a woman who had been my mother’s good friend. In fact, she had been the woman who was in the kitchen making breakfast the morning I woke up and my mother was gone.

        Everyone in town seemed to know about my parents’ breakup, and my mother was thrown far off-kilter mentally. My brother was away at college across the country, so she ranted to my sister and me about what was going on, and expected us to side with her, which I definitely did. On the day my father told me that he was moving out, I had asked him to take me with him. But he insisted that I stay, saying that he needed me to take care of my sister and mother. So I had my own additional reasons to be angry at him, and feel rejected and abandoned.

        Ever the good girl, though, I stepped up even further to support my mother, and she did need it. She had never held a job outside the home other than teaching swimming lessons in the summer. I helped balance her checkbook and navigate situations involving authority, including the bank, along with the phone and gas companies. Our standard of living fell as my mother tried to keep us in the same house, which she really couldn’t afford. She started taking in boarders as well as collecting cans and bottles for the deposits in order to supplement the insufficient child support and alimony she received. Ultimately she took one of her first jobs as a department store clerk in the local K-Mart. Operating the cash register was beyond her, so she became the person who gave out and collected the little disks with the number of clothes to be tried on in the dressing room. I walked around town
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