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      Introduction

      
      
      This book is about biological warfare, or BW, arms control during the Age of Biotechnology.

      
      It examines the continued relevance, even the essentiality, of an arms control
         treaty—the Biological and Toxin Weapons Convention (BWC)—that has been a foundational
         element of our nation’s security for almost forty years, even eliminating an entire
         class of strategic and deadly weapons. It is also about an arms control forum that
         has
         been meeting just once every five years for decision making on topics that are moving
         with exponential velocity, and it has reach and implications far beyond the realm
         of
         traditional national security and arms control.
      

      
      In putting together such a book, questions arise, “Who is the target audience?” “To
         whom will the book appeal?” It is my hope that this book will appeal to a wide audience
         within the national security, arms control, science and technology fields, and academic
         disciplines. With the treaty verification debate and the need to reexamine the U.S.
         position on this topic, those directly involved in developing positions and conducting
         negotiations should find this book useful. My expectation is that the book will also
         have broad applicability to people who are interested in security issues but are not
         professionals in the field. In this regard, the BWC serves as an interesting case
         study
         linking the Cold War past with the biotech future. As a result, I believe this book
         will
         appeal to those in the biotechnological discipline who are working in biological
         laboratories attempting to unravel the mysteries of life, to prevent and cure disease,
         or to prevent a biological warfare (BW) attack from a state actor or bioterrorist.
         Several examples serve to highlight the types of issues related to the BWC and
         ultimately to a reader.
      

      
      In national security terms, we continue to be concerned about a number of nations
         that have either not joined the BWC or have been deliberately ambiguous about their
         intentions with regard to biological weapons. In 2013, with the turmoil in Syria,
         great
         concern exists concerning the potential stocks of biological weapons Bashar al-Assad
         is
         thought to have amassed. Would he use them against his own people or perhaps against
         an
         international force? When his regime falls, what will happen to the biological material
         that he is thought to have? The same questions could be asked with regard to North
         Korea. Which other nations have stocks of illicit BW? 
      

      
      Even older issues such as the former Union of Soviet Socialist Republics (USSR)
         program continue to be shrouded in mystery. A new account suggests that President
         Putin
         has decried claims that the Soviets ever had such a program, despite overwhelming
         evidence to the contrary.
      

      
      Bioterrorism has become an issue of great concern. Three bioterror events serve as
         harbingers of the potential for a bioterrorist attack: the Rajneeshee cultists in
         1984
         in Oregon in the United States; attempted attacks by the Aum Shinrikyo in 1990 to
         1993
         in Japan; and anthrax-filled letters sent to attack a number of targets in the United
         States in 2001. None of the attacks were particularly effective in causing mortality
         and
         morbidity, but their effects transcended their immediate outcomes. In the case of
         the
         2001 attacks that have been labeled Amerithrax, we can measure the result in the
         billions more in spending directly related to preparedness and response activities
         that
         resulted. More recently, al-Qaeda leadership has called for trained microbiologist
         and
         chemist jihadists to answer the call to arms.
      

      
      But the relevance of the BWC is not just to prevent and respond to a state or
         terrorist BW attack. The reach can and should be much farther. It includes deliberations
         on issues such as genetically modified organisms (GMO), the response to naturally
         occurring pandemics, and accidents or biohazards resulting from the misuse of science.
         In these efforts, the BWC can serve a useful purpose in policy development, coordination
         with other international organizations and forums, responding to claims of biological
         events, and assisting nations in developing their readiness against a range of
         biological threats.
      

      
      It is ironic that in this Age of Biotechnology defining the early years of this
         century, some are claiming the Biological and Toxin Weapons Convention (BWC) is becoming
         irrelevant. The outcome from the 2011 review conference was indeed underwhelming and
         focused more on the past than on the future. Unfortunately, it saw a return to the
         discussion of issues that some states had wishfully hoped would remain part of history
         and that others were determined to resurrect. However, the BWC can and must be much
         more
         in this Age of Biotechnology.
      

      
      In 1969, President Richard Nixon denounced biological weapons and eliminated the U.S.
         offensive biological weapons program. Much about that decision is known, however,
         still other aspects of the decision are shrouded in mystery. Why would the president
         eliminate from the U.S. arsenal weapons that had demonstrated strategic potential?
         Was he trying to ensure that other nations would follow suit and eliminate what many
         have come to believe is the “poor man’s atomic bomb”? Or was he advised that international
         negotiations to eliminate biological weapons were on the near horizon and it would
         make sense to demonstrate U.S. leadership in this area? While the source documentation
         leading up to the decision has been studied, the final decision calculus remains a
         mystery. Little has been written about the final decision to renounce offensive biological
         weapons, and President Nixon made the decision with input from only a small group
         of close advisors.
      

      
      Six years later, the BWC was credited with being the first arms control agreement
         to eliminate an entire class of weapons. In typical arms control fashion, the BWC
         entered into force with the usual declarations and reservations that accompany arms
         control treaties. In some regards, the BWC was a standard international agreement
         with
         articles of the Convention and allowances for any party to withdraw from the treaty
         if
         its supreme interests were jeopardized. Yet one major difference—some might call it
         a
         shortfall—separates the BWC from other arms control agreements; the Convention lacked
         a
         verification protocol.
      

      
      This omission was not one of lack of foresight but rather that the parties could not
         agree to a verification regime or to compliance mechanisms. Perhaps this was the genius
         of the Convention—allowing for the elimination of a class of dangerous weapons but
         leaving the details of implementation for a later time. Or perhaps, the framers of
         the BWC understood that the Age of Biotechnology was on the near horizon and attempts
         made to “manage” the BWC in the same manner as other arms control agreements would
         be fruitless. For whatever reason, the BWC has no verification mechanism or measures
         to provide member-state parties confidence about compliance.
      

      
      The lack of detail in the original BWC articles—the total Convention is only slightly
         over 1,700 words—has kept the BWC germane for over thirty-five years. The original
         articles of the Convention remain as they were at the time of the negotiation of the
         BWC. Yet in terms of implementation, little has been done to update the Convention.
         Clarifications have been issued, and modest enhancements, such as the inclusions of
         “voluntary” confidence-building measures, have been established. Uneven national implementation
         of the Convention, the lack of universal subscribers to the BWC, and the glacial pace
         of BWC discussions provides evidence of a lack of progress on even the most basic
         elements of an arms control treaty.
      

      
      This comes at a point in the history of humankind that many refer to as the Age of
         Biotechnology, when advances in medicine, technology, pharmaceuticals, and other related
         fields are so rapid that laws, policies, regulations, and codes of behavior cannot
         keep
         up. Change is occurring exponentially in these key technical fields, and the body
         of
         knowledge continues to expand with no end in sight. De novo synthesis of living
         organisms is on the close horizon, genetic manipulations of the very essence of life
         are
         occurring with great regularity, and moral and ethic bounds continue to be challenged
         in
         the quest for discovery.
      

      
      While exponential change is occurring in biotechnology, the BWC continues to operate
         on its own Industrial Age, twentieth-century arms control pace. Periodic reviews held
         every five years, called review conferences or RevCons, have been augmented with annual
         meetings of states parties and experts meetings that provide more frequent dialogue
         on biological issues at the national leadership and technical levels, respectively.
      

      
      The premise of this book is that the BWC is the most important arms control treaty
         of the twenty-first century. Its reach goes well beyond what one normally considers
         for an arms control treaty. From the economy to public health to the environment to
         national security, the BWC has the potential to impact our lives in very profound
         ways.
      

      
      In developing this book, ten reasons form the foundation for this bold assertion about
         the importance of the BWC. The Biological and Toxin Weapons Convention (BWC) . . .
      

      
      
         	
            
            ...eliminates an entire class of dangerous weapons.

            
         

         
         	
            
            ...provides an unequivocal norm against the use of biological
               weapons.
            

            
         

         
         	
            
            ...provides an international forum for dialogue concerning
               biological defense issues.
            

            
         

         
         	
            
            ...has an important economic dimension.

            
         

         
         	
            
            ...is gaining more importance as the spectrum of potential
               biological threats grows.
            

            
         

         
         	
            
            ...provides a forum for coordinating preparedness and response
               capabilities against a spectrum of biological threats.
            

            
         

         
         	
            
            ...is an arms control agreement that relates directly to public
               health, the environment, food security, and biodiversity.
            

            
         

         
         	
            
            ...provides direct linkages to international security
               mechanisms.
            

            
         

         
         	
            
            ...relates to dual-use capabilities in a way that no other arms
               control treaty does.
            

            
         

         
         	
            
            ...has responsibilities for implementation that run the gambit
               from international organizations to the individual.
            

            
         

         
      

      
      In this globalized world and having entered into the Age of Biotechnology, we find
         the BWC at strategic crossroads. Will the Convention continue to muddle through, serving
         as an observer in the BW debate? Or will it evolve and adapt to meet the challenges
         posed by the rapid advances in biotechnology?
      

      
      What is the threat that we face from biological pathogens: state, nonstate,
         accidental misuse, naturally occurring disease? Does the BWC apply to all of these
         threats? What is the role of bioethics, biosafety, and biosecurity, and what is their
         relationship to the BWC?
      

      
      Is the establishment of the norm against the use of biological weapons through the
         BWC adequate to ensure that these types of dangerous weapons are never used?
      

      
      Is a verification protocol or compliance mechanism necessary, as many nations believe,
         or is it an anachronism of the arms control establishment? What does it even mean
         to “verify” when change is occurring with such regularity?
      

      
      Against the backdrop of these questions, this book will consider why the BWC is
         the most important arms control agreement of the twenty-first century. It will examine
         the positioning of the convention at the strategic crossroads between national security,
         arms control, and biotechnology. It is precisely at this intersection that such
         extraordinary change is occurring with such velocity that policymakers, strategists,
         biotechnologists, and even ordinary citizens must struggle to understand the
         implications of the BWC. Major policy changes in biotechnology have the potential
         to
         adversely affect U.S. and international biotechnology outcomes. Failure to put
         appropriate laws, regulations, and policies in place leaves open potential proliferation
         windows. The need to rely on national and international community cooperation has
         never
         been any greater than it is in this space.
      

      
      This book is also about the history of the BWC, of offensive biological programs of
         the past and the biodefense efforts of the future. It is also about the nuances of
         international negotiation and the still-relevant fundamentals of complex arms control
         treaties.
      

      
      The first chapter briefly explains the key concepts of arms control and the BWC.
         It examines the early years of the U.S. offensive biological warfare (BW) program,
         before the termination of the program by President Nixon in 1969. The chapter also
         discusses more broadly the history of state BW programs before the BWC period. The
         important U.S. unilateral decision to renounce is considered in detail, as this both
         places the rationale for this U.S. unilateral announcement in context and established
         the United States as a world leader in the anti-BW camp.
      

      
      The second chapter examines the state of the biotechnological revolution and
         presents both the path that has been traveled since the BWC entered into force in
         1975
         as well as the potential for change in this new age. It examines the field of
         biotechnology, not simply as a single area, but as a collection of technologies that
         are
         combined in such a manner as to lead to a multiplicity of outcomes. The early years
         of
         the biorevolution have already demonstrated the fundamental changes in parts of society
         and our daily lives that are possible and have left us with the promise of more to
         follow. Against this backdrop, the chapter examines the implications for the BWC,
         given
         the important transformations that are underway. The transformation that is unfolding
         before us is the evolution of biology from a largely scientific field to a more
         industrialized and engineering-based endeavor.
      

      
      The third chapter develops the argument of the central importance of the BWC to our
         collective security, public health, economic prosperity, and biodiversity of our planet.
         It provides ten reasons why the BWC is important in this emerging Age of Biotechnology.
         The chapter’s purpose is to establish a sense of ownership of the BWC as more than
         just the realm of a small number of politicians, arms control specialists, and policy
         wonks, but rather as a treaty that applies to global society and indeed to all individuals.
      

      
      The fourth chapter examines the BWC in great detail, from the articles of the Convention
         to the review conferences that are held every five years. It provides an historical
         analysis of the BWC throughout the almost forty years the convention has been in force.
         The history of the negotiations, the articles of the Convention, and the review conferences
         provide critical insights into the BWC. Many of the national positions of today have
         their roots firmly in the past and suggest strongly the inherent difficulties associated
         with major changes to the BWC.
      

      
      The fifth chapter examines the central issue confronting the BWC member state parties
         now and in the future: the question of verification. The BWC entered into force in
         1975 without a verification regime. This omission was understood at the time of signing,
         yet it did not stop the Convention from gaining 109 state signatories by February
         1975. For the next thirty-five years, this question has been revisited and once almost
         contributed to the demise of the BWC. The chapter concludes by suggesting that opportunities
         do exist to transform the dialogue on the BWC on the difficult verification issue;
         the question will be whether the parties to the convention can find the will to do
         so.
      

      
      The sixth chapter provides a prescriptive analysis of the BWC looking for ways to
         improve aspects of the treaty, including through the development of a verification
         protocol. This must be done with great care and incrementally so as not to do something
         that would destroy the convention or have a deleterious effect on the biodefense community,
         a very delicate balance.
      

      
      The final chapter provides conclusions and thoughts for the future. It is not intended
         to be a cookbook with recipes for broad, sweeping changes to the Convention. That
         would be presumptuous and fraught with a very high likelihood of widely missing the
         mark. Rather, the chapter provides a structured way of thinking about the future of
         the BWC.
      

      
      The book includes reference material that I hope will be useful to the reader, including
         the text of the BWC; the confidence-building measures form categories; definitions
         of arms control and verification; principles of verification from the United Nations;
         the text of the U.S. ambassador’s speech to the 2001 review conference in which the
         United States walked out of the negotiations; and some statistics on national implementation.
      

      
      Negotiations by their very nature are difficult, complex, and require the
         willingness to find solutions where none appear to exist. They are also not for the
         faint of heart and require patience and compromise. Negotiations can also not be
         approached as an all-or-nothing proposition or as requiring complete surrender. The
         art
         of the deal is finding a solution that is good enough for all parties, or at least
         one
         that all parties can live with. This spirit is embodied in Paul Nitze’s (a former
         Deputy
         Secretary of Defense) concept of “effective verification.” 
      

      
      It is also not my intention to radically change the U.S. position regarding the
         BWC, in particular the verification issue. Rather, my thought would be to ensure that
         the Convention does not drift into irrelevance by failing to address the issues that
         are
         perceived by many BWC member states to be central to the future of the Convention.
         Alternatively, we must ensure that any changes to the Convention do not have second-
         and
         third-order deleterious effects. To this end, we must embrace the BWC as a different
         type of arms control treaty and avoid the temptation for identifying easy answers;
         if
         there were easy answers remaining, they would have already been identified and
         addressed.
      

      
      
   
      Chapter 1

      The Road to the Biological Weapons Convention (BWC)

      
         
         
      

      
      Arms control is an arcane subject. It is practiced by a relatively small
         subsection of the security and defense community. Many times, these individuals are
         heard being referred to as arms control wonks, interchangeably in both a reverent
         and
         disparaging manner. Arms control has important implications for the lives of daily
         citizens, but it has little visibility with the average person. People do not normally
         give a second thought to controlling activities at sea, limiting nuclear weapons,
         or
         banning land mines. But these issues, along with other arms control treaties, are
         important to the national and homeland security of the United States, and the global
         community and its citizens.
      

      
      And if arms control is arcane, then the Biological and Toxin Weapons
         Convention (BWC) is surreal. The BWC is a convention that has implications for a sector
         of the U.S. economy that is approaching 20 percent of the Gross National Product (GNP)
         and includes the collective fields of biotechnology, medicine, public health, and
         agriculture. It is also an agreement that few outside of a relatively small community
         know exists. Even many scientists who work within these fields are largely unaware
         of
         the BWC or the collective requirements that it portends.
      

      
      At its very essence, arms control is about negotiation. First, there is the
         negotiation about what implements of war are to be included in the treaty or what
         behavior is to be controlled. Second, an agreement must be reached concerning the
         basic
         provisions of the treaty and how it will be implemented and monitored. Third, the
         “finalized” treaty must be sent back to capitals where it must be agreed to so that
         the
         treaty can enter into force (EIF). Finally, there is the negotiation that takes place
         on
         a periodic basis between policymakers seeking to “monitor” the implementation of the
         treaty or on the ground as inspectors seek to gain an understanding of the compliance
         of
         the treaty.
      

      
      Arms control has come to mean different things to different people, and its
         meaning has evolved throughout history. Arms control agreements existed prior to World
         War II (1939–1945); however, the modern arms control effort began in earnest after
         the
         Cuban
            Missile Crisis of 1962.[1] During the postwar period, the theory and practice of modern arms control
         came into being. The focus was on dealing with the mistrust between the United States
         and Soviet Union. Arms control was seen as a way to limit holdings of weapons systems,
         to control behavior, and to increase transparency and stability.
      

      
      Today, our concept of arms control has evolved again to include such
         activities as nonproliferation and the Cooperative Threat Reduction (CTR) program.
         And
         instead of a focus on managing U.S.-Soviet (or -Russian) relations, arms control has
         become universal with treaties intending to involve the global security community.
         While
         the BWC was developed during the height of the Cold War, one could argue that it was
         ahead of its time in being one of the first treaties to include all nations desiring
         to
         participate, and it was certainly
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