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AUTHOR’S NOTE

The Oracle is based on a research paper I coauthored in 2015 concerning the future risks of “rogue” smart contracts—blockchain-based computer programs that facilitate crime. The particular rogue smart contracts of that paper and the story here lie squarely in the realm of fiction. If the community takes due care, they should remain technically unrealizable for some time to come.
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PART I
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Trophonius and Agamedes, having built a temple to Apollo at Delphi, offered supplications to the god, and desired of him some extraordinary reward for their care and labor. They asked for no specific boon, only whatever was best for men. Apollo signified that he would bestow it in three days.

On the third day at daybreak, they were found dead.

—Cicero, Tusculan Disputations (I. 47)





ONE

Among the massive brick buildings in lower Manhattan that house the bright playgrounds of the tech industry, there’s a bridge. This antique skybridge of glass and gray metal spans two buildings on opposite sides of the street. Its high arched windows run across what looks like a floating railway carriage, the elegant remnant of a forgotten era when feats of engineering still drew incredulous eyes to the sky. Thousands of tourists have photographed it as a picturesque backdrop to their selfies. Lit by the morning sun, it appears to be empty, shut up because it’s too antiquated for foot traffic. Or maybe it was never more than an architect’s flight of fancy.

After dusk, though, tourists taking in the city lights from the High Line or lingering office workers gazing idly out of a window see the bridge warmly illuminated. And there, hovering above the center of the street, barely visible from below, is a man sitting at a desk, oblivious to the teeming city, gravity, and time.

I am that man.

I build oracles.





TWO

Delphi, Greece, 405 BC

It is the seventh day after the new moon, one of the nine days of the year ordained for consultations at Delphi. A delegation of three envoys has journeyed here from Athens. They have come to the most famous oracle in the world to seek guidance from the god Apollo, for their city is in mortal peril.

Just after dawn, the Athenians purified themselves with water from the sacred springs. Led now by a Delphian host, they walk up Mount Parnassus carrying laurel leaves and leading a sacrificial victim, a snow-white goat kid. Among the other pilgrims there, they wend their way through the splendid buildings and monuments that fill the sanctuary dedicated to Apollo. They climb the winding road known as the Sacred Way.

Purple-shadowed mountains thrust skyward all around them, for Delphi is truly a place of eagles. To find the center of the world, it is said that Zeus released two eagles from the western and eastern extremities of the earth. Where they met he placed the oval-shaped stone called the Omphalos, the navel of the world. There Delphi came into being.

Perched above the envoys on the mountain slope is their goal, the great Temple of Apollo. It soaks the warm gold of the rising sun into its massive marble columns. The pigmented band of its lofty frieze above radiates brilliant red and blue. It looms over the other buildings, as great among them as a god among heroes, or a hero among men.

The envoys ascend past rows of statues frozen in valiant poses. They walk between the marble treasury buildings—shrines like small temples—that line the Sacred Way. Each treasury belongs to a different city of Greece and houses precious objects dedicated by its citizens.

The treasures at Delphi are of incomparable magnificence. Perhaps none more so than the massive, solid gold mixing bowl and lion given many years ago by King Croesus. Together, the two treasures weigh more than half a dozen men. Yet it is said that their gold represents but a fraction of Delphi’s immense wealth. Of great renown too is the bronze serpent column that rises on high by the temple, its pinnacle bearing a gold tripod. Cast from the captured weapons of the Persians, it commemorates a rare moment of unity, the triumph of the Greek cities over an invading empire. Beckoning to the climbing pilgrims from the mountainside to the east is a shining colossus of the god Apollo, thirty-five cubits high. These are but a few of the wonders and masterpieces amassed at Delphi across the centuries. The sanctuary’s peerless trove of silver, gold, ivory, bronze, and marble proclaims the towering importance of the Oracle of Delphi in the affairs of men. No Greek city embarks upon any great undertaking without consulting the oracle. No Greek colony is founded without the oracle’s direction. Even the kings of distant lands pay homage to Apollo at Delphi and crave his counsel.

When the envoys arrive at the great temple, they find a crowd of pilgrims gathered in a nearby shelter, waiting to consult the priestess. The Athenians, however, have precedence over the other pilgrims and will be first to enter the temple. The Delphians have granted them this honor in gratitude for their lavish dedications to the sanctuary.

A priest takes charge of the Athenians’ sacrificial goat and leads it to the temple. When the priest sprinkles it with water, the victim fails to shake off the libation. The priest sprinkles it again, with the same result. When the goat does not startle and bleat, the day is deemed inauspicious and no oracle can be given. The Athenians have brought rich new dedications with them, however, and the priest does not wish to deny them a consultation. He no longer sprinkles the goat, but deluges it with a libation that nearly drowns it. Only then does it relent, bleating and shaking away the water. It is led away, butchered, and sacrificed upon the Altar of the Chians. The god’s portion is burned, dissolving in a column of smoke that twists as it drifts up to meet Him, the Radiant One.

The priest’s coercion of the sacrificial victim has affected the Pythia, the priestess who gives voice to the god’s prophecies. Or perhaps it is a divine sense of foreboding that has overcome her. She is unwilling to enter the temple. Only at the urging of the priests does she mount the temple steps and pass inside, there to descend into the inner sanctum, the adyton.

The Athenians soon follow, led by their Delphian host and a priest. As they pass through the portico, they look for the most famous of the inscriptions there. Nothing in excess, a piece of simple wisdom. More mysterious: Know thyself. And then the one most disputed by the sages: a lone letter “E” of shining bronze. They pass through the lofty doorway into the dim inner space. There burns the eternal flame, fed fragrant pine wood by an order of holy women. It throws dancing shadows onto the high walls.

They are led down a ramp, deep into the earth, toward the inner sanctum. Vast as the temple appeared when they threaded their way up the mountain, their descent into that darkling place, all but ignorant of the sun, is longer and steeper than they would have imagined possible. As they near the bottom, only glimmers from the gold and ivory of the great cult statue declare that they are still in the realm of the Radiant One. They might otherwise have believed themselves in Hades.

At the bottom, to the left, is the innermost chamber of the temple: the adyton. Within this small cave sunk into the wall, the Pythia sits upon her tripod seat of bronze. In one raised hand is a shallow libation dish filled with sacred spring water. In the other is a branch of laurel. A brazier illuminates only the craggy extremities of her hooded face. Sunk in darkness around her are objects sacred to the god: his armor and lyre, an altar, statues of wood and gold. It is the most ancient of these objects, the Omphalos, that the Athenians’ eyes seek.

The Omphalos, which marks the very center of the world. The Omphalos, which the goddess Rhea used to deceive and destroy her husband Cronus. It was prophesied that Cronos, the primordial Titan king of the cosmos, would be overthrown by his sons. He tried to evade the prophecy by swallowing the infant Zeus, his son by Rhea. Aided by the earth mother Gaia, Rhea hid Zeus and caused Cronos instead to swallow a decoy, the swaddled Omphalos. The envoys cannot not be sure whether they see it there, flanked by its gold eagles, among the dim forms.

For a thousand years, the priestess has prophesied here, seated above a fissured patch of sacred ground through which vapors rise from the underworld. The Athenians smell the strange, sweet odor, which scents the air like a costly perfume.

The lead envoy of the Athenians takes a step forward and poses the question he bears from his desperate people.

“O God of the Silver Bow, God of Light and Truth! Terrible are your might and wrath. In our ceaseless war, you have aided our enemies, the Spartans. They and their allies now threaten us on land and sea with utter destruction.

“What must we do to appease the Olympian gods, who have stood watch over Athens for over one hundred generations? What do you command or counsel that Athens might yet stand for one hundred generations to come?”

They wait. The priestess stirs, then grows still. Then, as she gazes into the dish in her hand, she swells in size and her hair stands on end. She addresses them in a deep voice that belongs to no ordinary woman. They know that when the Pythia prophesies, hers is the voice of the god himself. But now her speech is harsh and rasping, loud then choked, as though the god possessing her has been seized by madness. “Fear—” she begins to cry out, but gasps and stops. The priests eye one another in alarm. “Fear not, Athenians!” she cries.

Athens shall yet stand when this my wondrous hall

Has turned to dust, the sacred springs have dried,

My glittering bow’s unstrung, my lips are cold.

No more then shall my priestess sing the truth

Of dooms spun by the fatal hands of three.

The world shall far and wide with webs of lies

Be then ensnared, as shall her purblind men,

Who’d sell for gold the navel of the Earth.

Once more then shall I rise—

The priestess breaks off and jumps from her seat, thrashing wildly. The dish flies from her hand and clatters away. Listing like a ship in a storm, seized by a mute, malevolent force, she topples the sacred objects around her. She shrieks and rushes from the adyton up the ramp to seek the daylight, but before she reaches the entrance, she throws herself to the ground. The Athenians flee the temple. So do the priests. A daemon has poured terror into their hearts.

When they return, they find her still conscious. Her eyes move, but the spirit has left her limbs, and her breath is weak. In whispers they discuss her dreadful prophecy. The god spoke through her of things that would come to pass thousands of years in the future, things that brought horror even to the god himself. This was more than her mortal frame could bear.

She lives for only three days.





THREE

The email from the FBI mentioned a rogue smart contract. That could have meant any number of things. It might have been what I’d warned people about years before. Or not.

I thought about it as I went through my late-morning routine. First the essential weekly bout with my personal trainer, who figuratively makes me jump through hoops for an hour. I feel less like a circus tiger than an obstinate rabbit. This year, she’s pleased that I can now almost do a pull-up. A pity that next year I’ll be too old to do one.

I’d almost trashed the email before I read it. My blog posts on oracles and smart-contract engineering are popular, so I get emails from all kinds of cranks and crackpots. Not many from purported FBI special agents, though, which was why I ended up reading this one. Of course, it wouldn’t have mattered if I hadn’t. Diane would have found me anyway.

After my grueling workout of multiple half pull-ups, I shoveled down a breakfast of yogurt with blueberries, hemp seeds, baobab, and ten other things with powerful health benefits demonstrated in scientific studies, mostly with rats. It’s the one real meal of the day for me. I graze for lunch and dinner, and get a good chunk of my calories from dark chocolate. “Nothing in excess” has never been my motto. Good dark chocolate, though, has health benefits that may compensate for the extra fifteen pounds it adds around my middle.

I find that when email is bizarre and has evidence of human writing, not just an AI tool’s, most of the time it’s authentic. I gave my supposed FBI email a second read. Bizarre? Check. Plausibly human writing? Check.

Before I left for the day, I sprinkled the bonsai trees lining the window sill. I’ll prune you when I’ve got time. They bowed in thanks. I bowed back. I felt bad. They really needed pruning.

I did an internet search on the FBI special agent who’d sent the email. Diane Duménil. Unusual name. There was only one on LinkedIn. She looked legit. Educated in France, at the École Normale Supérieure. A PhD in art and archaeology from Princeton, then a job at the Library of Congress, and now the FBI. A few years younger than me, but no photo. She’d turned her back on a solid academic pedigree. No professorship for her. I liked her already.

[image: image]

My commute to work must be among the best in the world. It’s a literal walk in the park (if a one-dimensional one). I exit my giant apartment building and head south on the High Line, the old elevated railway in Chelsea that’s been converted into a walkway flanked with plantings. I barely even have to cross a street. It’s fifteen minutes to work if I’m ready to dodge tourists, seventeen otherwise. I was tired that morning, probably from my workout, so it was seventeen minutes. As usual in springtime, half the tourists I elbowed my way past with a polite, if clipped, “pardon” were from France. I wondered if Special Agent Duménil was around somewhere, maybe hiding behind a tree.

People imagine that when you live in Manhattan, you’re discovering a world of wonders through an ever-widening lens. The lights of Times Square. The Theater District. People-watching in Bryant Park. Galleries under the High Line. Museums on the Upper East Side. Stand-up comedy in the Village. Trendy basement restaurants in Brooklyn.

The truth, though, is that no matter where in this world you live, you focus on your own workaday life. Your pupils dilate and you forget to blink during the endless back and forth through a dim tunnel between work and home. If you’ve got the privilege of a high-paying job in Manhattan, it’s even worse because you don’t ever need to exit the tunnel. You can be lazy and have everything delivered. Everything. Even a pre-toasted bagel. Which I don’t do, because I avoid gluten. But you get the point.

Just before noon, I strolled into the office. It’s in a former cookie factory, a cavernous open office fully equipped for a space journey, with snacks, beverages, games, bathrooms, ample computing power, and a crafty crew. Alternatively, it can handle round-the-clock workaholism, which is what it’s designed for. Were it not for the thousand and one delights of the Chelsea Market downstairs, I don’t know if people would ever leave—except to indulge in the scant amount of sleep that passes for the norm at Adyton LLC.

Most of my colleagues were already there. Adyton employees aren’t morning people, so the only lively presence in the office at that time was a giant inflatable sandwich cookie, a novelty item left over from the last company retreat. They’re pleasant enough people, my coworkers, but not very communicative. Adrift in their individual, headphone-inflated acoustic bubbles, most of them ignored me. A couple of them nodded to acknowledge my arrival. They’re decades younger than I am. They may have hair, but I have a magic bag of programming tricks.

Corinne, at least, gave me a conspiratorial wave of two fingers from her seat as I walked onto the Bridge. A trim and pretty redhead, with her forehead in a permanent inquisitive crease, she reminds me of Nancy Drew, updated in ways that Nancy’s father would probably disapprove of. She’s our best developer—or dev, as we call them—and my closest colleague. I’m also her company mentor. That means she keeps me educated about the constant ecosystem changes that make smart-contract programming almost impossible to master, and I reciprocate with wise platitudes.

I’m not very observant as a rule, but saw she’d been crying. I stopped next to her. I wanted to put my hand on or around her shoulder, but was paralyzed by Me Too uncertainty. She waved me on and snatched a tissue, so I sauntered over and took up position at my desk, at the midpoint of the Bridge.

[image: image]

When I first joined Adyton, the Bridge was sealed off. It was a disused skybridge from the 1930s abutting the company’s large open workspace. Not unsafe, but expensive to maintain. I convinced Lukas, the company’s CEO, to reopen it. I had to have it. I even offered to have the money for the renovation taken out of my pay. When I see a neglected antiquity—the timeworn creation of some forgotten master—it pains me like seeing an aging cat neglected by its owners. I may be a techie by trade, but I like history too, and the past matters to me. I don’t understand why people are so hung up on what happened in the last millisecond, second, or day, which is why I’ll blog now and again but you’ll never catch me on social media.

Adyton was short on space, Lukas wanted me badly, and there was enough money sloshing around in blockchain companies like Adyton to permit such little extravagances. So Lukas gave in. It helped that he was superstitious. He was already worried that a defunct passageway in the heart of the company’s offices might signify death—or an oracle malfunction, which would be worse.

Oracles, you see, are bridges of a sort. Oracles in the ancient world, like the famous oracle of Apollo at Delphi, were bridges between man and the gods. They revealed divine truth in response to human questions about the present or future. Smart contract oracles are also bridges. They’re a source of truth for questions asked by smart contracts about the real world. I can’t understand, explain, or excuse the real world, but I can at least tell you what smart contracts and oracles are all about.

[image: image]

It all starts with blockchains.

There’s a lot of mystification around blockchains. You hear people rattling on about them in coffee shops, bars, dinner parties, and airports when they play games of intellectual one-upmanship, as though blockchains are some mind-bending phenomenon on par with artificial intelligence, quantum mechanics, or astrophysics.

Blockchains really aren’t all that complicated, though—not at a conceptual level at least. In essence, a blockchain is just a digital bulletin board. A digital bulletin board with a few special features.

First, the bulletin board is transparent, meaning that anyone, anywhere, at any time can read all of the messages on it. It’s also publicly writable: Anyone can post valid messages to it. And those messages are immutable. Once a message is posted, it can never be changed or erased. But the real beauty of this bulletin board is that no person, government, or corporation controls it. It’s run by a worldwide community of thousands of computers, which makes it tamperproof—secure against manipulation and hacks or attacks.

OK. An armor-plated digital bulletin board. What’s the big deal? To start with, imagine if the messages posted to the blockchain authorize transfers of money. A message might, for instance, say something like, “I, Alice, send $50 to Bob.” Then what happens?

Boom! Suddenly you’ve got a powerful global payment system. Thanks to the transparency of the blockchain, the whole world can read its money-transfer messages and know the balance of every (anonymous) account. The blockchain’s immutability means that if you receive money from someone, it can’t be clawed back from you. The person who paid you can’t stop payment, nor can any bank. Most importantly, as soon as a message appears on the blockchain, it moves money between people instantaneously—no matter where in the world they are. That’s because the message is the money transfer. Try sending money across the globe using an international wire transfer in less than two days and without getting fleeced like a sheep at a shearing competition and you’ll appreciate just what a blockchain can do for you.

Of course, I’m glossing over a lot of details. How does a blockchain ensure that Alice’s money transfer is actually authorized by Alice? (Something called digital signatures.) Do people use their real names on blockchains? (No, for privacy they use anonymous account numbers.) Then there’s the fact that money on the blockchain usually takes the form of cryptocurrency, not dollars, and that cryptocurrency has to be created somehow. What I’ve outlined, though, is basically how all blockchains and their cryptocurrencies work.

Blockchains, however, can do vastly more than just shunt cryptocurrency around. They can also run little computer programs called smart contracts—or just plain contracts. That’s where things go from interesting to transformative.

Because a smart contract runs on a blockchain, it isn’t like ordinary software—like, say, a mobile app. When you have a banking app on your smartphone, your bank controls the app. It can add new features whenever it wants, shut the app down, stop your payments, slap you with yet more fees, whatever. It’s all up to the bank.

In contrast, because a smart contract runs on a blockchain, it’s like the blockchain itself: It isn’t controlled by a single bank, company, person, or organization. It’s autonomous. It’s like a bot. That’s the “smart” part. Because it runs on a blockchain, a smart contract is also transparent and tamperproof. Everyone in the world can see and run its code, and that code executes exactly as programmed. Using a smart contract is like having a person of unimpeachable honesty handle the transactions in your system. It’s like handing your money over to “Honest Abe” Lincoln, reincarnated in the twenty-first century as software.

Suppose someone codes up a smart contract for, say, betting on a baseball game. Assuming the code is correct, it will do exactly what it’s designed to do: run a fair betting pool for the game. You can place a bet with it and be sure that it won’t lose your money and will pay you fairly if you win. It will also have a critical feature that all smart contracts inherit from blockchains: They’re unstoppable. Even a government intent on quashing sports betting will have no technical way to interfere with the contract. It will run forever on its own—for good or bad.

But here’s the rub. Our hypothetical betting contract can only pay the winners if it actually knows which team won the baseball game.

You or I would just look up the answer on a website. But smart contracts can’t trust people to report on the result of the game, because people are slow and prone to lying. It’s also not possible for our baseball-betting smart contract itself to go ping a news or sports website to learn who won the game. That’s because many thousands of computers make up the blockchain on which the contract runs, and it’s not practical for all of those computers to connect simultaneously to a website and agree on what they saw.

Enter oracles, the magic missing ingredient. The rainbow bridge that connects smart contracts to the internet and so to the real world. If a smart contract posts a question on the blockchain—like “Which team won the Red Sox vs. Yankees game last night?”—an oracle will see the question, fetch the answer from the internet, and return it to the contract on the blockchain.

I’m simplifying a lot, of course. Fetching data sounds easy, but ensuring that it’s correct and timely is a Herculean task. Oracles need to be as secure and tamperproof as the very best blockchains, which means they need to be bulletproof sources of truthful data. Someone who can hack an oracle today can steal millions or billions of dollars. But well-secured oracles are what enable nearly all interesting blockchain services today. Before oracles came along, practically the only thing anyone did with blockchains was move money around and breed ugly digital blockchain cats called CryptoKitties. When oracles first came on line, it felt like living in a primitive city that finally got electricity.

That’s why oracles aren’t just a technology. To their fans, they’re the lifeblood of the smart-contract revolution. New financial services—money transfer, loans, and investment platforms—are gradually eating the banking world thanks to smart contracts. Those services are more transparent, flexible, and efficient than anything Wall Street ever created. Little by little, they’re bringing financial inclusion to the billions of people neglected by the world’s banks. Smart contracts are upending far-flung domains beyond finance too. They’re authenticating luxury goods and suppressing blood diamonds, overhauling the lumbering insurance industry, and transforming art markets with blockchain-registered digital art called “non-fungible tokens” or NFTs. (NFTs alone are a big deal. When you move to the metaverse in a few years, don’t be surprised if your house, clothes, toothbrush, and dog are all NFTs, if not your AI-powered spouse.)

Oracles lie behind all of these transformations. They’re anchoring smart contracts—and the people they serve—in truth. That’s why I believe in oracles as a force for good. Our society is being torn apart by income inequality and lies, populists and plutocrats, existential threats to justice and truth. Smart contracts and oracles might, just might, offer an answer to a few of these problems.

Lukas and the Priestess (as we call her) also believed in oracles in the early days when they founded Adyton. That’s why I went to work with them. (I say “with,” because I’m on a consulting contract. I refuse to work “for” anyone.) If we’re going to smash the Wall Street machine, break the power of Big Tech, and rebuild a fairer world, oracles are the main tool at hand, the heavy wrench we need to do the job. (Disclaimer: This is just my idealistic view. The Priestess and Lukas are practical people. But I still like them.)
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Headphones in place, I was thirty minutes into an electrifying and grossly underappreciated Saint-Saëns piano concerto and a waist-high pile of other people’s crappy, buggy code when a yellow polo shirt hove into view. The Shirt—as it’s known to Lukas’s fanatical band of followers. The shirt that launched a thousand memes. The shirt that’s sold out several times online because Adyton fans—millions strong on social media—keep buying them up. Especially after Lukas gives yet another rousing conference talk about oracles becoming the new Delphi, the world’s definitive source of truth. Steve Jobs had his trademark black turtleneck and Mark Zuckerberg his hoodies. Lukas has his short-sleeved yellow polo shirt. It’s got thin white horizontal stripes, loose-fitting sleeves, and a crocodile sewn onto the chest, left of center—a style I’ve otherwise not seen since the 1980s. I hope he owns more than one, because he’s always wearing it, possibly even to sleep. I often try to distinguish one shirt from others he might own by looking for distinctive stains or creases, but I never find any. After the Shirt, the rest of Lukas’s body materialized in due course, including the glum face.

“I know what you’re going to say.” I smiled as I removed my headphones.

“No, you don’t.” He didn’t smile. He never smiles. “Do you like thriller movies or novels? Like Michael Crichton?”

“No.”

“I do. Because you feel the danger, the terror . . .” Unless you’re paying very careful attention, you wouldn’t pick up Lukas’s hint of a German accent. His “the” sometimes shades into a “zee.” “Zee terror.”

“. . . It’s in your gut and your brain stem. Will they escape the dinosaurs chewing through the skylight? The clock is ticking. Seconds left. Will they defuse the time bomb? Will the motorcycle tear away from the explosion?

“But you know it’s not real and the good guys will live,” he said. “It’s adrenaline without risk. Good stress. Entertainment. Good for my heart.” He touched his chest, and the talismanic shirt, of course.

“To me, that sounds—”

“With you, it’s the opposite. I feel the terror. Hours before we’re supposed to start the final reviews and tests on a product release so we can go live. Everyone’s watching. Is he going to finish that last, critical piece of code that no one else is smart enough to write? But I don’t know that everything’s going to be okay. Bad stress. Bad for my heart.”

He looks like he’s in his twenties. His smooth, young face is partially hidden beneath the goatee that I assume he’s cultivated to make people think he’s older than he is. Even before he cofounded Adyton, during the pandemic, he sold a company for trading carbon credits on blockchains that he cofounded as an undergrad. So he’s already accomplished something important—more than I can say for myself.

“Your heart? How old are you? Twenty-nine? Thirty?”

“I felt young before you came along.”

“I’ve never failed you yet. Look at it this way. The more pressure, the more productive I am. My productivity is the amount of work I have to do divided by the time I’ve got left to do it. So as that time drops to zero—”

“My stress goes to infinity.”

“Anything else? I have work to do. I’ve got a deadline, you know.”

“I don’t get it,” Lukas said. “You’re afraid to drive. You’re afraid to fly. You’re afraid to eat gluten. But you’re not afraid to dangle the whole company over a precipice. Think about it. What if you get hit by a bus before you finish?”

“Don’t worry. I’m also afraid to cross streets.” I stifled a crack about his not owning a black polo shirt with black stripes to wear at my funeral—one with a crocodile shedding tears. “And everything’s backed up.”

Believe it or not, Lukas, the Priestess, and I trust each other implicitly. There’s a bond that comes from traveling a journey together, the journey from being lone believers in the wilderness to industry veterans with a shared vision. I think. The Priestess, frankly, intimidates me. Her nickname isn’t ironic, like, say, Little John, the nickname of Robin Hood’s sidekick, who was seven feet tall.

I was about to ask Lukas if he’d also been contacted by Diane Duménil, but remembered that she’d asked me to keep her email to myself. Unlikely she’d have divulged any secrets to me, but it would be best to keep things under wraps.

Ah yes, that email. Once Lukas had gone, I read it yet again. She’d said I should text her. I texted to suggest a brief meeting in Chelsea Market at two o’clock. I didn’t have time to go farther afield. Her reply was immediate: “Yes.”

I got back down to work. I needed to finish up my code and ready it for testing. I was responsible for the last piece of our upcoming Sanctum release. I had at most half a day if we were going to have time for the critical code review and testing. I wasn’t actually sure I’d make it, particularly with odd distractions like rogue smart contracts popping up. But Special Agent Duménil had said her request was urgent.





FOUR

Knowing I’d need sustenance to get a monthlong job done in half a day, I went down to the market a little before two o’clock.

Chelsea Market is a huge indoor food hall, a gastronomic mecca of dozens of restaurants and shops. One of the shops there has a wall filled with chocolate bars, and many of them are good. No Domori, but other, lesser examples of the art. High-quality dark chocolate, for the record, has some four hundred flavor compounds, more than fine wine. So wine connoisseurs have nothing on me, except that they’re better dressed and have a more florid vocabulary. I was in the mood for an adulterated treat—chocolate with something mixed into it—so I picked through the Cluizel. I was trying to decide between hazelnut and candied orange when someone tapped me on the shoulder.

I turned. “Sorry, am I in the way?”

There was an Asian woman, wearing glasses. Thick frames set with bulletproof-glass lenses. Her long black hair was streaked with white. She wore a smart suit of dove gray, accented with a silk scarf, a puff of scarlet and olive. Clearly a wine connoisseur. She didn’t belong in the chocolate aisle.

“The wine aisle is over there.” I pointed. I couldn’t help myself.

“Excuse me?” She cocked her head and gave a bright laugh. “I’m Diane. Diane Duménil. Sorry to bother you here. I recognized you from your photo online.” Unmistakable accent. Impeccable English, but her “here” sounded almost like an “ear.” French. A wine connoisseur, as I said.

“Can we talk now?” she asked.

She chose to meet in the loud open area of the Chelsea Market, I suppose, so that we’d look like friends grabbing coffee and wouldn’t be overheard. The swarms of tourists, though, left us almost nowhere to sit. We ended up squeezed together on the end of a half-occupied bench, me clutching a mocha and her a cappuccino, an awkward centimeter between us. We strained to hear each other, so I guess that as far as eavesdropping went, she’d strategized well.

I observed her as she took her first sip. No wedding band.

“So, you’re a special agent with the FBI?” I asked.

“Art Crime Team. Do you want my card?”

“Art Crime? I noticed that in your email signature.” I didn’t mean the question as a joke, so I was surprised when she laughed. “I don’t need a card,” I added.

Diane smiled and continued. “A few years ago you wrote an influential blog post on rogue smart contracts. That’s how we found you. I’m not technical. A computer scientist at Cornell Tech who is a friend of mine said that you are the best person to talk to.” She told me the name of the friend, a professor. He’s okay, but I find his work predictable. I can guess what he’s going to publish six months before it’s online. But I didn’t want to bad-mouth him.

“Your email mentioned a rogue smart contract,” I said. “Did you mean that in the sense of my blog post?” In my post, I’d warned about how smart contracts could be used to facilitate a gamut of real-world crimes, including assassination. For contracts with such malintent, I’d coined the term “rogue” contracts.

“If I had given details in my email,” she said, “you would think I was crazy. Maybe you will still think that. I am crazy—but only in other ways.” She laughed again. I couldn’t make out her expression behind the bulletproof-glass lenses.

“People thought I was crazy when I wrote my blog post and warned that smart contracts could be used for serious crimes,” I said. “Yet here we are. You included the blockchain address of the smart contract in your email, but I haven’t had a chance to take a look at it.”

“The rogue contract came out just a few days ago. Our people found a message in the code, with an explanation—if you want to call it that. Here.” She showed it to me on her phone.

Claudio Viganò has blasphemed against the God and his oracle. May the God’s glittering bow send him death.

“And the smart contract offers around $10,000 in cryptocurrency to kill him,” she added.

“So it’s happened . . .” I said. She crumpled her scarf and gazed into the distance.

When I’d written about the dangers of rogue smart contracts in my blog post, in the back of my mind I’d considered them improbable. Just a colorful yet disturbing example of the type of thing that could happen someday. I had never gone through the exercise of imagining, beyond the technical specifics, what it would mean for the world if they ever saw the light of day.

Any technology can be abused by people with evil intent. Smart contracts are no exception. Recent advances in blockchain design had merged with rapidly evolving technologies such as natural language processing—the part of AI that deals with human language. As a result, smart contracts had become a powerful tool for many different types of business. One such business, regrettably, was the business of crime. People could now in theory solicit crimes using smart contracts crafted for that purpose. That’s what I meant by “rogue” contracts. The crime solicited by a rogue contract could be anything from website defacement to real-world vandalism to exposing secrets by hacking servers to assassination.

Of course, there’s long been a market for crime of all kinds on the dark web, the shady part of the internet. But criminals and “contractors”—the people looking to hire criminals—often cheat one another. If criminals are paid in advance, they run off with the money. If they’re paid after the fact, contractors refuse to pay.

Because rogue smart contracts could prevent cheating on either side, they raised the specter of a seamless market for crime. Like the dark web, rogue contracts could confer anonymity and global reach. Once a contractor created a rogue smart contract for a crime such as assassination, an assassin anywhere in the world could sign up to kill a victim. The assassin and contractor never had to meet or learn one another’s real-world identities. At the same time, with their ability to prevent cheating, rogue contracts promised a leap beyond simple dark-web communications. A rogue contract would automatically and faithfully execute payment if and only if an assassin killed a targeted victim. Crime could now meet the standards of the Better Business Bureau.

However much smart-contract technology had advanced in theory, creating a truly dangerous rogue contract in practice was still a formidable technical challenge. Nobody had ever launched one. It was all hypothetical—until my meeting with Diane.

“What god are they talking about?” I asked her. “The message in the contract doesn’t say God. It says the God.”

“That is the crazy part. I think—we think—they mean Apollo.”

Most people know that Apollo is the god of light, the sun, and music. But he’s also the god of truth and oracles. I learned this when, as a thank-you gift, the Priestess gave me an ancient Greek silver coin set in a Lucite slab. I keep it on my desk on the Bridge. It shows Apollo sitting on the Omphalos, a marble stone at Delphi that marked the center of the world. I’m no expert, but no one had worshipped Apollo, to the best of my knowledge, for at least a thousand years.

“Why would—”

“There’s a bit of history here,” Diane said. “I will explain later. The point is, we need to protect Professor Viganò.”

“I don’t know who this Viganò is, but there’s nothing I can do. My blog post only warned that this could happen, and that all technologies are dual-use. I wasn’t even the first to point out the risk. I don’t have a solution. I just urged people to think about countermeasures. I don’t—”

“What I want is simple. My technical colleagues explained it to me. I don’t know the details, but the rogue contract uses an oracle. I want you to help us create a tool so we can block the oracle or make it give false information.”

“Whoa!” I put down my mocha on the bench. I needed both hands for this. “I can’t do that.”

“I know it’s a big request.” She continued to pluck at her scarf. I wondered how many she tore in a week.

“I mean if an oracle is well designed, it should be tamperproof. It’s decentralized. That means distributed among a bunch of servers so that no one person or organization controls it. Even Adyton—my company—doesn’t control its own oracles. Maybe there’s a small chance I could devise a hack that would stop our oracles from feeding the rogue contract. But even if I could, I wouldn’t.”

“You wouldn’t prevent a man from being murdered?” Even through her thick lenses, I saw her eyes narrow. “Why not?”

“Because it would be wrong. It would mean attacking my own system and undermining everything I do.”

“It is wrong to let a man be killed.”

“It is wrong. Abhorrent. But the greater wrong would be to take a system designed for individual empowerment, a system free from interference by any government, and subvert it. We’re building oracles to be definitive sources of truth.”

“I understand, but—”

“Couldn’t you just stage his death?” I asked.

“What does that mean in an oracle system? I’m not technical.”

“Remember from my blog post how a rogue smart contract works. The smart contract—”

“I didn’t completely understand your blog post. Could you explain?”

“Of course. As you know, the rogue contract is holding a cryptocurrency bounty. That’s the $10,000 on your Professor Viganò’s head. The function of this rogue contract is to reward a successful assassin.”

She nodded.

“Let’s call our would-be assassin Ms. A, for ‘Assassin.’”

“Ms. A,” she repeated, a conscientious student.

“And we’ll call the assassination target Mr. V. For ‘Victim.’”

“Or Viganò,” she said.

“Right,” I said. “Or Viganò. Prof. V, I suppose.”

“Mr. V is fine.” She raised her cappuccino to her mouth.

“Our assassin Ms. A learns about the rogue contract and its bounty on Mr. V’s head. She wants to do the job and collect the bounty. So she sends a message to the contract signing on to perform the assassination.”

“What’s in this message?”

“It includes a little bit of money—a cryptocurrency deposit—just to show that Ms. A is for real. The important part of the message, though, is a secret known as a calling card. That’s some distinctive detail about the crime as Ms. A is planning it. Only Ms. A knows this detail, but when the murder happens, news articles are sure to report—”

“I see.” She wrinkled her brow. “The detail could be the day or where it will happen or which poison Ms. A will use on Mr. V. Ms. A knows this detail in advance, but no else does.”

“Exactly. To be concrete, this detail could be expressed as a key word or a small set of key words. Let’s say that Ms. A is planning to murder Mr. V in some exotic way—say, having a piano fall on him from the fifteenth floor of a building. Then the calling card might just consist of the key words piano + fifteenth floor.”

“You said the calling card in Ms. A’s message was secret. What do you mean?” Diane asked.

“To simplify things a bit, she encrypts the calling card piano + fifteenth floor in her message. So even though the contract stores her message on the blockchain, no one else can read it. Only Ms. A can decrypt it. It’s as though she sends the calling card to the contract in a sealed envelope.”

“So then the contract knows that Ms. A submitted the secret calling card before the assassination?”

“Precisely. Now let’s suppose the assassination happens. Mr. V meets the instrument of his death. News articles report on the murder. Naturally, among the key words they use to explain what happened are piano and fifteenth floor. At that point, Ms. A can claim the bounty by decrypting her calling card. Think of it as opening the sealed envelope to reveal the calling card piano + fifteenth floor. Because Ms. A knew this detail in advance—which we know from her calling card—it’s clear she was the assassin.”

“But then the contract needs to know whether Mr. V was actually murdered with a falling piano, doesn’t it?” She peered earnestly through her bulletproof lenses.

“And that,” I said, “is where the oracle comes in. When Ms. A decrypts her calling card, the smart contract calls the oracle. It asks the oracle if piano and fifteenth floor appeared among the key words in articles about Mr. V’s death. The oracle checks using AI tools. If the oracle says yes, then the smart contract knows that Mr. V was murdered and that Ms. A was the assassin.”

“I understand now. And then Ms. A receives her payment, the cryptocurrency bounty from the contract. Perhaps I should have learned all of this from your blog, but I think it was written for computer people.”

I chuckled. “Sorry. I suppose it was.”

“Isn’t it a problem that Ms. A has to communicate with the contract? What if law enforcement is watching?”

“It’s all done on a blockchain. Ms. A doesn’t reveal her name. The ‘A’ in Ms. A could also mean ‘anonymous.’ The same goes for whoever created the rogue contract. They don’t reveal their real-world identities.”

“So everyone is anonymous except Mr. V.”

“Essentially. Blockchains don’t offer perfect anonymity. The criminals need to know what they’re doing. And they need to be careful if they want to remain in the shadows. But you get the idea.”

“OK. I understand now. So what then do you mean when you say that we should stage Prof. Viganò’s death? Is that a blockchain term?” She took another sip of cappuccino. I realized I hadn’t yet drunk any of my mocha.

“Not at all. What I mean is just that you—the FBI—pretend to be an assassin. You create a fake Ms. A. You pick your favorite calling card. Say you’re going to pretend the professor was murdered by an exploding rubber duck in his bathtub. You can send a nice, distinctive calling card to send to the contract: rubber duck + bathtub + plastic explosives. Then you—the FBI—convince news outlets to publish a fake story containing the words in the calling card. You’ll look to the rogue contract like a legitimate Ms. A. And the beauty of this ploy is that you not only neutralize the contract, but you get to claim the $10,000 bounty as though you were a real assassin. Yet the death was faked.”

“Voilà!” she said. “Brilliant idea. So you mean we don’t subvert the oracle. You think that is wrong. Instead, we subvert the press and produce fake news.”

“That’s one way of putting—”

“To me, that is wrong. It undermines everything I do. The press is a pillar of democracy. Oracles are not. What makes oracles sacred? They are just some fancy new technology.”

“Sure. That’s what people were saying six hundred years ago about an invention in Germany called the printing press. Just some fancy new technology. Yet it gave birth to your pillar of democracy.” I smirked. “OK, so you don’t publish fake stories. You fake the death itself. Blow up his car with a dummy in it.”

“Oh, yes. Also brilliant. Then when the professor turns out to be alive, another rogue smart contract comes out, and now we have to kill him again and just hope the press is gullible beyond belief.”

Her phone rang. “Excuse me. I need to take this.” I was glad for the chance to collect my wits. I could make out a man’s voice and later “à tout à l’heure,” which anyone who’s been on the High Line knows
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