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            For to win one hundred victories in one hundred battles is not the acme of skill.

            To subdue the enemy without fighting is the acme of skill.
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            Foreword

         
         It is daunting to face an enemy whose singular goal is to destroy you. When that enemy’s goal is chaos at any cost, the fight
            feels uniquely hopeless.
         

         
         When I arrived in Iraq to lead the Joint Special Operations Command (JSOC) in 2003, I watched the nature of war change before
            my eyes. With a fleet of car bombs and zealous suicide attackers, al-Qaeda in Iraq (AQI) struck more civilian targets than
            any other terrorist group in history. Spaces that had been previously sacred—mosques, outdoor markets, and protected areas
            for religious pilgrims—were suddenly at the top of AQI’s hit list.
         

         
         Abu Musab al-Zarqawi was defeating us within the penumbras of new warfare, specifically his willingness to eschew any traditional
            rules or structure. AQI, less by design than organic mutation, was uncontained and unconstrained. While other terrorist organizations,
            including and perhaps especially wider al-Qaeda, had operated under strict policies and procedures, AQI thrived because they
            had no such shackles. Zarqawi aimed to wreak anarchic havoc on Iraq, no matter the method or price.
         

         
         AQI never struggled to find supplies in Iraq’s anarchy; in fact, mayhem fed the group’s cache of resources. With the decision
            to disband the Iraqi Army and Baath Party, the United States had inadvertently created a supercenter for insurgents. The pool
            of angry and out-of-work Iraqis, abundance of weaponry flowing into the region, and revenue from its vicious kidnapping ransoms
            meant that Zarqawi and his men had almost everything they needed to succeed.
         

         
         The final ingredient, though, was AQI’s skill in leveraging Information Technology (IT) to its advantage. Jihadists could
            admire and contribute to AQI’s efforts from far beyond Iraq’s borders. Most importantly, though, IT allowed the group to control
            both the pace and narrative of violence. With the ability to connect its nodes at a rapid pace, IT facilitated AQI’s growth
            into a broader network, which in turn fueled its ability to seem larger and speedier than it actually was.
         

         
         Despite AQI’s embrace of the new rules of war, at the outset I had confidence in JSOC’s ability to adapt to these unconventional
            methods; this tactical flexibility was, in my mind, our specialty. And as in many wars against such foes, my troops won most
            firefights. We were better armed, better managed, and better trained.
         

         
         However, our tactical successes gave both soldiers and policymakers the false impression that our strategy was working. In
            reality, though, we were simply carrying out discrete missions that were often brutally effective against our foe, but which
            were not truly rooted in any unifying national strategy or ultimate endgame. We were living one operation at a time; we celebrated
            our successes, but lacked wide enough perspective to clearly assess the impact we were having. And as veterans racked up tours,
            I realized that we had not invested enough effort in diagnosing the nuanced conditions which made AQI so resilient.
         

         
         The more I pored over our situation, the clearer the solution became—however surprising it was. Aspects of JSOC which had
            previously made us so unrivaled—our structure, equipment, doctrine, and culture—were the very things constraining us. We were
            trapped in a cage of our own making; we believed ourselves to be tactically flexible, so much so that we stopped questioning
            whether our actions, or the nation’s broader strategy were correct. In uncharted waters, my team and I endeavored to reimagine
            both JSOC’s role in the war effort and its place in American foreign policy.
         

         
         Our saga in Iraq spotlights a larger problem endemic not only to JSOC, but to the entire Western world—our culture does not
            force leaders to reckon with the intersection of strategy and adaptability. This is, in part, due to our incredible privilege.
            AQI had to constantly recalibrate simply to remain alive.* While America has absolutely faced terror and trauma, we remain a global superpower. We have, for too long, expected the
            world to play by our rules. In so doing, we failed to ask ourselves what would happen if those rules were incompatible with
            reality.
         

         
         Paradoxically, America seems to remain fearful of strategic adaptability in any setting. We are wedded to the notion that
            we shouldn’t change a policy until it has failed, unwilling to ask ourselves how we can do better. Clinging to the status
            quo is, in the short-term, an easy course of action, but it is also a dangerous one.
         

         
         The world is changing faster now than ever before, and unsurprisingly, new styles of leadership will become more important
            than ever. We can no longer rely on the flexible iconoclast or the by-the-book manager alone—we must combine outside-the-box
            and ordered thinking. This kind of hybrid leadership will be necessary not only for success in warfare, but in other worlds
            as well.
         

         
         Leaders must seek to prevent crises, not simply wait for them to happen. As we learned in Iraq, consciously sacrificing long-term
            strategy for short-term certainty is both unwise and unsustainable. We were lucky that, despite being on our heels, JSOC was
            able to withstand so many blows before we recognized the need to reinvent ourselves. Some organizations aren’t so lucky; just
            look at the slew of businesses who were slow to react to the rise of Amazon. However, the question remains: how do we create
            these strategically adaptable leaders in a world afraid of change?
         

         
         The first step is to identify our cultural problem, as we did in Iraq, and as Sean McFate expertly does in this book. As he
            so aptly reports, military leaders must combine a level of elasticity and big-picture thinking when confronted with new styles
            of conflict. Accordingly, we must come to terms with the fact that following yesterday’s rules of war will not lead to today’s
            (or tomorrow’s) successes—that awareness alone can save lives. We must begin to grapple with the consequences of the new rules
            of war; if not, we will all be left behind.
         

         
         —Gen. Stanley McChrystal (Ret.)

         
         
      
   
      
      
      
         
            Author’s Note

         
         For readers interested in more information about specific references and sources in the text, please see the notes and selected
            bibliography at the end of the book.
         

         
         
      
   
      
      
      
         
            Strategic Atrophy

         
         Why has America stopped winning wars?

         
         On June 5, 1944, the day before D-day, General George S. Patton strode onto a makeshift stage in southern England to address
            thousands of American soldiers. “Americans play to win all of the time,” said Patton. “That’s why Americans have never lost
            nor will ever lose a war, for the very idea of losing is hateful to an American.”1

         
         Since then, the American military has experienced nothing but loss. Korea is an ongoing stalemate. Vietnam turned Communist.
            The wars in Iraq and Afghanistan have failed, too. ISIS destroyed vast swaths of Iraq, and Iran has its tentacles in Baghdad.
            The Taliban controls more of Afghanistan than the local government does. Wars since 1945 have squandered American blood, wasted
            trillions of tax dollars, and damaged national honor, while resolving nothing on the ground.
         

         
         We are losing. People are worried. Those not yet convinced that we are failing may owe their conviction to a false concept
            of victory. Winning is not about who killed more enemies or seized more territory. Those factors are irrelevant. The only
            thing that matters is where you are when the war is over. Did you achieve the objectives you set at the beginning? If the
            answer is no, then you can’t claim victory. Some people try to cheat by rationalizing failure or redefining objectives, but
            history is never fooled. The last time the United States won a conflict decisively, the world’s electronics ran on vacuum
            tubes.
         

         
         This problem is not one of Democrats versus Republicans; rather, it’s an American one. Presidents of both parties have either
            led us into wars we cannot win, or failed to get us out of wars as promised. But don’t blame the White House for everything—Congress
            has been AWOL since the Truman administration. The last time it officially declared war was World War II, despite armed conflicts
            in Korea, Vietnam, Grenada, Panama, Somalia, the Balkans, Iraq (twice), Afghanistan, and Syria. What exactly did our soldiers
            die for? As a former troop leader, I want to know. I’m sure I’m not alone.
         

         
         This isn’t just happening to the United States. Over the last seventy years, a disturbing trend has emerged: the West has
            forgotten how to win wars. It’s obvious, but no one talks about it, because the implications are too terrifying. The United
            Kingdom and other Western powers have struggled in their conflicts since World War II, from the French in Indochina to NATO
            in Afghanistan. The West is stuck in quagmires everywhere. The UN’s peacekeeping missions have fared no better. Modern war’s
            only constant is that the world’s strongest militaries now routinely lose to their weaker enemies.
         

         
         The West has the best troops, training, technology, equipment, and resources—so what’s the problem?

         
         Some experts think Western countries should double down on one or more of their core military strengths, such as whiz-bang
            technology or billion-dollar budgets, but we have been doing that for decades and nothing has improved. This solution is representative
            of the classic definition of insanity: doing the same thing over and over and expecting different results. Since World War
            II, destitute, untrained, low-tech militias armed with primitive weaponry have foiled military juggernauts routinely. France
            was defeated in Algeria and Indochina, Great Britain in Palestine and Cyprus, the USSR in Afghanistan, Israel in Lebanon,
            and the United States in Vietnam, Somalia, Iraq, and Afghanistan. Waging war the same way in the future is not the answer.
         

         
         Others are in denial. A few people still believe we have won, or at least have not lost, in places like Afghanistan. They
            stand alone. Several polls conducted by the Pew Research Center in 2018 found that over half of all Americans think the wars
            in Iraq and Afghanistan have “mostly failed.”2 Polls in the United Kingdom confirm the same grim conclusion.3 Even Senator John McCain conceded that the war in Iraq, which he fought so hard to launch and escalate, “can’t be judged
            as anything other than a mistake, a very serious one, and I have to accept my share of the blame for it.”4

         
         Some place their faith in the United Nations and international law to resolve armed conflicts. These are the dreamers. They
            see war as they wish it to be, not as it is. The United Nations did nothing to stop the genocides in Rwanda and Darfur. Nor
            did it challenge Russia’s theft of Crimea or curtail decades of slaughter in the Middle East. The favorite weapon of such
            dreamers is the strongly worded memo, which explains much. The Law of Armed Conflict is equally charming but ineffectual.5 As any veteran will tell you, the laws of war are a marvelous fiction. These “laws” exist in name only. No one can legislate
            combat, or regulate it, and it is hubris to try. Kindhearted solutions to war just get more people killed.
         

         
         Others throw up their hands in frustration, saying that war is simply too chaotic to comprehend, so why should we try? These
            are the quitters, and they are wrong. Oddly, many of them are foreign policy experts who have tried and failed to put forth
            sound strategies, so they submit that it cannot be done. These experts once assured us that Saddam Hussein had weapons of
            mass destruction, and that the wars in Iraq and Afghanistan could be won quickly and cheaply. When those things did not happen,
            they told us we needed to nation-build in order to win. Then they promised that a counterinsurgency strategy would fix everything.
            When it did not, a “surge” of troops would surely save both wars. That failed, too, and now Iraq and Afghanistan are worse
            off than before the United States arrived.
         

         
         Experts walk away, saying war is unknowable. However, it’s unknowable only to them. These same experts will insist there are
            no “rules” of war, but don’t believe them. I am always astonished by this ignorance, since it suggests that armed conflict
            can never be understood. The truth is, humans have been successfully studying warfare for thousands of years, from Sun Tzu
            in ancient China to Carl von Clausewitz in nineteenth-century Europe. We still read the masters today. They show us that war
            is knowable, and there are timeless ideas on how to win. Call them ideas, principles, rules—it’s just semantics. People like
            to argue semantics when they lack ideas of their own.
         

         
         So why does the West continue to lose wars, even to vastly inferior foes? The problem is not the troops or resources—the West
            has the best. It’s the way we think. The problem is our strategy. We lose because of our own strategic incompetence.
         

         
         One of our most serious obstacles today is that we do not know what war is, and if we do not understand it, then we cannot
            win it. The French historian Marc Bloch witnessed the German blitzkrieg crush the French military in 1940, and he lamented
            how “our leaders . . . were incapable of thinking in terms of new war. . . . [Their] minds were too inelastic.”6

         
         Minds are too inelastic today. Western militaries have become paradigm prisoners of something called “conventional war” strategy.
            It’s modeled on World War II, but it has devolved into this: Deliver munitions into the enemy, who absorb it passively and
            then retreat home. Whoever kills more enemy troops and captures the most territory wins. This is victory. But in reality,
            it’s a ticket on the Titanic. It will always fail, because the enemy, too, gets a vote, and no one fights “conventionally” anymore—except us.
         

         
         The West is losing because it suffers from strategic atrophy.7 We yearn to fight conventional wars like it’s 1945, our glory days, and then we wonder why we have stopped winning. War has
            moved on, and our enemies have moved on with it. But we are stuck in the fantasy of yesteryear, and that’s why we are failing.
            We do not know how to fight other kinds of wars, especially the confusing, endless ones of today. Rather than face the future,
            experts turn to the past and imagine robot wars and grand air-naval battles against China that resemble World War II with
            better technology.
         

         
         Forget what you know—wars of the future will look nothing like those of the past. If there will be a major conflict between
            great powers, such as between the United States and China, why do people always assume it will be fought conventionally? It
            won’t. Conventional war is dead. Those stuck in the traditional mind-set will probably not even recognize future conflicts
            as wars at all, until it is too late.
         

         
         There is more to war than warfare, and more to warfare than killing. Understanding this is the key to winning. Modern conflict
            is governed by new rules, ones our enemies have grasped but we have not. Soon our adversaries will surpass us, and we will
            suffer a big defeat. Ancient Rome thought itself unassailable until it was sacked by Visigoths in AD 410. The modern Western
            world is no different. Nothing lasts forever, and barbarians are nearing the gate. Even an undefeated army can lose a war.
         

         
         Losing is hateful to me, as it is for all Americans. As a veteran, I’m sickened to see friends killed in action owing to our
            leadership’s low strategic IQ. As a taxpayer, I’m disgusted that our government has blown trillions of dollars abroad and
            only made the situation worse on the ground. As an American, I loathe seeing our national honor tarnished by low-level enemies.
            This is not what past generations sacrificed for, and the United States deserves better. So does the world.
         

         
         The New Rules of War will help remedy the West’s strategic atrophy. Some rules are ancient, others are new, and all are powerful.
            Observe them and they can deliver victory. People who claim they know how to win future wars are usually wrong. This book
            is different. Undergirded by scholarship and real-world experience, it identifies trends that have existed for the past seventy
            years and will continue into the next seventy. Its descriptions look like the future only because we are too accustomed to
            embracing the past, at least when it comes to war.
         

         
         War is one of humanity’s constants. No matter how enlightened we become, we’ll still spend our time killing one another. As
            such, it is inevitable that today’s younger generation will experience war. The only question is when. In the future, some
            conflicts will be regional, while others will affect us all. Some will be small, others will be big. All will be horrifying.
         

         
         The good news is that we can still win. War is knowable, and half of winning is knowing what it looks like. The bad news is
            we have forgotten how. Western strategic thought is antiquated and incapable of safeguarding us. Many think the biggest threats
            today are terrorists, rogue states, and revisionist powers like Russia and China. While these opponents are bad, they are
            not the worst. Conventional strategists can see only one country or group at a time, but the more important challenges are
            systemic. Worldwide volatility is getting to the point that chaos threatens. If we are to endure, we must learn how to win
            in an age of disorder.
         

         
         
            Durable Disorder

            The twenty-first century is maturing into a world mired in perpetual chaos, with no way to contain it. What has been tried
               so far has failed, making conflict the motif of our time. People intuitively know this, but here are some arresting facts.
            

            
            The number of armed conflicts has doubled since World War II, and research shows that Americans were substantially safer in
               the Cold War years than they are today.8 Of approximately 194 countries in the world, nearly half are experiencing some form of war. The phrases “peaceful resolution”
               and “political solution” have become punchlines. Studies reveal that 50 percent of peace agreements fail in five years, and
               that wars no longer end unless one side is obliterated, like the Tamil Tigers in Sri Lanka or the Chechens in Grozny. Instead,
               modern conflicts smolder in perpetuity without a clear winner or loser.9

            
            Ancient rifts, such as that between Sunni and Shia Muslims, reopen and destabilize entire regions. UN peacekeeping fails,
               mostly because there is no peace to keep. Nothing seems to work: high-stakes negotiations, superpower interventions, track
               II diplomacy, strategic nonviolence, nation-building, or winning hearts and minds. Everything fails. Conflicts breed like
               tribbles, and the international community is proven powerless to stop them.
            

            
            This growing entropy signifies the emergence of a new global system that I call “durable disorder,” which contains rather
               than solves problems. This condition will define the coming age. The world will not collapse into anarchy; however, the rules-based
               order we know will crumble and be replaced by something more organic and wild. Disorder has taken over the Middle East and
               Africa, significant portions of Asia and Latin America, and is creeping into Europe. Soon it may be in North America.
            

            
            The defining feature of durable disorder is persistent armed conflict, but not as you know it. We must ask—and answer—unsettling
               questions about modern and future wars: Who will fight and why? How will they fight? How will we win?
            

            
            In the coming decades, we will see wars without states, and countries will become prizes to be won by more powerful global
               actors. Many nation-states will exist in name only, as some practically already do. Wars will be fought mostly in the shadows
               by covert means, and plausible deniability will prove more effective than firepower in an information age.
            

            
            If there are traditional battles, they will not prove decisive. Winning will change, and victory will be achieved not on the
               battlefield but elsewhere. Conflicts will not start and stop, but will grind on in “forever wars.” Terms like “war” and “peace”
               will come to mean nothing. The laws of war will fade from memory, as will the United Nations, which will prove useless in
               the face of conflict. If it persists, it will be only as letterhead stationary.
            

            
            Mercenaries will return, not slinging AK-47s but flying drone gunships and auctioning special operation forces teams to the
               highest bidder. Some may take over countries, ruling as kings. Privatizing war changes warfare in profound ways, a fact incomprehensible
               to traditional strategists. It also warps international relations. When the super-rich can rent militaries, they become a
               new kind of superpower, one capable of challenging states and their rules-based order. Big oil companies will have private
               armies, as will random billionaires. In fact, this is already happening. Drug lords possess private forces and take over countries,
               turning them into zombielike “narco-states.”
            

            
            The most effective weapons will not fire bullets, and nonkinetic elements like information, refugees, ideology, and time will
               be weaponized. Big militaries and supertechnology will prove inept. Nuclear weapons will be seen as big bombs, and limited
               nuclear war will become acceptable to some. Why do we assume the nuclear taboo will last forever?
            

            
            Others are already fighting in this new environment and winning. Russia, China, Iran, terrorist organizations, and drug cartels
               exploit durable disorder for victory, hastened by the West’s strategic atrophy. These foes have significantly fewer resources
               than the West but are more effective in warfare.
            

            
            Why? Because they are playing by new rules that we have not yet recognized.

            
            We are dangerously unprepared because war has moved on, yet the United States and other Western powers have not. They assume
               the future will look like the past, and that traditional strategies will work in the decades to come. Should this foolishness
               continue, we will eventually be tested, and we will fail. However, this can be averted if we act now, before the crisis.
            

            
            The New Rules of War will make the conventional warrior’s head explode, but that’s expected. They work because they embrace
               the essence of war for what it is, not as some wish it to be. Only by following these rules can we prevail in an age of durable
               disorder. If we do not, terrorists, rogue states, and others who do not fight conventionally will inherit the world.
            

            
         
         
      
   
      
      
      
         
            Why Do We Get War Wrong?

         
         Alice in Wonderland is a magnificent guide for understanding strategic atrophy. To paraphrase one teaching: If you don’t know where you are going,
            any road will get you there. When the Cheshire Cat said this to Alice, he could have been discussing military operations today.
            Let’s face it, we’re lost. Why do we continue to get war so wrong, decade after decade? Where do all those bad ideas come
            from?
         

         
         War futurists. These are the people who dream up future war scenarios. They fill our heads with the make-believe battles of
            tomorrow that drive strategic decisions today. Their assumptions shape Washington’s worldview about what’s coming to kill
            us and how we should fight back. In other words, their ideas shape our current concept of war and victory. The problem is,
            they get it wrong—all the time. Lawrence Freedman, a preeminent war scholar, surveyed modern history and found that predictions
            about future war were almost always incorrect.1

         
         War futurists exemplify the Washington adage “No stupidity before its time.” There’s zero accountability for futurists who
            are consistently outsmarted by a Magic 8-Ball. Nonetheless, Washington continues to listen to them, and this influences military
            spending and strategy. Militaries invest billions of dollars preparing for the next war, but what should they buy? It all
            depends on your vision of future war, and it matters when aircraft carriers cost $13 billion each (before adding aircraft
            and crew). How many carriers will you need in the future? One, ten, more? What strategies does an aircraft carrier enable
            or shut out? What are we not buying that we may need instead? Choose wisely, because people pay with their lives, and the
            nation may be destroyed if you’re wrong.
         

         
         The edifice of military planning is built on the assumptions of futurists, so when they get it wrong—and they almost always
            do—everything downstream goes awry, too. After keeping this up for decades, countries stop winning wars. Some are even destroyed.
            To reverse this trend, we must jettison these charlatans. They deceive us and foster strategic atrophy. To filter them out,
            you need to know who they are and what they are saying. It may surprise you.
         

         
         
            False Prophets

            Who are the influential war futurists? One would assume that generals, intelligence officers, university faculty members,
               and think tank fellows would be the thought leaders. However, these individuals are eclipsed by people who have the imagination
               to steer pop culture. The most influential war futurists in the West are artists, novelists, and filmmakers; people whose
               visions inspire us all. But they also delude us. What makes a good movie does not make an effective strategy, and vice versa.
               Despite this, Washington’s visions of future war look like they came off a Hollywood set.
            

            
            War futurists come in three flavors: nihilists, patriots, and technophiles. Nihilists work in the zombie and postapocalyptic
               modes, as exemplified by novels like World War Z and the Mad Max films, which showcase a Hobbesian future of ruination. These works are entertaining and horrifying in equal
               measure. The future they portray is not disorder but hell, and they offer little insight beyond lone survival.
            

            
            The second group, the patriots, creates thrillers in the mold of Tom Clancy. For them, the flag is front and center, and technology
               is a character in the story of war. They glorify the military’s vision of itself: industrial-strength conventional-war firepower
               with all the trimmings. To them, the future of war looks like World War II with better technology.
            

            
            For example, take Clancy’s bestselling novel Red Storm Rising, which was written in the mid-1980s. It portrays a World War III in which the Soviets draw first blood through the use of
               dishonorable tactics. In the end, the good guys (NATO) win decisively, with America leading the charge in a conventional fight.
               Nukes are conspicuously absent, making it more like World War II than III, but readers didn’t mind this improbable omission.
               When I was an army cadet, I remember officers walking around with this novel as if it were a strategic oracle. They still
               do this, with novels by Clancy’s successors.
            

            
            Clancy got everything wrong. Only three years after Red Storm Rising’s publication, the Berlin Wall fell, and the Soviet Union with it. In reality, the USSR was never a threat to the West in
               the 1980s, not even close. That military officers thought Red Storm Rising prescient displays how clueless they were about the enemy. Then again, the CIA missed it, too—“missed by a mile” according
               to one former CIA director—in one of the biggest intelligence failures in history. Perhaps they were reading Clancy instead
               of intel reports, as the agency depicted an expansionist, invulnerable Soviet Union in its briefings from the late 1980s.
               But how could the CIA have been truly surprised, when its primary mission was to forecast the strength of the USSR? Cheerleader
               in chief for the Clancy version of the USSR was Robert Gates, who went on to become the head of the CIA and the US secretary
               of defense despite his blunder.2 Sometimes there is little accountability in government, which presents another challenge when preparing for future wars.
            

            
            Members of the third group, the technophiles, are the most deceiving war futurists. They fetishize exotic machinery and foretell
               the rise of Terminator robots, the creation of Iron Man suits, and the dawn of some version of Skynet or the Matrix. Shockingly,
               the Pentagon buys it. Literally. It has spent $80 million on an Iron Man suit called TALOS (Tactical Assault Light Operator
               Suit), a powered exoskeleton that the military hopes will be bulletproof and weaponized, and also able to monitor the wearer’s
               vitals and give him increased strength and perception.3 The only problem is that it needs Tony Stark’s Arc Reactor to power it, a figment of Marvel Comics’ imagination. Undeterred—and
               perhaps to trick Congress into spending more money—the military hired Legacy Effects, a Hollywood costume-design firm, to
               build a fake rendition of the suit.
            

            
            Technophiles use scare tactics to browbeat audiences into submission, and one of their favorite scares is the “robot revolution.” This scenario envisions a future in which machines become sentient, rise up, and annihilate the human race. Seen
               that movie before? Some futurists believe that if we are lucky, robots will keep a few of us as pets.4 The Pentagon even coined a buzz phrase for the rise of autonomous killer robots, the Terminator Conundrum, which was directly
               inspired by the blockbuster movie franchise.
            

            
            However, studies show that artificial intelligence (AI) can currently barely accomplish basic cognitive tasks. One Stanford
               University experiment involved feeding pictures of objects into a machine-learning algorithm, so it could learn to identify
               them. When finished, it made goofs even a child would not make. For instance, one picture showed a baby clutching a toothbrush,
               which the machine labeled “A young boy is holding a baseball bat.”5 The rise of the machines will not happen anytime soon.
            

            
            Cyberwar doomsayers are the biggest con artists among technophiles—a genuine achievement. Despite what experts claim, nobody
               really knows what “cyber” means, other than ones and zeroes in space.6 So far, no one has been killed by a cyberweapon, but such facts do not stop these futurists from dreaming up Armageddon scenarios
               in which a single hacker shuts down New York City, the Eastern Seaboard, or the planet. They draw inspiration from movies
               like Skyfall, a James Bond film in which every time someone touches a keyboard, that person becomes a god. But as any real hacker will
               tell you, hacking is boring and makes for bad TV.
            

            
            Hollywood’s hyperbolic portrayals of cyberwar influence Washington at the highest levels. Back in 2011, Leon Panetta, then
               the CIA director, warned Congress: “The next Pearl Harbor could very well be a cyberattack.”7 In 2017, the Department of Energy declared that America’s power grid “faces imminent danger” of a cyberattack that could
               produce nationwide blackouts, causing billions in damage and threatening lives. Such alarmist warnings are reckless hokum.
               Research shows that squirrels pose a greater threat than hackers when it comes to blackouts.8 Perhaps the CIA should include RodentWar on its list of “next Pearl Harbors.”
            

            
            Cyberwar is magical thinking. However, cyber experts demur and showcase Stuxnet as proof that cybertechnology is not just
               a new weapon of war, but a new way of war. Stuxnet was an American-Israeli computer worm injected into Iran’s nuclear facility
               network at Natanz in 2010. The worm took control of some computers and ordered the nuclear centrifuges to spin apart, reportedly
               destroying a fifth of them. Many asserted (without evidence) that this caused significant damage to Iran’s nuclear weapons
               program, and everyone else weirdly believed this. A much-read Vanity Fair article claimed the episode represented the future of war, declaring: “Stuxnet is the Hiroshima of cyber-war.”9 In reality, Stuxnet had no effect on the Iranian nuclear program. It did not destroy it or even meaningfully delay it. The
               Iranians simply replaced the broken centrifuges, ran an antivirus program, and went back to developing nuclear weapons. Stuxnet
               is pure hype.
            

            
            Cyber is important, but not in ways people think. It gives us new ways of doing old things: sabotage, theft, propaganda, deceit,
               and espionage. None of this is new. Cyberwar’s real power in modern warfare is influence, not sabotage. Using the internet
               to change people’s minds is more powerful than blowing up a server, and there’s nothing new about propaganda.
            

            
            If there is one lesson from the past seventy years of armed conflict, it’s this: technology is not decisive in modern war.
               Technophiles remain inexplicably oblivious to this fact. Since World War II, high-tech militaries have been routinely stymied
               by luddites: France in Indochina and Algeria; Great Britain in Aden, Palestine, and Cyprus; the USSR in Afghanistan; Israel
               in Lebanon; the United States in Vietnam, Iraq, and Afghanistan. Sexy technology does not win wars.
            

            
            Washington draws more insight about future wars from Hollywood and hacks than from the study of war itself. No wonder we are
               not winning. To prepare for tomorrow, we must embrace war as it is, not as we wish it to be. Owing to this, some experts reject
               “futurism” altogether, on the basis that it is unknowable. This is the quitter crowd again. The best we can hope for, such
               individuals infer, is a lightning response to whatever the enemy hurls at us. This is a reactionary strategy, which is the
               same as no strategy.
            

            
            We can do better. Genuine war futurists do exist, but they are rare.

            
         
         
            True Prophet

            General William “Billy” Mitchell did not suffer fools gladly. An American war hero and pilot during World War I, he had seen
               the future, and it was air power. He knew the world must not be deluded into the belief that “the war to end all wars” had
               really achieved that outcome. “If a nation ambitious for universal conquest gets off to a ‘flying start’ in a war of the future,”
               he said, “it may be able to control the whole world more easily than a nation has controlled a continent in the past.”10

            
            After the war, Mitchell proselytized for the importance of air power. His forecast was heresy to the conventional war thinkers
               of his day. He even claimed an airplane could sink a battleship. Back then, in the era of the superdreadnought, aircraft were
               little more than motorized kites. Mitchell was laughed out of the room. Undeterred, he suggested that aircraft carriers should
               replace battleships, the long-reigning kings of the sea. In 1924, when he said this, only a stunt pilot would have considered
               landing a plane on a moving ship.
            

            
            General John J. Pershing, perhaps to keep Mitchell out of further trouble, sent him on an inspection tour of the Pacific.
               Months later, he returned with a 525-page report, predicting war between Japan and the United States, initiated by a Japanese
               surprise attack from the air. Incredibly, he also predicted it would occur at Pearl Harbor. “Japan knows full well that the
               United States will probably enter the next war with the methods and weapons of the former war,” he wrote. “It also knows full
               well that the defense of the Hawaiian group is based on the island of Oahu and not on the defense of the whole group.”11 In other words, the Japanese needed to hit only one island to cripple America’s Pacific fleet.
            

            
            The top brass already thought Mitchell was nuts, but this new assertion went too far. He was deemed insubordinate, a cardinal
               sin in the military. Some ideas, it seems, are too dangerous for consideration, especially when they regard the future of
               war.
            

            
            His court-martial soon followed. Of the thirteen military judges, none had aviation experience; three were removed following
               the defense’s challenges for bias, including Major General Charles P. Summerall, the president of the court. After thirty
               minutes of deliberation, Mitchell was found guilty and suspended from the army without pay for five years. In disgust, he
               resigned. For the next decade, he preached tirelessly about the coming age of air war, when battles would be fought in the
               sky over who would rule continents. Many thought him an entertaining fruitcake.
            

            
            Weakened by his struggle, the old campaigner died a decade later, in 1936, at the age of fifty-six. He elected to be buried
               in Milwaukee, his hometown, rather than at Arlington National Cemetery.
            

            
            Five years later, the Japanese attacked Pearl Harbor by surprise, with airplanes. Within two hours, they sunk or damaged eight
               American warships, including the famed USS Arizona, destroyed 188 aircraft, and killed 2,403 people. The navy claimed it had been caught “completely by surprise,” and blamed
               an unscrupulous enemy for its failure. In reality, the 2,403 casualties were killed by groupthink as much as by Japanese bombs.
            

            
            The United States and Japan went on to fight one of the biggest naval engagements in history, the Battle of Midway, entirely
               with aviation. Never did the two fleets see each other. When it was over, the aircraft carrier had supplanted the battleship
               as supreme on the ocean, just as Mitchell had foretold twenty years earlier.
            

            
            Mitchell saw the future, but no one believed him. Years after he died, the military did own up to its error, in its own way.
               It named a bomber after him.
            

            
            Billy Mitchell teaches us that changing strategic minds is difficult, especially when it comes to the future of war. The stakes
               are considerable and the dogma thick. People are not always ready to receive the future.
            

            
         
         
            Cassandra’s Curse

            Many experts think that predicting the future of war is a loser’s game. Robert M. Gates, the former US secretary of defense,
               used to quip that Washington’s predictions about the future of war have been 100 percent right, zero percent of the time.
               Perhaps he was referring to his own dismal record as an intelligence analyst, since Billy Mitchell shows us that forecasting
               the future is possible. However, when a genuine war prophet speaks, no one listens. In Greek mythology, Cassandra was given
               the power of prophecy, but cursed that no one believed her. The curse of the war prophet is Cassandra’s Curse.
            

            
            Given Cassandra’s Curse, how do you spot true war futurists? First, if they are taken seriously at all, they are vilified
               by the groupthink mob for challenging the establishment. Second, they are often scholar-practitioners. That is, they are intellectual
               warriors who have experienced war in a new way and thus see things that conventional warriors and civilians do not. Understanding
               war is like swimming: you cannot learn the breaststroke in a classroom. At some point you need to jump in the pool, thrash
               around, and inhale water before you master it. Academics who learn war in libraries can learn only so much. Practitioners
               who mistake their war stories for macro insight are no better. There are exceptions, of course, but the best war futurists
               are scholar-practitioners. Third, true futurists possess the gift of sight—an eerie clairvoyance into what is to come—and
               most scholar-practitioners lack this. Glimpses into war’s future are produced by a blend of new war experiences and preternatural
               intuition.
            

            
            True prophets exist, and Mitchell is not unique. Major-General John “Boney” Fuller was a British tank officer in World War
               I. Like Mitchell, he saw how a new weapon would change war even though his peers did not. To them, the tank was an infantry
               support vehicle, sort of like a mobile foxhole. Fuller saw something different. In 1928, he wrote about tanks and aircraft
               fighting together to invade a country quickly, followed by infantry mopping up afterward.12 He believed the surprise and speed of this lightning strike would rapidly seize key terrain and shock the enemy into submission.
               The British dismissed him as a crackpot, but the Germans did not. They read Fuller’s books and created the Blitzkrieg, or “lightning war,” strategy that conquered most of Europe at the beginning of World War II. Fuller’s ideas still govern
               mechanized warfare today.
            

            
            William J. Olson is a scholar-practitioner of a different sort. Imagine it’s 1983. President Ronald Reagan brands the Soviet
               Union an “evil empire” and authorizes the largest military buildup since that of the Second World War. Tom Clancy is writing
               The Hunt for Red October, and the United States and the USSR nearly start a nuclear war over a NATO exercise in Germany called “Able Archer.” At the
               height of this Cold War frenzy, Olson points to a different future. Brushing aside the US-USSR conflict, he predicts that
               the future will descend into Islamic terrorism, ethnic conflict, failed states, and a global insurgency against the West.
               All of this was unfathomable back then. Unlike his peers, he spoke fluent Farsi and had spent the 1970s traveling in Afghanistan
               and Iran. What he saw that his contemporaries missed was a “parallel international system” festering dangerously.13 Olson was lambasted as a kook. As he now recalls, “The Blob ate my lunch, and then ate me.” The Blob is the groupthink of
               the Washington consensus. Now we know that Olson was correct. What he saw, decades before anyone else did, was the post-9/11
               world.
            

            
            General Eric Shinseki knows a thing or two about fighting insurgencies. As a young officer, he served two tours in Vietnam
               before his right foot was partially blown off by a land mine. Thirty years later, he was fighting guerillas once again, this
               time as the commander of forces in Bosnia and Herzegovina when it was bad. On the eve of the Iraq invasion in 2003, he was
               chief of staff of the US Army and the four-star general with the most experience combating insurgencies. He advised against
               the plan of Donald Rumsfeld, then the secretary of defense, to control Iraq with only 100,000 troops. Rather, Shinseki told
               Congress that “something in the order of several hundred thousand soldiers” would be required for postwar reconstruction.
            

            
            The Blob’s reaction was swift. Paul Wolfowitz, the deputy defense secretary and neocon attack dog, belittled Shinseki’s estimate
               as “wildly off the mark,” and the general was forced out within months. Both President Bush and Secretary Rumsfeld made a
               point of not attending Shinseki’s retirement ceremony, a clear snub, and they pulled Peter Schoomaker, a retired four-star
               general, out of retirement to run the army. The message was sharp: toe the line or be disgraced. The top brass received it
               loud and clear. From then on, no general questioned the obviously failing wars in Iraq and Afghanistan.14 A few years later, Shinseki’s words proved prophetic when Bush fired Rumsfeld and announced a “surge” of additional troops
               to Iraq after miscalculating the numbers needed to stem sectarian violence.
            

            
            In contrast to these prescient voices, today’s conversation in Washington about the future of war is moribund. Think tanks
               conduct future-war scenarios that mirror last season’s TV shows, and one institution even promotes science fiction stories
               as research.15 PhDs who have never smelled gun smoke in battle pontificate about war. These self-proclaimed strategists imagine high-tech
               conventional wars between great powers like the United States and China, involving smart drones, stealth ships, killer robots,
               rail guns, and artificial intelligence. It’s D-day run by machines, and this absurd thinking is going to get us killed. Tomorrow’s
               wars will have more in common with Cormac McCarthy than Tom Clancy. I know because I have walked that road.
            

            
            I have looked at war from many sides. I began as a paratrooper in the US Army’s 82nd Airborne Division, one of World War II’s
               most storied units. I left the service to become a private military contractor in Eastern Europe and Africa. While the West
               became laser focused on Afghanistan and Iraq, I was on war’s outer rim, fighting in Africa. What I saw there is invisible
               to conventional warriors and points to the future.
            

            
            War’s future is not what most people expect. I’m a professor at Georgetown University and the National Defense University
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