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			Introduction

			On October 6, 2021, a tweet sent by a senior-level engineer at Netflix, the world’s largest streaming service, went viral, and in the process, provided one of the clearest examples for how fundamentally the crisis management game has changed in today’s modern, digitally connected world. The tweet and its aftermath would challenge corporate crisis doctrine, test the power of celebrity and creative freedom, and frame for the world the very clear reality that today anyone, at any time, can cause immediate and significant reputational harm to an organization.

			Terra Field, a transgender Netflix employee and co-vice president of Netflix’s Trans Employee Resource Group, took to the platform now known as X (which, at the time in the pre-Elon Musk era, was still known as Twitter), to share her concerns about a new Dave Chappelle special featuring derogatory comments about the transgender and LGBTQ community. Comedy specials are no laughing matter for the streamer; Netflix has placed a great deal of focus on its commitment to comedy, and to Chapelle in particular. In 2021, the comedian ranked as the most watched ever for Netflix. But with a single tweet, Field ignited a crisis wildfire that brought together nearly every element fueling reputational challenges in the early 2020s—cancel culture, changing employee expectations for inclusive policies and their desire to see their organizations take political stands, hyper-charged social media driven by professional advocacy groups, and a traditional media that is so hungry for eyeballs it is willing to wade with breathless speed into nearly every sensational ratings-driven moment.

			In response to Field’s tweet, Netflix also committed many of the classic missteps that have plagued so many organizations in the past decade: a rush to engage, a tone-deaf reaction, a misread of the landscape, and ultimately the need to change course entirely. Netflix co-CEO Ted Sarandos, who unwittingly became the center of the fire and its chief source of fuel, was himself an unapologetic fan of Chappelle. In a memo to Netflix employees, Sarandos defended Chapelle’s new show as a work of “creative freedom,” saying they would not take it down. For many observers who watched the Netflix tale unfold, it was a wakeup call. Entertainment leaders were initially caught off-guard by the harsh reaction to what many viewed as a CEO standing by his creative talent. Instead of being championed for it, Sarandos was being taken to the woodshed. What only a few short years ago would have been heralded as a courageous stance for artistic integrity was now Exhibit A for how entertainment companies were propelling transphobia.

			Netflix’s employees planned a walkout while talent and creative leaders threatened to boycott working for the company altogether. It was becoming, in the parlance of crisis communicators, a classic example of “breaking into jail.” The crisis fire never needed to burn this hot had Netflix, and its CEO, not so dramatically misread the situation and unwittingly fanned the flames.

			While the situation unfolding for the Netflix team likely seemed it would never leave the headlines, it only took seventy-two hours for another fire to erupt in an entirely different corporate boardroom that would shake consumer confidence and rattle stock valuations.

			On October 9, the crisis that would ensnare a beloved airline further highlighted the evolving traps facing anyone with a reputation worth defending. On this particular Saturday morning, thousands of travelers awoke to the news that their Southwest Airlines flights had been canceled.

			As stressed-out passengers flooded call centers and customer service lines at the airport frantic to get home, the news only got worse when they learned that all flights had just been canceled for the next several days. Flight delays and even mass cancellations were not unheard of as America and the world still struggled to emerge from the age of COVID-19 precautions. Southwest clearly had a well-worn plan for communicating with customers during largescale disruptions. Nonetheless, as with Netflix, what could have been a managed moment in time for the brand, unfortunately became a headline-ringing crisis, dragging the airline into a cultural battle involving nearly every dark corner of the modern professional outrage machine.

			While Southwest claimed the cancellations were weather related, the issue was quickly commandeered to America’s brewing civil war over vaccinations. Just days earlier, Southwest had announced that all employees needed to be vaccinated against the COVID-19 virus. Conservative social media users and reporters seized on the opportunity to tie the unrelated events together, leveraging Southwest’s relative silence during the weekend cancellations with a newly spun explanation that pilots and other Southwest staff must be calling in sick to protest the vaccine mandate. Southwest’s plan for managing flight cancellations due to weather was developed for a different age and left the airline exposed and unprepared for the storm blowing in from the far reaches of the post-truth world.

			Three days after the initial crisis began for Southwest—a lifetime in today’s 1440 news cycle, where every one of the 1440 minutes in a day can impact a reputation—the company finally released a statement apologizing and explaining the delays. The explanation was simple: Weather and “air traffic constraints” led to cancellations at Orlando International Airport, Southwest’s largest connection point, which cascaded across the country and impacted the entire airline’s operations. Southwest’s president and COO, Mike Van de Ven, insisted that the cancellations had nothing to do with any “unusual” employee activity.

			Unfortunately for Van de Ven, his explanation and the airline’s overall response was simply too little, too late. Conservative and liberal news outlets alike connected the two events together in countless articles. Matters became even more challenging when hundreds of current and former Southwest employees gathered at the company’s headquarters in Texas to protest the vaccine mandate, a protest organized by the very same groups that had initially spun the false narrative about Southwest to breathe further oxygen onto the fire.

			During one week in 2021, two of the biggest and most influential companies in America, both with passionate customer bases and a history of successfully navigating the crisis waters, stumbled badly in the court of public opinion. In both Netflix’s and Southwest’s cases, there was nothing either could have done to avoid their own corporate crisis from initially occurring. Controversy is going to come your way when you invest $14 billion annually in new content, and weather delays are bound to happen for airlines flying hundreds of routes every day. In each case, however, and in the case of nearly every major reputational challenge faced by organizations and individuals in the past two decades, it was what they did (or did not do) next after their crisis emerged that determined their eventual fate.

			Our World in Crisis

			The 2020s seem to be engulfed in an almost never-ending cycle of crisis, with Netflix and Southwest Airlines serving as just two prescient examples of what lies ahead. At the time of this writing, it has been nearly 4 years since protestors stormed the US Capitol. Donald Trump is on track to complete the biggest comeback in political history cruising through the Republican nomination for President. The world continues to watch with sadness the horrifying images from Ukraine as Russia’s military systemically wipes out both civilian and military targets alike. At the same time, the world witnessed real courage and a powerful lesson in crisis communications from Ukraine’s president that will be unpacked in later chapters. The Middle East once again slipped into a traditional pattern of conflict but this time with an unprecedented level of terrorist violence from Hamas delivering the equivalent of ten 9/11 attacks on Israel civilians and an ongoing Israel counter-offensive leaving many to ask where this all ends. Businesses continue to struggle with an anemic economic recovery and complicated inflation. Racial tensions and evolving norms around gender and sexual orientation remain top of mind for everyone from the local school board leader to the Fortune 500 executive. And of course, all these rising tension points come in the aftermath of the once-in-a-century pandemic that claimed the lives of millions that many countries are still struggling to emerge from economically and politically. From political battlefields to corporate boardroom dramas, from the individual threatened with cancel culture to the large organization facing increased pressure from employees, in the emerging post-COVID, post-Trump (for now), and post-truth world, everywhere you look there is a new crisis boiling just under the surface.

			I have been in the crisis trenches for the past quarter century, yet even to me, the ever-present critical world eye feels different. Forty years ago, before the advent of the internet, when there were only a limited number of media outlets, crisis responders had a familiar playbook. Crisis managers created well thought-out plans, developed multi-ringed binders tabbed with bright colors for each likely scenario, and developed their written responses for each scenario. On occasion, the crisis teams would gather and rehearse each scenario, dutifully following the guidelines in each tabbed binder section and, after their afternoon of training, they would congratulate themselves on a well-executed exercise. With the right strategies and a seasoned hand at the wheel, the truth—or your version of it—could often win the day.

			Today, when literally anyone can report breaking news faster than reporters, anyone’s version of the truth can take hold and spread like wildfire. In Trust Me, I’m Lying: Confessions of a Media Manipulator, Ryan Holiday sums up the problem nicely: “The problem is that the truth—your response—is often much less interesting than the accusations.” This is the world we live in today: a post-truth world fueled by social algorithms designed to provide a steady stream of sensational news to propel our click-bait society.

			The old adage, often attributed to Mark Twain, that “a lie can travel halfway around the world while the truth is still putting its shoes on” has never been truer. Yet, even this old statement serves as a reminder for how misinformation, when repeated often enough, becomes fact. More than a hundred websites claim this quote to be from Mark Twain. The reality is he never uttered these words. While the true author remains unknown, the message remains no less true. In this environment, every leader with a reputation worth defending can, in a moment, find themselves struggling against a mountain of untrue “evidence” against them. The old playbook has outlived its usefulness.

			In 2011, as social media began overhauling the world of crisis communications, I was invited to develop the crisis communications graduate course for the USC Annenberg School of Communications. While developing course materials to teach the next generation of business leaders how to manage through a crisis in the modern digital age, I realized just how few useful books existed to help develop the mindset necessary for an effective crisis communications strategy. And the problem has only compounded in the years since.

			Following the election of Donald Trump as America’s forty-fifth president, we entered a new chapter of crisis communications, one in which every minute of the day counts. Companies that had never waded into hot button issues such as immigration or racial justice were now being pressured by their employees and their customers to take a “political stand.” Media outlets were being whipsawed from one headline-driving crisis to the next. As I watched each new crisis unfold, it seemed clear that many of those working to protect reputations and manage crises were losing. My students and my clients were all asking the same question: “How do we survive a crisis in this age of instant media?”

			What I found to be lacking was a practical book to help anyone with a reputation worth defending understand the risks of today’s always-on, always-connected worldwide media environment.

			To be sure, there are many books available today about effective crisis management. These books provide detailed crisis plans and “how-to guides” readers can attempt to follow. This is not that book. If you think of a crisis management plan like the hoses, axes, suits, and other tools firefighters use, then you might see that just because you have those tools in your garage doesn’t mean you’ll know how to use them safely and strategically if your house catches on fire. When a crisis breaks out today, even the best plans can fail to address the nuances and traps of social media and the fickle tides of public opinion. However, with the right knowledge, training, and mindset, you can utilize a crisis plan and adapt it with skill and effectiveness—just as experienced firefighters wield their tools. In my experience, what was missing from the current collection of resources was a practical crisis management guide centered around real-world wisdom to help anyone prepare in advance for crisis-ridden times and implement a successful crisis recovery plan quickly. That is the goal of this book.

			No two crisis fires are alike, especially in today’s world. However, as any seasoned firefighter will tell you, there is a natural way in which every fire burns. There is a science to it—a well-worn path it will follow again and again and again. Once learned, you can anticipate how it will move and, ultimately, how to extinguish it.

			Fighting Crisis Fires

			I knew the exact moment I first wanted to be a “crisis firefighter.” It was on a blisteringly hot day in 2004 after I had accepted an appointment by President George W. Bush to serve as a spokesperson for the war in Iraq.

			I had been “in country” for about a month, wading into the swelling crisis storm that was the Iraq war and reconstruction effort in an attempt to shape strategic media outcomes for the United States and our coalition partners. That day began like any other—just as your crisis day will.

			I was twenty-eight and sitting behind the wheel of a sparkling gold, fully armored SUV, feeling every bit the confidence a single adventure-seeker would feel in the same situation. I hoped my journey to Baghdad would unlock a new chapter in my career—a career that had, up until that point, led me down a path as a press hack for various elected officials, spinning fascinating stories about farm subsidies and international trade debates on Capitol Hill. I believed that public relations could be one of the most consequential tools any business, government, or individual had at their disposal, and I wanted a bigger arena to practice my trade. In accepting the Iraq posting, I’d sought out the biggest stage possible to expand my knowledge of the craft of crisis management.

			My colleagues and I were returning from a successful media event with the United States Ambassador to Iraq. Without warning, all traffic around our vehicle came to a grinding halt. It was a moment that sent our stomachs plummeting. We realized we were sitting ducks in the middle of an unmoving morass of tinted window sedans, beat-up Toyota pickup trucks, horse-drawn carts pulling vegetable stands, and hundreds of pedestrians swarming together in the cramped mosh pits that comprise Baghdad’s streets.

			Within moments, all outside eyes turned and fingers began pointing toward our vehicle. At this precise moment, I began reevaluating both the logic I had used to make the case for this day’s trip, as well as the logic of whichever government bean-counter decided to buy bright gold-colored SUVs for us to use. We were the only people in the entire country of Iraq who drove vehicles this color. And we had a lot of them. We could not have made for an easier target for the country’s growing insurgency if we tried. Several weeks prior, a colleague’s Suburban faced a similar situation, coming under fire as they returned to the safety of Baghdad’s protective Green Zone cocoon from the hostile Red Zone. Insurgent fighters and radicalized followers of a few clerics were seeking every opportunity to attack the Coalition. Sitting unmoving in our bright-gold SUV made us the perfect target.

			With tensions mounting, we found ourselves at the epicenter of a potential riot. His M-16 now firmly gripped, the number two gunner in our vehicle leaned forward and directed me to “Turn this car around and follow that donkey!” The donkey in question was pulling a cart down a side street in the complete opposite direction of traffic. Separating us was not only a mass of traffic and people, but a sizable cement barrier as well.

			After scanning the rooftops for possible snipers or rocket-propelled grenade launchers, the colonel sitting behind me snapped, “Get us out of here!” It was an order directed at yours truly who had decided to hop behind the driver’s seat for the trip that morning. With that order, the Air Force lieutenant colonel in the passenger’s seat beside me clicked the safety off her nine-millimeter Beretta handgun and made it clear it was time to move. Everything next happened so quickly, it felt like I was watching it unfold in slow motion.

			In a scene straight out of a Jack Ryan movie, a third soldier in the rear of the vehicle jumped out with his M-16 drawn and began creating a hole in the traffic for me to pierce through. I recall to this day the complete lack of hesitation he showed in jumping out of the armored vehicle to create room for our vehicle to move. With lookouts watching the roof lines and our “traffic cop” moving cars one by one at the point of a gun, I managed to turn the glittering eight-passenger behemoth around into oncoming traffic. The vehicle jumped into action as I hit the accelerator, with the V8 engine roaring to life. As I dodged and weaved through the oncoming cars in the middle of rush hour, my orders were clear: I was looking for just the right moment when the cement median barrier subsided enough to jump “Dukes of Hazard-style” over the center divider and careen through four lanes of traffic to reach the donkey going down a side alley. With adrenaline pumping, the moment came to pull the wheel to jump the barrier. As our 5,000-pound vehicle momentarily achieved flight, my only thought was of finding that donkey. Where the fuck was it? I had lost it in the rush of dodging traffic and jumping curbs.

			Thankfully, seconds after hitting the ground, I found him again. With a few screeching turns, I managed to cross multiple lanes of traffic to safety. I was pushing the maximum speed limit of our armored vehicle, my passengers’ guns drawn in a defensive posture, and I had just broken about every traffic law imaginable.

			We careened through the street and into the donkey’s alley. Finally away from the crowds, the lieutenant colonel leaned over, placed a hand on my shoulder, and said “We’ve made it.” I had an almost out-of-body experience, from both the release as well as the need to stay focused on every detail in front of me, yet strangely I also felt a sense of calm and focus.

			It was not just being in a war zone or the possible risk of losing my life that gave me the rush of adrenaline—it was the realization that my work had purpose. My immediate actions, what I did next, and what I did after that, determined the success or failure of our efforts to successfully navigate that unforeseen situation.

			In any crisis, whether in a literal combat zone or a virtual battlefield, there are a thousand opportunities to fail. And, as you’ll see in many of the stories throughout this book, while lives may not always be on the line, reputations will be. That experience, and the realization it provided me would forever alter the course of my career.

			Two decades later, while Iraq stands as my only active combat zone assignment, my work in the crisis communications world has taken me to Yemen in an effort to avert the Yemini civil war, to the Guantanamo Bay terrorist detention facilities in Cuba, and to the Horn of Africa’s command center for anti-pirating activities. I’ve helped manage crisis media responses for nuclear disasters, celebrity scandals, the Boston terror bombing, the collapse of Wall Street, the Boy Scout sexual assault crisis, data breaches, COVID-19 responses, and cancel culture. I’ve included many of these stories in the pages of this book. The instincts and experiences gained from these “front-row seats” have profoundly shaped my approach to the science behind crisis management today.

			The Path Forward

			My hope is that this book prepares you for this one inevitable truth: It is simply a matter of when, not if, your crisis moment will occur. My goal in this book is to help prepare anyone with a reputation worth defending to not only survive a crisis moment in the spotlight, but hopefully to emerge positioned to thrive.

			In Part I: Preparing During Peacetime, we’ll dive deeper into understanding the nuances of today’s media landscape and how to use your “peacetime” productively. You’ll be able to pivot, adjust, and stay agile much more easily in the throes of a crisis if you have a working knowledge of the landscape and take the right actions to prepare.

			In Part II: Responding to a Crisis, we will walk through each moment of your crisis—when the traffic suddenly stops, and you find that what just moments ago was a routine day has turned into a public relations nightmare. For most of us, our natural human instincts of fight, flight, or freeze will ultimately make matters worse. Staying calm and decisive will be critically important in this phase when others are controlling the narrative. You’ll learn about the different response options you have, and how to use them to stop the damage from spreading. These proactive strategies will help turn the tide of public opinion so that you can regain control of the narrative and, if you seize the right opportunities, perhaps even emerge from the crisis better than you were before.

			When the time comes and a crisis moment is upon you, the path forward isn’t a dark and unknown one. There is a science to how crisis fires burn, and Communicating Under Fire will take you on that journey through the fire to discover how to protect, defend, and ultimately rebuild a reputation while under fire.

		

	
		
			Part I

			Preparing During Peacetime

			While it is true that there is no way to avoid all possible crises, there is plenty you can do to prepare for when your crisis moment comes. Leaders who are well-equipped to manage crises have an understanding, and an appreciation for, the rapidly evolving media world in which we all now live. In Part I, we will delve into some of the most intense and highly publicized crises of the last twenty years, dissecting the right and wrong steps many organizations and individuals have taken. For those who faltered during these moments, the usual culprit is a false sense of the “It could never happen to us” syndrome. Crisis victims believe in the golden days of their peacetimes, instead of using the peacetime to prepare wisely for the inevitable future. On the flip side, those who have survived and recovered from a crisis have witnessed the PR nightmares faced by others and thought, “There, but for the grace of God, go I” and prepared accordingly.

			In my years as a crisis manager, I have learned that there are several steps anyone with a reputation worth preserving can take while things are going well. When your fire alarm moment arrives, you’ll be grateful you invested in the knowledge, people, and procedures that ultimately prove to be your saving grace.

		

	
		
			Chapter 1

			When, Not If

			“There cannot be a crisis next week. My schedule is already full.”

			–Henry Kissinger

			In September 2008, United Airlines was finally enjoying some good times. The company was on the rebound from recent bankruptcy proceedings and was beginning to move past its restructuring woes. Leadership was able to focus on the future. Things seemed to be flying high once again.

			On the morning of September 8, hundreds of United flights were in the air. But by mid-morning, everything came crashing down. At 11:00 a.m., the company’s stock plummeted 99 percent—hitting a valuation of just one penny per share before an emergency trading halt was triggered at 11:08 a.m.

			Had a plane crashed? Was United back in bankruptcy? The financial markets and traders hastily tried to make sense of the chaos. They weren’t alone. Even United’s executives were in the dark—clueless as to why the stock of the company they had spent so many years trying to rebuild had been, in mere seconds, rendered next to worthless.

			As the minutes turned to hours, pieces of the puzzle began coming into view. The New York Times strung together the chain of events that ultimately ignited the stock crash, writing: “Shares of United Airlines lost nearly all their value Monday morning when a false rumor swept financial markets that the struggling carrier had filed for bankruptcy protection.… In a statement, United said the rumor occurred when the website of The Sun-Sentinel, a Florida newspaper, posted a six-year-old story from The Chicago Tribune archives about United’s previous bankruptcy filing…”

			But even that story wasn’t quite right. It was not The Sun-Sentinel’s fault; they hadn’t “posted” anything. During the late evening hours of Sunday, September 7, The Sun-Sentinel began a routine process of archiving old news stories on their website. This involved moving stories off of the primary site into an archival section, which also removed the prominent dateline placements of the stories. Because of how stories were moved within their web architecture, the process triggered Google News alerts for certain keywords. And now a years-old article looked like breaking news.

			That might not have mattered, but sometime in the early morning hours of Monday, September 8, an enterprising writer working for Income Securities Advisors, a Miami-based investment research firm, came across the article in his newsfeed while searching for information about bankruptcies. Thinking he would be the first to push a blockbuster story out to his Wall Street trader audience, the writer quickly posted an article to Bloomberg News based on the old report. Suddenly, it was on the desktops of thousands of traders, who quickly dumped their shares. And before you could say, “The captain has turned the seat belt sign on,” billions of dollars in valuation were—temporarily—wiped off the map as United’s stock trading ground to a halt. It was through no fault of the airline or malice by the article’s author. Just a questionable algorithm, quick reading, and hasty
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“An indispensable guide for any leader preparing to face,
or actually facing, an existential crisis.”
—MICHAEL CHERTOFF, Former U.S. Secretary of Homeland Security
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