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	To my travel companions

	 


 

	PREAMBLE

	 

	For more than three decades I worked as an executive in consulting and high-technology companies, operating in environments where strategic decisions and technological change were closely intertwined. I remain deeply grateful to those organisations for the opportunity to work at the frontier of innovation, strategy, and large-scale transformation.

	During those years I witnessed a profound evolution. Information technology moved from being a supporting function inside organisations to becoming the backbone of entirely new business models and operational systems. Telecommunications networks, cloud, data platforms and digital services have progressively reshaped how companies operate and how societies communicate, produce, and collaborate.

	Over time it became clear to me that technology was no longer simply supporting business strategy; it was becoming the infrastructure on which strategy itself increasingly depends.

	When I stepped back from executive life last autumn, I finally had the opportunity to reflect more broadly on what lies ahead. In particular, I began to consider a question that has become increasingly urgent: how should we govern the digital systems that are rapidly becoming the backbone of our economy and society?

	This question is made even more complex by the context in which we now operate. Geopolitical fragmentation is reshaping global technology, while artificial intelligence is accelerating the scale and speed of digital transformation in ways few could have imagined even a decade ago.

	During the past winter I began to articulate some of these reflections in a series of articles published on LinkedIn. The response from readers — many of them executives, technologists, and board members — encouraged me to expand those ideas further.

	Those articles became the starting point, and ultimately the foundation, of this book — a work shaped not only by experience and research, but also by the disciplined use of artificial intelligence to analyse evidence, test hypotheses, and challenge assumptions.

	My intention is not to provide definitive answers. Rather, it is to contribute to an ongoing conversation among executives and board members about how to transform the extraordinary potential of modern technologies into a resilient, trustworthy, and well-governed digital backbone for the economy of the future.

	 

	Gianni Ferranti

	 


INTRODUCTION

	 

	The dominant narrative in corporate technology strategy, over the past two decades, has been digital transformation. Companies invested billions to digitise processes, modernise IT systems, migrate to the cloud, and adopt new software platforms. The objective was clear: improve efficiency, enhance customer experience, and enable innovation.

	Yet beneath this wave of transformation, a more profound shift was taking place: the emergence of a new infrastructure of power.

	What organisations were actually building was not simply digital capability. They were constructing the platform of a new economic system and, increasingly, a new distribution of power.

	Data platforms, cloud computing, fibre networks, AI models, distributed systems, and edge computing are no longer merely tools that support business operations. Together, they form what can be called the digital backbone — the structural infrastructure that enables modern economies to function.

	[image: Grafico che confronta l'IT tradizionale come supporto operativo e il digital backbone come infrastruttura strategica.]

	Figure 1 — The Digital Backbone: from delegated IT function to integrated backbone 

	Just as railways powered the industrial age and electricity networks enabled the mass production economy of the twentieth century, digital systems now underpin almost every sector: finance, telecommunications, logistics, healthcare, manufacturing, government services, and urban facilities.

	The difference today is scale and speed. Digital platforms evolve at a pace that traditional infrastructure never did. Compute capacity doubles rapidly, AI capabilities expand exponentially, and new platform architectures reshape industries within years rather than decades.

	This transformation marks the beginning of a new phase in economic history: the industrialisation of digital systems.

	From Digital Tools to Digital Infrastructure

	In the early days of corporate IT, technology was primarily operational. It supported accounting systems, inventory management, and internal processes. Decisions about technology were largely delegated to CIOs and IT departments, and were rarely discussed at board level.

	Even during the first wave of digital transformation in the 2000s and 2010s, technology was often framed as a competitive enabler — a way to optimise processes, enhance customer experience, or launch new digital services.

	Today that view is no longer sufficient.

	Artificial intelligence, hyperscale computing, high-speed connectivity, and large-scale data systems are transforming technology into something fundamentally different: strategic infrastructure.

	Modern companies now depend on complex digital ecosystems composed of:

	
	– hyperscale cloud platforms

	– distributed data sources and repositories

	– AI models and automation systems

	– global connectivity networks

	– specialised compute hardware



	 

	These systems are not simply applications. They are industrial platforms that power entire sectors.

	When a global cloud platform experiences an outage, thousands of companies can be affected simultaneously. When AI models are deployed at scale, they influence decision-making across supply chains, financial markets, and public services. When compute capacity becomes constrained, entire innovation cycles can slow down.

	 

	
		
				Technology is no longer just an operational capability. It has become a strategic resource comparable to energy, logistics, or capital markets.

		

	

	 

	The Rise of the Digital Backbone

	The concept of the digital backbone captures this structural shift. The digital backbone is the integrated stack of systems that supports the digital economy. It combines physical layers, computing resources, data, and AI capabilities into a single interconnected foundation.

	At its core, the digital backbone consists of several layers:

	
	– Physical Infrastructure — Data centres, fibre networks, and wireless connectivity form the physical layer that enables digital systems to operate. These assets resemble traditional infrastructure in many ways, requiring long-term investment, resilience, and regulatory oversight.

	– Compute Resources — Hyperscale cloud platforms and specialised AI hardware provide the computational power required to process massive amounts of data and run increasingly sophisticated models.

	– Data — Data platforms organise, manage, and govern the information that feeds digital services and AI systems.

	– AI Systems — Artificial intelligence introduces automation and decision-making capabilities at a scale previously impossible.

	– Applications and Digital Services — On top of this stack sit the services that consumers and enterprises interact with daily.



	 

	Together, these layers create a complex but powerful system that functions as the operating backbone of the modern economy.

	Yet despite its importance, the governance of this infrastructure remains poorly understood.

	AI and the Industrialisation of Digital

	Artificial intelligence is accelerating the transformation of digital systems from experimental technologies into industrial production systems.

	During the early years of AI adoption, most organisations treated AI as a collection of isolated tools: recommendation engines, predictive analytics, chatbots, or automation scripts.

	Today, the emergence of large-scale AI models, generative systems, and autonomous agents is driving a much broader transformation.

	 

	
		
				AI is becoming a general-purpose capability embedded across the entire digital backbone.

		

	

	 

	In this sense, AI is not simply another technology layer — it is becoming the organising principle of digital production, much like electricity did for industrial systems. Electricity did not simply create new products; it reorganised the structure of production itself.

	Similarly, AI is beginning to reshape how digital systems are designed, built, and operated.

	Software development is increasingly automated. Data analysis is augmented by machine learning. Infrastructure management relies on predictive models. Customer interaction is mediated by AI-driven systems.

	Digital operations are moving toward a model where software systems increasingly manage other software systems.

	This is what can be described as the industrialisation of digital.

	Digital capabilities are no longer crafted manually in isolated projects. They are produced through highly automated platforms, powered by large-scale infrastructure and governed by complex ecosystems of technology providers.

	A Governance Problem

	Despite the strategic importance of the digital economy, governance structures have not evolved at the same pace.

	Many organisations still manage digital systems through fragmented decision-making processes. Technology investments are often evaluated primarily through short-term ROI metrics. AI deployments are frequently pursued without robust oversight frameworks.

	At the same time, the risks associated with digital infrastructure are growing rapidly.

	Cybersecurity incidents can disrupt entire industries. Dependence on hyperscale cloud providers creates new forms of concentration risk. The rapid deployment of AI systems raises questions about accountability, transparency, and control.

	The governance challenge extends beyond individual companies. Digital infrastructure is increasingly intertwined with geopolitical dynamics. Governments are debating issues such as sovereign cloud, data localisation, and technological autonomy. Competition for compute resources and advanced semiconductor technologies is shaping global economic strategies.

	More fundamentally, governance is not simply lagging — it is structurally misaligned with the pace of technological evolution. Digital capabilities, particularly AI, scale exponentially, while governance frameworks evolve incrementally. This asymmetry creates a persistent gap between what systems can do and what institutions are able to control.

	 

	
		
				The governance of digital services is becoming not only a corporate issue but also a strategic economic and political question.

		

	

	 

	Why Boards Must Engage

	Historically, boards of directors rarely engaged deeply with technology strategy. Their focus was typically on financial performance, risk management, and corporate governance.

	But as digital systems become the backbone of the economy, this separation becomes increasingly untenable.

	Decisions about AI deployment, cloud architecture, data governance, and resilience now influence:

	
	– operational continuity

	– competitive advantage

	– regulatory exposure

	– long-term strategic positioning



	 

	These are precisely the types of issues that boards are expected to oversee. Technology governance can no longer be delegated entirely to operational teams. It must become a core board-level responsibility. Boards are no longer only responsible for overseeing technology investments. They are increasingly responsible for defining the boundaries within which technology can be deployed responsibly — and where it must not be deployed at all.

	Boards must ask new kinds of questions:

	
	– How resilient is the organisation's digital infrastructure?

	– Who governs the use of AI systems?

	– What are the boundaries and the ethics implications when employing AI?

	– What risks arise from dependence on external platforms?

	– How should digital investments be allocated across compute, data, and AI capabilities?

	– How can digital trust be maintained in increasingly automated environments?



	 

	These questions require a new governance mindset — one that treats digital capabilities as strategic capital rather than operational expenditure.

	 

	The Structure of This Book

	This book explores the implications of this transformation. It examines how the rise of AI, cloud computing, and digital infrastructure is reshaping economic systems and corporate governance. The discussion is organised around four major themes. Each part builds toward a central question: how do we govern systems that are becoming more powerful, more autonomous, and more embedded in economic and social life than any previous technological infrastructure?

	The first part of the book explores technology as strategic capital, examining how digital investments must be governed and allocated at the highest levels of the organisation.

	The second part focuses on the infrastructure of the digital economy, including cloud sovereignty, compute scarcity, and the evolving economics of connectivity.

	The third part addresses the transformation of enterprise operating models, from resilience and cybersecurity to the changing nature of outsourcing and organisational complexity.

	Together, these themes reveal a fundamental shift: the emergence of a digitally industrialised economy powered by large-scale computational capabilities and AI systems.

	The last chapter of the book is dedicated to the relationships between Ethics and Technology, particularly investigating the impact of AI on labour, the use of AI during wars, and its role in cybersecurity. It culminates in a discussion of technology and ethics, arguing that the defining challenge is no longer what technology can do, but what societies are willing to allow it to do — and proposing a framework to define non-negotiable limits.

	Governing the Digital Age

	Every industrial revolution has required new forms of governance.

	The rise of railways led to new regulatory frameworks for transportation networks. The expansion of electricity grids required new models of network investment and oversight. The development of global financial markets produced new mechanisms of financial governance.

	The digital revolution is now entering a similar phase.

	As digital systems become the backbone of economic activity, they must be governed with the same seriousness and strategic discipline applied to other forms of critical infrastructure.

	This book argues that the next frontier of digital transformation is not technological innovation alone. It is the governance of the systems that underpin the digital economy.

	 

	
		
				Understanding the digital backbone is only the first step. Governing it — and defining its limits — will become one of the defining leadership challenges of the coming decades.

		

	

	 

	This book does not argue against technological progress. On the contrary, it recognises its transformative potential. But it argues that without deliberate governance — and without clearly defined limits — the same systems that create value can also amplify risk, concentration of power, and societal instability. The challenge is not to slow down innovation, but to ensure it evolves within boundaries that societies consciously choose.

	 

	 


CHAPTER ONE

	1  TECHNOLOGY AS STRATEGIC CAPITAL

	Digital investments must be treated like strategic capital assets, governed at Board level with explicit allocation frameworks.

	For most of the past half century, the largest strategic investments made by companies were easy to identify. They were physical, visible, and relatively slow to change. Industrial plants, logistics networks, retail footprints, and energy infrastructure defined the competitive landscape of entire sectors. Capital allocation decisions revolved around these assets, and Boards treated them accordingly: with rigorous analysis, long-term planning, and close oversight.

	Technology, by contrast, was rarely viewed in the same light. For decades it was treated primarily as a supporting function. Information systems helped automate processes, store records, or improve internal efficiency. Technology budgets were significant but rarely strategic. Decisions were typically delegated to specialised departments and evaluated primarily in terms of operational cost or delivery timelines.

	That distinction is now dissolving.

	Over the past two decades, organisations have built a new kind of infrastructure beneath their operations. It is composed not of factories or railways, but of cloud platforms, data architectures, digital identity systems, AI capabilities, and high-capacity connectivity networks. Together, these elements form what might be called the digital backbone of modern organisations.

	 

	[image: Il 'Digital Backbone' supporta 5 aree: Cloud, Connettività, Cybersecurity, Piattaforme Dati e Infrastruttura AI.]

	Figure 2 — The interconnected pillars of modern digital infrastructure

	This backbone has become central not only to operational efficiency, but to the very structure of markets. Payments systems, logistics coordination, industrial automation, healthcare delivery, financial trading, and public services all depend on increasingly complex digital infrastructures.

	Yet governance structures in many organisations have not evolved at the same pace.

	Technology investments are still frequently treated as projects rather than assets, and IT budgets as operational expenditure rather than strategic capital allocation. The result is a persistent mismatch between the importance of digital infrastructure and the way it is governed.

	The central argument of this chapter is therefore straightforward:

	
		
				Technology must now be governed as strategic capital.

		

	

	 

	If this statement is correct, then it carries important implications. Technology investments must be evaluated with the same discipline applied to financial capital. Boards must develop visibility over digital asset portfolios. And organisations must recognise that their long-term competitiveness increasingly depends on the quality and resilience of their digital infrastructure.

	To understand why this shift is occurring, it is useful to examine several structural changes that have transformed the economic role of technology.

	The Scale of Digital Investment

	The first and most visible change is simply the scale of digital spending.

	Across most industries, technology investments have grown steadily over the past decade. What was once a secondary budget line has become one of the largest categories of corporate expenditure.

	Although no official statistical category measures Europe’s “digital backbone” as a single market, multiple industry datasets suggest it already represents spending on the order of a quarter of a trillion dollars per year. The most robust anchors come from the two largest and most clearly defined layers. Connect Europe reports that total European telecom network capex was approximately €64.6 billion in 2024, while IDC forecasts European public cloud services spending at $229 billion in 2025 (approximately €195 billion, based on an average exchange rate of 0.84)1.

	Cybersecurity, AI, and enterprise data platforms clearly add further tens of billions of euros of strategic spend. However, these should be treated as adjacent enabling layers rather than summed mechanically into the same total, as published market definitions overlap and would otherwise introduce double counting across the stack.

	EMEA Digital Backbone is already close to Portugal's entire GDP (~€290 Bn) or Finland's (~€300 Bn). This isn't simply OpEx; it's a national-scale capital asset class.

	Within Digital Backbone composition — encompassing cloud and data-centre infrastructure, connectivity networks, enterprise data platforms, cybersecurity, and AI compute — three structural dynamics emerge from the spending patterns outlined above.

	
		Cloud dominates the backbone.



	Cloud and data-centre infrastructure represent the largest concentration of investment within the backbone. This reflects a structural shift in computing: workloads are no longer anchored in enterprise-owned environments, but increasingly consolidated into hyperscale platforms

	
		AI is the fastest growing layer.



	AI-related infrastructure and platforms currently represent a smaller share of total spending, but are growing at materially higher rates. IDC forecasts European AI spending to expand at over 30% CAGR through 20282, driven by:

	– agentic AI workloads

	– large-scale inference demand

	– the progressive deployment of AI at the edge

	
		Connectivity remains foundational, but slow growing.



	Even though it grows more slowly, connectivity remains a critical enabling layer. Without high-capacity networks, the cloud, AI systems, and data platforms cannot operate.

	These estimates should not be interpreted as precise forecasts. Their purpose is to illustrate a structural reality: digital infrastructure is now among the largest categories of investment shaping the future of the economy.

	For individual organisations, the pattern is equally clear. In many sectors technology spending now represents between 4 and 8 percent of revenue, and significantly more in highly digitalised industries such as banking, telecommunications, and online services.

	At this scale, technology decisions inevitably compete with other forms of capital allocation. Investments in digital infrastructure increasingly sit alongside investments in physical assets, acquisitions, and new market expansion.

	However, while financial capital allocation has long been subject to rigorous governance frameworks, digital investments often remain fragmented across departments and projects. This asymmetry creates both inefficiencies and risks.

	The Persistence of Digital Architecture

	A second structural shift concerns the longevity of digital systems.

	Technology is often perceived as fast-moving and ephemeral. Software evolves quickly, new platforms emerge, and tools are constantly replaced. This perception has led many executives to assume that digital investments are inherently short-lived.

	In practice, the opposite is often true.

	While individual components may change rapidly, the architectures built around them tend to persist for decades. Enterprise resource planning systems, core banking platforms, telecommunications networks, and enterprise data architectures frequently remain in place for ten or twenty years. Even when components are modernised, the underlying structures continue to shape operations.

	These architectures create powerful forms of path dependency.

	Once deployed, they influence how organisations structure processes, integrate partners, manage data, and deploy new services. Vendor relationships become embedded, operational workflows adapt to the architecture, and regulatory obligations attach themselves to specific systems.

	In this sense, digital infrastructure behaves much like physical infrastructure. Decisions taken today shape the operational possibilities of organisations for many years to come.

	Recognising this persistence is critical. If digital systems create long-term structural constraints, then the decisions governing them must be treated with the same seriousness as other long-lived capital investments.

	The Emergence of Systemic Risk

	A third transformation concerns the risk profile of digital infrastructure.

	In earlier decades, technology failures were usually localised. An IT system might fail temporarily, affecting internal operations or a specific department. The impact was often inconvenient but rarely strategic.

	Today, the situation is different.

	Digital systems increasingly function as shared infrastructure across entire sectors. A failure in a major payment network can disrupt commerce across countries. A cloud service outage can affect thousands of organisations simultaneously. A cyberattack against critical infrastructure can halt production lines, disrupt logistics chains, or interrupt public services.

	These incidents reveal that digital systems have acquired characteristics traditionally associated with infrastructure such as electricity grids or transportation networks.

	They are highly interconnected, widely shared, and economically critical.

	As a result, regulators are beginning to treat them accordingly. In Europe, initiatives such as the Digital Operational Resilience Act (DORA), the NIS2 Directive, and the AI Act explicitly place responsibility for digital risk management at the level of senior management and Boards.

	This regulatory shift reflects a broader recognition: when digital systems fail, the consequences are no longer purely technical. They are operational, financial, reputational, and sometimes societal.

	 

	
		
				Digital failures have become strategic failures.

		

	

	 

	Technology and Strategic Optionality

	Beyond risk and cost considerations, digital infrastructure also shapes the strategic flexibility of organisations.

	Well-designed digital architectures allow organisations to evolve rapidly. They enable the introduction of new services, the integration of partners, and the deployment of emerging technologies such as artificial intelligence.

	In contrast, fragmented or poorly structured systems often create organisational rigidity. Complex application landscapes, inconsistent data models, and tightly coupled systems slow down innovation and increase operational costs.

	Many large organisations are now confronting the consequences of earlier technology decisions. Years of incremental projects have produced complex digital environments that are difficult to simplify or modernise.

	This complexity imposes a hidden tax on innovation.

	When launching a new service requires integrating dozens of legacy systems, strategic initiatives slow down. When data cannot be accessed reliably, AI adoption becomes difficult. When vendor dependencies are deeply embedded, negotiating leverage disappears.

	In this context, digital architecture determines not only efficiency but also strategic optionality.

	Investments in digital infrastructure therefore resemble investments in research and development or platform ecosystems. Their value often lies not in immediate returns but in the future opportunities they make possible.

	The Limits of Traditional IT Governance

	Despite these structural changes, governance models in many organisations remain rooted in an earlier era.

	Technology oversight is often confined to project reviews, budget approvals, and delivery milestones. Boards typically evaluate major initiatives individually rather than examining the overall structure of the digital portfolio.

	This approach was adequate when technology primarily supported internal operations. It becomes increasingly problematic when technology forms the foundation of business models.

	 

	[image: Tre sfide: frammentazione investimenti, cicli di budget a breve termine, debole accountability dell'architettura.]

	Figure 3 — The structural limits of traditional IT governance in the age of digital capital

	Three limitations are particularly common.

	First, digital investments are frequently fragmented across business units, preventing coherent portfolio management.

	Second, annual budgeting cycles discourage long-term architectural planning, favouring incremental upgrades over structural improvements.

	Third, architectural accountability is often weak. Without strong governance mechanisms, complexity accumulates as systems evolve independently.

	These patterns are not the result of poor management. They reflect the historical position of technology within organisations. But as digital infrastructure becomes more central to economic activity, governance frameworks must evolve.

	Toward Digital Capital Allocation

	If technology behaves like strategic capital, then it should be governed accordingly. One useful way to conceptualise this shift is through the idea of digital capital allocation.

	Rather than viewing technology investments as isolated projects, organisations should treat them as a portfolio of strategic assets. This portfolio includes data platforms, connectivity infrastructure, AI capabilities, cybersecurity systems, and core enterprise architectures.

	Managing such a portfolio requires balancing several dimensions simultaneously. Strategic alignment ensures that digital investments reinforce long-term business priorities. Risk management addresses issues such as cyber threats, supply chain dependencies, and geopolitical exposure. Return on investment evaluates productivity gains, revenue opportunities, and cost efficiencies.

	Finally, optionality recognises that some investments create capabilities whose value will only emerge over time.

	This perspective does not imply that Boards must manage technology directly. Rather, it requires that they develop the same visibility and discipline applied to other forms of capital allocation.

	The Governance Implications for Boards

	The shift toward digital capital allocation has several practical implications for corporate governance.

	First, Boards must obtain clear visibility over the digital asset portfolio. Understanding which systems are critical, where major investments are concentrated, and where risks may accumulate is a prerequisite for effective oversight.

	Second, accountability structures must be strengthened. Technology leadership roles such as CIOs, CTOs, and Chief Digital Officers must be integrated into strategic decision-making rather than confined to operational execution.

	Third, technology strategies must be evaluated over longer time horizons. Digital infrastructure investments often require five to ten years to realise their full value, making short-term budgeting cycles inadequate.

	These changes do not imply that every Board member must become a technology expert. Rather, they require Boards to recognise that digital infrastructure has become a central component of corporate capital.

	Technology investments increasingly share the defining characteristics of strategic capital. They involve large and growing financial commitments, create long-term structural dependencies, generate systemic risks, and enable future strategic opportunities.

	As a consequence, the governance of technology can no longer remain confined to operational oversight.

	Let us now have a closer look at some aspects of Digital Capital allocation that might be top of mind for Boards and Executives.

	 


1.1  AI: Why the Real Challenge Is Not Technology but Governance

	 

	Over the past few years, Artificial Intelligence has moved from experimentation to ubiquity.

	Across industries, organisations have launched pilots, proofs of concept, copilots, automation tools, and AI-driven decision engines at an unprecedented pace. Boards and executive committees regularly hear about new deployments: AI assisting customer service agents, algorithms optimising supply chains, predictive models guiding pricing decisions, generative tools supporting marketing and legal teams.

	On paper, AI adoption has never been stronger.

	Yet an uncomfortable paradox is emerging inside many organisations: if AI is everywhere, why is its value still uneven — and its risk increasingly opaque?

	In some companies, AI delivers measurable productivity improvements and new business opportunities. In others, initiatives remain fragmented, experimental, or difficult to scale. Meanwhile, regulators, courts, and the public are beginning to scrutinise how organisations actually control and oversee these systems.

	This paradox reveals a fundamental misunderstanding that shaped the early phase of AI adoption: organisations treated AI primarily as a technology deployment problem, when in reality it is increasingly a governance challenge.

	The question facing executives in 2026 is therefore no longer whether AI works. The real question is whether organisations know how to govern it.

	The governance challenge surrounding Artificial Intelligence cannot be understood without appreciating the scale of investment now flowing into the technology.

	 

	
		
				The Scale of the AI Investment Wave
Over the past decade, AI has evolved from niche research to one of the world's most capital-intensive tech sectors. According to the Stanford HAI AI Index Report3:

	– Global corporate AI investment hit $252 Bn in 2024, with private investment surging 44.5% YoY to record highs.

	– Generative AI private funding reached $33.9 Bn globally (+18.7% YoY), fuelled by LLMs.

	– The US dominates, with $109 Bn private AI investment — ~12× China's $9.3 Bn and far ahead of Europe.


These figures exemplify the intensity of

		

	

	
	
	
	
	1.1.1  From Innovation to Enterprise Exposure

	
	
	
	
	
		
				
		

	

	
	
	
	
	– dozens or hundreds of AI-driven initiatives

	– limited visibility at the executive level

	– unclear ownership of AI-driven decisions

	– fragmented accountability across business units and technology teams



	
	
	
	1.1.2  The Three Questions Boards Must Now Answer

	
	Where does AI actually create value?

	Despite widespread adoption, many organisations struggle to quantify the business impact of AI.

	
	
	
	– Which revenue streams are influenced by AI-driven decisions?

	– Which operational processes depend on algorithmic optimisation?

	– How much productivity or cost improvement can be attributed to AI systems?



	
	
	What risks does AI introduce?

	
	
	
	– biased or discriminatory decisions

	– inaccurate automated recommendations

	– operational disruptions from flawed predictions

	– regulatory non-compliance

	– reputational damage caused by misleading outputs



	
	
	
	
	Who is accountable when AI decisions fail?

	
	
	
	– data scientists who built the model

	– engineers who deployed it

	– vendors who provided tools or infrastructure

	– business teams who use its outputs



	
	
	
		
				
	– No validation of AI-generated content.

	– No ownership of AI decisions in customer-facing processes.

	– No escalation mechanism when AI outputs were incorrect.



	– AI used in high-risk, core decision processes.

	– No validation controls.

	– No clear accountability.



		

	

	
	
	1.1.3  Regulation Accelerates the Governance Imperative

	
	
	
	Core principle: risk-based regulation

	
	Unacceptable risk (prohibited AI)

	
	
	– Social scoring by governments

	– Manipulative AI that exploits vulnerable individuals

	– Real-time biometric identification in public spaces (with limited exceptions)



	
	
	High-risk AI (strictly regulated)

	
	
	– Hiring and workforce management

	– Credit scoring and financial services

	– Critical infrastructure management

	– Healthcare systems

	– Law enforcement and border control



	
	
	
	– Risk management systems

	– High-quality training data and data governance

	– Technical documentation and auditability

	– Logging and traceability of decisions

	– Human oversight mechanisms

	– Robust accuracy and cybersecurity controls



	
	
	Limited-risk AI (transparency requirements)

	
	
	– Chatbots

	– Generative AI systems interacting with users

	– AI systems generating synthetic media



	
	
	Minimal-risk AI

	
	
	– AI-powered video games

	– Spam filters

	– Internal productivity tools



	
	
	Governance and enforcement

	
	
	
	– AI providers (developers)

	– Deployers (organisations using AI)

	– Importers and distributors



	
	
	Penalties for non-compliance

	
	
	– Up to €35 million or 7% of global annual turnover for prohibited AI practices

	– Up to €15 million or 3% of global turnover for violations of high-risk obligations



	
	
	Implementation timeline

	
	
	
	
	Strategic implications for organisations

	
	
	
	
	
	
	
	
	1.1.4  The Emerging Governance Gap

	
	Fragmented decision ownership

	
	Technical oversight without business accountability

	
	Limited Board visibility

	
	
	
	1.1.5  What Good AI Governance Actually Looks Like

	
	
	
	AI governance begins with decisions, not technology

	
	
	Risk-based governance: tailored oversight

	
	
	
		
				
				
				
		

		
				
				
				
		

		
				
				
				
		

		
				
				
				
		

	

	
	
	Assigning accountability: one decision, one owner

	
	Human oversight: defined and risk-driven

	
	
	– Mandatory human validation for certain processes.

	– Post-decision reviews where appropriate.

	– Full automation permissible in low-risk scenarios.



	
	
	Measurable indicators for Board oversight

	
	
	– Proportion of core decisions influenced by AI.

	– Number of AI-related incidents and near-misses.

	– Actual value delivered versus projected return on investment.

	– Audits or regulatory findings attributable to AI.

	– Time required to detect and remediate AI errors.



	
	
	
	Board responsibilities: clear boundaries

	
	
	– AI risk appetite.

	– High-risk use cases.

	– Accountability structures.

	– Regulatory preparedness.



	
	
	
	– Technical architecture.

	– Model selection.

	– Routine operations.



	
	1.1.6  Practical Illustrations from Industry Leaders

	
	
	
	
	
	1.1.7  Run a Maturity Test
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