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INTRODUCTION
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There’s a revolution going on in wireless communications technology, touching fields from hardware development to information security and from aerospace engineering to reverse engineering. Professional electronics designers, cybersecurity researchers, hardware hackers, and ham radio operators alike can all reap the benefits of the beautiful new combination of software and radio.

Since Marconi’s first transmissions over 100 years ago, nearly all radios have been fixed-function devices. Any given radio could only tune to a relatively narrow range of frequencies and transmit or receive a specific kind of signal. At best, you’d have combination devices, like those that receive both AM and FM signals, but this was largely a matter of combining two (or more) fixed-function radios in one package. These old-school devices are hardware-defined radios. What defines the frequencies one of these radios can transmit or receive? Hardware. What defines whether it’s an FM radio or a Wi-Fi router? Hardware. Nearly every aspect of these radios is defined by stubbornly inflexible hardware.

On the other hand, software-defined radios (SDRs) provide programmability throughout the radio’s architecture. When you want to change the operation of an SDR, you don’t have to rewire your hardware; you simply modify the programming on the SDR board and, quite often, on a connected host computer.

This book will show you how to build wonderfully flexible analog radios using an SDR and a program called GNU Radio, and it introduces just the right amount of basic theory to understand how those radios work.


A Week in SDR

It may not be immediately obvious how powerfully flexible an SDR can be. To illustrate, here’s a story about a week in your life as an SDR user.

It’s Monday, and you want something to talk to a number of Wi-Fi devices. You put together a project on your computer, connect to your SDR, and, sure enough, you have a Wi-Fi access point. And not just any access point, but one where you can control aspects of the channels used and the packets sent.

On Tuesday you need some geographical data from a job site you’re visiting. With nothing more than some software changes, you reprogram your SDR to be a GPS receiver. As before, you’re not just limited to basic GPS functionality but can keep track of how many satellites in the GPS constellation are observable and the signal strength of each. On the way back from the job site, you program your SDR to pick up FM broadcast stations so you can listen to a bit of music while you drive.

Sometime on Wednesday you realize that your Wi-Fi system is having some unknown difficulties. Suspecting security issues, you reconfigure your SDR to scan all 14 available Wi-Fi channels simultaneously and see what kind of traffic is out there. You save all the raw radio frequency (RF) data to a file for further processing at your leisure.

You shift gears on Thursday, turning your attention to some signals you saw broadcasting in the 2.4 GHz Wi-Fi band the day before. Not sure what they are, you start breaking down the signals using powerful but free and easy-to-use software. The mystery signals aren’t currently transmitting, but that’s not a problem because you have the raw data from yesterday. After looking at the data, you’re able to determine that there’s a ZigBee home automation network nearby, as well as a baby monitor and a poorly shielded microwave oven.

Now comes Friday, and you decide to drive around and check out the RF activity at various points in your city. Taking advantage of your Wi-Fi and GPS routines from earlier in the week, you’re able to write a position-aware data logging application in just a couple dozen lines of Python code.

Finally, it’s the weekend, and you decide to take a camping trip. Before you go, you reprogram your SDR to several different amateur radio modes in hopes of making contact with other ham operators while you’re up in the mountains. Perhaps you might even ping the International Space Station!

Are you starting to see how powerful these devices are? Not only can you easily implement new radio designs, but you can also switch between them with nothing more than a few keystrokes or a function call in your code. More than simply transmitting and receiving, you can scan, find, and deconstruct other signals that may be out there.

In the interest of full disclosure, there’s one caveat to all this: as programmable as SDRs have become, their creators still haven’t figured out how to make affordable, programmable antennas. For now, at least, you may still have to swap those out when making big frequency changes.



SDR and Hardware Development

There’s another key application for SDRs: prototyping new products containing an RF component. In the early stages of product development, it’s critical to iterate quickly on new designs. Fail fast, and try as many new ideas as reasonably possible.

SDRs allow you to implement the radios in your design much faster than designing them from off-the-shelf components. You can also modify their functionality far more quickly. Due to cost constraints, you most likely won’t take a design into high-volume production while it still contains an SDR, but you can optimize for cost later in the design cycle.

We’ve seen this before. For decades, digital logic was typically a hardwired affair. You’d grab a bunch of chips containing logic gates, wire them together, and voilà: there’s your system. If performance or cost demanded, you could even have a custom chip made (they’re called application-specific integrated circuits, or ASICs). Then a new technology came and changed everything. Engineers started prototyping with different types of programmable logic, going by questionably helpful abbreviations such as PLAs, PALs, and PLDs. The most commonly used form today is the field-programmable gate array (FPGA).

An interesting development occurred along the way. In certain cases, engineers started realizing that the cost of the programmable solution wasn’t so much higher than the fixed-function solution after all. In fact, when factoring in the engineering hours required for designing the fixed-function implementation, sometimes the programmable solution was cheaper. And there was also the added benefit of being able to update the product’s hardware functionality at any point in the production process and beyond—even when the product was in the hands of customers.

Although this little history lesson has focused on digital logic, similar programmable technologies now exist for analog circuitry too. One could even consider 3D printers to be in the same vein: software-defined matter.

All of these technologies reduce design cycle times and get products out more quickly. And while the earliest SDRs, FGPAs, and the like were primarily used for prototyping, their more mature descendants are increasingly finding their way into released products. This happens primarily in two circumstances. First, when time to market is critical, the additional cost of incorporating one of these technologies may be acceptable. Second, when you’re not making a large quantity of your product, it doesn’t make sense to spend the engineering hours to optimize its cost.

How long will it take for SDRs to become ubiquitous in the marketplace? It’s hard to say for sure, but you might want to search for “RTL-SDR.” In the past, this particular SDR design found its way into a number of consumer products (mostly digital TV tuners), while radio hobbyists hacked these products to turn them into extraordinarily low-cost devices for their own experimentation.



This Book’s Approach

The goal of this book is not only that you’ll learn about SDR but also that you’ll have fun doing it. The word fun comes from fundamentals; learning how something works (for instance, a radio) makes that thing not only more useful to you but also more fun to use. Learn the fundamentals of a topic, then leverage them to have fun.

This book is designed for you to learn by doing. There won’t be a ton of pages of dry exposition on electromagnetic theory and the mathematical underpinnings of signal processing. We don’t believe many beginners to SDR are well served by a deep, formalized dive into these topics. To be sure, the book will cover these topics, but in a different way than you would encounter in an academic textbook: we’ll start with the simplest possible concepts, pair them with actual SDR experiments, and then gradually build on what you’ve learned to go progressively deeper. The intent is to provide you with a functional understanding of the terms and concepts required to build practical SDR systems, and we’ll always endeavor to not just tell you those terms and concepts but actually show them to you hands-on.

Think of SDR as an onion. Each chapter of this book will peel back a very thin layer of that onion (hopefully without any tears). Don’t worry if you don’t fully grasp a topic in an early chapter; the concepts will be fleshed out in greater detail as the book goes along and you work through more projects. After a number of chapters, we think you’ll be pleasantly surprised at how deeply you’ve traveled into the heart of the onion.

There’s one catch, however: learning by doing requires that you actually do the doing. Take the time (just a few minutes) to install the necessary software, then follow along and work through the book’s examples so that you can actively start playing with radios, both simulated and real.

What do we mean by simulated radios? It turns out that the primary SDR software, GNU Radio, has the ability not only to control SDR hardware but also to simulate the operation of a real radio without hooking up any hardware at all. This simulation capability is the key to how we’ll incrementally journey to the center of the SDR onion. Starting with simulations will allow you to grasp ideas more quickly, without the complications of integrating hardware and grappling with real-time radio data. Don’t worry, though— we’ll get to hardware in later chapters.




Who This Book Is For

This book is written both for those who have no SDR experience and those who have previously struggled to get off the ground with SDR. You may be a tinkerer, an amateur radio enthusiast, or a student. Alternatively, you may be an engineer who’s forgotten most of the radio theory you learned in school and want a refresher. We just ask that you bring your curiosity to the subject.

The internet is useful for looking up information on just about any topic, but sometimes it can take a while to assemble data from a vast array of different websites into one cohesive mass of knowledge. We’ve had many people tell us they could search the internet to find software for running SDR hardware, but it wasn’t clear how the various components worked. There was either “too much math” describing various SDR functions or too little practical information. If that kind of frustration sounds familiar, this book is for you. It won’t eliminate the need for you to do your own research as your ambitions grow, but it will provide some of the fundamentals to better grasp the fascinating world of SDR.

This book’s focus is on analog radios only. Building analog radios for receiving broadcast signals or working with amateur radio is what many of you reading this book will want to do, but the concepts covered are also crucial for those of you interested in digital applications, like reverse engineering or information security. Digital radios are built on the same foundational concepts as analog radios, so solidifying those concepts through simple analog applications will help you transition to digital communication.



What You’ll Need

For the hardware-based activities in this book, we recommend using the HackRF One SDR. It’s widely available, relatively affordable compared to many professional-grade SDRs, and well supported by GNU Radio and other open source software. If you possess a different SDR, such as a PlutoSDR or LimeSDR, don’t worry: Chapter 9 outlines how to adapt the hardware projects in the book to work with other common devices. You’ll also need an antenna that you can connect to your SDR. For the purposes of this book, we recommend the ANT500, but another antenna that can work with FM broadcast signals will also do. Many SDRs are sold bundled with a compatible antenna.

That said, you can start learning about SDR right away even if you don’t have any hardware yet, since this book begins with simulated radios. Just head over to Chapter 1 and start reading while you wait for your new SDR to arrive. Because you can do so much with GNU Radio’s simulation capabilities (and the input files we provide), you can actually learn quite a bit with nothing more than your computer.



What’s in This Book

This book consists of three main parts. Here’s a breakdown of what you’ll learn in each section.

Part I: Building a Basic Receiver teaches you just enough theory and software to create your first SDR. You won’t use any SDR hardware yet but rather will start out in a simulated environment. You also won’t necessarily fully understand all the components of your radio and how they work at this stage, but this first part lays the groundwork for deeper dives in later chapters.


Chapter 1: What Is a Radio? Defines what a radio system is at the most basic level. You’ll learn what radio signals are and see how radio systems use modulation and demodulation to transmit meaningful information with those signals.

Chapter 2: Computers and Signals Explores how radio signals are sampled and digitized so that your computer can store and process them. We’ll discuss analog-to-digital and digital-to-analog conversion and highlight the importance of the sample rate in these processes.

Chapter 3: Getting Started with GNU Radio Introduces GNU Radio and its graphical user interface, GNU Radio Companion, the software you’ll use throughout this book. You’ll install and test the software and learn about its block-based interface for creating visual programs called flowgraphs.

Chapter 4: Creating an AM Receiver Walks you through the process of creating a basic AM radio receiver using GNU Radio. You’ll test out your receiver in a simulation by feeding it a file of previously captured real-world radio data.



Part II: Inside the Receiver gradually unpacks the concepts and components behind the radio built in Chapter 4, giving you a deeper understanding of how radios work and showing you how to build even better radios in the process.


Chapter 5: Signal Processing Fundamentals Takes a deeper dive into three foundational concepts in signal processing: frequency, gain, and filters. Through hands-on experiments, you’ll learn about the audible spectrum, view the frequency components of signals, apply gain to strengthen and attenuate signals, and use a variety of filters to isolate different parts of a signal.

Chapter 6: How an AM Receiver Works Circles back to the AM receiver from Chapter 4. Armed with your new knowledge of signal processing, you’ll take a closer look at each part of the receiver to understand how it works and why you configured it the way you did. You’ll also learn how the receiver is able to tune to different signals.

Chapter 7: Building an FM Radio Shows you how to adapt your AM receiver to work on FM signals (still simulated). In the process, you’ll learn several tips for building cleaner and more powerful radios.



Part III: Working with SDR Hardware leaves the world of simulated radio mostly behind and guides you through integrating SDR hardware with your GNU Radio flowgraphs. You’ll find out how your SDR hardware works and gain a still-deeper understanding of signal processing, including how signals are sent and received.


Chapter 8: The Physics of Radio Signals Fills in more of the gaps on the properties and propagation of radio signals. You’ll learn about electromagnetic waves, understand the bandwidth of your signals, and explore the ramifications of noise on your radio data.

Chapter 9: GNU Radio Flowgraphs with SDR Hardware Walks through the steps to modify your software FM radio from Chapter 7 to work with real SDR hardware. You’ll finally test out your receiver on radio data you capture yourself, in real time.

Chapter 10: Modulation Details the three basic kinds of modulation: amplitude, frequency, and phase. You’ll work through experiments demonstrating each type as you learn how to avoid overmodulation, adjust your modulator’s sensitivity, and more.

Chapter 11: SDR Hardware Under the Hood Pulls back the curtain on how SDR hardware is able to grab signals over the air and send them to your computer (and vice versa). You’ll learn about IQ sampling, revisit concepts like analog-to-digital conversion and gain, and get to know some important specs to look for in an SDR.

Chapter 12: Peripheral Hardware Discusses some of the practical concerns around using SDR hardware, including what kind of antenna you should use, what kinds of connectors and cables you need, and how to mitigate noise.

Chapter 13: Transmitting Outlines how to build an SDR transmitter using FM modulation and highlights some of the practical and legal issues behind transmitting. You’ll test your transmitter in a simulation by connecting it to an SDR receiver.





Online Resources

To make your SDR learning experience as smooth as possible, all the necessary project and input data files can be downloaded from this book’s web page at https://nostarch.com/practical-sdr. Extract the contents of the download into a convenient location on your hard drive because you’ll be using the files frequently.

The contents of the compressed file are broken down by chapter, so you can easily find the files you need as you work through the book. You’ll get the most out of the book if you build each project from scratch as shown in the book’s text, but the finished files are available as a reference in case you run into trouble.

Each chapter typically contains one or more input data files in addition to the completed projects. Thanks to these input data files, it’s possible to work through most of the material in this book without needing access to any SDR hardware.








PART I
BUILDING A BASIC RECEIVER









1
WHAT IS A RADIO?



[image: ]

In this chapter, we’ll consider a very simple model of a radio system. We’ll then expand on that model by unpacking some of its underlying concepts. By the end of the chapter, you’ll have a general idea of what a radio is, what radio signals are, and how modulation and demodulation allow you to transmit information using radio signals.


A Simple Radio Model

At its simplest, a radio system is a pair of magic boxes that physically communicate through the air, without wires.

Consider a real-world example. You’ve probably played with a car radio at some point. It picks up transmissions sent out into the air by a big radio tower somewhere in the vicinity and turns those transmissions into sound. In other words, this radio system includes a transmitter (the big tower), a receiver (the car radio), and a transmission medium (air), as shown in Figure 1-1.


[image: A flow chart of a radio system.]
Figure 1-1: A very simple radio model Description


As you can see, the transmitter is producing something and sending it through the air to the receiver. But what’s that “something” moving through the air? It’s a signal.


Signals

A signal is what happens when we change some kind of physical property to convey information. Let’s consider some examples.

Imagine for a moment that you and a friend are working on the opposite sides of a large, flat field. Also imagine that it’s nighttime and that every so often your friend needs your assistance. In this rather contrived scenario, your friend needs a way to communicate that you should cross the field to help out. Imagine they do this by turning on a bright flashlight and pointing it across the field toward you. When you see the light in the darkness, you know it’s time to come help.

Don’t ask why you don’t just use cell phones. That messes up the example.

In this simple thought experiment, your friend’s flashlight is the transmitter, and your eyes are the receiver. Turning on the light generates a change in a physical property (the light level) that your eyes (the receiver) can interpret as information (“Come on over!”). Thus, when your friend turns on the flashlight, they’re sending you a signal.

Another example of a signal is a message on an old-fashioned telegraph system. The transmitter and receiver are connected by a wire. On one end of the wire, a transmitter alternates between applying electricity to the wire and then removing the voltage. On the other end of the wire, a receiver creates a beeping tone when it senses an electrical current and is quiet when the current goes away. Using Morse code, a system in which letters and numbers are represented by different patterns of beeps and silences, the telegraph operators can send text messages to each other. In this case, the signals are based on the changing physical property of electric current running through a wire.

Since this is a software-defined radio book, we’ll be most interested in radio signals. You might recall from science class that radio signals are electromagnetic in nature. This means that radio transmitters represent information by changing the properties of electromagnetic waves. Don’t worry, though: you don’t need to get into much math or physics to start working with SDR.

What information can you communicate using radio signals? It could be several things:


	Sound, like the music or speech in an AM or FM radio broadcast

	Video, such as over-the-air television broadcasts

	Control information, like the unlock command sent from your wireless key fob to your car

	Data, such as the web traffic going between your Wi-Fi router and your laptop

	And so much more!



Since these information types are themselves quantities varying over time, each of them is a signal in its own right. Radio signals must then have a clear relationship to the information contained within them. To understand how radio signals can carry all these different types of information, you’ll need to understand a little about modulation.



Modulation

Modulation is what makes it possible to transmit meaningful information via radio signals. Essentially, modulation is a way of combining two signals together by using some property of one signal to change some property of the other. The first of these two signals is simply the information we’re trying to communicate. It modulates, or changes, a second signal called the carrier. The output of this modulation process is a signal that has characteristics of both input signals, ready for transmission via a radio system.

It’s also possible to take a signal that has gone through the modulation process and separate it back into its two original parts. This reverse process is called demodulation. It’s what happens at the receiving end of a radio system to turn a radio transmission back into meaningful information.




A Slightly More Complicated Radio Model

We now have enough information to return to our basic model of a radio system and fill in some of the details. This time, we’ll think more specifically about a car’s AM radio dial. In fact, AM radio is the simplest kind of radio around, and it’s a topic we’ll return to throughout the book.

Remember that our basic radio model began with a big transmission tower. Imagine that at the site of the transmitter, there’s some audio that the radio operator wants to broadcast. It could be music or someone’s voice. The operator uses this audio signal to modulate a carrier signal assigned to the radio station and then sends the resulting modulated signal out through the air (there are some significant simplifications here). For the final step in this process, a user turns the AM dial on their car radio to tune to the desired station (hint: this tuning process will have something to do with that carrier signal) and demodulates it to recover the original audio. This process is shown in Figure 1-2.


[image: A more elaborate flow chart of a radio system with sections for Transmitter, Air, and Receiver.]
Figure 1-2: A less simple radio model Description


Notice that the carrier signal in the diagram is labeled 1,520 kHz. Short for kilohertz, kHz is a unit of frequency, and this 1,520 kHz corresponds to 1520 on your AM radio’s dial. We’ll discuss frequency, one of the fundamental concepts in signal theory, in more detail later. For now, just consider that the music coming out of your car radio hints at an important concept: radio engineers have found a way to take sound and send it out to the world on different radio frequencies.

More specifically, at the various AM channels on your dial, you have sound somehow being transmitted, with different folks transmitting at different frequencies simultaneously. In Seattle, for example, there’s audio flying around at 570 kHz, 1,150 kHz, 1,300 kHz, and many other AM frequencies. All of the radio towers in the area are sending out their signals all the time, but somehow it’s possible for you to listen to just one of them by turning a knob. How is that?

Part of the answer is that radio receivers are capable of tuning, or focusing in on just one signal at a time. Tuning is one of the most important skills you’ll learn in this book, so rest assured that we’ll cover how it works in depth before we’re done. In the meantime, let’s take a closer look at the actual signals involved in AM radio broadcasts. This will get us closer to understanding how a radio station can send sounds out into the world.


AM Radio Signals

As mentioned before, you can generally think of a signal as the variations in some physical property over time to reflect information. Maybe it’s variations in air pressure that make up the sounds reaching your ears. Maybe it’s the voltage on a wire that goes to your radio’s speaker. Maybe it’s the electromagnetic intensity received by a radio antenna. Despite the wildly different underlying physics of these signals, they all look similar on paper: they’ll each have some kind of vertical axis representing the signal’s value and a horizontal axis representing time. For example, Figure 1-3 shows what the signal for a simple audio tone looks like when plotted on x- and y-axes.


[image: Diagram of a sine wave with time on the x-axis and amplitude on the y-axis.]
Figure 1-3: A simple audio tone


As time progresses, the signal in Figure 1-3 just keeps oscillating back and forth for as long as the tone persists. You might recognize its shape from a trigonometry class as a sine wave or sinusoid. Let’s assume that the AM radio station operator wants to transmit this very simple sound.

Now let’s look at the AM station’s carrier signal, shown in Figure 1-4. It’s actually similar to the simple audio tone; it just moves back and forth a lot faster.

[image: Diagram of a sine wave with peaks much closer together than in Figure 1-3.]
Figure 1-4: A carrier signal


We now have an audio signal we want to send and a carrier frequency that the radio station operates at. How do we send the audio signal using the carrier signal?



Amplitude Modulation

This is probably a good time to mention that the AM in AM radio stands for “amplitude modulation.” Amplitude refers to the strength of a signal (the property shown on the y-axis of the signal diagrams you’ve been looking at), so amplitude modulation means that we modulate, or change, the strength of the carrier based on the strength of the audio signal. Specifically, we proportionally reduce the strength of the carrier when the audio signal is low and increase the carrier’s strength when the audio signal is high. Figure 1-5 shows a modulated signal based on the audio tone and carrier from the previous two figures.

[image: Diagram of a sine wave with peak heights varying in a repeating pattern.]
Figure 1-5: The carrier amplitude modulated by a simple tone


Notice first how the peaks and troughs of the modulated signal are the same distance apart as the peaks and troughs of the carrier signal shown in Figure 1-4. In this sense, the modulated signal is still closely related to the carrier. But notice also how the heights of the signal’s peaks have changed to take on the shape of the audio tone shown in Figure 1-3. You can actually see the original audio signal imprinted on the shape of the carrier. That’s amplitude modulation.

You might be wondering what this modulation process looks like for a real-world audio signal, like a person talking or a band playing music. After all, radio stations rarely just broadcast a simple tone. These more interesting kinds of audio signals are much more complicated, as you can see in Figure 1-6.


[image: Diagram of a waveform with erratic peaks and troughs.]
Figure 1-6: A real-world audio signal


Even though this audio signal is more complicated than a simple musical tone, modulating it onto a carrier produces the same result: you can still see the outline of the original audio signal on the modulated carrier, as shown in Figure 1-7.

[image: Diagram of a sine wave with peak heights varying erratically.]
Figure 1-7: Amplitude modulation with voice audio Description


Demodulation simply reverses this process, allowing us to take a modulated signal and extract the signal originally used to modulate the carrier.




Conclusion

You now have a very basic idea of what signals are, and you’ve seen how modulation can use an audio signal to change the shape of a carrier signal. You also know that demodulation can “undo” this. Later you’ll work on actually building modulators and demodulators using GNU Radio, so you can see how modulation and demodulation fit into the structure of SDR transmitters and receivers.

There are still a lot of unanswered questions: Why do we even need a carrier? How do we choose the carrier frequency? What other kinds of modulation are there? We’ll get to all those questions and more, but first you need to understand how to work with signals using a computer.








2
COMPUTERS AND SIGNALS



[image: ]

The signals we examined in the last chapter all looked like squiggly lines moving around over time. This chapter answers the question, “How do I get those squiggly lines into my computer so my software can work with them?” We’ll take a little excursion into the realm of digital signal processing, a whole field of study dedicated to using computers to capture, manipulate, and reproduce real-world signals. In particular, we’ll look at sampling, the process of repeatedly measuring a signal.

We’ll only scratch the surface of digital signal processing in this chapter, but that’s okay: you can start learning about SDR hands-on with just a few concepts from this field under your belt.



Digital Sampling

Sampling is really just measuring. Computers need numbers to work with, and the sampling process consists of a series of measurements over time to convert those squiggly, real-world signals into numbers. If you make those measurements quickly enough and accurately enough, you’ll get a series of numbers that reasonably represent the original signal. We call each of those measurements a sample.

Consider a signal in the form of a voltage on a wire. What we need to do is translate that voltage into a digital value that a computer can understand. In other words, measure it! However, the voltage might change over time: it could be 1.3 volts (V) one moment, –0.042 V another moment, and 110 V the next. To accurately represent this changing signal, we need to keep measuring it (that is, keep taking samples), generating new digital values from those measurements for as long as we want to look at the signal.


Analog-to-Digital Conversion

The hardware that repeatedly samples a signal and translates those samples into computer-readable values is called an analog-to-digital converter, or ADC for short, because the real-world signals are considered analog and the numerical measurements of them are considered digital.

Let’s look at an example to see how this works. Possibly the simplest signal you’ll ever encounter is a square wave. It alternates periodically between two different values. In the case of the square wave shown in Figure 2-1, it switches from 0 V to 3 V and back to 0 V, and it does so every second.

[image: A rectangle-shaped waveform with perfectly straight horizontal and vertical lines.]
Figure 2-1: A square wave


When we feed this signal to an ADC, the ADC will take a series of measurements, producing a steady stream of samples. Each of these samples will be valued at 0 or 3, representing the voltage level of the signal at the moment each sample is taken. Figure 2-2 shows a plot of the output samples, with each sample displayed as an individual dot.

[image: Evenly spaced dots tracing the shape of the waveform from Figure 2-2.]
Figure 2-2: A digitized square wave


As you can see, we have a series of dots, or samples, unfolding horizontally across the diagram. Some of the dots are at 3, and some are at 0. Connect those dots together, and you get a pretty good representation of the original signal. Meanwhile, a computer would receive these samples as a data stream or array with the following contents:

[0, 0, 0, 3, 3, 3, 3, 3, 0, 0, 0, 0, 0, 3, 3, 3, 3, 3, 0, 0, 0, 0, 0, …]

Now take a look at a sinusoid and its sampled version in Figure 2-3. You may recall the discussion of sinusoids in Chapter 1. They’re an important waveform type with unique properties that are useful for SDR work. Get used to seeing them.


[image: On top, a sine wave, and below, evenly spaced dots tracing the shape of that sine wave.]
Figure 2-3: Analog and digitized sinusoids


The smooth oscillations of the sinusoid are a good illustration of the continuous nature of analog signals, which an ADC breaks up into a collection of discrete samples. Even so, look at the dots in the lower half of the figure, and you can still kind of make out the shape of the original sinusoid.

Just so you don’t think ADCs are limited to artificial signals, Figure 2-4 shows a more arbitrary waveform, similar to the audio snippet you saw in Chapter 1.


[image: On top, an erratic waveform, and below, evenly spaced dots tracing the shape of that waveform.]
Figure 2-4: Analog and digital views of an arbitrary waveform


In this case, the number stream the computer receives would be roughly as follows:

[+0.4, +0.2, +0.1, 0, -0.2, -0.5, -0.9, -1.2, -1.2, …]

While you can still more or less see the original arbitrary waveform in the sampled version, some of the nuances of its shape have been lost. We’ll discuss why in a moment.




Digital-to-Analog Conversion

We can also flip the ADC process around and convert digital (computer) values to analog (real-world) values. The device that does this is unsurprisingly called a digital-to-analog converter, or DAC. A DAC is what makes it possible, for example, to plug in your headphones and listen to a song stored on your computer’s hard drive. The DAC takes the digital information from the audio file and converts it into a real-world signal that can be played through your headphones.

In summary, an ADC measures signals in the real world and translates them into a form your computer can understand. The DAC does the opposite, allowing you to take the values your computer comes up with and send them out as a real-world signal. As you probably expect, a lot of details are missing in this simple description. We haven’t discussed precision, noise, anti-aliasing filters, binary storage, and so on. We’ll get to some of these concepts in later chapters. The one thing we do want to cover a bit more at this stage, though, is the sample rate.




Sample Rate

The sample rate (sometimes called sampling rate) is the number of times per second you take samples (that is, make measurements) of a signal. Conversely, the amount of time that passes between each individual sample is called the sample period (or sampling period). Take a look back at the sampled signal diagrams we just discussed. The horizontal distance between one dot, or sample, and the next represents the sample period. Count up the number of dots per second, and you get the sample rate.

Think of the sample rate as how fast you tell the ADC to make measurements of the signal. The higher the sample rate (and the shorter the sample period), the better your computer representation of the signal will be. On the other hand, the more samples you take per second, the more data you’ll end up with, meaning you’ll need more storage space and processing power to handle it. Also, your hardware will be limited with respect to how fast you can sample.

The most important question, then, is “How fast should I sample my signal?” To answer, first look at Figure 2-5, where a sinusoidal waveform has been sampled at a relatively high sample rate.


[image: Many closely spaced dots tracing the shape of a sine wave.]
Figure 2-5: A digitized sinusoid with a high sample rate


See how the original continuous signal is visible even to the naked eye? When your computer receives this data stream, it will have a faithful reproduction of the original signal. In fact, the sampling in Figure 2-5 is actually many times faster than necessary for this particular signal, but we’ve exaggerated it for clarity of visualization.

On the other hand, Figure 2-6 shows what happens when we sample much more slowly. Compare the continuous waveform (top) with the sampled one (bottom).

[image: On top, a sine wave, and below, four widely spaced dots that don’t capture the wave’s shape.]
Figure 2-6: A digitized sinusoid with a low sample rate


You can’t really see the original signal anymore, can you? It’s because we’re sampling so slowly that we’re missing things. By slowly, we don’t mean that the sample rate is slow in an absolute sense, but that it’s slow relative to the signal we’re trying to sample. The sample period is so long that the quickly changing signal moves around too much between successive samples. In between each pair of samples, we essentially lose track of the signal.

Here’s one way to think of it: Imagine you’re standing in a room with a very active cat. It likes to pace around in a big circle, but it somewhat randomly changes direction. For the sake of illustration, let’s say the cat can stroll through a complete circuit of the room in 10 seconds at its very fastest. But sometime within those 10 seconds, the cat might slow down or turn around and start strolling the other way; in fact, it might change speed or direction several times.

Now imagine that someone turns off the lights. Then that same someone starts flipping the light switch up and down. Every second, they flip it on for an instant and then back to darkness. The result of all this is that every second you get a brief glimpse of where the cat is located. In other words, you have a sample rate of one sample per second. Since the light is flickering fairly quickly relative to the slow cat, you have a pretty good idea of the cat’s motion. Even when it changes direction or speed, you can be sure you know where the cat is and where it has just been. It just doesn’t move fast enough to escape being observed in the flickering light.

Next imagine that the time between light flickers increases significantly. Now the light switch only toggles to give you a view of the room every 60 seconds. Under these conditions, do you think you’d have any idea how the cat is moving? In between those rare flashes of light, the cat could be doing anything: switching direction, speeding up, slowing down. When you “sample” the room too slowly relative to the speed of the cat, you have very little idea of what the cat is doing.

A similar phenomenon is happening with our undersampled sinusoid in Figure 2-6. We’re sampling it too slowly relative to the speed of the signal, and we’re missing changes in the signal as a result.

Here’s the most important takeaway from this discussion: sample fast enough, or you’ll get bad data. How fast is fast enough? Answer: you need to sample significantly faster than the signal you’re trying to measure.

Assuming the signal isn’t a simple sinusoid, how do we know how fast it is? Another great question. Don’t worry, we’ll address this in the coming chapters.



SDRs from 50,000 Feet

Now that you’re armed with a basic understanding of analog-to-digital and digital-to-analog conversion, you can begin to understand how an SDR works. Figure 2-7 shows a simple model illustrating how an SDR and a computer can receive radio signals.


[image: A flow chart of a receiver.]
Figure 2-7: A simple SDR receive model Description


Your receiving antenna picks up some radio signals, an ADC translates them into a stream of numbers your computer can understand, and the computer then processes the number stream to make sense of the signals. On the transmit side, your computer generates a digital version of a signal, a DAC translates the signal to analog, and then the transmitter portion of the SDR sends that signal to the world through the transmit antenna. Figure 2-8 gives you a view of that.

[image: A flow chart of a transmitter.]
Figure 2-8: A simple SDR transmit model Description


These models leave out a lot of details, but they’re a good starting point. The key is that we have a computer at the root of both block diagrams, one that you can reprogram to do almost anything you can imagine. You can:


	Extract audio from radio signals and play it back through your speakers

	Capture raw radio data to a file so that you can analyze it later

	Change the SDR’s programming so that you can transmit or receive completely different types of signals whenever you need to

	Find mysterious signals and reverse engineer them



This list only scratches the surface of what your computer can do in tandem with an SDR and digital sampling.



Conclusion

In this chapter, you learned how an ADC can take a real-world signal and translate it into information a computer can use. It does this by taking lots of individual measurements, or samples, of the signal. You also learned that a DAC performs a similar process in reverse. You discovered the importance of the sample rate: by sampling fast enough, you ensure that you capture the faster-moving parts of a signal. Finally, you saw how ADCs and DACs are essential to the world of SDR: they allow your computer to take in and send out radio signals.

But enough theory. It’s time to start learning by doing! In the next chapter, we’ll start digging into GNU Radio, the powerful software we’ll use for capturing and processing radio signals using SDRs. GNU Radio will lie at the heart of the computer block in this chapter’s block diagrams.








3
GETTING STARTED WITH GNU RADIO



[image: ]

It’s finally time to start playing with GNU Radio, a free and open source collection of software capabilities that support radio design graphically as well as through traditional text-based coding. In this chapter, you’ll install GNU Radio and test it out by creating and running a few simple flowgraphs. These are programs built using GNU Radio’s graphical user interface, GNU Radio Companion. You’ll learn how to get data into and out of your flowgraphs and how to manipulate that data, all using a simple, block-based interface. You’ll see how GNU Radio lets you create new radios almost entirely in software.



Installing GNU Radio

Once upon a time, and by that we mean way back in the 2010s, installing quality SDR software required quite a bit of time and effort. Fortunately, those days are behind us, and due to the inexorable progress of open source software and the incredible efforts of its contributors, you’ll be up and running with GNU Radio in no time.

First, a word about your computer’s operating system. For many years, the best advice for running GNU Radio was to use Linux, the operating system (OS) on which GNU Radio was developed. Installation on Linux was easier and more dependable than on systems running another OS. Fortunately, there are now much more reliable ways to install GNU Radio on Windows and macOS computers. The installation process differs depending on your OS, so we’ll discuss each option separately.


Linux

The specific Linux distribution we recommend for installing GNU Radio is Ubuntu, and for the purposes of this book, we’ll be using Ubuntu 24.04 LTS. GNU Radio will also work on numerous other versions and distributions of Linux, but we won’t cover all of the possibilities here. You can find installation help for other distributions on the GNU Radio website (https://www.gnuradio.org).

To install GNU Radio in Ubuntu, simply open a terminal window and enter the following commands:

$ sudo apt update
$ sudo apt -y upgrade
$ sudo apt -y install gnuradio


You’ll need to enter your password for the first of these commands if you haven’t done so recently.

And that’s it! You’re now ready to start using GNU Radio.



Windows and macOS

The best way to install GNU Radio on Windows or macOS is to use radioconda. Rather than install the software natively, or directly, on your computer, radioconda creates a virtual environment containing everything you need to run GNU Radio. It’s derived from Conda, a more general system for managing Python virtual environments.

To get started, download the latest radioconda installer from the project’s GitHub page and execute it on your computer. Once installed, you simply need to switch from your computer’s native environment to the virtual environment by activating radioconda. You can then run GNU Radio in this new environment and, if necessary, deactivate it when done. Don’t worry if you haven’t worked with virtual environments before; activating and deactivating are all you’ll need to do.

The specific steps on how to install and use radioconda can change over time, so see the latest instructions on the GNU Radio website or visit https://www.factorialabs.com/install.



A Virtual Machine

Another option for running GNU Radio on non-Linux computers is to use a virtual machine (VM). With commercial software from companies such as VMWare or Parallels, or with open source software like VirtualBox, you can run an instance of Ubuntu virtually on your Windows or macOS machine. To do this, you first must create the VM per your virtualization software’s instructions. Then, once you’ve logged into the Ubuntu VM, follow the instructions outlined in “Linux” on the previous page to install GNU Radio. This approach can be a bit trickier and can have a negative performance impact, so unless you have a strong reason for doing otherwise, we recommend starting with the radioconda approach.




GNU Radio Companion

Now let’s take a moment to explore some of the key features of GNU Radio Companion, the graphic user interface (GUI) for GNU Radio. Rather than writing programs in languages such as C++ or Python, with a host of text files containing such things as if statements and while loops, GNU Radio Companion lets you build programs graphically by linking together different blocks. Because of the way data flows from block to block, these programs are called flowgraphs.


NOTE



The rest of this chapter is written from the vantage point of a Linux user. You’ll need to enter the appropriate command for Windows or macOS (as shown on the install web page) if you’re using either. Additionally, there will be minor differences in the appearance of the user interface on non-Linux systems.

Start up GNU Radio Companion from a terminal window by entering the gnuradio-companion command.

A split second later, you’ll see a window like Figure 3-1. We’ve annotated the figure to highlight the major parts of the GNU Radio Companion interface.


[image: A screenshot of the GNU Radio Companion workspace.]
Figure 3-1: The GNU Radio Companion interface Description


The menu on the right side of the window lists all the blocks available for use in your flowgraphs. To actually make a flowgraph, you’ll drag blocks from the list into the workspace, the main part of the window. Then you’ll connect the blocks in whatever way you choose. Within the workspace, you’ll also configure each of the blocks depending on the particular needs of your flowgraph. You’ll use the icons in the toolbar across the top of the window to open, close, save, and run your flowgraphs. The console at the bottom of the window displays any warnings or errors.

Figure 3-2 shows an example of a flowgraph with several connected blocks. Throughout this book, you’ll be working your way toward creating this kind of flowgraph.


[image: A screenshot of a flowgraph in GNU Radio Companion.]
Figure 3-2: An example flowgraph with blocks and connections


Of the many different types of blocks available in GNU Radio Companion, perhaps the most important are sources and sinks. These are the blocks that allow you to get data into and out of your flowgraphs.


Sources

Source blocks insert streams of data into your flowgraph. Remember the analog-to-digital examples in the last chapter, where long sequences of numbers streamed out of the analog-to-digital convertor? You can inject streams of radio data just like that into your flowgraph, from your SDR hardware, using an SDR source block. This is perhaps the most important type of source, but you won’t be working with those until later in the book. For now, you’ll focus on several source blocks that don’t require any hardware.

A File Source block, for example, gets its data from a selected file on your computer. For the purposes of this book, we’ve generated a data file that simulates the behavior of real SDR hardware. Throughout the first part of this book, you’ll use File Source blocks to stream this data into your flowgraphs for processing. This way, you can learn the basics of SDR much more easily, without worrying yet about the nuances of the hardware.

Another key block you’ll use is the Signal Source, which generates pure sinusoids as well as other synthetic signals and injects them into your flowgraph. The Constant Source is even simpler, creating a stream of numbers, each one identical to the next. You’ll soon see why these kinds of source blocks are useful.



Sinks

The counterparts to the source blocks are sink blocks, the outputs of your flowgraphs. Data flows into your flowgraph via sources and exits your flowgraph via sinks. Sink blocks that send data to SDR hardware for radio transmission are a crucial type, but like source blocks, not all sink blocks require special hardware. For example, you can send data to an Audio Sink, which drives your sound card, to hear what it sounds like. Or you can capture the data your flowgraph produces and save it for later using a File Sink.

Although many of the sink blocks have source block counterparts, one special type of sink block does not. These are the instrumentation blocks that allow you to visualize your flowgraph’s data in real time using a number of different techniques. In a moment, you’ll create your first flowgraph, and it will include one of these instrumentation blocks as the output.




Hello, SDR!

As a “Hello, world!”–type introduction to GNU Radio, your first flowgraph will generate and display a constant signal. As you create this simple project, you’ll learn a number of crucial concepts about how to build and run flowgraphs.

You should already have a blank flowgraph open in GNU Radio Companion, as this is the default behavior when you start it the first time. If not, create a new one by clicking FileNewQT GUI or using the CTRL-N keyboard shortcut. You’re now ready to start creating your first SDR masterpiece!


Adding Blocks to a Flowgraph

It’s possible to hunt through the complete list of 100+ blocks until you find the one you want, but it’s much easier to find blocks using the search function, at


[image: A new GNU Radio Companion project with the Search button and Search box highlighted.]



[image: A new GNU Radio Companion project with a Constant Source block added.]





[image: A flowgraph with five blocks: Options, Variable, Constant Source, Throttle, and QT GUI Time Sink.]






Connecting Blocks




[image: The same flowgraph with Constant Source connected to Throttle and Throttle connected to QT GUI Time Sink.]





Saving and Running the Flowgraph



[image: The GNU Radio Companion workspace with the Error indicator and Execute icons highlighted.]



[image: A waveform plot showing a horizontal line at amplitude 0.]





Changing Block Properties


[image: A dialog box for setting the Constant Source block’s properties.]




[image: The same flowgraph with the Constant Source value of 3.14 circled.]



[image: A waveform plot showing a horizontal line at amplitude 0.]




[image: A waveform plot showing a horizontal line at amplitude 0 and another horizontal line at 3.14.]






Between Input and Output





[image: The same flowgraph with a Multiply Const block added between Throttle and QT GUI Time Sink.]




[image: A dialog box for setting the Multiply Const block’s properties.]



[image: A waveform plot showing a horizontal line at amplitude 0 and another horizontal line at 6.28.]





Conclusion
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		Figure 5-15: The C major flowgraph execution window



		Figure 5-16: A zoomed-in frequency plot of the C major chord



		Figure 5-17: A flowgraph to display a voice signal



		Figure 5-18: The time and frequency plots of the voice signal



		Figure 5-19: The partially completed simple gain project



		Figure 5-20: The completed simple gain project



		Figure 5-21: A gain of 1



		Figure 5-22: A gain of 5



		Figure 5-23: An attenuation of 30 percent



		Figure 5-24: The gain flowgraph with disabled QT GUI Time Sink blocks



		Figure 5-25: The gain flowgraph modified for decibel measurements



		Figure 5-26: A gain of 1 in decibels



		Figure 5-27: A gain of 10 in decibels



		Figure 5-28: An attenuation of 0.1 in decibels



		Figure 5-29: A chain of linear gains



		Figure 5-30: A chain of decibel gains



		Figure 5-31: An FFT of a signal split into “low” and “high” frequencies



		Figure 5-32: An FFT after perfect low-pass filtering



		Figure 5-33: An FFT of audio with a humming problem



		Figure 5-34: The incomplete low-pass filter flowgraph



		Figure 5-35: The complete low-pass filter flowgraph



		Figure 5-36: The initial low-pass filter output



		Figure 5-37: The low-pass filter output: success!



		Figure 5-38: A high-pass filter



		Figure 5-39: The incorrect high-pass filter



		Figure 5-40: The high-pass filter is better, but not good enough yet.



		Figure 5-41: Zooming in on the insufficient high-pass filter



		Figure 5-42: The transition width of a filter



		Figure 5-43: A signal in the transition band



		Figure 5-44: The high-pass filter: success!



		Figure 5-45: A band-pass filter



		Figure 5-46: The band-pass filter: success!



		Figure 5-47: An equalizer



		Figure 6-1: The AM radio flowgraph revisited



		Figure 6-2: The AM flowgraph with a frequency sink



		Figure 6-3: An FFT of the flowgraph input



		Figure 6-4: An FFT of the RF input data with a corrected center frequency



		Figure 6-5: An FFT of input radio data



		Figure 6-6: Shifted radio data



		Figure 6-7: Shifted and filtered radio data



		Figure 6-8: A partial flowgraph for the frequency shifter



		Figure 6-9: Raw input data for the frequency shifter



		Figure 6-10: A complete frequency shifter flowgraph



		Figure 6-11: The initial shifter output



		Figure 6-12: A 1 kHz frequency shift



		Figure 6-13: A centered frequency plot



		Figure 6-14: The Low Pass Filter properties



		Figure 6-15: A tuning flowgraph



		Figure 6-16: The initial output for the tuner flowgraph



		Figure 6-17: Centering the first peak



		Figure 6-18: Tuning to the first peak



		Figure 6-19: Tuning to the first signal



		Figure 6-20: Tuning to the second signal, with poor filtering



		Figure 6-21: Tuning to the second signal, with better filtering



		Figure 6-22: Tuning to the third signal



		Figure 6-23: An AM radio with extra GUI sinks



		Figure 6-24: The AM radio tuner frequency plots



		Figure 6-25: AM modulation



		Figure 6-26: A flowgraph divided



		Figure 6-27: A flowgraph to display the AM demodulator output



		Figure 6-28: The AM demodulator output



		Figure 6-29: The audio pass and audio stop of an AM Demod block



		Figure 6-30: Decimation



		Figure 6-31: A decimation flowgraph



		Figure 6-32: The decimation output



		Figure 6-33: Interpolation



		Figure 7-1: The AM receiver flowgraph again



		Figure 7-2: The receiver flowgraph with a modified File Source and other updates



		Figure 7-3: Comparing hardware and GNU Radio frequencies during tuning



		Figure 7-4: The receiver flowgraph with updated low-pass filter parameters



		Figure 7-5: Adding the WBFM Receive block



		Figure 7-6: The FM receiver flowgraph with a Frequency Xlating FIR Filter block



		Figure 7-7: Tuning with the Frequency Xlating FIR Filter



		Figure 7-8: A comparison of tuning methods



		Figure 7-9: Cutoff frequency versus channel width



		Figure 7-10: The FM receiver with a configured Frequency Xlating FIR Filter property



		Figure 7-11: The Frequency Xlating FIR Filter property window



		Figure 7-12: Changing the working sample rate to 200 ksps



		Figure 7-13: The QT GUI Range property window



		Figure 7-14: The FM receiver with volume control



		Figure 7-15: The QT GUI Range slider in action



		Figure 7-16: The final FM receiver with a QT GUI Frequency Sink



		Figure 7-17: FM signals in the frequency domain



		Figure 8-1: The electromagnetic spectrum, including the RF spectrum



		The oscillating pattern of an electromagnetic wave



		Figure 8-2: An FM receiver with the tuner highlighted



		Figure 8-3: A passband for a complex low-pass filter



		Figure 8-4: A signal and valid filter passband (a) compared to a signal and insufficiently large filter passband (b)



		Figure 8-5: An FM channel map



		Figure 8-6: A signal positioned correctly within a channel (a) versus a signal exceeding its channel width (b)



		Figure 8-7: An audio filtering flowgraph



		Figure 8-8: An audio FFT with a 16 kHz low-pass filter cutoff



		Figure 8-9: Demodulated audio after 10 kHz low-pass filtering



		Figure 8-10: Demodulated audio after 1 kHz low-pass filtering



		Figure 8-11: An FM receiver flowgraph with FFT attached to the source



		Figure 8-12: A frequency plot of the FM flowgraph RF input



		Figure 8-13: A frequency plot of the FM flowgraph RF input showing signal strength and noise level



		Figure 9-1: An FM receiver flowgraph with file input



		Figure 9-2: An FM receiver flowgraph with hardware input



		Figure 9-3: The properties window for the Soapy HackRF Source block



		Figure 9-4: A HackRF board with an ANTENNA port in the bottom-left corner



		Figure 9-5: An ANT500 antenna connector



		Figure 9-6: Attaching the ANT500 to the HackRF



		Figure 9-7: The HackRF LEDs



		Figure 9-8: The FM receiver execution window



		Figure 9-9: The UHD:USRP Source block properties



		Figure 9-10: An FM receiver flowgraph with Ettus USRP hardware input



		Figure 10-1: An FM receiver flowgraph to view a frequency plot of the demodulated signal



		Figure 10-2: A frequency domain plot of the baseband (demodulated) signal



		Figure 10-3: A baseband input and the resulting amplitude-modulated waveform



		Figure 10-4: A flawed amplitude modulator



		Figure 10-5: The initial amplitude modulator output



		Figure 10-6: An amplitude modulator with realistic baseband input



		Figure 10-7: Erroneous amplitude modulator output



		Figure 10-8: Two sinusoids with different phases



		Figure 10-9: The corrected amplitude modulator



		Figure 10-10: The corrected amplitude modulator output



		Figure 10-11: The amplitude modulator output with phase reversal



		Figure 10-12: Attenuating a signal to keep it above the minimum safe level



		Figure 10-13: The frequency modulator flowgraph



		Figure 10-14: The frequency modulator execution window



		Figure 10-15: A frequency modulator flowgraph with a waterfall sink



		Figure 10-16: The frequency modulator execution window with a waterfall plot



		Figure 10-17: The frequency modulator execution window with a sensitivity of 2



		Figure 10-18: The frequency modulator execution window with a sensitivity of 0.2



		Figure 10-19: The phase modulator flowgraph



		Figure 10-20: The phase modulator output



		Figure 10-21: The phase modulator output lagging the carrier



		Figure 10-22: A simple digital waveform



		Figure 10-23: An amplitude-modulated digital waveform



		Figure 11-1: A basic superheterodyne radio



		Figure 11-2: A basic radio model



		Figure 11-3: The variable- and fixed-frequency portions of a superhet radio



		Figure 11-4: The phase relationship between cosine and sine waves



		Figure 11-5: The mixing stage of an IQ sampler



		Figure 11-6: IQ sampling in concept



		Figure 11-7: Sampling a signal within the capture window



		Figure 11-8: Attempting to sample a signal outside the capture window



		Figure 11-9: A flowgraph for Nyquist experiments



		Figure 11-10: The initial output for the Nyquist flowgraph



		Figure 11-11: The flowgraph output when the signal is at the Nyquist frequency



		Figure 11-12: The flowgraph output when the signal is past the Nyquist frequency



		Figure 11-13: The time domain output when the signal is past the Nyquist frequency



		Figure 11-14: Zooming in on the time domain output when the signal is past the Nyquist frequency



		Figure 11-15: A frequency domain representation of aliasing



		Figure 11-16: A frequency domain representation of low-pass filtering to eliminate aliasing



		Figure 11-17: An updated IQ sampling block diagram



		Figure 11-18: An IQ sampler frequency plot with an annotation of the total bandwidth



		Figure 11-19: A flowgraph designed to produce overflows



		Figure 11-20: The FM receiver execution window with 20 MHz of bandwidth



		Figure 11-21: The portion of the flowgraph running at 20 Msps



		Figure 11-22: The flowgraph with a needlessly high downstream sample rate



		Figure 11-23: The HackRF receive-side amplifiers



		Figure 11-24: Sampling a very, very small signal



		Figure 11-25: Sampling a signal near the ADC’s full scale



		Figure 11-26: Clipping when a signal exceeds the ADC’s full range



		Figure 11-27: A more detailed model of the HackRF SDR



		Figure 11-28: The DC spike in a HackRF frequency plot



		Figure 11-29: An ideal amplifier



		Figure 11-30: A nonideal amplifier with an input of 0 V



		Figure 11-31: A nonideal amplifier with an input of 0.2 V



		Figure 11-32: The DC spike alongside a target signal



		Figure 11-33: Offset tuning in the AM receiver flowgraph



		Figure 11-34: Offset tuning in the FM hardware receiver flowgraph



		Figure 11-35: The relationship between SDR settings and tuning values



		Figure 12-1: The directivity of a simple antenna



		Figure 12-2: A whip antenna



		Figure 12-3: Telescoping antennas, retracted (left) and extended (right)



		Figure 12-4: A dipole antenna



		Figure 12-5: A dipole antenna parallel to the ground



		Figure 12-6: Dipole antenna gains relative to orientation



		Figure 12-7: An AM loop antenna



		Figure 12-8: Loop antenna directivity



		Figure 12-9: A yagi antenna



		Figure 12-10: The FM receiver flowgraph output with the antenna retracted



		Figure 12-11: The FM receiver flowgraph output with the antenna partially extended



		Figure 12-12: The FM receiver flowgraph with the antenna fully extended



		Figure 12-13: A USB cable with a built-in ferrite choke (left) and one with a separate ferrite choke attached (right)



		Figure 12-14: Male (left) and female (right) SMA connectors



		Figure 12-15: Female (left) and male (right) MCX connectors



		Figure 12-16: Male (top) and female (bottom) RCA connectors



		Figure 12-17: Female (left) and male (right) coax connectors



		Figure 12-18: Female (left) and male (right) BNC connectors



		Figure 12-19: A female SO-239 connector



		Figure 12-20: A female RP-SMA connector



		Figure 12-21: A male-SMA-to-female-coax adapter



		Figure 12-22: An upconverter



		Figure 13-1: The transmitter variables



		Figure 13-2: The complete transmitter flowgraph



		Figure 13-3: The transmitter flowgraph output



		Figure 13-4: The transmitter output with updated Rational Resampler blocks



		Figure 13-5: The transmit gain stages for the HackRF One



		Figure 13-6: A high-level view of a hardware-based WBFM system



		Figure 13-7: A high-level view of a simulated WBFM system



		Figure 13-8: The combined transmitter-plus-receiver flowgraph



		Figure 13-9: The frequency plot of the WBFM transmitter with intentionally bad tuning



		Figure 13-10: A frequency-domain representation of harmonics



		Figure 13-11: The simulation’s noise floor



		Figure 13-12: The final WBFM flowgraph with noise modeling



		Figure 13-13: The final WBFM frequency plot with noise
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