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PREFACE
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The story of this book can trace its origins to 1983. In that year, I was a graduate student in the Courant Institute of Mathematical Sciences at New York University. The Courant, as it was called, had acquired Sun Microsystems workstations, which were running Berkeley Software Distribution 4.1, an early version of Unix. After I learned the rudiments of Unix, it didn’t take long for me to become a Unix convert.

When I was hired to teach in a full-time position at Hunter College in 1987, I set up a small Unix network with my research computers. I couldn’t imagine working efficiently without a Unix system to help me.

Some time later, I decided that my students should also have the opportunity to learn how to work in a Unix environment. If it was a good thing for me, I reasoned, then it could be a good thing for them too. I didn’t give much thought to it back then, but I had become what these days people would call a Unix evangelist. In 1996, my dear friend Matthew Smosna was teaching an elementary course in the use of Unix tools and scripting at NYU and was kind enough to share his lecture notes and slides with me. Using his notes as a starting point, I created a similar course at Hunter College in 1997. Matthew passed away unexpectedly that year, but my gratitude to him has endured.

The course began as a tutorial on a rather large collection of Unix tools, ranging from text filtering tools such as sed, awk, and grep, to shell scripting and a smattering of Perl, to an overview of the Unix operating system and its structure. Many of the students whom I taught returned to me after graduation, thanking me for giving them the chance to learn Unix, as they had landed their first jobs because of it. Many students wanted to learn it in more depth, and so, in 2001, I converted the course to an introduction to system programming in Unix.

My goal was to teach a course in Unix system programming that was accessible to any computer science student who had taken a year of programming (in C++ at the time) and who had taken a class in operating systems. I started putting all of my lecture notes on my website and began to receive thank-you notes from people around the world for making them available. It was nice to get this kind of feedback, but at the same time, it made me realize that because the notes were highly visible, I needed to perfect them.

Eventually, the focus on Unix became more of a focus on Linux, the free and open source variant of it, because more and more students were making it their first choice of operating system. The material then became a blend of Unix concepts and Linux-specific programming interfaces. As the course became more popular among mid-level students, I redesigned it so that a course in operating systems was no longer a prerequisite. This change allowed students with good programming skills and a sincere desire to learn to master the material.

Throughout my years of teaching, I’ve learned that most, if not all, students learn programming only if they get a chance to write lots of programs and see many examples of each concept or interface as we cover it. A lot of research on how people learn supports this principle. Therefore, I’ve always created and shared many programs, which I call demo programs, with the students and told them that they should copy them and make lots of modifications to see how their changes affect its behavior. To facilitate this, I put a license on the software, the GNU General Public License, that granted them the right to make changes and redistribute the programs. There is nothing like hands-on work to drive ideas home. This book is modeled on this principle. It is also modeled on my belief that a good teacher teaches students how to learn.




INTRODUCTION
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I designed this book to help you learn how to write system and utility programs on Linux. Much of it applies to other Unix systems as well. Whether you’re a Unix/Linux user or computer science student who wants to dive deeper into the Unix/Linux programming interface, or you’ve been told by someone else that you’d benefit from learning more about it, or you’re just plain curious and ready to explore a new path, this book will guide you to that end. No matter how you arrived here, I’m glad to have your ear, and I hope that I keep your interest through the journey.


What Will You Learn from This Book?

Unlike many other books on this subject, this one doesn’t require you to have any prior programming experience with Unix or Linux in particular, and it doesn’t require you to be an expert programmer already. It assumes that you know little to nothing about the Linux programming interface, and it builds your knowledge and ability to learn more, one small step at a time. If you flip through the book now and see material in later chapters that seems too advanced to understand, don’t fret. By the time we get there, you should understand all of it easily. For the details about exactly what you need to know to benefit from this book, see “What Should You Know to Understand This Book?” on page xxxii.

I had several different goals when I designed and wrote this book that reflect the various ways that we interact with Unix/Linux:


	To teach you how to write programs on and for the Unix operating system, and Linux in particular

	To improve your ability to work efficiently within a Unix/Linux environment

	To teach you how the Unix operating system is designed and structured so that you have a deeper understanding of what happens “under the hood,” so to speak

	To give you an appreciation of the marvel and magic of Unix so that you’ll want to learn more



These are pretty hefty objectives, and they may seem to be too much to attain in a single book. To do so, the book is neither thorough nor comprehensive. It isn’t a reference book on everything Unix. It doesn’t cover every aspect of programming in the Unix environment, and it doesn’t go deeply into each topic that it does cover.

Instead, it’s a hands-on tutorial, and it covers what I believe is enough to give you a solid background and show you how you can learn more about each topic on your own. It’s also conceptual, showing you not just what various features do and how to use them but also how they work so that you understand why you need to do what you do and why something is not working the way you expected it to when things go wrong.



How Will This Book Teach You?

I’ve written this book as if I, like you, know very little about the Unix programming interfaces, and we are going to learn about them together. I don’t just tell you how this or that works. Instead, I share my thought processes as if I’m exploring new topics with you, and we both have to find the resources that explain these new topics. I follow this same approach when developing programs in the book, sharing my thinking about a program’s design and details in the course of taking it from initial concept to executable code. I decided to take this approach because, as a teacher, I believe that my first goal is to teach you a method of learning.


In this sense, my approach tries to adhere to the principles embodied in the well-known proverb often attributed to the Chinese philosopher Lao Tzu, paraphrased as follows:


Give a person a fish and they will eat for a day. Teach a person to fish and they will eat for a lifetime.



I strongly believe in this teaching philosophy.

I make one exception to this strategy when, in the course of covering a particular programming concept or interface, I decide that you ought to know more about the underlying operating system structures or workings, and then I put on a different hat, becoming the knowledgeable teacher and sharing what I know. At these times, I don’t pretend that I know nothing.


Using Open Source Software

The fact that Unix has been an open source operating system is fundamental to the teaching method on which this book is based. Each time I introduce a new topic, my strategy is to explain the underlying concepts, perhaps look at the design and structure of the relevant interfaces, and then pick a command to implement. We’ll go through a few iterations together to get it right, fixing problems and learning about what did and didn’t work until we’re satisfied with the solution. Then, after it’s all tidied up, we may sometimes look at fragments of actual Linux or GNU library implementations. None of this would be possible with proprietary code.



Presenting Different Perspectives

When I present material about a particular subject, I often do so from three different perspectives, reflecting the roles that you might play at different times:


	That of a nonprogramming user, because it presents the command-level view of Unix. As a programmer, you need to understand how a nonprogramming user will work with the code you develop.

	That of a system programmer, in that it presents the information needed to write system programs in a Unix/Linux system. When developing new code, you need to become comfortable choosing the best interfaces for your project.

	That of a computer scientist, because it examines the internal structure of the GNU/Linux operating system. Very often, understanding the concrete representations and abstractions employed by the operating system enables you to write more efficient code.



I’ll usually begin by looking at a topic through the eyes of an ordinary user and then switch to the eyes of a programmer. Sometimes, before changing to the programmer’s view, I’ll explore the structures and operating system concepts to appeal to the computer scientist in you. Seeing the material from all of these perspectives can make you a better system programmer.




Using Example Programs

This book is predicated on a learning model in which you and I investigate new components of the Unix/Linux programming interface and then develop code based on them. To this end, I’ve written about 200 example programs to accompany the book. You can download all of these programs in order to read and experiment with them. However, I strongly believe that the best way to learn how to program is to write code. I encourage you to start by modifying those programs and then writing programs like them from scratch. The more you do this, the better and more efficient you’ll be at developing software on Linux systems. See “Online Materials” on page xxxvii for details about how to obtain copies of the programs.




What Should You Know to Understand This Book?

I’ve tried to make the prerequisite background for the book minimal, but this is a technically challenging subject. You should have the following background to get the most out of this book:


	You must be able to write programs in either C or C++ with ease. Your level of experience should correspond to a year of programming at the college level. For example, you should be familiar with standard data structures such as stacks, lists, queues, and trees. If you’re a Java programmer or a Python programmer, you’ll be at a disadvantage because the interfaces in Unix are written in C, and you’ll have to transition to C.

	You should be comfortable enough working in the command line in Unix to be able to perform routine tasks such as navigating directories, listing their contents, and viewing and editing files.

	You should know how to compile and build programs from the command line.




The Role of C in This Book

C is the native language of the programming interfaces in Unix systems. You could write C++ programs that use these interfaces, but all of the programming examples I use are written in C. This implies that you should be able to read and understand simple C programs. If you can write in C++, you’re sufficiently prepared to write in C, although many C++ programmers don’t realize this.

Many people who know C++ often think that they don’t know C and they get discouraged needlessly. The C++ language is more or less a superset of C. If you know C++, you know a great deal of C. There are a few minor differences in syntax here and there. The bigger problem is that most C++ programmers don’t know how to use the C libraries. Most use C++ stream I/O and don’t know how to use the functions from C’s Standard I/O Library, which they see as archaic. These functions are usually much more useful and efficient than those found in C++. Where I taught for more than 40 years, the basic programming classes used C++, but most students who took my classes in Unix system programming quickly adapted to C, and some preferred it.



Utility Programs

At the very least, you need to know how to compile and build programs on Linux or other Unix systems. I don’t cover how to use any program development tools in this book other than showing you how to build the programs using the GNU gcc compiler collection. However, you’ll be a more efficient programmer if you know how to use a few software development system utilities. The most important of these tools are:


	make For maintaining program collections

	gdb An indispensable command line debugging tool

	valgrind To help find memory leaks and bad pointers in code

	git A command line tool for version control



If you’re used to using an integrated development environment (IDE) such as Eclipse or NetBeans, try to toss its training wheels away and learn how to use these tools instead.



System Requirements

The book assumes that you have access to a Linux system on which you can develop programs. It doesn’t matter which flavor of Linux you use. I’ve been using Ubuntu for several years; many other distributions are available. You don’t need to install it on your machine if you have remote access to a Linux system, although working remotely is generally slower. You can also install a Linux virtual machine on your host computer as your work environment for this book.

If you don’t have superuser privilege for your system, you’ll either need to get sudo privilege or ask the person who maintains the machine to make sure the system has the needed packages, which include:


	The GNU compiler collection (gcc)

	All man pages, including manpages-dev, man-db, manpages-posix, and manpages-posix-dev

	The man-db package, which lets you search through man pages, but you’ll have to run the command mandb as a superuser to initialize the database for searching

	The make utility, gdb, git, and valgrind



You’ll have to check which package manager your variant of Linux uses for installing packages if you need to install any of these.





About UNIX, Unix, Linux, and More

Unix has a history dating back to 1969, and since that time many different variants have been developed, of which Linux is one. In 1969, and for many years after that, Unix was always written as UNIX because its name was a pun based on an earlier system named MULTICS on which its original developers worked. In fact, for a very short period of time, it was called UNICS. In 1993, UNIX became a registered trademark of The Open Group, a consortium of companies. The term Unix is not trademarked and doesn’t refer to any one operating system. In general, it refers to any operating system that is what people often call Unix-like. In the interest of clarity, when the term UNIX appears in the text, it refers very narrowly to any operating system that has been certified by The Open Group as conforming to its branding of the term or to those versions of Unix predating the trademark whose name was written as UNIX at the time. I mostly use the word Unix, which in some contexts has a precise meaning and in others does not.

One important consequence of the fact that there are so many different varieties of Unix is that a program that works on one Unix system may not work on another. This problem led over time to the standardization of Unix. Chapter 1 contains a brief history of the various applicable standards. The general problem of writing programs that work across a variety of operating systems is called portability. Chapter 1 also describes steps that you can take to make your code portable to Unix systems other than the one on which you wrote it, provided that they conform to one standard or another.

The term Linux poses a slightly different problem. Technically speaking, Linux is not an entire operating system with all of its utilities and programs that come bundled together in an installation package. It’s just what’s commonly called the kernel, a term defined in Chapter 1. The rest of the operating system is mostly programs and libraries developed by GNU as part of the GNU Project (https://www.gnu.org/gnu/gnu.html). (GNU is a recursively defined acronym for GNU’s Not Unix.) For this reason, many people believe it should be called GNU/Linux. I am one of those who believe that its name should reflect the major contribution to it by the GNU Project; therefore, when I want to refer specifically to the entire operating system, I’ll sometimes call it GNU/Linux as a reminder, but when I refer specifically to its kernel, I’ll call it Linux.



Scope, Content, and Organization

This book covers most of the basic programming interfaces in Linux, but not all of them. In particular, it covers locales and internationalization, files and filesystems, various methods of I/O from basic to advanced, signals, timers, processes, threads, many interprocess communication facilities, client-server programming, terminals and terminal I/O, the ncurses library, login accounting, and other system databases. It does not cover access control lists, capabilities, sockets, or pseudoterminals.



Chapter Organization

The book has 19 chapters that build upon one another. I wrote this book as if I were teaching in a classroom and you’re there with me, and we’ve embarked on a journey in which we learn this material together. I don’t expect a reader who starts in Chapter 7 to understand it any more than I would expect a student who missed the first six classes of a course to understand much in the seventh class.


	Chapter 1: Core Concepts Explains what system programming is and how it differs from other kinds of programming. It introduces the fundamental concepts and components of the Unix operating system, such as users and groups, files and directories, processes, and so on, and it explains the man pages and how we’ll use them. It also covers some of the history of Unix and the key standards.

	Chapter 2: Fundamentals of System Programming Introduces concepts related to programming in a Unix environment and working with the kernel application programming interface (API). It covers object libraries and the difference between static and shared libraries, system calls, error handling, portability and feature test macros, system limits, and internationalization of programs. It also covers how programs can access the environment strings and their command line arguments, and process command line options.

	Chapter 3: Time, Dates, and Locales Presents the methodology for learning system programming that the rest of the book follows and explains how the source code repository that contains all example programs is organized. It applies this methodology to the development of programs that work with dates and times in Unix and introduces basic methods of internationalizing programs.

	Chapter 4: Basic Concepts of File I/O Introduces core concepts of files and file I/O in Unix, including universal I/O, open file connections, file descriptors, and the parts of the kernel API relevant to I/O. It also covers file permissions, the types of user IDs, and the setuid facility. It develops a simplified copy command and explores issues related to performance and buffering.

	Chapter 5: File I/O and Login Accounting Introduces the file pointer, seeking operations, and a few more advanced methods of I/O. It introduces system data files related to users and logins, and it develops simplified versions of the lastlog and last commands.

	Chapter 6: Overview of Filesystems and Files Dives into the structure of disks, disk partitions, disk filesystems, and their internals. It introduces parts of the kernel API for accessing filesystem attributes, file attributes, and more, and it also introduces the Linux virtual filesystem and how it works. It then develops simple versions of the stat and statfs commands.

	Chapter 7: The Directory Hierarchy Explains the structure of directories and the directory hierarchy. It explores the parts of the kernel API and the standard libraries for processing directories and the directory hierarchy, including methods of traversing the hierarchy. Here, we develop simple ls, pwd, and du commands.

	Chapter 8: Introduction to Signals Covers the core concepts of signals and how they’re used in Unix systems. It introduces the parts of the kernel API related to sending signals, signal handling, signal registration, and signal blocking. It also discusses the design of signal handlers and the concept of asynchronous signal safety.

	Chapter 9: Timers and Sleep Functions Introduces timing elements for programs and explains fundamental concepts related to timing, such as clocks, hardware interval timers, and more. It introduces several different sleep functions and software interval timers, and it also develops a couple of programs that act like system monitors.

	Chapter 10: Process Fundamentals Introduces the fundamentals of processes: what they are, how they’re organized, and how they’re managed and represented internally by the kernel. It introduces the Executable and Linking Format (ELF) file format and how it is used to create process images, and it also introduces the proc pseudofilesystem. Here we develop a simplified ps command.

	Chapter 11: Process Creation and Termination Introduces the parts of the kernel API related to the creation, termination, and management of processes, including calls for the synchronization of parent and child processes. It develops a simplified shell program.

	Chapter 12: Introduction to Interprocess Communication The first of two chapters dedicated to interprocess communication (IPC). It covers POSIX shared memory, semaphores, and POSIX message queues. It develops a few programs that demonstrate the application of these IPC facilities.

	Chapter 13: Pipes and FIFOs Introduces unnamed pipes and named pipes, also called FIFOs, and goes into details of the semantics of opening, reading, writing, and closing pipes and FIFOs. It develops a simple FIFO-based server.

	Chapter 14: Client-Server Applications and Daemons Covers concepts related to the development of client-server applications, including system logging facilities and conversion of processes into daemons. It develops both an iterative server similar to the calc command and a concurrent server.

	Chapter 15: Introduction to Threads The first of two chapters on multithreaded programs. It covers thread basics, explores much of the Pthreads library related to thread creation and management, and develops a multithreaded server.

	Chapter 16: Thread Synchronization Covers the parts of the Pthreads API related to the synchronization of threads, including mutexes, condition variables, barriers, and read-write locks.

	Chapter 17: Alternative Methods of I/O Explores I/O models beyond the standard blocking I/O model. In particular, it covers nonblocking I/O and polling, signal-driven I/O, POSIX asynchronous I/O, and multiplexed I/O using the select() system call.

	Chapter 18: Terminals and Terminal I/O Covers terminals and terminal I/O, beginning with the special needs of interactive programs. It examines the structure of terminal driver software and support for terminal configuration in the kernel, after which it explores methods of configuring the terminal such as the termios and ioctl interfaces. It develops a simplified stty command.

	Chapter 19: Interactive Programming and the ncurses Library Covers configuring the terminal for interactive programs, including noncanonical mode programming. It introduces the ncurses library’s API and develops a few programs based on it, ending with a simple version of the top command.

	Appendix A: Creating Libraries Shows how to create and manage static and shared libraries.

	Appendix B: Unicode and UTF-8 Offers a short tutorial on Unicode and the variable-length representation of Unicode known as UTF-8.

	Appendix C: Date and Time Format Specifiers Presents a table of the date and time specifiers, with examples, used in the formatting of dates and times by various functions and system utilities.





Online Materials

To keep the book from becoming too long, programs are generally not presented in their entirety. Instead, they’re available online along with other materials. You can access them on the book’s web page at https://nostarch.com/introduction-system-programming-linux.


Source Code

All of the source code that appears in this book, as well as other example programs, is available for download at https://github.com/stewartweiss/intro-linux-sys-prog and as a ZIP file from https://nostarch.com/introduction-system-programming-linux. The programs are organized by chapter. Each chapter directory contains a makefile for building and maintaining the programs in that directory, and I include a master makefile that can build and maintain all of the programs in this repository. The top-level directory has a README file that explains the licensing and has instructions for maintaining the programs. I have tried to write thorough inline documentation for all programs.

There are also three directories named common, include, and lib. The first contains source code and header files for functions that are used in multiple chapters. The makefile there can build a library file that is copied into lib and copy the headers into include.

All complete programs in the repository are covered by the GNU General Public License (Version 3), a copy of which is in the repository. The source code for all library functions in the common directory is covered by the GNU Lesser General Public License (Version 3), a copy of which is also in the repository.



Command Line Online Chapter

The book also includes in its online resources a short summary of the basics of using the command line, titled “Working in the Command Interface.” This covers the set of basic commands needed to perform essential tasks.



make Tutorial

I’ve written a make tutorial for those who want to know how to use this utility program in elementary ways. The book’s web page has a link to a GitHub repository that contains the tutorial and instructions for how to use it.



Solutions to Exercises

Solutions to selected exercises from the ends of each chapter are available online in a single ZIP file that you can download from the website.





Conventions and Format

I’ve tried to follow fixed conventions and style throughout the book to make it easier to read. These include the book’s typography, the format of command input and output, names of things, dates and times, and more.


Typographical Conventions

I use a monospaced font for all code, input and output of programs, file contents, and the names of all commands and executable programs. For example, I would write “bash is a popular shell in Linux.” I use italic text for the names of all files and directories, as in “The executable program file for the bash shell is /bin/bash.”



Notation

In the description of a command or function I use square brackets ([ ]) to enclose optional elements. The brackets are not part of the command. Italic text denotes placeholders, not actual text that you type. An ellipsis (...) means more than one copy of the preceding token. For example, in the description

ls [option] ... [directory_name] ...

the words option and directory_name are placeholders. The square brackets indicate that both the option specifiers and the argument to the ls command are optional but that all option specifiers must precede any directory names and that option specifiers and directory names can occur multiple times, as in:

ls -l -t chapter01 chapter02

Here, -l and -t are two options and chapter01 and chapter02 are two arguments.

I use a vertical bar (|) to indicate exactly one choice among multiple alternatives. For example, the description

bash [option] ... [command_string | file]

indicates that after all options, you can supply either a command string or the name of a file but not both.

Throughout the book, I’ll use the $ character as the prompt string displayed inside a terminal window. Any text that you would enter is shown in boldface. For example, the echo command just prints whatever text you enter after it on the command line. I would demonstrate how you use it as follows:

$ echo 'Is this really how echo works?'
Is this really how echo works?
$

Notice that the prompt character is displayed again. This is how I indicate that you’re seeing all of the command’s output and that the command terminated. When showing all output would require too many lines, I’ll snip some of the lines by putting the word --snip-- in place of the removed output, as in:

$ ls /var
backups/
cache/
--snip--
$

I’ll also use an ellipsis on a single line when I’ve deleted some of the text on that line. In the Unix system that you use for following along with this book, the prompt character that you see might be something other than $. Many systems might have a default prompt that includes more information, such as your login name or the name of the computer. In fact, you are usually able to customize your prompt.

In code listings, I’ll sometimes omit parts of the code to save space. I’ll indicate this either with a --snip-- in place of multiple lines of code, as in

int main() 
    --snip--  
    return 0;
}


or, when I want to specify what’s missing, I’ll use this notation:

if ( argc < 2 ) 
    // OMITTED: Handle missing argument
else

I’ll also write all pseudocode that appears in code listings in //-style comment blocks, reserving /*...*/-style blocks for actual comments.



Example Program Naming Conventions

I try to adhere to a program naming convention for the example programs that I’ve written for the book. Using a convention helps you (and me) guess what a program does from its name. The chapters in general contain three types of example programs:


	Programs that implement a simplified version of an existing Unix command. In this case, the program name is formed by prefixing the actual command name by spl_. For instance, spl_ls is the book’s version of ls, and the source file is named spl_ls.c.

	Programs that do nothing except demonstrate basic use of a function introduced in a chapter. These have names that end in the suffix _demo.c, such as getenv_demo.c.

	Programs that don’t implement an existing command but do more than just demonstrate how to call and use a function. I try to give these names that describe what they do. The program showallusers.c in Chapter 5 is an example of one.



If a chapter has multiple versions of a program, a sequence number is appended to the basename of the function, as in spl_date1.c and spl_date2.c.



Dates and Identities

It’s common practice in the computer book industry to change any dates and timestamps in program and command output to either a point very far in the past or to some future time well beyond the book’s release date so that the book isn’t dated. I do this whenever possible, but sometimes when date and time themselves are the subject of a chapter and altering true output would make an explanation more difficult, I don’t.

None of the usernames that appear in the output of programs are those of real people, except for mine. Any similarity to a real person’s name is coincidental. I alter the output of commands that display actual usernames so that they aren’t those of real people.





Suggestions and Corrections

I’ve tried my best to find bugs and mistakes in the example programs and the text of the book, but I can’t imagine that I found and corrected them all. Along the same lines, I sometimes rewrote an explanation many times over, trying to make sure it is easy and enjoyable to read and accurate, but again, I am not perfect, and you may find places in the book that you think could be written better.

If you’d like to make suggestions or corrections to the text of the book, please email me at stewart.weiss@acm.org or email errata@nostarch.com. Include either a page number or a piece of identifying text that is long enough to be unique. If you find bugs or more serious flaws in the code (I hope not), if you’re familiar with Git, please open an issue on https://github.com/stewartweiss/intro-linux-sys-prog.

I hope that you learn a lot from this book. Even more important, I hope that it shows you how you can learn what it doesn’t cover on your own. Finally, I hope it’s enjoyable to read and that you gain an appreciation for the marvel and magic of Unix.





1CORE CONCEPTS


[image: Chapter opening image from the book’s cover; shows a sunflower.]

This first chapter presents the big picture of system programming and basic background information on Unix. We begin with an exploration of what system programs are and how they are different from other kinds of programs. Next, I’ll introduce many of the fundamental concepts that underlie the Unix family of operating systems, and we’ll conclude with a brief discussion of the history and standardization of Unix and the C programming language.

When we examine the various concepts that make Unix what it is, we start with the kernel because it is essentially the core of a Unix system. From there, we move on to Unix shells, which are the programmable, interchangeable user interfaces in Unix systems, separate and distinct from the Unix kernel. After that, we’ll cover the concepts of users and groups. I then explain how the distinction between privileged and unprivileged instructions in Unix enables the kernel to manage resources securely and efficiently. Next, I’ll introduce the concept of a user process, a representation of a running user program managed by the kernel, and threads, which are particular types of processes in Unix. I’ll also explain the idea of an environment list, which is a set of variables and values passed to new processes, and I’ll describe the Unix directory hierarchy and present an overview of files, directories, and permissions.

One important part of any Unix system is its online documentation, which plays a critical role in how you’ll learn system programming in this book. We’ll cover its organization and use in this chapter as well.


What Is System Programming?

The first programs people learn to write are simple ones, but despite their simplicity, we can use them to explain what system programming is. The simplest possible program that actually does something has no input and just prints a message onto the screen. One such program is the ubiquitous “Hello, world” program that you most likely wrote at the beginning of your development as a programmer. The first C version of this program appeared in Kernighan and Ritchie’s The C Programming Language (Prentice Hall, 1978) and has since become the de facto first program that students learn to write when they are learning a new programming language. Listing 1-1 shows the original version of that program.

hello_world.c
#include <stdio.h>
int main()  /* NOTE: Original main() had no return type. */
{
    printf("hello, world\n");
} 

Listing 1-1: Kernighan and Ritchie’s original “Hello, world” program

The first line is an include directive, which starts with the keyword #include and is followed by the specification of a file. It tells the C preprocessor to read the contents of the file, in this case, the C header stdio.h, at that point in the program. We need that action to take place because the main program makes a call to the C printf() function, whose declaration is in stdio.h. Without it, the compiler could not tell whether printf() was being called properly. The C preprocessor has to find the header file before it can read it, and header files can be in many possible places. The angle brackets (<>) around the name of the file tell the preprocessor that it’s in one of the standard places that it searches.


The Magic of Input and Output

The printf() function is one way in C to print information on the screen. I’m using the word screen as a synonym for the more technical term, terminal window. In this simple example, printf() has a single string, "hello, world.\n", as its argument. The \n is the newline character, which causes the next character following it to appear at the beginning of the next line on the screen.

Let’s assume that this code is stored in a file named hello_world.c and that we’ve already compiled it into an executable program named hello_world. Because we don’t want to be sidetracked by the details of how to compile code on a Unix system, we omit that compilation procedure here.


Running this program in a terminal window causes the string "hello, world" to be displayed, and then the prompt reappears. To run the program, we enter its name, preceded by ./, and press enter:

$ ./hello_world
hello, world
$

For someone who has never written a program before, this seems like magic. All you have to do is include the stdio.h header file in the code and give the printf() function the string that you want to print, and voilá: When you run the program, the string appears.

It clearly isn’t magic though, and a lot must be going on behind the scenes to make the characters appear on the screen. C has given us a very powerful tool, printf(), so that we can write programs that print to the screen without needing to learn a lot about terminals and other technology.

Let’s take this one step further. The preceding program outputs text but has no input. Listing 1-2 performs both input and output.

hello.c
#include <stdio.h>
int main() {  /* Notice that main() now has an explicit return type. */
 ➊ char username[256];
    printf("Enter your name: ");
 ➋ scanf("%255s", username);
    printf("hello, %s\n", username);
}

Listing 1-2: A program that performs both input and output

This program begins with a declaration of a char array named username of length 256 ➊. This array can store up to 255 characters plus a terminating NULL byte. A NULL byte is the nonprinting character whose code is zero. As a character, it’s written as \0. In many programming languages, a NULL byte is required at the end of a string. The program then prints a prompt message to the screen asking the user to enter their name. Then the C scanf() function ➋ reads characters from the keyboard until either 255 characters are entered or it finds a whitespace character (blank, tab, or newline), and it stores this data into the username array. The program prints hello followed by the contents of that array.



THE SCANF() FUNCTION

The scanf() function is the C library’s formatted input function. It reads input, by default from the keyboard, following a format that you give it. In general, its first parameter is a string enclosed in double quotes followed by one or more pointers. The double-quoted string is called the format specification. In this example, it is "%255s", which specifies that the input data should be stored as a string (s for string) with a maximum width of 255 characters. The argument following the format specification must be a pointer to the start of a character array large enough to hold 255 characters plus the NULL byte. Since array names can be used in C wherever a constant pointer is expected, the array username is a valid argument.



Let’s think about how this input and output actually take place. The program makes calls to the scanf() and printf() functions, but where is their code and how is it executed? Many beginning programmers mistakenly believe that the header files included by their programs contain the function implementations because all they have to do is put appropriate #include directives into their programs for them to work. However, those implementations are not in the header files.



The Role of the C Library in I/O

In general, when functions are not defined in the same file as the code calling them, they need to be linked into that code. When a compiler is processing a file and finds a function call not defined in the same file, it marks the call as an unresolved symbol because it can’t assign an address for that function. The same is true if it finds unknown type names, variable names, and so on. Linking is the act of assigning addresses to these unresolved symbols. The compiler does not link. The linker is the component of the compiler collection that resolves undefined symbols. A compiler collection is a set of programs that build programs from source code.

The C language provides no built-in facilities for performing operations such as input/output, memory management, and string manipulation. Instead, they’re defined in a standard library, which you link into your program. In the case of scanf() and printf(), their definitions are part of the C Standard Library. The linker automatically searches through this library without your needing to do anything special, thereby finding the function definitions. In “Object Libraries” on page 50, I explain exactly what a library is and how you can see what it contains.

Inside that library, the scanf() function makes calls to a lower-level function named read(). The code that implements read() is not part of the library; it’s part of the Unix operating system itself. You’ll get a better picture of this in the following section, “System Resources,” and a more detailed explanation in Chapter 2. The read() code performs the actual transfer of bytes from the input device to the program’s memory. Similarly, the printf() function makes calls to a lower-level function named write(), which is also implemented within the operating system. The write() code handles all of the details of writing to the output device. In short, the operating system performs all transfers of data to and from the output device, which is often the terminal. Figure 1-1 illustrates how this happens.
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Figure 1-1: The execution flow of input operation



When we run a program like hello.c in Listing 1-2, we have the illusion that the program is connected directly to the keyboard and the display device via C library functions. If you run the program on your own personal computing device, this illusion may not be far from reality. However, we can also run it on a multiuser system in a terminal window, and the results will be exactly the same. This fact complicates the picture even further. In a Unix system, and in almost all modern operating systems, many people can work on the system at the same time, and programs belonging to different people can run at the same time, each receiving input from a different keyboard and sending output to a different display. Each person will see the same output as if they had run the program on a single-user machine. The operating system is what makes this possible. It has to ensure that each user’s programs do not interfere with each other.



System Resources

We can frame this problem in terms of resources. Resources are objects that software uses and/or modifies. For example, a program’s input and output data are resources, as are the values that it stores in its internal data structures. A program has the privilege to access or modify any of its own resources.

In Unix systems, some resources are protected from access by ordinary programs and are accessible only by the operating system. These protected resources are called system resources. System resources include hardware, such as the CPU, physical memory, screen displays, storage devices, and network connections. They also include objects that aren’t hardware, such as system data structures and files. These are sometimes called soft resources. Figure 1-2 illustrates the way an operating system is layered in order to control access to system resources.
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Figure 1-2: An operating system has layers to protect resources.



A modern operating system such as Unix provides an interface that programs can use for requesting access to system resources. This interface is called its application programming interface (API). In computer science jargon, the term application is often used to refer to programs intended to be run by ordinary users. An API typically consists of a collection of function, type, and constant definitions and sometimes variable definitions as well. The API that an operating system provides in effect defines the means by which an application can request services from it. The functions in the API are called system calls.



NOTE

If you’re familiar with object-oriented programming, you may notice a resemblance between the operating system’s API and a class interface. Both provide a set of methods for accessing protected data only through a well-defined set of access points.






System Programs Explained

We’ve now set the stage to make a distinction between ordinary programs and system programs. A program that’s not a system program is designed as if it has exclusive access to all of the resources it uses. It doesn’t deal with the complexity of connecting to monitors and keyboards and isn’t cognizant of the fact that the operating system must manage these resources.

In contrast, a program that makes direct requests for the services exposed in an operating system’s API is called a system program, and when we write this kind of program we are system programming. System programs make requests for resources and services directly from the operating system. Sometimes people write them to extend the functionality of the operating system itself or provide functions that higher-level applications can use. For example, we could write a program that gets the current time from the operating system’s internal clock and displays it in various formats for any user. This would be a system program.

The term system program also applies to any program that can run independently of the operating system and extend its functionality, even if it doesn’t make any direct calls to the API. Tools such as compilers, assemblers, linkers, terminal emulators, and so on are considered to be system programs, and they play a fundamental role in a computer system. As Richard Stallman wrote, “The kernel is an essential part of an operating system, but useless by itself; it can function only in the context of a complete operating system” [40]. In this view, system programs are like an extension to the operating system, even though their definition is a bit fuzzy. The primary purpose of this book is to show you how you can write programs of this nature, namely those that interact directly with the operating system and, in effect, act like a part of that system.




Fundamental Concepts of Unix

This section introduces the core concepts that underlie the design of the Unix operating system. From its beginning, Unix was designed around a small set of clever ideas, as its authors, Dennis Ritchie and Ken Thompson, put it: “The success of UNIX lies not so much in new inventions but rather in the full exploitation of a carefully selected set of fertile ideas, and especially in showing that they can be keys to the implementation of a small yet powerful operating system” [33]. Those “fertile ideas” included, in the order in which we discuss them, the concepts of a programmable shell, users and groups, privileged and unprivileged instructions, environments, files and the directory hierarchy, device-independent input and output, and most important, processes. I describe these concepts in this section, not in great detail, preceded by a brief overview of that “small yet powerful operating system” itself, now known as the Unix kernel. Along the way, I introduce some Unix commands to demonstrate the concepts.

Before we dive into all of this material, we need to address one sticky point having to do with standards. Unix has many different varieties, which many people call flavors. This is a consequence of its history, and in “Unix History and Standards” on page 41, I’ll summarize this problem and how it’s been resolved, in particular by making reference to the most important family of standards: POSIX, an acronym for Portable Operating System Interface. Between here and that section, I’ll sometimes make reference to the fact that something does or does not conform with POSIX.1-2024, which is the most recent version as of this writing. We cannot overstate the importance of conformance; commands and functions that are either not specified by or not conforming to the POSIX.1 standard are not portable and not guaranteed to work on all Unix systems that conform to the standard. I’ll point this out when it is relevant.



The Unix Kernel

It is perhaps unfortunate that the term operating system has no single, universally agreed upon definition. If you look at almost any textbook on operating systems [37, 41], you’ll find two different views of what constitutes an operating system:


	The operating system is the collection of all software that provides services to applications and users and manages and protects all hardware resources. In this view, tools like user interfaces and browsers are part of the operating system.

	The operating system is only the program that is loaded into memory on startup and remains in memory, controlling all computer resources, until the computer is powered off.



Regardless of which definition you decide to adopt, the term kernel is unambiguously used as another name for the second definition. It’s an appropriate name, since it’s the core of the Unix system. In the seminal book on the design of the 4.4BSD operating system, The Design and Implementation of the 4.4BSD Operating System, McKusick and co-authors define a kernel as “a small nucleus of software that provides only the minimal facilities necessary for implementing additional operating system services” [26]. In this book, I use the narrow definition of an operating system, namely that it is the kernel and nothing more.

The kernel is a program, or a collection of interacting programs, depending on the particular implementation of Unix, with many entry points. An entry point is an instruction in a program at which execution can begin. Each of these entry points provides a service that the kernel performs. If you are used to thinking of programs as always starting at their first line, this may be disconcerting.

Most likely, in the programs that you have written so far, there has been a single entry point, namely the main() function. However, it’s possible to create code that can have several entry points. Software libraries are code modules with multiple entry points. You can think of entry points as functions that can be called by other programs. They perform services such as opening, reading, and writing files, creating new processes, allocating memory, and so on. Each of these functions expects a certain number of arguments of certain types and produces well-defined results. The collection of kernel entry points makes up a large part of its API. In fact, you can think of the kernel as containing a collection of separate functions, bundled together into a large package, and its API as the collection of signatures or prototypes of these functions.


Kernel Roles and Responsibilities

What are the kernel’s responsibilities, and what does it do? The goal for now is to paint a picture of what the kernel does and not to describe how it does this.


When a Unix system boots, a combination of firmware and software loads the kernel into the portion of memory called system space or kernel space, where it stays until the machine is shut down. User programs are not allowed to access system space. If they try, the kernel terminates them.

The kernel has full access to all of the hardware attached to the computer. The kernel maintains various system resources in order to perform services for user programs. These system resources include many different data structures that keep track of input/output (I/O), memory, and device usage, for example.

The Unix kernel manages and protects all of these resources and provides an operating environment that allows all users to work efficiently, safely, and happily. It prevents users and the programs that they run from accessing any hardware resources directly. In other words, if a user’s running program wants to read from or write to a disk, it must ask the kernel to do that on its behalf, rather than doing it on its own. The kernel will perform the task and transfer any data to or from a portion of memory that the user’s program can access.

To understand why this is necessary, consider what would happen if users’ programs could access the hard disk directly. A user could run a program that could try to acquire all disk space, or even worse, try to erase the disk, subverting the kernel’s ability to protect its resources.

The Unix kernel also protects users from each other and protects itself from users, while simultaneously giving users the impression that they each have the computer entirely to themselves. This is precisely the illusion described in the section “What Is System Programming?” on page 2. Somehow, everyone is able to run programs that seem as if they have the computer all to themselves, as if no one else were using the machine. Users have their own disk space, their own private portion of memory, their fair share of time on the CPU, and so on.

In order to achieve these objectives, the inventors of Unix incorporated several key principles into its design:


	The system designates two levels of privilege (user privilege and kernel privilege) such that certain instructions can be executed only with kernel privilege.

	Each user has a unique identity. A privileged user can create groups of users, and those groups have unique identities as well. These user and group identifiers are assigned privileges and protections for all user resources such as disk storage, running programs, and so on.

	The system of files supports creation, modification, retrieval, and removal of persisted data and programs, as well as privacy, protection, and the ability to share software and data.

	Physical memory is divided into two regions: user space, where ordinary user programs are loaded, and system space, which is where the operating system itself is stored.

	The kernel has exclusive control of the use of the processor, and it decides at any given time what runs next.

	The kernel has the exclusive ability to load programs into memory, run them, and terminate them. A running program cannot even terminate itself; the best it can do is to ask the kernel to terminate it!

	The kernel has complete and exclusive control of all computer hardware.



We’ll describe each of these principles in more depth in the remaining sections of this chapter.



Kernel Services

I’ve mentioned reading and writing files and terminal I/O as some of the types of services that the kernel provides, but to give you an even better sense of the scope of its services, the following list shows the types of services it performs:


	Process scheduling and management

	I/O handling

	Physical and virtual memory management

	Device management

	Filesystem management

	Signaling and interprocess communication

	Multithreading

	Protection and security

	Networking services



Figure 1-3 depicts how users and their programs access system resources and services through the kernel’s application programming interface.


[image: Block diagram showing how users and apps access system resources via kernel system calls.]

Figure 1-3: A schematic view of the role of the kernel



Each of the boxes inside the kernel region represents a different service category. The box labeled “System calls” represents the part of the API that programs use to request and obtain these services, whereas the box labeled “System programs” is the set of stand-alone programs that users can run to obtain these services.




Shells and Commands

The kernel provides services to running programs, but not directly to users; instead, users interact with Unix by entering commands through a command line interpreter running in a terminal window or by interacting with a graphical user interface (GUI), which I do not discuss in this book. A command line interpreter is a program that reads commands and carries them out.


Commands

A command is an instruction that you enter by inputting text, usually (but not always) using a keyboard. Commands may have options and arguments following the command name. Options modify the behavior of the command, whereas arguments are the command’s inputs. For example:

$ gcc -g -o myprog myprog.c

The following list explains each part of that command line:


	gcc The command name (the GNU Compiler Collection).

	-g An option to gcc that tells it to include debugging information in the generated executable.

	-o myprog An option with an option argument, myprog. The -o option tells gcc to put the output into the file named immediately after it, in this case, myprog, which is its argument.

	myprog.c The command’s only argument, which is the name of its input file.



The command line is everything that you type up to but not including the newline character produced when you press enter. In this example, the command is the entire command line, but sometimes a single line can have multiple commands separated by command-separator characters such as the semicolon, as in:

$ gcc -g -o myprog myprog.c ; gcc -g -o hello hello.c

Technically, a simple command is a single command, not a sequence of commands. When we use the term command, we usually mean a simple command.

In GNU/Linux and some other Unix systems, some commands have two kinds of command options, short and long:


	Short options begin with a single dash (-) and are a single character, as in -a and -H.

	Long options start with a double dash (--) and can be words, such as --date and --file-type.



POSIX.1-2024 does not require conforming systems to provide long options, but GNU/Linux has them.


Both types of options can have option arguments. For example, in

$ gcc -g -o myprog myprog.c 

the -o option has the myprog argument.

In Unix systems that conform to the POSIX.1-2024 standard, if an option has an argument, the argument is required; you cannot omit it. On the other hand, GNU/Linux permits a command to have options with nonrequired arguments. For example, you can enter the Firefox web browser’s name to start it from the command line in GNU/Linux:

$ firefox

If you give it the -P myprofile option, it starts up with the user profile named myprofile. If you enter just

$ firefox -P 

it displays a dialog asking you to pick a profile from a list. The profile name is a nonrequired argument to -P.

The rules for giving option arguments are:


	The argument to a short option follows it immediately, possibly with intervening space or TAB characters, as in -ohello or -o hello. The one exception is that nonrequired arguments can’t have space before them.

	The argument to a long option follows the = operator without intervening space, as in --date='Jan 01,1970'.



The typical command consists of the command name followed by options and then arguments, but some commands allow the options and arguments to be intermixed. For example:

$ gcc -g myprog.c
$ gcc myprog.c -g

These command lines are equivalent.



Shells

The word shell is the Unix term for a particular type of command line interpreter. Command line interpreters have been provided with operating systems since their inception. Early mainframes and personal computer operating systems required people to interact with them exclusively through a command line interpreter. DOS, for example, provided a command line interpreter, which became the basis for the Microsoft Command window, which was simply a DOS emulator.

A command line interpreter presents a prompt of some kind, indicating that it’s waiting for you to enter a command. At the prompt, you type a command and press enter, causing the command to be executed, after which the prompt reappears:


$ hostname
harpo
$

If you enter the hostname command, it shows the name of the computer on which you’re working. Here it printed harpo, the name of my computer










Users and Groups






LOGGING IN







$ id
uid=500(stewart) gid=500(stewart)
groups=500(stewart),4(adm),24(cdrom),27(sudo)


$ id syslog
uid=102(syslog) gid=106(syslog) groups=106(syslog),4(adm),5(tty)



$ groups
stewart adm cdrom sudo  
$ groups syslog
syslog : syslog adm tty



Privileged and Nonprivileged Instructions



	Acquiring more memory

	Changing the system time

	Raising the priority of the running process

	Reading from or writing to the disk

	Entering privileged mode






Environments


LOGNAME=stewart



COLUMNS=80




$ printenv LINES COLUMNS SHELL
23
80
/bin/bash


getenv_demo.c
#include <stdio.h>
#include <stdlib.h>

int main() 
{
    char *shell = getenv("SHELL");
    printf("The current shell is %s.\n", shell);
}



$ gcc getenv_demo.c -o getenv_demo
$ ./getenv_demo
The current shell is /bin/bash.




Files, Directories, and the Single Directory Hierarchy



Files






File Types



	Directories

	Device files

	Pipes

	Sockets

	Symbolic links






File Attributes, Permissions, and Contents








Directories



[image: Illustration of a directory named jammy containing three files named kernel, drivers, and README.]








[image: Table format showing filenames in the jammy directory and corresponding inode references.]









$ ls
chapters/    fonts/     images/    main.tex      main.bib   


$ ls chapters images
chapters:
appendix_a.tex   chapter_02.tex     chapter_05.tex       preface.tex
back_matter.tex  chapter_03.tex     front_matter.tex  
chapter_01.tex   chapter_04.tex     intro.tex

images:
chapter_01/  chapter_2/  chapter_3/  chapter_4/  chapter_5/



$ cd chapters   
$ ls
appendix_a.tex   chapter_02.tex     chapter_05.tex       preface.tex
back_matter.tex  chapter_03.tex     front_matter.tex  
chapter_01.tex   chapter_04.tex     intro.tex



$ cd ..   
$ ls
chapters/    fonts/     images/    main.tex      main.bib   




Filenames



[image: Diagram showing one file with three different filenames across three directories.]










The Directory Hierarchy









[image: Tree diagram representing top-level Unix directories like /bin, /etc, /usr, and /var.]






	bin All essential binary executables, including those shell commands that must be available when the computer is running in single-user mode (something like safe mode in Windows).

	boot Static files of the bootloader.

	dev Essential device files (covered in Chapters 6 and 18).

	etc Almost all host configuration files, roughly like the registry file of Windows.

	home If present, all users’ home directories.

	lib Essential shared libraries and kernel modules.

	media Mount point for removable media.

	mnt Mount point for mounting a filesystem temporarily.

	opt Add-on application software packages.

	sbin Essential system binaries.

	srv Data for services provided by this system.

	tmp Temporary files created by applications.

	usr Originally, this was the top of the hierarchy of user data files, but now it’s the top of a hierarchy containing nonessential binaries, libraries, and sources. Typical subdirectories are /usr/bin and /usr/sbin, which contain binaries; /usr/lib, containing library files; and /usr/local, the top of a third level of local programs and data.

	var Variable files, meaning files whose contents can change.







Symbolic Links






Pathnames






$ pwd
/home/stewart/unix_book
$ printenv PWD
/home/stewart/unix_book





Processes



$ gcc hello_world.c -o hello_world




$ ./hello_world







$ ps
    PID TTY          TIME CMD
  10278 pts/0    00:00:00 bash
  11087 pts/0    00:00:00 ps



getpid_demo.c
  #include <stdio.h>
➊ #include <unistd.h>                   
  int main()
  {
  ➋ printf("I am the process with process-id %d\n", getpid()); 
  }



$ gcc getpid_demo.c -o getpid_demo
$ ./getpid_demo
I am the process with process-id 18805




Threads






gettid_demo.c
#define _GNU_SOURCE
#include <stdio.h>
#include <unistd.h>
#include <sys/types.h>
                 
int main()
{
    printf("I am a thread with thread ID %d\n", gettid()); 
}


$ gcc gettid_demo.c -o gettid_demo
$ gettid_demo
I am a thread with thread ID 1810




Online Documentation



The Man Pages



Table 1-1: Manual Sections


	
	
	





	
	
	



	
	
	



	
	
	



	
	
	



	
	
	



	
	
	



	
	
	



	
	
	








	The versions of the man pages on your system were installed at the time that the software they document was installed, and they are updated whenever you update the software itself and the software has updates to apply to them.

	Man pages are written by the people who wrote and maintain the software and are trustworthy and accurate.

	The man pages on your system are self-contained in the sense that any cross references they make are also on your system.

	You can read them even if your internet connection isn’t available.




$ man man
MAN(1)                        Manual pager utils                        MAN(1)

NAME
       man - an interface to the system reference manuals
--snip--





SCANF(3)                   Linux Programmer's Manual                  SCANF(3)
NAME
       scanf, fscanf, sscanf, vscanf, vsscanf, vfscanf
       - input format conversion
     
SYNOPSIS
       #include <stdio.h>
--snip--


stdio.h(7POSIX)            POSIX Programmer's Manual           stdio.h(7POSIX)

PROLOG
       This manual page is part of the POSIX Programmer's Manual. The Linux
       implementation of this interface may differ (consult the corresponding
       Linux manual page for details of Linux behavior), or the interface may
       not be implemented on Linux.

NAME
       stdio.h - standard buffered input/output
--snip--






The Info Documentation System




$ info ls
Next: dir invocation,  Up: Directory listing

10.1 'ls': List directory contents
==================================

The 'ls' program lists information about files (of any type, including
directories). Options and file arguments can be intermixed arbitrarily,
as usual.
--snip--



$ info ls | more
File: coreutils.info, Node: ls invocation, Next: dir invocation, Up: Directory 
listing

10.1 'ls': List directory contents
==================================

The 'ls' program lists information about files (of any type, including
directories). Options and file arguments can be intermixed arbitrarily,
as usual.
--snip--




Application-Provided Documentation




$ ls --help
Usage: ls [OPTION]... [FILE]...
List information about the FILEs (the current directory by default).
Sort entries alphabetically if none of -cftuvSUX nor --sort is specified.
--snip--




Shell Help


$ help
GNU bash, version 5.1.16(1)-release (x86_64-pc-linux-gnu)
These shell commands are defined internally. Type `help' to see this list.
Type `help name' to find out more about the function `name'.
Use `info bash' to find out more about the shell in general.
Use `man -k' or `info' to find out more about commands not in this list.

A star (*) next to a name means that the command is disabled.

 job_spec [&]                            history [-c] [-d offset] [n] or hist>
 (( expression ))                        if COMMANDS; then COMMANDS; [ elif C>
 . filename [arguments]                  jobs [-lnprs] [jobspec ...] or jobs >
 :                                       kill [-s sigspec | -n signum | -sigs>
 [ arg... ]                              let arg [arg ...]
 [[ expression ]]                        local [option] name[=value] ...
 alias [-p] [name[=value] ... ]          logout [n]
 bg [job_spec ...]                       mapfile [-d delim] [-n count] [-O or>
 bind [-lpsvPSVX] [-m keymap] [-f file>  popd [-n] [+N | -N]
 break [n]                               printf [-v var] format [arguments]
 builtin [shell-builtin [arg ...]]       pushd [-n] [+N | -N | dir]
 --snip--


$ help pwd
pwd: pwd [-LP]
    Print the name of the current working directory.
    
    Options:
      -L	print the value of $PWD if it names the current working directory
      -P	print the physical directory, without any symbolic links
    
    By default, `pwd' behaves as if `-L' were specified.
    
    Exit Status:
    Returns 0 unless an invalid option is given or the current directory
    cannot be read.
$




Other Sources of Documentation






Using the Manual Pages



The Pager



	To see the next screen, press spacebar or enter f (for forward).

	To go back one screen, enter b (for backward).

	To stop reading, enter q for quit.

	To go to line N, enter NG. If you just enter G, you’ll go to the bottom of the page.

	To search forward for keyword, enter /keyword. Enter n to find the next occurrence downward, or enter N to search upward.

	To search backward for keyword, enter ?<keyword>. Enter n to find the next occurrence upward, or enter N to search downward.







The Structure of Man Pages



echo(1)                   User Commands                        echo(1)

NAME
       echo - display a line of text

SYNOPSIS
       echo [SHORT-OPTION]... [STRING]... 
       echo LONG-OPTION 
 
DESCRIPTION
       Echo the STRING(s) to standard output.

       -n     do not output the trailing newline 
       -e     enable interpretation of backslash escapes 
       -E     disable interpretation of backslash escapes (default) 
--snip--



VIM(1)                      General Commands Manual                     VIM(1)

NAME
       vim - Vi IMproved, a programmer's text editor
       SYNOPSIS
       vim [options] [file ..]
       vim [options] -
       --snip--
       ex
       view
       gvim gview evim eview
       rvim rview rgvim rgview
--snip--




	NAME The name of this manual page

	SYNOPSIS A brief summary of the command’s or function’s interface

	DESCRIPTION An explanation of what the program, function, or format does

	OPTIONS For commands only; a description of the command line options accepted by a program and how they change its behavior

	USAGE For commands; a more thorough description of the use of the command

	ENVIRONMENT VARIABLES A list of all environment variables that affect the command or function and how they affect it

	EXIT STATUS For commands; a list of exit values returned by the command

	RETURN VALUE For functions; a list of the values the function will return to the caller and the conditions that cause these values to be returned

	ERRORS For functions; a list of the values that may be placed in the static variable errno in the event of an error, along with information about the cause of the errors

	FILES A list of the files used by the command or function, and files that might be modified

	ATTRIBUTES Architectures on which it runs, availability, code independence, and so on

	VERSIONS A brief summary of the kernel or library versions where a function appeared or changed significantly in its operation

	CONFORMING TO The standards to which the implementation conforms

	BUGS A list of limitations, known defects or inconveniences, and other questionable activities

	EXAMPLES If present, examples of how to use the command or function

	AUTHORS A list of authors of the documentation or program

	SEE ALSO A list of commands related to this command

	NOTES General comments that do not fit elsewhere





NOTE








git [--version] [--help] [-C <path>] [➊ -c <name>=<value>]
    [--exec-path[=<path>]] [--html-path] [--man-path] [--info-path]
 ➋ [-p|--paginate|-P|--no-pager] [--no-replace-objects] [--bare]
    [--git-dir=<path>] [--work-tree=<path>] [--namespace=<name>]
 ➌ [--super-prefix=<path>] [--config-env=<name>=<envvar>]
 ➍ <command> [<args>]



	The placeholder <command> ➍ is the only required element after the command name.

	The element [-c <name>=<value>] ➊ is an option to git, but if the -c is present, it must be followed by the name-value assignment.

	The vertical bar | ➋ is used to indicate that at most one of -p, --paginate, -P, or --no-pager can be used.

	--super-prefix ➌ is a long option that has a required argument.








Searching Through the Man Pages


MAN(1)                        Manual pager utils                        MAN(1)

NAME
       man - an interface to the system reference manuals

SYNOPSIS
       man [man options] [[section] page ...] ...
       man -k [apropos options] regexp ...
       man -K [man options] [section] term ...
       man -f [whatis options] page ...
       man -l [man options] file ...
       man -w|-W [man options] page ...

DESCRIPTION
       man is the system's manual pager. Each page argument given to man is
       normally the name of a program, utility or function. The manual page
       associated with each of these arguments is then found and displayed. A
       section, if provided, will direct man to look only in that section of
       the manual. The default action is to search in all of the available
       sections following a pre-defined order (see DEFAULTS), and to show only
       the first page found, even if page exists in several sections.
--snip--




man -k printf
     Search the short descriptions and manual page names for the
     keyword printf as regular expression. Print out any matches.
     Equivalent to apropos printf.



    -k, --apropos
            Equivalent to apropos. Search the short manual page descriptions 
            for keywords and display any matches. See apropos(1) for details.
    -K, --global-apropos
            Search for text in all manual pages. This is a brute-force
            search, and is likely to take some time; if you can, you should
            specify a section to reduce the number of pages that need to be
            searched. Search terms may be simple strings (the default), or
            regular expressions if the --regex option is used.



$ man apropos
APROPOS(1)                    Manual pager utils                    APROPOS(1)

NAME
       apropos - search the manual page names and descriptions

SYNOPSIS
       apropos  [-dalv?V] [-e|-w|-r] [-s list] [-m system[,...]] [-M path] [-L
       locale] [-C file] keyword ...

DESCRIPTION
       Each manual page has a short description available within it. apropos
       searches the descriptions for instances of keyword.

       keyword is usually a regular expression, as if (-r) was used, or may
       contain wildcards (-w), or match the exact keyword (-e). Using these
       options, it may be necessary to quote the keyword or escape (\) the
       special characters to stop the shell from interpreting them.
--snip--



$ apropos case       
$ apropos Case      



$ apropos -s2,3 file        
$ apropos -e file          




NOTE






$ apropos -a convert case        



$ apropos ' case' 'case-'           
alsaucm (1)          - ALSA Use Case Manager
strcasecmp (3)       - compare two strings ignoring case
strcasecmp (3posix)  - case-insensitive string comparisons
strncasecmp (3)      - compare two strings ignoring case
strncasecmp (3posix) - case-insensitive string comparisons
wcscasecmp (3)       - compare two wide-character strings, ignoring case
wcscasecmp (3posix)  - case-insensitive wide-character string comparison
wcsncasecmp (3)      - compare two fixed-size wide-character strings, ignor...
wcsncasecmp (3posix) - case-insensitive wide-character string comparison






Unix History and Standards









The Birth of UNIX






Early Branches






The Free Software Foundation and GNU






The Rise of Linux





Many Unixes






Unix and Related Standards




NOTE















	Base definitions General terms, concepts, and interfaces common to all volumes of the standard, including utility conventions and C language header definitions

	System interfaces Definitions for system service functions and subroutines; language-specific system services for the C programming language; function issues, including portability, error handling, and error recovery

	Shell and utilities Definitions for a standard source code–level interface to command interpreters and common utility programs for application programs

	Rationale An informative section, which contains historical information concerning the contents of POSIX.1-2024 and why features were included or discarded by the standard developers





	Graphics interfaces

	Database management system interfaces

	Record I/O considerations

	Object or binary code portability

	System configuration and resource availability











C Standards






	The representation of C programs

	The syntax and constraints of the C language

	The semantic rules for interpreting C programs

	The representation of input data to be processed by C programs

	The representation of output data produced by C programs

	The restrictions and limits imposed by a conforming implementation of C





$ gcc -ansi hello.c -o hello


$ gcc -std=c90 hello.c -o hello


$ gcc -std=c11 hello.c -o hello






Summary




	A programmable, interchangeable command line interpreter, called a shell, that runs in userspace rather than as a part of the kernel

	The concept of processes and the method of process creation

	The use of two levels of privilege to provide protection of the kernel and its resources

	Device-independent I/O operations

	The representation of files as sequences of bytes without structure

	I/O redirection and pipes in particular

	The concepts of users and groups and file permissions

	The single directory hierarchy

	The environment concept






Exercises


	Who are the authors of the bash shell? (Hint: Use the man pages to find out.)

	What is the return type of the read() system call?

	Using the man pages, find the names of all of the header files that you would need to include to use the following functions in a program. There might be more than one needed for some of these.

	(a)_exit()

	(b)setuid()

	(c)fstat()




	If your current working directory is /usr/share/gcc/python, what is the shortest relative pathname of the file /usr/lib32/libc.so.6?

	What command can be used to print the creation date of a file? (Hint: This information is part of a file’s status.)





OEBPS/images/annot_page29_1.jpg









OEBPS/images/annot_page54_1.jpg
User interfaces

User applications

f

1

‘W>§

System programs System calls
Program /o Filesystems ||C icati deEk;rccl)iron Profection A ti
execution || operations Y ommunication e racovery and security || Accounting

Kernel

Hardware










OEBPS/images/annot_page50_1.jpg
Users (people and/or devices)

Y

User’s programs and commands

7Y

Y

Operating system

K

Y

Hardware layer (processors, memory, devices, efc.)







OEBPS/xhtml/nav.xhtml




Contents





		Cover Page



		Title Page



		Copyright Page



		Dedication Page



		About the Author



		About the Technical Reviewer



		BRIEF CONTENTS



		CONTENTS IN DETAIL



		ACKNOWLEDGMENTS



		PREFACE



		INTRODUCTION



		What Will You Learn from This Book?



		How Will This Book Teach You?



		Using Open Source Software



		Presenting Different Perspectives



		Using Example Programs









		What Should You Know to Understand This Book?



		The Role of C in This Book



		Utility Programs



		System Requirements









		About UNIX, Unix, Linux, and More



		Scope, Content, and Organization



		Chapter Organization



		Online Materials









		Conventions and Format



		Typographical Conventions



		Notation



		Example Program Naming Conventions



		Dates and Identities









		Suggestions and Corrections









		1 CORE CONCEPTS



		What Is System Programming?



		The Magic of Input and Output



		The Role of the C Library in I/O



		System Resources



		System Programs Explained









		Fundamental Concepts of Unix



		The Unix Kernel



		Shells and Commands



		Users and Groups



		Privileged and Nonprivileged Instructions



		Environments



		Files, Directories, and the Single Directory Hierarchy



		Processes



		Threads



		Online Documentation









		Using the Manual Pages



		The Pager



		The Structure of Man Pages



		Searching Through the Man Pages









		Unix History and Standards



		The Birth of UNIX



		Early Branches



		The Free Software Foundation and GNU



		The Rise of Linux



		Many Unixes



		Unix and Related Standards









		C Standards



		Summary



		Exercises









		2 FUNDAMENTALS OF SYSTEM PROGRAMMING



		Object Libraries



		System Libraries



		Static and Shared Libraries



		The Advantages of Shared Libraries



		Commands to Query a Library’s Contents



		Commands to Show the Libraries Linked to a Program



		The C Standard Library









		System Calls



		Wrapper Functions



		System Call Execution



		Multiple Paths to Kernel Services









		Handling Errors from System Calls and Library Functions



		System Call Errors



		Errors from Library Functions









		Portability



		Feature Test Macros



		Other Portability Issues









		System Limits



		Internationalization



		Processing the Command Line and Environment



		Extracting Command Line Arguments



		Accessing the Environment



		Reporting Usage Errors



		Extracting the Program Name



		Extracting Command Line Options



		Extracting Numbers from Strings









		Summary



		Exercises









		3 TIME, DATES, AND LOCALES



		Learning System Programming



		Organization of Common Code



		Functions for Extracting Numbers



		Common Error-Handling Functions



		File Organization









		Planning Our First System Program



		Designing the First Version of spl_date



		About Calendar Time in Unix



		Broken-Down Time



		Calendar Time System Calls



		Time Conversion Functions









		Designing a Second Version of spl_date



		Designing a Third Version of spl_date



		The User Interface



		Program Logic









		Working with Locales



		Locale Categories



		About Time Zones



		The Command-Level Interface to Locales



		The Structure of Locales



		The Programming Interface to Locales



		An Internationalized Version of the spl_date Program



		Other Ways to Internationalize Programs



		Locale Objects









		Summary



		Exercises









		4 BASIC CONCEPTS OF FILE I/O



		High-Level vs. Low-Level File I/O



		Universal I/O



		File Permissions Revisited



		Applying the Umask



		Setting and Getting Umasks



		Propagating Umasks









		A Process’s User IDs



		The setuid Bit



		Input/Output Mechanics



		Standard File Descriptors



		The Kernel I/O Interface



		Opening Files



		Closing Files



		Reading from Files



		Writing to Files









		Writing a copy Command



		Design of the copy Program



		Implementation of the copy Program



		Testing of the copy Program



		The Universality of the copy Program









		Timing Programs



		Buffering and Running Time









		Summary



		Exercises









		5 FILE I/O AND LOGIN ACCOUNTING



		Controlling the Position of I/O Operations



		The lseek() System Call



		File Holes









		Displaying Last Login Information



		The lastlog Command



		The lastlog File



		The lastlog Structure









		Usernames, User IDs, and the passwd File



		The Password Database



		Accessing All User Entries









		Developing a lastlog Program



		Design Considerations



		Program Logic



		Writing the Program









		Developing a last Command



		Login Records



		The utmp Structure



		The utmpx API



		Logins, Logouts, and the utmp and wtmp Files



		A Program to Show the utmp and wtmp Files



		Analysis of the wtmp File



		Designing the spl_last Program



		User Space Buffering of Input









		Summary



		Exercises









		6 OVERVIEW OF FILESYSTEMS AND FILES



		Disks and Disk Partitions



		Disk Geometry



		Disk Device Drivers



		Disk Partitioning









		Many, Many Filesystems



		Filesystems Supported by Linux



		The Ext Filesystems









		Filesystem Structure



		Partition Layout



		Block Group Layout



		Performance Considerations









		The Kernel’s Filesystem Interface



		Creating a New File



		Writing Data to a File









		The Virtual Filesystem



		Exploring the Filesystem API



		The stat Command



		The stat() System Call



		The stat Structure



		The File Mode



		The setgid Bit



		The sticky Bit



		An Example lstat Program









		The statx() System Call



		The statx Data Structure



		Calling statx()









		Writing an spl_stat Command



		Designing the main() Function



		Designing the print_statx() Function



		Writing the Auxiliary Functions



		Designing an Enhanced spl_stat Command









		Writing an spl_statfs Command



		The statfs() System Call



		The statvfs() Library Function



		A Hybrid Solution



		Testing spl_statfs









		Summary



		Exercises









		7 THE DIRECTORY HIERARCHY



		Directory Structure



		Processing Directories



		The readdir() Library Function



		The dirent Structure



		Directory Streams



		The opendir() Library Function



		The closedir() Library Function









		A Simple ls Program



		Other Functions in the Directory API



		The telldir() and seekdir() Library Functions



		The scandir() Library Function









		Processing the Directory Hierarchy



		Mounting File Systems



		An Example of Filesystem Mounting



		Commands for Finding Mount Points



		Duplicate Inode Numbers









		Tree Walks



		A Recursive Tree Walk Using readdir()



		A Recursive Tree Walk Using scandir()



		The nftw() Tree Walk Function



		Writing a du Command



		The fts Tree Traversal Functions









		The pwd Command



		An Exercise in Constructing a Directory Tree



		A Strategy for Implementing the pwd Command









		Summary



		Exercises









		8 INTRODUCTION TO SIGNALS



		The Role of Signals



		A Signal Delivery Example



		Sources of Signals









		Signal Concepts



		The Lifetime of a Signal



		Signal Types









		Basic Signal Handling



		The signal() System Call



		The System V signal() Semantics









		Sending Signals



		Blocking Signals



		Signal Sets



		The sigprocmask() Function









		The sigaction() System Call



		The sigaction Structure



		Signal Information Passed to the Handler



		Effect of sa_flags on Signal Handler Execution









		Guidance on Designing Signal Handlers



		Summary



		Exercises









		9 TIMERS AND SLEEP FUNCTIONS



		Keeping Track of Time



		Alarm Clocks and Timers



		Sleep Functions and Timers









		Time, Clocks, and Timing



		Overview



		Hardware Clocks and Hardware Timers



		The System Clock









		High-Resolution Sleep Functions



		The nanosleep() System Call



		The clock_nanosleep() System Call









		Software Timers



		The alarm() System Call



		A Progress Bar Based on Alarms









		Interval Timers



		Overview



		POSIX Timers



		A POSIX Timer-Based Progress Bar



		Resource Monitors



		Real-Time Signals and Multiple Timers









		Summary



		Exercises









		10 PROCESS FUNDAMENTALS



		Processes Revisited



		The Process Tree



		Process Groups



		Sessions



		Foreground and Background Processes and Process Groups



		Program Files



		The Contents of an Executable File



		The Executable and Linking Format









		The Virtual Memory Layout of a Process



		The Text Segment



		The Initialized Data Segment



		The Uninitialized Data Segment



		The Heap



		The Stack Segment



		A Program That Displays Virtual Memory Locations









		The Kernel’s Process Representation



		Process Metadata



		Overview of the Process Descriptor









		The proc Pseudofilesystem



		Numbered Directories



		The Magic of /proc



		Useful Per-Process Files



		An ancestors Command



		A Simple ps Command









		Summary



		Exercises









		11 PROCESS CREATION AND TERMINATION



		The Lifetime of a Process



		Creating Processes



		The Basics of fork()



		The Child’s Memory Image



		The Child’s Process Descriptor



		Sharing of Open Files



		Potential Race Conditions



		Process Synchronization with Signals



		Other Functions That Create Processes









		Terminating Processes



		Executing Programs



		The execve() System Call



		The exec() Library Functions









		Waiting for Children



		The wait() and waitpid() System Calls



		The waitid() System Call



		The SIGCHLD Signal and Asynchronous Waiting









		Putting It All Together: A Simple Shell



		The system() Library Function



		Summary



		Exercises









		12 INTRODUCTION TO INTERPROCESS COMMUNICATION



		Why Do We Need IPC?



		An Overview of Interprocess Communication



		Shared Memory Methods



		Data Transfer Methods



		Two Different APIs



		Summary of the Common IPC Facilities









		POSIX Shared Memory



		Overview



		The Shared Memory API



		A Shared Memory Example Program



		Pointer Pitfalls in Shared Memory



		Race Conditions









		Semaphores



		Overview



		System V Semaphores



		POSIX Semaphores









		A Shared Memory Producer Consumer Program



		POSIX Message Queues



		A Simple Message Queue Example



		Message Queues and Asynchronous Notification



		A Program Receiving Asynchronous Notifications









		Summary



		Exercises









		13 PIPES AND FIFOS



		An Overview of Pipes



		Pipe Basics



		Unnamed Pipes



		The Behavior of Read Operations on Pipes



		The Behavior of Write Operations on Pipes



		A Producer-Consumer Example



		A Shell Pipe Simulation



		Best Practices Regarding Pipes









		The popen() and pclose() Library Functions



		FIFOs



		Creating Named Pipes in the Shell



		Creating FIFOs



		Opening FIFOs



		Putting It All Together: A Simple FIFO-Based Server-Like Program









		Summary



		Exercises









		14 CLIENT-SERVER APPLICATIONS AND DAEMONS



		Introduction to Client-Server Applications



		System Logging Facilities



		Daemons



		Overview



		Converting Processes into Daemons









		An Iterative Server



		Overview of the Application



		The spl_calc Common Header File



		The spl_calc Client Program



		The spl_calc Server Program









		A Concurrent Server



		The Concurrent Server Client



		The Concurrent Server









		Summary



		Exercises









		15 INTRODUCTION TO THREADS



		Background



		Threads and Processes



		Support in the Kernel



		Pros and Cons of Multithreading



		Shared Resources and Attributes









		Program Design Considerations with Threads



		Overview of the Pthreads Library



		Thread Management



		Creating a Thread



		Exiting a Thread



		Joining a Thread



		Passing Data to Threads



		Identifying Threads



		Detaching Threads



		Canceling a Thread



		Setting Thread Stack Size









		Signals and Threads



		Thread-Directed Signals



		Process-Directed Signals



		Signal Masks and Dispositions









		A Multithreaded Concurrent Server



		Summary



		Exercises









		16 THREAD SYNCHRONIZATION



		Correctness and Performance Considerations



		Mutexes



		Declaring and Initializing a Mutex



		Locking and Unlocking a Mutex



		Destroying a Mutex



		A Program Using a Normal Mutex



		Other Types of Mutexes









		Condition Variables



		Why Do We Need Condition Variables?



		The Typical Steps for Using Condition Variables



		Declaring and Initializing a Condition Variable



		Waiting on a Condition Variable



		Signaling a Condition Variable



		Destroying a Condition Variable



		Condition Attributes



		A Multithreaded Multiple Producer, Multiple Consumer Program









		Barrier Synchronization



		Pthreads Barriers



		A Program Using Barrier Synchronization









		Read-Write Locks



		Read-Write Lock API Overview



		Use and Semantics of Read-Write Locks



		Further Details About Pthreads Read-Write Locks



		Read-Write Lock Example









		Summary



		Exercises









		17 ALTERNATIVE METHODS OF I/O



		Nonblocking I/O



		Enabling Nonblocking I/O



		A Program to Demonstrate Nonblocking Input









		Signal-Driven I/O



		Overview



		Procedure for Enabling Signal-Driven I/O



		Events Causing Signal Generation



		Real-Time Signals and Signal-Driven I/O



		A Program Using Signal-Driven I/O









		POSIX Asynchronous I/O



		Overview



		The AIO API



		Performance Benefits of Asynchronous I/O with Disk Files



		An AIO-Based Implementation of spl_cp1.c









		Multiplexed I/O



		Overview



		The select() System Call



		An Example Program









		Summary



		Exercises









		18 TERMINALS AND TERMINAL I/O



		About Interactive Programs



		An Overview of Terminals



		An Experiment



		An Explanation









		Terminal Drivers



		Terminal Driver Structure



		The Terminal Driver as Seen from the Shell



		Categories of Terminal Attributes









		The Terminal Driver API



		Terminal Switches



		Terminal Special Characters



		Terminal Attribute Modification









		Writing an spl_stty Command



		Program Data Structures



		The main() Function of spl_stty



		Functions That Display Attributes



		Functions That Set Attributes









		The ioctl() System Call



		The Form of an ioctl() Call









		Summary



		Exercises









		19 INTERACTIVE PROGRAMMING AND THE NCURSES LIBRARY



		Canonical and Noncanonical Modes



		Canonical Mode



		Overview of Noncanonical Modes



		The MIN and TIME Parameters









		An Interactive Program in Noncanonical Mode



		Program Features and Issues



		Terminal Control Functions



		Global Constants, Types, and Variables



		Support Functions



		The sprite.c main() Function









		Curses and the ncurses Library



		History, Standards, and Names



		Terminology



		Compiling, Building, and Running Curses Programs



		Curses Basics



		The Curses API



		A Program with Tiled Windows









		A Curses Version of sprite.c



		The top Program



		Requirements of a Simplified top Command



		Design Considerations



		Input Mode and the Cursor



		Screen Management



		Data Structures



		Sorting Functions



		Acquiring and Storing the Data



		Acquiring Summary Data



		Acquiring Per-Process Data



		The main() Function



		Concluding Thoughts









		Summary



		Exercises









		A CREATING LIBRARIES



		About Libraries



		Static vs. Shared Libraries in Unix



		Identifying Libraries



		Creating a Static Library



		Using (Linking to) a Static Library



		Creating a Shared Library



		Shared Library Names



		Steps to Create the Library









		Using a Shared Library









		B UNICODE AND UTF-8



		Background



		Terminology



		Unicode



		UTF-8



		Conversion Example 1



		Conversion Example 2















		C DATE AND TIME FORMAT SPECIFIERS



		BIBLIOGRAPHY



		INDEX











Landmarks





		Cover



		Title Page



		Copyright Page



		Start of Content











Page List





		i



		ii



		iii



		iv



		v



		vi



		vii



		viii



		ix



		x



		xi



		xii



		xiii



		xiv



		xv



		xvi



		xvii



		xviii



		xix



		xx



		xxi



		xxii



		xxiii



		xxiv



		xxv



		xxvi



		xxvii



		xxviii



		xxix



		xxx



		xxxi



		xxxii



		xxxiii



		xxxiv



		xxxv



		xxxvi



		xxxvii



		xxxviii



		xxxix



		xl



		xli



		xlii



		1



		2



		3



		4



		5



		6



		7



		8



		9



		10



		11



		12



		13



		14



		15



		16



		17



		18



		19



		20



		21



		22



		23



		24



		25



		26



		27



		28



		29



		30



		31



		32



		33



		34



		35



		36



		37



		38



		39



		40



		41



		42



		43



		44



		45



		46



		47



		48



		49



		50



		51



		52



		53



		54



		55



		56



		57



		58



		59



		60



		61



		62



		63



		64



		65



		66



		67



		68



		69



		70



		71



		72



		73



		74



		75



		76



		77



		78



		79



		80



		81



		82



		83



		84



		85



		86



		87



		88



		89



		90



		91



		92



		93



		94



		95



		96



		97



		98



		99



		100



		101



		102



		103



		104



		105



		106



		107



		108



		109



		110



		111



		112



		113



		114



		115



		116



		117



		118



		119



		120



		121



		122



		123



		124



		125



		126



		127



		128



		129



		130



		131



		132



		133



		134



		135



		136



		137



		138



		139



		140



		141



		142



		143



		144



		145



		146



		147



		148



		149



		150



		151



		152



		153



		154



		155



		156



		157



		158



		159



		160



		161



		162



		163



		164



		165



		166



		167



		168



		169



		170



		171



		172



		173



		174



		175



		176



		177



		178



		179



		180



		181



		182



		183



		184



		185



		186



		187



		188



		189



		190



		191



		192



		193



		194



		195



		196



		197



		198



		199



		200



		201



		202



		203



		204



		205



		206



		207



		208



		209



		210



		211



		212



		213



		214



		215



		216



		217



		218



		219



		220



		221



		222



		223



		224



		225



		226



		227



		228



		229



		230



		231



		232



		233



		234



		235



		236



		237



		238



		239



		240



		241



		242



		243



		244



		245



		246



		247



		248



		249



		250



		251



		252



		253



		254



		255



		256



		257



		258



		259



		260



		261



		262



		263



		264



		265



		266



		267



		268



		269



		270



		271



		272



		273



		274



		275



		276



		277



		278



		279



		280



		281



		282



		283



		284



		285



		286



		287



		288



		289



		290



		291



		292



		293



		294



		295



		296



		297



		298



		299



		300



		301



		302



		303



		304



		305



		306



		307



		308



		309



		310



		311



		312



		313



		314



		315



		316



		317



		318



		319



		320



		321



		322



		323



		324



		325



		326



		327



		328



		329



		330



		331



		332



		333



		334



		335



		336



		337



		338



		339



		340



		341



		342



		343



		344



		345



		346



		347



		348



		349



		350



		351



		352



		353



		354



		355



		356



		357



		358



		359



		360



		361



		362



		363



		364



		365



		366



		367



		368



		369



		370



		371



		372



		373



		374



		375



		376



		377



		378



		379



		380



		381



		382



		383



		384



		385



		386



		387



		388



		389



		390



		391



		392



		393



		394



		395



		396



		397



		398



		399



		400



		401



		402



		403



		404



		405



		406



		407



		408



		409



		410



		411



		412



		413



		414



		415



		416



		417



		418



		419



		420



		421



		422



		423



		424



		425



		426



		427



		428



		429



		430



		431



		432



		433



		434



		435



		436



		437



		438



		439



		440



		441



		442



		443



		444



		445



		446



		447



		448



		449



		450



		451



		452



		453



		454



		455



		456



		457



		458



		459



		460



		461



		462



		463



		464



		465



		466



		467



		468



		469



		470



		471



		472



		473



		474



		475



		476



		477



		478



		479



		480



		481



		482



		483



		484



		485



		486



		487



		488



		489



		490



		491



		492



		493



		494



		495



		496



		497



		498



		499



		500



		501



		502



		503



		504



		505



		506



		507



		508



		509



		510



		511



		512



		513



		514



		515



		516



		517



		518



		519



		520



		521



		522



		523



		524



		525



		526



		527



		528



		529



		530



		531



		532



		533



		534



		535



		536



		537



		538



		539



		540



		541



		542



		543



		544



		545



		546



		547



		548



		549



		550



		551



		552



		553



		554



		555



		556



		557



		558



		559



		560



		561



		562



		563



		564



		565



		566



		567



		568



		569



		570



		571



		572



		573



		574



		575



		576



		577



		578



		579



		580



		581



		582



		583



		584



		585



		586



		587



		588



		589



		590



		591



		592



		593



		594



		595



		596



		597



		598



		599



		600



		601



		602



		603



		604



		605



		606



		607



		608



		609



		610



		611



		612



		613



		614



		615



		616



		617



		618



		619



		620



		621



		622



		623



		624



		625



		626



		627



		628



		629



		630



		631



		632



		633



		634



		635



		636



		637



		638



		639



		640



		641



		642



		643



		644



		645



		646



		647



		648



		649



		650



		651



		652



		653



		654



		655



		656



		657



		658



		659



		660



		661



		662



		663



		664



		665



		666



		667



		668



		669



		670



		671



		672



		673



		674



		675



		676



		677



		678



		679



		680



		681



		682



		683



		684



		685



		686



		687



		688



		689



		690



		691



		692



		693



		694



		695



		696



		697



		698



		699



		700



		701



		702



		703



		704



		705



		706



		707



		708



		709



		710



		711



		712



		713



		714



		715



		716



		717



		718



		719



		720



		721



		722



		723



		724



		725



		726



		727



		728



		729



		730



		731



		732



		733



		734



		735



		736



		737



		738



		739



		740



		741



		742



		743



		744



		745



		746



		747



		748



		749



		750



		751



		752



		753



		754



		755



		756



		757



		758



		759



		760



		761



		762



		763



		764



		765



		766



		767



		768



		769



		770



		771



		772



		773



		774



		775



		776



		777



		778



		779



		780



		781



		782



		783



		784



		785



		786



		787



		788



		789



		790



		791



		792



		793



		794



		795



		796



		797



		798



		799



		800



		801



		802



		803



		804



		805



		806



		807



		808



		809



		810



		811



		812



		813



		814



		815



		816



		817



		818



		819



		820



		821



		822



		823



		824



		825



		826



		827



		828



		829



		830



		831



		832



		833



		834



		835



		836



		837



		838



		839



		840



		841



		842



		843



		844



		845



		846



		847



		848



		849



		850



		851



		852



		853



		854



		855



		856



		857



		858



		859



		860



		861



		862



		863



		864



		865



		866



		867



		868



		869



		870



		871



		872



		873



		874



		875



		876



		877



		878



		879



		880



		881



		882



		883



		884



		885



		886



		887



		888



		889



		890



		891



		892



		893



		894



		895



		896



		897



		898



		899



		900



		901



		902



		903



		904



		905



		906



		907



		908



		909



		910



		911



		912



		913



		914



		915



		916



		917



		918



		919



		920



		921



		922



		923



		924



		925



		926



		927



		928



		929



		930



		931



		932



		933



		934



		935



		936



		937



		938



		939



		940



		941



		942



		943



		944



		945



		946



		947



		948



		949



		950



		951



		952



		953



		954



		955



		956



		957



		958



		959



		960



		961



		962



		963



		964



		965



		966



		967



		968



		969



		970



		971



		972



		973



		974



		975



		976



		977



		978



		979



		980



		981



		982



		983



		984



		985



		986



		987



		988



		989



		990



		991



		992



		993



		994



		995



		996



		997



		998



		999



		1000



		1001



		1002















OEBPS/images/9781718503571.jpg
SYSTEM
PROGRAMMING
IN LINUX

A Hands-On Introduction

STEWART N. WEISS






OEBPS/images/annot_page49_1.jpg
Program

C library

Operating system

scanf()

<> scanf(...)
\ read()

¥

return

4 read() {
| — return
—

}






OEBPS/images/annot_page65_1.jpg
websfuff images mirror

[ [ [ I
imagel.png \scene.png image 1_bck.png

File's
inode






OEBPS/images/annot_page63_2.jpg
jammy directory

Reference

o file Name
53
2
12 | kernel
185 | drivers
282 | README






OEBPS/images/annot_page67_1.jpg
efc bin dev home lib mnt tmp usr var
hosts fac bin local log tmp

sweiss






OEBPS/images/IronOnly.png
™  Published by No Starch Press®, Inc.
245 8th Street, San Francisco, CA 94103
phone: +1.415.863.9900

www.nostarch.com: info@nostarch.com






OEBPS/images/annot_page63_1.jpg
|
; drivers






OEBPS/images/pub.jpg





