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Why should we stay anonymous? 
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I personally feel it’s our right, personal choice to stay anonymous. In today’s word though popular services like google and Facebook for example claims that we are hundred percent secure, our data is mined and we are targeted by advertisers, marketers, businesses and even hackers every day.

We cannot entrust our safety in the hands of the internet casually and then repent, I personally believe prevention is better than cure. I accept that I may sound like a privacy freak but I feel it’s okay 

I fire it’s my right to decide who knows what about me 

Without anonymity, my location, what computer I use, my name and other personal details which I feel they don’t have the right to spy on.

Just with simple details like IP address and MAC address, trackers businesses can easily track many details about me. Even people with technical knowledge of a little extent can stalk on me if they wish to. 

Now blaming them all is not the solution, it’s my duty to stay safeguarded on such a wide-open space called the Internet. 

I will try to teach you the same tricks and techniques I use to protect myself online. In a simple layman’s language without use of jargons (at least where it is not necessary) 
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Difference between privacy and anonymity 
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In simple understandable terms, Privacy or privacy policies only frames rules and rights of how and how not they use the data they capture. 

So, privacy actually doesn’t prevent what they actually see but it just determines how do they use that data which have tracked or mined. 

privacy can be explained as activities that you keep completely to yourself

anonymity is when you let people see what you do, just not that it’s you doing it

in the world of internet there is nothing private actually, you send data through your ISP provider to the websites or services on the internet, through multiple channels. 

It is obvious that though some information is end to end encrypted and cannot be read or deciphered in the middle, there are always chances of leaks from within the organization. 

Just that we trust the services and businesses we use. 
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Anonymity is not illegal. 
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Everyone has the right to be anonymous, that’s why VPN and ad blockers are available online legally and some even for free. 

So, you needn’t worry or feel bad if you want to stay anonymous for security reasons.

Only what you do anonymously determines whether its legal or illegal. For example, if you involve in piracy, that is illegal 
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What this Guide is Not about 
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This guide is not about hacking or doing illegal stuff, I consider being anonymous is a choice and this guide only covers how to be anonymous. This is not about accessing deep web or dark web. This is also not about ethical hacking, penetration testing and other related topics 

This is about preventing your information from being accessed by unnecessary services and websites. 

I have only covered easy to implement and not too complicated tips and tricks which are helpful in staying anonymous online. 

I will try to keep this guide up to date and add more easy tricks and techniques to the guide 

Thank you for buying! enjoy the read 
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Anonymous browser 
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https://www.torproject.org/

This is the best browser for anonymity, this blocks trackers, you can browse freely and anonymously, you can gain access to websites that may have been blocked in your network.  If you visit a website using Tor Browser, they don't know who you are or your true location. 

Warning 1: if you provide: name, email, address, phone number, or any other personal information, you are no longer anonymous to that website

Will teach you a more anonymous way of using tor browser (through tails OS and a Virtual Machine) that will give you multiple layers of anonymity. 
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VPN 
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VPN stands for Virtual Private Network; it is a web proxy used to hide your real IP address and browse through the virtual network 

You can use VPN like https://www.hotspotshield.com/

I am not going to give you the steps to use this VPN because it’s too easy to use, 

Just install the software from hotspot shield and then start the software and click the start button (which looks like a power button 

Which ever browser you use will be connected with a VPN. 
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You have both a premium service and free service (with obvious limitations.

I don’t recommend the use of VPN with Tor browser (Nor does Tor recommend it) 

When we are using Tor through tails OS, we are completely safe and hence we don’t need a VPN. 

However, there are tutorials for configuring VPN and Tor for those who really want that extra level of security but sometimes that may even lead to conflicts so I am not teaching that in this Basic anonymity course. 
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Send anonymous Emails 
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Disposable emails really come in handy when you don’t want to reveal your real email but you still want to communicate or interact. 

This is also useful form email signups to receive free goodies but not get in to spam. 

Another use is to sign up for social media sites which require confirmation of your email. 

In this chapter I am going to give you a couple of options for your anonymous emails. 

Disposable emails 

https://www.guerrillamail.com/
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When you visit the website, you will be assigned a random email for example I got 
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Click on the name in green to set a name of your choice, select the domain you want from the dropdown 
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After clicking on the name, you can edit the name then click set 

Click on the compose tab to send emails to anyone you want. 

Warning 1: if you don’t use a VPN or Tor browser when using this service, your real Public IP address will be added to the email header, so always use it with a VPN proxy or Tor
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https://protonmail.com/signup

protonmail is a similar service, the free plan has limited features (as shown in the screenshot below)
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Click select free plan button 
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Giving a recovery email is also optional 

anonymous note

https://privnote.com 

privnote is a service to send an anonymous message to your friends or colleagues which will be deleted after it has been read 

visit privnote.com
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Write a note you want then click
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