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Minnie Ellis
Dear Reader,

If this story moves you, informs you, or makes you pause and think, I’d be incredibly grateful if you could take a moment to leave a review. Your feedback helps more than you know. It not only supports this book, but also helps others who may be going through similar experiences find it.
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This book is a true account based on the author’s personal experience with an attempted online romance scam. All messages, timelines, and character behaviours are documented and factual to the best of the author’s knowledge.

Some names and identifying details of third parties not directly involved in the scam have been changed for privacy. However, the names of individuals who made direct, unsolicited contact with the author under false pretenses, such as Alban Stevens Martin, have been retained, as a matter of public interest, awareness, and personal documentation.

This book is intended solely for educational, informational, and awareness-raising purposes. It does not offer legal, cybersecurity, psychological, or relationship advice. Readers who believe they may be victims of online scams are encouraged to contact local authorities, cybersecurity agencies, or mental health professionals for personalized support.

The author bears no responsibility for how this content is interpreted or used by others. Any resemblance to other individuals or situations is purely coincidental unless otherwise explicitly stated.
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I never thought I would be one of them. You know, the women who “should’ve known better,” the ones you hear about in news stories, documentaries, or podcasts, tricked by some smooth-talking stranger on an app. But then it happened. To me.

His name? Alban Stevens Martin. Or at least, that’s what he claimed. We met on Tantan, a dating app I had downloaded out of curiosity and, if I’m being honest, with the simple intention of getting to meet new friends. 

What unfolded in our chat was a romantic fairytale spun by someone who knew exactly what to say, when to say it, and how to make his target feel seen (which, honestly, felt strange). But beneath the charming emojis, perfectly timed compliments, and sweet nicknames like “Mimi” was something far more sinister.

At first, it felt like the real thing. His words were warm and familiar. He mirrored my values, asked about my dreams, shared vulnerable stories of heartbreak, and painted a future that felt... possible. He called me beautiful even when I hadn’t sent him a photo, pretended to care about my research deadlines, and even joked about deleting our dating profiles together, sealing what seemed like a digital “relationship.” He made it feel like I deserved to be seen, desired, and understood, which, in hindsight, felt oddly funny, because I never asked for any of it. 

But something about it was too perfect.
Too well-scripted.
Too fast.
Too polished.
And eventually, my instincts whispered: “This isn’t love. This is a setup.”

When I started digging, patterns emerged, not just in his words, but in his strategy. I saw a psychological manipulation blueprint unfolding in real time. Alban wasn't just flirting. He was building emotional trust, fast, the way trained romance scammers do. What felt like a whirlwind romance was actually a carefully staged grooming process.

He crafted a personality that blended familiarity, ideal partnership, and vulnerability, a mix that was meant to soften my boundaries. The sweet talk wasn’t spontaneous; it was strategic.

And that’s when I realized: this wasn’t just my story. This is happening to millions, and very few talk about it until it’s too late.

This book was born out of a need. The need to speak truth into silence. To put a real face (and real words) to the scammer tactics often hidden behind anonymous accounts. To dissect what happened, line-by-line, so no one else walks blindly into the emotional ambush I nearly did.

In the pages ahead, I will share the exact chat that took place between “Alban Stevens Martin” and me, annotated with psychological and criminological insights. I want you to see exactly how these scammers operate: their timing, their tone, their tactics.

But this is not a story of shame. 

It's a story of empowerment.

If you’ve ever questioned someone’s intentions in your DMs... if you’ve ever felt a gut feeling you ignored... if you’ve ever been called paranoid for raising red flags... this book is for you.

And if you’re a therapist, educator, cybersecurity expert, or just someone trying to protect a loved one in the online dating space, this book is your toolkit.

Because silence protects them.
And I won’t be silent anymore.
[image: ]

Note: He claimed his name was Alban Steven Martins, but his passport ID (assuming it was genuine) showed the name Alban Stevens Martin. It's difficult to believe someone would accidentally misplace an "s" in their own legal name.
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I give all glory, honour and endless thanks to God, who, in His infinite wisdom and tender mercy unveiled the truth before shadows deepened. Not by my strength, nor by my sight alone, but by His Spirit’s gentle whisper, the veil of deception was lifted from my eyes, before it could take root in my heart. 

How wondrous the vessel He chose – Dewa – a friend unknown in closeness, unaware of the strife, Yet through the silent language of a dream, God’s light pierced the darkness, revealing the hidden heart of the deceiver, and sparing me from the abyss of deeper sorrow and loss. 

To God alone be the glory, now and forever, for His sheltering hand, His voice that warns, and His endless, faithful care, even when I walked blind to the peril near.

(Job 33:14–15)

“14 For God speaketh once, yea twice, yet man perceiveth it not.
15 In a dream, in a vision of the night, when deep sleep falleth upon men, in slumberings upon the bed;” (KJV)
“14 For God speaks in one way, and in two, though man does not perceive it.
15 In a dream, in a vision of the night, when deep sleep falls on men, while they slumber on their beds,” (ESV)
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When Love Becomes a Lie, Mercy Prevails

It began like the stories many of us secretly hope for: a charming message, a kind stranger who seemed genuinely interested, and conversations that felt deeper than surface-level flirtation. He said things I didn’t even know I needed to hear - sweet, sounded sincere, and perfectly timed. He mirrored my values, shared almost 70 percent of my beliefs, and offered what felt like real emotional consistency. His words felt warm, consistent, and reassuring. It seemed like God had finally sent “the one.” But what appeared to be divine timing turned out to be a meticulously scripted lie.

This book is not just about my story, though it begins there. It is about a pattern that is increasingly destroying trust, self-worth, and even faith in the digital age.

We are living in a time where connection is just one click away, but so is deception. Online romance scams aren’t just about stolen money; they are about stolen trust, emotional betrayal, and psychological manipulation so subtle it feels like real love.These scammers learn how to echo your faith, reflect your values, and present themselves as everything you’ve prayed for. They weaponize empathy and cloak manipulation in the language of love. And while many still assume romance scams are easy to spot, the emotional traps are becoming more complex, and more devastating, each passing day.

Millions fall victim every year, not because they are foolish or weak, but romance scammers are trained to exploit hope, unhealed trauma, and quiet vulnerability. And sometimes, the warning signs are right in front of us, visible not only in behaviour but also spiritually: whispers in dreams, warnings from strangers, or that still, small voice we too often ignore. 

And yet, many don’t talk about it. Why?

Because we associate falling for these scams with foolishness. But the truth is: these tactics work because they are designed to bypass logic and appeal to your deepest emotional needs, especially when you are already dealing with loneliness, loss, or the longing to be truly seen.

I didn’t almost fall for his lies because I was naïve. I almost fell because I was human. And so are millions of others.

They use psychological strategies like mirroring, faux vulnerability, future faking, intermittent reinforcement, gaslighting, and affective grooming to create a world so believable that many victims, especially first-timers, don’t realize they’ve been deceived until it’s too late. 

This book was born not only out of need but also through divine intervention. When I couldn’t put my finger on it, even when the red flags were glaring, God could. In His mercy, He used a vessel: a friend who had absolutely no knowledge of what was about to happen, yet received a clear warning from God through a dream. 

Had that vessel kept silent, I might have come to see the truth eventually, but it would have taken much longer. And by then, I would have been in too deep, too emotionally invested to pull back easily.

Through that friend, God said to me, ‘Wake up, My daughter. This is not from me. Is this the kind of person you asked Me for?” That wake-up call spared me from ever stepping into what could have led to deeper emotional, and possibly even financial harm, though I had no intention of ever sending money to a stranger.  

I have lived it. And I also know this: pain, when given a voice, can become protection, not just for me, but for others. That’s what this book is: a voice, a warning, a guide.

Inside, you’ll find a detailed breakdown of the emotional and psychological tactics romance scammers use, to build trust, blur boundaries, and ultimately take advantage of their targets. 

These schemes are not random. They are calculated. And they are happening to good people, Smart people, Discerning people, People like you. 

You’ll learn not only how to spot digital romance deception, but also how to rebuild your identity, trust your intuition, and embrace God's protection in a digital world that often feels unsafe.

Whether you have been targeted, hurt, or just want to stay informed, you are not alone – and you are neither powerless, foolish, weak, nor naive. You are human. And with the right tools and awareness, you can be both wise and open-hearted.  

Turn the page, and take back your story.

“Behold, I send you forth as sheep in the midst of wolves: be ye therefore wise as serpents, and harmless as doves.” -  Matthew 10:16 (KJV)
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Matched with Deception

“His words were perfect – ALMOST too perfect. Now I know why.”

Online dating scams are not random, they are carefully orchestrated psychological operations. Behind the romantic emojis, sweet nothings, and good morning messages are digital predators who understand emotional vulnerability, psychological pacing, and criminological patterns better than most think.

This story began on an ordinary afternoon in June. I wasn’t expecting much when I opened the Tantan app. I was just scrolling through profiles while sipping tea, like millions of users do every day. 

Then I saw “Steven.”

Clean profile. Charming eyes. Supposedly an entrepreneur. Nothing flashy. 

His profile picture checked every box for a digitally curated persona: successful, cultured, and calculatedly safe. All of this aligns with what cybercrime literature calls the “ideal bait profile”- a blend of aspiration and emotional security, designed to disarm.

[image: ]

I SWIPED LEFT.

But somehow, he still found a way to reach out – not immediately, but later.

He sent a like, and curiosity got the better of me. I responded.

A match, almost instantly.

“Hi Minnie, it’s Steven from Tantan. How’re you today?”

The message was smooth. Polite. Gentle. He didn’t immediately shorten my name; the app showed “Minnie”. It wasn’t until a while into the chat that he said, “I’d love to call you Mimi.” 

It sounded cute. Familiar. 

This subtle shift was more than a nickname, It was an affectionate label meant to create a sense of familiarity. In cyberpsychology, this is known as rapid personalization: an early grooming tactic that manufactures a false sense of closeness in order to override your natural caution or suspicion.

Still, something felt... off.

His chats were full of questions – too many, too fast – like he was desperate to gather every detail about me in just one day. It honestly felt creepy. 

But, coming from my field, I was also curious. I wanted to see how far he’d go. 

At first, I tried to match his energy, but I quickly began to pull back. I even told him he was freaking me out with his barrage of questions, partly because I wanted to see whether he would persist or just give up. 

But scammers rarely give up.

The criminological framework around online romance scams shows that offenders often profile victims like targets, using tactics similar to con artists: flattery, emotional mirroring, and strategic vulnerability.

Still, I eventually stopped responding. No blocking. Just distance. Silence. A tactic often recommended in cybercrime victim protection to delay engagement when doubt arises.

He kept apologizing, but I deliberately ignored his messages. Something didn’t feel right and I believe it was the Holy Spirit warning me: This is not what it seems. I didn’t want to jump to conclusions too soon, though, so I stayed silent until the next day. He sent another apology, and that’s when I decided to get to know him for who he really was, but my guard was definitely up.

Alban Stevens Martin wasn’t building a connection; he was building a psychological profile.

And his persistence? 

It felt so scripted.

From a psychological standpoint, this kind of boundary-pushing is a deliberate attempt to quickly collect emotional insight and personal information, data that could later be used to exploit the victim’s specific vulnerabilities. It’s a classic tactic to gain control under the guise of friendly interest.

So back to the story...

Eventually, I replied – briefly. He sensed the coldness, apologized, and said he didn’t mean to be “creepy”. Then he asked for my number. 

I said I’d give it later in the evening. And eventually, I did.

That same evening, he messaged again, eagerly requesting a video call, I agreed.

And that’s when the WhatsApp phase began – a classic scammer move.

Transferring communication off the dating app (a monitored and reportable space), is a well-documented tactic in digital fraud. It allows scammers to evade detection, bypass security filters, and gain greater control over interactions with their targets. 

In this case, the conversation moved to Whatsapp, a private, less secure platform, but it could have been any other. 

The shift itself was a clear red flag in cybercrime behaviour. 

I continued cautiously, but I didn’t ignore the warning signs.
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Digital Predators: Individuals who use the internet or digital platforms to exploit, manipulate, or harm others, often targeting emotional, financial, or psychological vulnerabilities. They may disguise themselves as romantic partners, mentors, or friends to build trust and gain control.

Ideal Bait Profile: A carefully constructed online persona designed to attract specific targets. This profile typically mirrors desirable traits (e.g., stable career, emotional availability, shared values) and may include stolen photos or fabricated backstories to seem trustworthy and appealing.

Rapid Personalization:  A tactic where the scammer quickly tailors their communication to reflect the target’s interests, language, or emotional needs, creating the illusion of deep compatibility in a very short amount of time. This builds false intimacy and speeds up emotional investment.

Flattery, Emotional Mirroring, and Strategic Vulnerability: Three key manipulation tactics often used together in digital deception:


●  Flattery: Excessive compliments to lower defenses and build attachment.

●  Emotional Mirroring: Repeating or reflecting the target's beliefs, values, or feelings to create a sense of shared experience.

●  Strategic Vulnerability: Sharing carefully chosen “personal” stories of hardship or heartbreak to evoke sympathy and invite reciprocal emotional openness.



Cybercrime Victim Protection: Legal, emotional, and digital support systems designed to protect and assist individuals who have been targeted or harmed by online scams, fraud, or harassment. This can include identity recovery, financial safeguards, reporting mechanisms, and trauma-informed counseling.
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​The WhatsApp Shift [image: ]
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“YES, YOU TOO dear...”

It was subtle, almost casual, but these small touches are powerful in building familiarity and trust. In psychology, this is part of what’s called emotional fast-tracking, using affectionate language early on to create a false sense of intimacy and lower defenses. 

Then he added, “I’ll call you when I’m home, Looking forward to seeing you.”

In psychology, this is called future faking; the creation of false emotional investments and promises to accelerate attachment. From a criminal behaviour standpoint, it’s a grooming tactic: systematically lowering the victim’s guard through idealization.

The call came.

He looked clean-cut and acted shy. Composed. No suspicious background. No loud distractions. He smiled and said:

“You look amazing. Thanks for picking up.”

It felt safe.

But that’s exactly what skilled romance scammers do! They remove the obvious red flags so that the subtle ones feel like paranoia. They carefully craft a persona that feels grounded and emotionally available, while simultaneously laying traps designed to erode healthy caution.
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Emotional Fast-Tracking: A manipulation tactic where the scammer quickly pushes the relationship into emotionally intense territory, far earlier than would happen naturally. By accelerating feelings of intimacy, attachment, or "soulmate" connection, the predator disorients the target and bypasses healthy boundaries or skepticism.

Future Faking: A deceptive strategy in which the scammer makes grand promises about a shared future: talking about marriage, travel, family, or life plans, without any intention of following through. This illusion of long-term commitment is used to build trust and keep the target emotionally invested.
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​After the Call
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NOT LONG AFTER, HE asked, “I guess you are heading to bed now?”

He didn’t have to be direct. What he was actually asking was fishing for my time zone. 

So I responded: “It’s 7:16 PM here.”

Almost instantly, he mirrored me: “Oh! it’s just 6:16 here.”
It was subtle, but intentional.
In psychology, mirroring is a rapport-building technique. Scammers use it to create a false sense of synchronicity, as if you're already aligned in rhythm, lifestyle, even destiny. It’s meant to build comfort and make you feel like you are in step with each other.

Then came a deeper probe: 

“I’d start with - is your real name really Minnie?”  

Now pause there. 

Note his phrasing. 

The word “really” does something important. It casts doubt on my name while presenting curiosity as casual interest. It sounds gentle, but the subtext is loaded: 


●  “Are you hiding something?”

●  “Are you being fully honest with me?”

●  “I need to know more than you are giving me.”


This is a subtle pressure tactic, often seen in scam psychology: planting doubt while appearing emotionally invested. It’s a grooming technique to shift control, placing me in the position of having to explain, justify, or prove myself. That dynamic builds vulnerability in the target while feeding power to the scammer. 

It felt like he was peeling back layers - not in a respectful, curious way, but in a calculated effort to gain emotional leverage. In cybercrime behaviour, early requests for personal details (especially real names, birthdates, or hometowns) are red flags. They aren’t about building authentic connection; they are about profiling. Scammers gather this information to deepen psychological influence, create a customized manipulation strategy, or exploit your trust when you are most emotionally open.

[image: ]

NOTE HIS CHOICE OF words about my age! 

From there, the affection escalated - fast, and mostly from his side. Compliments turned into pet names. Small talk quickly shifted into deeply personal territory. The questions came one after another:


●  “Do you live alone?”

●  “Have you ever been married?”

●  “How long have you been single?”


This wasn’t curiosity.

It was emotional engineering: a strategic attempt to map my emotional landscape, identify potential wounds, and position himself as the ideal comforter. 

In scam psychology, these questions serve two purposes:


●  To assess the target’s level of vulnerability.

●  To start weaving emotional dependency before trust is earned.
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AGAIN, NOTE HIS CHOICE of words and phrasing 

While I was giving straightforward, minimal answers, his responses were notably curated and emotionally suggestive. He said, “No, I’ve never been married. “No kids, but I’d love to have them someday.” “I live alone too” - to create a sense of independence.”

On the surface, this sounds innocent, even relatable. But within the lens of scam psychology, these aren’t just personal disclosures, they're strategic. By claiming to live alone and desire a family, he was subtly painting himself as stable, emotionally available, and aligned with my potential values. The mention of “I live alone” added a layer of maturity and self-sufficiency, making him seem low-risk and trustworthy.

But these types of statements are often pre-scripted. Romance scammers know how to deliver emotionally resonant lines that sound sincere but are designed to lower your guard and spark emotional alignment. 

It’s not about connection, it’s about control.

One of the subtle but powerful tactics online romance scammers use to fast-track emotional intimacy and lower their target’s defenses, is giving you a personal nickname early in the conversation. 

Why “Mimi”? 

Because it’s short, soft, and affectionate – exactly the kind of pet name a boyfriend or close partner might use. It’s not random. It’s strategically chosen to bypass suspicion and build quick emotional closeness before trust has even been earned. 


●  A way to subtly reframe the relationship into something more emotionally exclusive, from stranger to sweetheart.

●  A manipulation tactic to make me feel "chosen" or special: “I’m giving you a name only I’ll use.”


In both psychology and criminology, naming someone grants psychological power. When he decides what to call your a specific name, even after you've introduced yourself differently, he:


●  Sets the emotional tone of the relationship.

●  Tests your boundaries: If you don’t challenge the name, he learns that you’re more likely to comply or be eager to please.

●  Criminal Intent: He’s not just bonding, he’s profiling your emotional responses and mapping how easily you might be manipulated later.


Using a pet name also serves to:


●  Detach the target from their full identity (e.g., “Thelmina”), making it easier for him to construct a fantasy version of you, one that suits his narrative.

●  Script the relationship: By deciding what to call you, how to speak to you, and when to be affectionate, he’s playing both parts of the “relationship.”


Criminal Intent: This is emotional scripting. He’s shaping how you see yourself within the scam, which primes you for later phases of manipulation, including guilt trips, love-bombing, and financial requests.

This tactic aligns with Stage 1 of the grooming cycle: Personalization and Flattery.

In this stage, scammers:


●  Affirm your attractiveness (flattery)

●  Assign you a soft nickname (bonding)

●  Downplay age, distance, or cultural differences (barrier removal)


It’s never really about you.

It’s about building emotional leverage.
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​Psychological Perspective
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The rapid pace of personal questions indicates a calculated effort to build false intimacy, a hallmark of grooming behaviour meant to foster emotional dependence. He also employs mirroring, a tactic that increases likability by subtly reflecting your responses, tone, or preferences.

When he mentions wanting children someday, it’s not casual small talk,  it’s strategic. Many women resonate with themes of family and nurturing. By referencing future plans involving children, he taps into culturally and emotionally powerful themes, suggesting compatibility and a shared future.


The manipulation lies in the intent: it’s not about genuine connection, but about emotionally hooking the target early on, without their full awareness.


	[image: ]
	 	[image: ]


[image: ]

​Criminological Perspective
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The exchange shows classic signs of manipulative behaviour:


●  Escalation into personal territory without natural pacing

●  Selective disclosure: the scammer reveals little about himself while pushing for specifics

●  High-risk questions like “Do you live alone?” signal attempts at data gathering that could indicate predatory intent.


Such behaviour aligns with what criminologists recognize as social engineering: building trust for the purpose of exploitation. The imbalance in information sharing is not just inconsiderate, it's calculated.
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