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UNCITRAL MODEL LAWS ON DIGITAL TRADE
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FOREWORD

The United Nations Commission on International Trade Law was established almost 60 years ago by the United Nations General Assembly to harmonise and modernise international trade law. Over the years, it has built bridges between the principal legal systems of the world, developing harmonised instruments to facilitate cross-border trade in areas such as trade finance, transport, e-commerce, payments and dispute resolution. It has also developed substantive business law on insolvency, adapted trade law to address the needs of micro-small and medium-sized enterprises and adopted frameworks for States entering into business relations with private parties, enterprises and investors.

In recent years, UNCITRAL has devoted much of its legislative activities to modernising international trade law and adapting it to the profound changes in business practice resulting from advances in digital technologies, including most recently the increased deployment of artificial intelligence.

Moving beyond traditional concerns about effective enforcement and legal certainty in a peculiarly cross-border setting that engages different legal frameworks and jurisdictions, UNCITRAL’s work in the digital space is increasingly focused on new forms of trading. In particular, it is concerned with the rise of new actors providing services to support digital trade, including trading and supply chain and dispute resolution platforms, new assets and commodities, and new ways of transacting, all of which have one feature in common: less human intervention and more trade carried out by machines programmed to operate autonomously. Far from science fiction, the COVID-19 pandemic has given digital trade a boost that has accelerated a transition already in the making through technological developments.

When opening this book, prepare yourself for an interesting journey and let yourself be guided through two cornerstones of UNCITRAL’s legislative framework supporting the digital transformation: the UNCITRAL Model Law on Electronic Transferable Records and the UNCITRAL Model Law on the Use and Cross-border Recognition of Identity Management and Trust Services. The author has first-hand experience of the conceptualisation, drafting, development and adoption of these texts, as well as their promotion and dissemination in different legal systems and by jurisdictions at varying stages of economic development. By following him through the chapters of this book, the reader will gain a clear understanding of the core principles underpinning this framework, such as non-discrimination and technology neutrality, and the functional equivalence approach that has allowed established legal requirements formulated in the era of paper-based in-person trade to be applied to new forms of trading. They will see how the pursuit of these principles and approaches has evolved over time and how they are finding new expression in legislative efforts to address emerging challenges presented by the cross-border recognition of digital identities and the shift from documents to data.

The book is timely as the digital transformation is accelerating. It is important for lawyers, lawmakers and policymakers to recognise how these principles and approaches have responded to the progressive waves of electronic commerce, and how the enabling mechanisms and legislative techniques developed in these two texts provide the tools to confront future challenges. The author follows a chronological approach of the two recent texts but cleverly compares their main features and origins. He analyses how they relate to the widely used UNCITRAL framework. He examines their uptake and the opportunities that they offer for future developments in technology and in international trade.

I can only recommend to read and re-read this seminal piece on the international legislative response to the digital transformation of trade and the enduring principles and approaches that UNCITRAL has honed over the decades. I commend the author for his project and for his contribution to the legal embrace and facilitation of digital trade.

Anna Joubin-Bret

Secretary of UNCITRAL

Vienna, 27 May 2025
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Introduction


1.1.From Paper to Electronic Documents and Beyond

Producing, sharing, and storing information is a basic need of human societies: knowledge is necessary to conduct daily activities and to promote innovation. Information must be understandable and accessible to serve as reference in case of need. For this reason, the ability to record information and the form in which the information is recorded are particularly important.1 Among the different media suitable for information storage, paper emerged over time, thanks to innovations in its production process, as the technology offering the best compromise between usability, trustworthiness, security, durability and cost. The use of particular methods and procedures, such as signatures and seals, and the intervention of third parties such as public notaries, may give additional assurance of certain qualities of a paper-based document. Yet, paper-based documents have also significant limitations, such as the need for physical transmission and storage, and the impossibility of reusing and analysing automatically the information contained therein.

Against this background, it is possible to appreciate why the pervasive and ubiquitous use of electronic communications has become a defining feature of our age. Electronic means, though not a recent technology, only became available to the wider public after the 1980s.2 The developments in their use may be described in three phases.

At the onset, users of electronic transactions focused on the ability to share information instantaneously at long distance by converting information available on paper to the electronic medium (so-called ‘digitisation’). For instance, documents on paper may be scanned and sent by fax, or as an email attachment. A human being may thus immediately read the information contained in the attachment.

However, it soon became clear that analysing, reusing, and sharing information across entities and applications could make business processes more efficient. To do so, information needs to be structured so that its content may be processed correctly by different applications. For instance, the information relating to a passenger boarding a flight may be shared with border control authorities for law enforcement purposes provided the person is sufficiently identified. Applications are tasked with processing information with varying degrees of automation and human beings may access information selectively. This second phase may be referred to as ‘digitalisation’ and is increasingly common.3

The third phase is digital transformation, where the use of electronic means allows a complete overhaul and re-engineering of business processes. This approach, also called ‘end-to-end trade digitalisation’ is still at an early stage and assumes the management of documents and data exclusively in electronic form. Data flows seamlessly in dedicated ecosystems, thus overcoming fragmentation of information in multiple paper documents. To achieve this goal, it is necessary to have rules on how to use all types of documents in electronic form as well as rules on how to assure the quality of the data contained in those documents. This book discusses those rules.

There may be significantly different understandings of what ‘digital trade’ means today as terminology evolves with technology. In this book, in line with prevailing practice it is assumed that ‘electronic commerce’ refers to the purchase of goods and services online, and to the delivery of services online; and that ‘digital trade’ refers to the use of commercial, financial and trade-related documents in electronic form. However, defining digital trade may not always be necessary: nowadays, virtually all trade is digital, because no trader may carry out commercial operations without using any electronic means. It is important to appreciate the shift in the essence of digital trade: ie from the reproduction of paper documents in electronic form; to the creation of electronic documents but still based on paper-based requirements; to the generation of native electronic documents as output of the re-engineered trade dataflow. In short the transition from documents to data.



1.2.The Path Towards Digital Transformation

Success in promoting the effective use of electronic means – be it nationally or across borders – relies on several elements, which include: sound policy decisions; a robust technical infrastructure; a modern and balanced legal and regulatory framework supported by proactive trade policies; and the buy-in of the private sector. Each element alone is necessary but not sufficient.4

With regard to policy decisions, governments must embrace a coherent and comprehensive approach to the use of electronic means. Documents which outline national information and communication technology policies, or national digital strategies (and similar) provide guidelines for the effective use of electronic means in commercial and non-commercial settings, including exchanges with public entities.5 However, these policy documents focus on telecommunications infrastructure development and issues such as e-government. They may discuss regulatory matters such as data privacy and protection, cybersecurity, and consumer protection, but seldom consider commercial and trade facilitation aspects.6

Moreover, the effective implementation of digital policies relies significantly on the effectiveness of the coordinating authority. Public entities with significant digital transformation needs and sufficient resources may decide to develop solutions that satisfy specific needs, but which do not comply with general legal requirements and technical standards. This may result in the creation of data silos that may hinder dataflows. In the trade field, single windows for customs operations may be an example of such stand-alone applications.7

A robust technical infrastructure, including not only hardware and software for exchange of electronic information, but also factors of general relevance such as reliable access to electricity and adequate human resources, is another key requirement of digital transformation. An insufficient technical infrastructure is a recurring issue, especially in developing countries. For instance, geographical remoteness and insufficient market demand may impede connectivity through high-speed fibre cables.

A comprehensive, modern, efficient, and effective legal framework is also needed for digital transformation. Legal rules relevant for the use of electronic means may be of a regulatory or enabling nature and may have application across different fields and business sectors, or in specific areas only. Regulatory rules set forth conditions to carry out certain activities, while enabling rules remove legal obstacles arising from existing laws and provide guidance on the application of those laws in an electronic setting. Core elements of the regulatory framework include data privacy and data protection, consumer protection and cybercrime laws. These matters require monitoring and enforcement, which are often carried out by one, or several, dedicated agencies. Core elements of the enabling framework include the law relating to electronic transactions and electronic signatures, which are matters regarding the form of the communication and, more generally, contract law.

Public sector engagement alone may not be sufficient to achieve digital transformation. Historically, private sector investments have driven technological developments, promoted the build-up of technical infrastructures and of human capacity, and helped to establish confidence in digital solutions.

Developing and developed countries are not in the same position vis-à-vis digital transformation. Developing countries and smaller economies may be more agile in decision-making and thus able to adopt laws quickly. However, legislative agility does not always translate in the effective implementation of laws, as these countries often suffer from lack of technical infrastructure, including connectivity at a reasonable cost, and skilled human resources.8 The measures to mitigate the digital divides aim to address these challenges at an international level.9

Finally, it is imperative to develop, test and disseminate modern business processes and practices. The human factor is critical in digital transformation and the need for capacity-building applies to private and public sector alike. This is particularly important in those economies whose market size may not justify developing locally those processes and practices. For instance, some Pacific jurisdictions have adopted modern legislation enabling the use of electronic transferable records. However, the limited size of their banking and financial sector does not permit the actual use of those records in business practice. It is expected that such use will increase once major business partners – for example, Australian banks – utilise those records in their daily operations.



1.3.The Case for Electronic Transferable Records

As noted above, the use of electronic means in trade has become ubiquitous and pervasive. Communications are exchanged continuously, and increasingly in an automated manner. While special form requirements remain, both with regard to specific documents and business types (for example, transfer of certain rights in real estate; family and succession law matters), the trend towards digital uptake is clear.

Many arguments are put forward in favour of digitalising trade. Electronic communications may be exchanged much more quickly than paper-based ones, with a higher number of partners, and at reduced cost: hence, gains in both speed and efficiency are possible. Electronic data may be analysed and reused in a much more complex and effective manner than paper-based data. The availability of additional information provided by data sharing and its more effective and focused analysis leads to increased governance and transparency of business processes. This results in a higher level of compliance at reduced cost and simplified procedures (for instance, thanks to the use of persistent digital identifiers). Savings may be especially beneficial for small- and medium-sized enterprises and may translate into lower costs for final users. Moreover, the electronic management of a supply chain may make it more resilient to external disruptions, such as changes in transport conditions, or in the availability of goods, thanks, in part, to data redundancy and real-time monitoring. Electronic means may also enable new applications that result in innovative services, reduced prices, and increased user-friendliness.

These and other strong and valid arguments explain the seemingly unstoppable race to digital trade. However, there is an exception: the digitalisation of documents incorporating the right to delivery of goods or payment of a sum of money has proven to be particularly challenging. These documents, referred to as ‘transferable documents or instruments’, or as ‘documents of title’, are of great relevance for logistics and paperless trade, and for trade financing and access to credit, as they allow trading in goods during transportation (typically, by ships) and facilitate payments. Moreover, these documents contain data of great importance for compliance purposes due to completeness, timeliness, accuracy and authenticity.

In the last few decades, several attempts have been made to provide an adequate legal framework for electronic transferable records.10 In line with the general trends in the evolution of the use of electronic means in trade, the first attempts were aimed at improving the speed of transmission of documents. For instance, in short sea voyages the ship may reach the port of destination before the courier delivers the original paper-based bill of lading necessary to unload the goods: the use of electronic bills of lading would avoid this situation.

Awareness of the importance of enabling the use of electronic transferable documents and instruments has progressively increased, namely regarding their integration in single windows for customs operations and in the framework of efficient supply chain management. At the same time, technology has made significant advances, placing analysis and reuse of data at the centre of innovation through notions such as the Internet of Things, which generates big data, and artificial intelligence, which processes big data to provide analysis and forecasts.

However, security concerns, among other factors, may discourage commercial operators from fully transitioning to the electronic environment. This is particularly true for conservative business such as banking and finance, which may feel comfortable with the well-established risk assessment of the use of paper-based documents and instruments, and fear venturing into uncharted digital territory. In particular, the concern for ‘double spending’, ie the risk that electronic transferable records will be replicated, thus exposing the debtor to multiple claims for the same obligation, has been a major reason limiting the uptake of electronic transferable records. However, documentary fraud also takes place regularly, and involves significant amounts of money, when paper documents are used. The use of electronic records provides more information on the transaction and in real time. If the information is managed correctly, governance of the transaction improves, and compliance costs are reduced.11 In short, the reluctance to using electronic transferable records seems to be due to parties being comfortable with known risk patterns rather than an actual higher risk in the digital space.

When the COVID-19 pandemic highlighted the fragility of cross-border supply chains, the need for increased digital uptake of transferable documents and instruments became apparent, and related efforts multiplied. This, in turn, triggered considerations that went beyond streamlining and increasing the resilience of supply chains. Digital technologies are engines of growth that may increase productivity by reducing production costs, support economies of scale and more efficient financing, promote innovation by fostering exchange of ideas and expand and diversify export by reducing cross-border trade costs. Digitalisation can promote resilience to shocks, a wider services-led growth model and more inclusive growth.12 Specifically, digitalisation of transferable documents and instruments may reduce transport costs and their environmental impact by replacing paper-based with paperless documents.13 It may also improve governance of trade processes, including traceability of goods and certification of their compliance with environmental, social, and governance (ESG) and similar standards.

While discussions on the digitalisation of transport documents have been taking place for some time, awareness of the need to promote new trade finance solutions has also increased. Financial services have traditionally been offered by regulated operators on the basis of legacy business practices that limit information-sharing and innovation. The emergence of innovative solutions and new players has forced the rethinking of the traditional approach and the placing of data at the centre of trade financing operations.14 Fully enabling digital trade finance is a first step in that direction.

To sum up, digitalisation of transport and finance documents may lead to their integration, with less trade financing costs, easier access to credit, and an increase in financing profitability. These benefits contribute to achieving strategic economic goals such as reinforcing or establishing a strong financial sector
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