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This book was not written to defend a community.
It was written to defend the law.
Over the past two decades, terrorism has reshaped global politics, security doctrines, and public psychology. In the process, fear has become normalized, exceptional laws permanent, and suspicion institutionalized. While counter-terrorism is a legitimate and necessary function of the state, its execution has too often blurred the line between protection and persecution.

In many democracies—particularly in South Asia—Muslim identity has gradually shifted from citizenship to conditional belonging. The transition is subtle, bureaucratic, and rarely announced. It occurs through databases, intelligence inputs, preventive detention laws, media narratives, and prolonged trials that punish before judgment.

This book does not argue that terrorism is imaginary.
It argues that collective suspicion is unconstitutional.
By examining legal structures, investigative patterns, judicial observations, and lived experiences, this work seeks to answer a critical question:
Can a democracy remain democratic when one community is treated as a permanent suspect?
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In theory, the Constitution recognizes individuals.
In practice, security regimes often recognize identities.
Suspect by Default is an inquiry into how terror narratives, once introduced as emergency responses, become normalized tools of governance. It explores how Muslim citizens—particularly those from marginalized backgrounds—are disproportionately drawn into the machinery of suspicion, often without credible evidence, and held there for years through procedural delays, restrictive bail laws, and media stigmatization.

This book traces the lifecycle of suspicion:

	How names become files

	How neighborhoods become “zones”

	How preventive detention replaces investigation

	How trials outlast innocence

	How acquittal fails to restore dignity


Importantly, this is not an anti-state book.
It is a pro-constitutional one.
It acknowledges that law enforcement operates under immense pressure and that terrorism is real. But it also insists that efficiency without accountability is dangerous, and that security without justice breeds alienation—the very condition terrorism exploits.

Each section of the book builds systematically:

	From ideology to mechanism

	From arrest to aftermath

	From individual suffering to structural incentives

	From critique to reform


The ultimate argument is simple yet urgent:
A democracy that trades equality for expediency will lose both.
This book invites lawmakers, judges, journalists, students, and ordinary citizens to rethink how terror is fought—and at what cost.
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How a global security mindset redefined Muslim identity as a default risk

The idea of the “permanent suspect” did not emerge overnight. It was not born out of a single law, a single speech, or even a single attack. It emerged gradually, through repetition, policy drift, and the normalization of fear. What began as an emergency response to extraordinary violence slowly hardened into a governing principle—one that reshaped how states perceive security, how institutions assess threat, and how entire communities are positioned within the architecture of suspicion.

After the attacks of September two thousand one, the world entered a new security era. The language of “war” was deliberately chosen: a War on Terror, undefined in geography, unlimited in time, and ambiguous in enemy description. Unlike conventional wars, this conflict was not against a state or an army. It was against an idea, a tactic, and—soon enough—an identity. In the absence of a clearly bounded adversary, states turned to pattern recognition, profiling, and preemption. This shift laid the foundation for a system where suspicion no longer required individualized evidence but could be inferred from association, belief, geography, or appearance.

The transformation was subtle but decisive. Terrorism was no longer treated solely as a criminal act to be investigated after the fact. It was reframed as a future possibility to be prevented in advance. Prevention, however, requires prediction. And prediction, when stripped of robust evidence, relies heavily on stereotypes, historical bias, and institutional convenience.

In this environment, Muslim identity became entangled with risk assessment.

This was not always explicit. Few official documents openly declared Muslims a threat. Instead, the association was built through layered assumptions: that extremist violence was primarily Islamic; that radicalization occurred within Muslim communities; that religious observance could be a marker of ideological danger; that Muslim-majority neighborhoods required exceptional surveillance. Over time, these assumptions hardened into operational doctrine.

The result was the birth of the “permanent suspect”—a citizen whose relationship with the state is mediated not by rights, but by risk.

In classical constitutional theory, suspicion is individualized. The state must justify why a particular person is investigated, arrested, or prosecuted. Post-9/11 security frameworks inverted this principle. Entire populations were placed under ambient suspicion, with individuals required to prove harmlessness rather than the state proving guilt. The presumption of innocence—once the cornerstone of democratic justice—was quietly diluted by the logic of precaution.

This shift was reinforced by international pressure. Global counter-terror frameworks, developed largely by Western security institutions, were exported worldwide with limited contextual adaptation. Intelligence-sharing agreements, terror-financing regulations, and watch list mechanisms were adopted wholesale by states with vastly different legal cultures and accountability structures. In many cases, these frameworks were implemented without adequate judicial oversight, transparency requirements, or mechanisms for redress.

What followed was a form of bureaucratic suspicion.

Names entered databases not through conviction, but through “inputs.” Inputs could be based on anonymous tips, intercepted communications taken out of context, travel history, social media activity, or mere proximity to another suspect. Once entered, names rarely exited. The individual became a data point in an expanding web of suspicion—monitored, flagged, and revisited repeatedly, often without ever being informed.

For Muslim citizens, this created a parallel reality. Ordinary acts—attending religious lectures, donating to charities, traveling abroad, engaging in political speech—acquired a secondary meaning. Innocent behavior became legible as potential threat when filtered through the lens of counter-terror ideology. The same actions, when performed by non-Muslims, remained unremarkable.

This asymmetry is critical.

It demonstrates that the issue is not security itself, but selective suspicion. The permanent suspect is not defined by conduct alone, but by identity combined with conjecture. The burden of proof shifts imperceptibly: Muslims are asked, implicitly and explicitly, to demonstrate loyalty, moderation, and harmlessness in ways no other group is required to do.

Media narratives amplified this transformation. The language of terror reporting evolved into a vocabulary of presumption. Terms like “radicalized,” “module,” “sleeper cell,” and “terror link” began appearing long before trials commenced, often before charges were even filed. Headlines became verdicts. Arrests were framed as breakthroughs. Acquittals, when they came years later, were treated as footnotes.

In this ecosystem, the Muslim suspect became a recurring character—interchangeable, abstract, and endlessly replicable. Individual stories dissolved into a collective caricature.

The psychological impact of this framing cannot be overstated. Communities internalized fear, mistrust, and self-censorship. Parents warned children to avoid public expression. Youth learned early that visibility carried risk. Legal consciousness was replaced by survival strategies. The relationship between citizen and state shifted from participation to avoidance.

From the state’s perspective, the permanent suspect offered administrative convenience. Broad suspicion justified expansive powers. Preventive detention laws lowered evidentiary thresholds. Intelligence inputs became unchallengeable due to secrecy claims. Accountability was deferred in the name of urgency. Each successful arrest—regardless of eventual conviction—reinforced institutional incentives.

Yet this system contains a fundamental contradiction.

By conflating identity with threat, it undermines the very intelligence quality it claims to enhance. Overbroad suspicion floods agencies with noise, distracts from genuine leads, and erodes trust within communities that are crucial for effective counter-terrorism. Security professionals across jurisdictions have repeatedly acknowledged that community cooperation, not alienation, is the most reliable source of actionable intelligence.

The permanent suspect model does the opposite.

It replaces partnership with surveillance, dialogue with suspicion, and rights with discretion. It treats law not as a constraint on power, but as an obstacle to efficiency. Over time, this logic corrodes democratic legitimacy. When entire communities experience the state primarily through policing and prosecution, citizenship becomes conditional in practice, even if equal in theory.

Importantly, acknowledging this reality does not require denying the existence of terrorism or minimizing its victims. A human-rights–based analysis does not argue for inaction; it argues for precision. It insists that security measures be evidence-driven, proportionate, and reversible. It recognizes that exceptional powers, once normalized, rarely retract on their own.

The birth of the permanent suspect was not inevitable. It was the result of choices—policy choices, narrative choices, and legal choices—made under pressure and fear. Understanding its origins is essential, because systems born in crisis often outlive the crises that justified them.

This chapter does not seek to assign moral blame to individual officers or institutions. It seeks to expose a structural shift: from suspicion as an exception to suspicion as a default. From citizenship as a right to citizenship as a probationary status for some.

If democracy is to remain credible, this shift must be confronted.

Security cannot depend on identity. Prevention cannot override due process. And no community can be asked to carry the burden of collective guilt without eroding the constitutional fabric itself.

The permanent suspect is not merely a Muslim problem. It is a democratic one.

And its continued existence poses a question that every constitutional society must answer:
Can freedom survive when fear becomes policy?
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How ordinary names enter intelligence databases

There is no ceremony when a citizen becomes a file. No knock on the door, no warning, no formal accusation. The transformation is administrative, silent, and almost always invisible to the person most affected. One day, an individual exists only as a name in civic records—voter lists, tax rolls, school registers. The next, that same name begins to circulate in intelligence systems, attached to codes, annotations, and risk markers. Citizenship remains on paper, but functionally, something has shifted.

In contemporary counter-terror frameworks, this shift is rarely the result of a single, verifiable act. More often, it is the outcome of accumulation—small, seemingly insignificant data points aggregated into a narrative of suspicion. A phone call logged. A journey recorded. A contact saved. A donation made. A message forwarded. None of these, in isolation, constitutes wrongdoing. Together, under the logic of preventive security, they can be enough.

This is how ordinary names enter intelligence databases.

Modern intelligence systems are designed less around crimes already committed and more around risks yet to materialize. This predictive orientation has redefined what counts as relevant information. Intelligence inputs no longer require the evidentiary rigor demanded in criminal courts. They operate under lower thresholds, justified by secrecy and urgency. The standard is not proof, but plausibility.

At the heart of this process is the “input”—a term deliberately vague. Inputs can originate from multiple sources: local police reports, intercepted communications, financial transaction alerts, immigration records, surveillance footage, informers, or foreign intelligence agencies. In many jurisdictions
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