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      You Already Use Cryptography a Hundred Times a Day

      "Isn't cryptography a hacker-and-spy thing? Why should an ordinary person care?"

      This book answers the questions that help you decide amongst the bewildering array of options that are forced upon everyday people all the time — primarily by platforms. Which messaging app to use, should you use a passphrase or a password, which encryption options to turn on, back up your data to the cloud or not. Most often the defaults don’t protect your privacy, but rather leave your data open to harvesting. By understanding some key concepts drawn from the world of cryptography, you will make better decisions for you and your family. I hope you enjoy this exploration.

      Let’s start at the beginning, good morning, maybe a morning similar to your own.

      You wake, reach for the phone on the nightstand, and rest a thumb on it — or just look at it — and it opens. Over breakfast you skim a few messages from family; the little bubbles arrive looking like nothing more than text. On the way out you tap the phone against a reader and a coffee is paid for, your card never leaving your pocket. On the train you read the news, half-noticing the small padlock beside the web address. You check your bank balance by glancing at the screen again — no password typed. You ask an AI assistant to boil down a long document while you finish your coffee. Then, two stops later, you remember you're not sure you locked the front door, so you open an app and lock it from the train.

      It isn't yet nine in the morning, and cryptography has already worked for you, silently and invisibly, perhaps fifty times.

      None of it felt like cryptography. That's the point. The word conjures code-breakers in wartime huts, hackers in hoodies, spies passing notes — something exotic, technical, and very far from your kitchen table. But every single moment in that morning was cryptography doing its job so well that you never saw it. The thumb on the phone, the message bubbles, the tap to pay, the padlock by the address, the glance that logged you into your bank, the door that opened from forty miles away: all of it depends, in different ways, on a small family of core security ideas this book explores.

      So let's retire the spy-movie image right away, because it's the main thing standing between ordinary people and a skill they badly need. Cryptography is not fundamentally about secrecy for its own sake. It is the technology of trust at a distance — the art of dealing safely with people and machines you can't see, can't verify in person, and have no reason to take on faith. Strip it back and it does just three core things. It lets you keep a secret with someone you can't lean over and whisper to. It lets you prove you are who you say you are, without a face to show or a hand to shake. And it lets you prove a message arrived exactly as it was sent, with nothing changed along the way. Secrecy, identity, integrity. Almost everything else is a variation on those three (experts would split those more finely into confidentiality, authentication, integrity, non-repudiation, and related guarantees).

      For most of history this machinery was the concern of governments, armies, diplomats, merchants and large institutions, because they were the only ones moving anything valuable across distances they couldn't guard. What changed — the reason this stopped being a specialist subject and became a life skill — is that you now do exactly that, constantly, without thinking about it. Your money, your photographs, your medical results, your conversations, your front door, your half-formed thoughts typed into a search bar or an AI, all of it now lives on devices and travels across networks you don't own and can't see. You have become, in effect, a small institution moving valuables through hostile territory. And like any such institution, you have attracted attention.

      Two kinds of attention, in fact, and it helps to name them now because they shadow every chapter that follows.

      The first is the one you already picture: the scammer. Opportunistic, fast, and almost always after money or the access that leads to money. This is the fake text from your bank, the "you've won" link, the romance that turns into a wallet-draining request, the cloned login page, the swapped SIM card. Scammers are not usually breaking cryptography — that's far too much work — they're tricking you into stepping around it. They are noisy, numerous, and the threat most people underestimate the least.

      The second adversary is quieter, more patient, and far less cartoonish: the institution. The platform whose business model is knowing as much about you as possible. The data broker assembling a dossier you never consented to. The government that can compel any of them to hand over what they hold, sometimes for excellent reasons and sometimes not. These are not villains twirling mustaches; many of them are run by reasonable people solving real problems, and some of what they do protects you. But their interests and yours are not identical, and the only honest way to think about privacy is to keep asking a slightly uncomfortable question: private from whom? A diary is private from a stranger, less private from a spouse who knows where it's kept, and not private at all from someone with a warrant for the drawer.

      This book is about defending yourself, sensibly and proportionately, against both — without becoming paranoid, and without becoming a cryptographer. I want to be plain about that second point, because technical books usually fail ordinary readers in the same way: they explain how the engine works when what you really need is to know how to drive. You will not find the mathematics here. What you will find is a small mental model — really just a handful of ideas — that lets you pick up any new app, gadget, or alarming headline and ask the right questions about it. By the end you should be able to look at a smart lock in a shop, a wallet on your phone, or a newspaper story about quantum computers cracking the internet, and judge for yourself how much to worry and what, if anything, to do.

      The whole structure rests on four ideas, introduced gently and then used everywhere: keys, who holds them, signing, and where the keys physically live. That's the toolkit. Once you have it, the rest of the book — messages, passwords, smart locks, crypto, AI, the quantum scare, government surveillance — is just those four ideas applied to one corner of your life after another.

      You'll also notice what this book refuses to do. It doesn't begin, as nearly every other book on the subject does, with the Caesar cipher and a march through history toward the present. History is interesting, but it's the wrong on-ramp for someone holding a phone that just unlocked itself by looking at their face. We start where you live, in that ordinary morning, and work outward.

      And it all begins with a single idea — stranger and more powerful than it has any right to be — that quietly held that entire morning together. Not a metaphor. The real thing your digital life hangs from. A key.
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      The One Idea That Unlocks Everything: Keys

      "What's the difference between a public key and a private key — in plain English?"

      
      Start with a puzzle that has no obvious solution.

      
      Two people who have never met want to share a secret. The only way they can communicate is over a line they know other people are listening to — every word, in both directions, overheard. Can they agree on a secret that the eavesdroppers won't learn?

      
      For thousands of years the answer was a flat no. To share a secret you first had to share another secret — a codebook, a password, a key — and you had to do that in private, by meeting beforehand or trusting a courier. There was no way to bootstrap privacy out of thin air over a channel everyone could hear. This was the iron limitation behind all of secret-keeping, and it's why cryptography stayed the preserve of organizations that could afford to hand-deliver codebooks: armies, embassies, banks. In the digital world, passing a physical key isn’t an option — forcing cryptography to find brilliant mathematical workarounds to share secrets openly yet safely.

      
      Then, in the 1970s, a few mathematicians did something that still seems faintly magical once you understand it. They solved the puzzle. They found a way for strangers to establish a shared secret in public view against passive eavesdroppers — though you still need authentication mechanisms to be sure who you’re talking to. That breakthrough — what we now call public-key cryptography — is the foundation of nearly everything in this book, and the good news is you don't need a scrap of mathematics to grasp how it works. You need a padlock.

      
      Publicly introduced in the 1970s by Merkle, Diffie, Hellman, Rivest, Shamir, Adleman and others. Researchers James H. Ellis, Clifford Cocks, and Malcolm Williamson at Britain’s GCHQ had secretly developed related ideas earlier (declassified in 1997). We will hear again how monumental cryptographic discoveries often occur independently but at the same time.

      The magic padlock

      Imagine you want strangers all over the world to be able to send you private letters. Here's the trick. You manufacture thousands of identical padlocks, all of them hanging open, and you give them away with abandon — hand them out on street corners, leave baskets of them in shops, mail one to anyone who asks. You don't care who has them. What you keep, jealously and for yourself alone, is the one and only key that opens them.

      
      Now anyone who wants to send you something private simply puts it in a box, snaps one of your open padlocks shut, and posts it. Think about what happens on the journey. The courier can't open the box. A thief who intercepts it can't open it. Even the person who locked it can't reopen it — once it's shut, it's shut. In fact someone could grab a fistful of your padlocks, study them, take them apart, and it wouldn't help, because knowing how the padlock closes tells them nothing about the key that opens it. Only you can open the box, because only you have that key. And here's the quiet miracle: you arranged all of this, with a complete stranger, without ever once sharing the thing that matters.

      
      That is public-key cryptography, and its two halves have names. The open padlock you scatter to the world is your public key. The single key you guard is your private key. They are manufactured together, as a matched pair, mathematically linked so the public key can help lock (encrypt) what only the private key can open, or verify signatures only the private key could have made — as long as recipients can trust it really belongs to you — and, crucially, so that no one can work backward from the public padlock to figure out the private key. This is why you can be reckless with one and must be ruthless with the other. You can print your public key on a billboard. You must never, ever reveal your private key to anyone, because it is not a password you can change after a leak — it is you, as far as the math is concerned.

      
      Hold onto that image, because the whole book leans on it. Every time you hear "public key" think open padlock, hand it out. Every time you hear "private key" think the only key, never share it.

      The two jobs a key does

      A key pair does two jobs, and it's worth separating them now because people constantly run them together.

      
      The first job is the one we just saw: locking secrets. Someone uses your public padlock to seal something so that only your private key can open it. That's encryption.

      
      The second job is the mirror image, and it's the more surprising of the two: proving who you are. Because only you hold your private key, you can use it to do something that anyone holding your public padlock can check but no one else could have done. Picture a wax seal pressed from a signet ring that only you possess: anyone can look at the seal and confirm it's unmistakably yours, but only you could have made it, and if someone tampered with the letter the seal would break. Used this way, your key proves a message truly came from you and arrived unaltered. This is called signing, and it turns out to be one of the most consequential — and most dangerous — things you'll ever do with a key, which is why it gets a whole chapter of its own later. For now, just hold the shape of it: a key both locks secrets and proves identity. Two jobs, one idea.

      The only question that matters

      Now for the single most useful habit in this entire book. Whenever you meet any service, app, device, or product that touches something you care about, ask one question:

      
      Who holds the key?

      
      Watch how much that one question reveals. Run it across three things you might own:

      
      Your bank account. The bank holds the key. They can read your balance, freeze your account, reverse a fraudulent charge, and reset your password when you're locked out. That is enormously convenient, and it means you are trusting the bank completely — with your privacy and with your money — and relying on the law to keep them honest. Lose your password and there's a way back in, because someone other than you holds a key.

      
      Your photos in the cloud. By default, the company storing them holds a key too. That's why they can show your pictures back to you on a new phone after you've forgotten everything — and, for the same reason, why they could be compelled to show those pictures to someone else. (We'll come back to this; it's the hinge of a fight between Apple and a government that we'll meet in a later chapter.)

      
      A self-custody crypto wallet. Here, you hold the key and no one else does — not the company that made the app, not a bank, not anyone. No one can freeze it, seize it, or peek inside. And no one can help you if you lose it. There is no reset button, because there is no one else holding a key to offer you one. This is freedom and terror in the same sentence, and a later chapter is devoted to living with it. For truly bearer assets controlled only by your private key, no provider can reset the wallet or unilaterally move funds. However, public blockchains expose address activity, and some tokens or contracts include freeze, blacklist, or admin powers.

      
      Same question, three completely different answers — and notice that the answer told you almost everything that matters: how private the thing is, how much you're trusting a stranger, and whether there's any way back if it goes wrong. Who holds the key is the closest thing this subject has to a master question. You will ask it again and again.

      "But couldn't someone just guess my key?"

      It's the natural worry, so let's deal with it plainly, still without any math.

      
      Your private key is, underneath, a number — but a number chosen from a range so vast that the human mind has no honest way to picture it. The usual comparisons reach for the number of grains of sand on Earth, or even the number of atoms in the observable universe — and the comparison is roughly fair for modern key sizes. To "guess" your key you would have to try the possibilities one by one, and there are so many that every computer ever built, running together until the sun burns out, would not make a dent. The security doesn't come from hiding the key cleverly. It comes from the haystack being bigger than the cosmos, with no shortcut to the needle.

      
      I'll add one honest caveat, because it sets up a chapter people get needlessly frightened by. That "no shortcut" rests on certain mathematical problems being brutally hard to reverse. The overwhelming majority of cryptography stands on this rock and isn't going anywhere. But one specific family of these problems (public-key systems based on factoring and discrete logarithms) has a possible future weakness: a powerful
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