
  
    
      Global Supply Chain Security


      James R. Giermanski


      [image: ScarecrowLogo6_09.tif]


      THE SCARECROW PRESS, INC.


      Lanham • Toronto • Plymouth, UK


      2013

    

  


  
    
      Published by Scarecrow Press, Inc.


      A wholly owned subsidiary of The Rowman & Littlefield Publishing Group, Inc.


      4501 Forbes Boulevard, Suite 200, Lanham, Maryland 20706


      www.rowman.com


      10 Thornbury Road, Plymouth PL6 7PP, United Kingdom


      Copyright © 2013 by James R. Giermanski


      All rights reserved. No part of this book may be reproduced in any form or by any electronic or mechanical means, including information storage and retrieval systems, without written permission from the publisher, except by a reviewer who may quote passages in a review.


      British Library Cataloguing in Publication Information Available


      Library of Congress Cataloging-in-Publication Data


      Giermanski, James R., 1939–


      Global supply chain security / James R. Giermanski.


      p. cm.


      Includes bibliographical references and index.


      ISBN 978-0-8108-8641-4 (cloth : alk. paper) — ISBN 978-0-8108-8642-1 (ebook)


      1. Freight and freightage—Security measures. 2. Ports of entry—Security measures. 3. Customs inspection. I. Title.


      HE199.A2G54 2013


      363.12′064—dc23 2012033575


      [image: Infinity_symbol.tif]™ The paper used in this publication meets the minimum requirements of American National Standard for Information Sciences—Permanence of Paper for Printed Library Materials, ANSI/NISO Z39.48-1992.


      Printed in the United States of America

    

  


  
    
      


      Contents

    


    
      Contents


      Preface


      Acknowledgments


      Acronyms and Abbreviations


      Chapter 1: Genesis of Supply Chain Security


      Chapter 2: Maritime and Port Security


      Chapter 3: The Supply Chain and U.S. Border Security with Mexico


      Chapter 4: The Supply Chain and U.S. Border Security with Canada


      Chapter 5: Container Security and the Smart Container


      Chapter 6: The Need for a Global Chain of Custody


      Chapter 7: The U.S. Department of Homeland Security and Its Programs


      Chapter 8: The Global Supply Chain and Its Commercial and Security Elements


      Chapter 9: Radio Frequency Identification (RFID) and Container Security


      Chapter 10: Transshipments and the In-Bond Vulnerabilities


      Chapter 11: Hazardous Materials Movement Security


      Chapter 12: Hazardous Materials: The Cross-Border Threat


      Chapter 13: Innovations in Supply Chain Security


      Chapter 14: Final Observations


      About the Author

    

  


  
    
      


      Preface

    


    
      In a living being, continued health and viability depend on the continuous flow of blood to the essential organs. So too does the continued well-being of our nation depend on the inbound and outbound trade flow of products such as energy, food, pharmaceuticals, and many more crucial components essential for our economic health and the generation of revenue. The global supply chain, however, can also be used to seriously damage and even destroy the nation’s viability. The risk is generated by the millions of containers and trailers passing through our seaports and land ports of entry, which can serve as weapons systems and, if detonated, can close our ports and cut off the lifeblood of our nation: global trade. These containers and trailers also serve as the conveyance of counterfeit goods, drugs, and other illegal cargo into and through the United States. Like disrupting the blood supply and flow of the cardiovascular system or inserting bacteria or viral agents into that flow, introducing illegal or dangerous cargo into our homeland and its economy can result in serious or fatal consequences, an illness our nation cannot afford.


      The purpose of this book is twofold: (1) to highlight the security elements involved in global trade and the potential vulnerabilities associated with them, and (2) to evaluate the level of competence our Department of Homeland Security has demonstrated in preparing for and treating the risks connected to vulnerabilities inherent in the global sea and land movement of products.
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              AAR

            

            	
              American Association of Railroads

            
          


          
            	
              ACAS

            

            	
              air cargo advance screening

            
          


          
            	
              ACC

            

            	
              American Chemical Council

            
          


          
            	
              ACE

            

            	
              Automated Commercial Environment

            
          


          
            	
              ACS

            

            	
              Automated Commercial System

            
          


          
            	
              AEO

            

            	
              authorized economic operator

            
          


          
            	
              AES

            

            	
              Automated Export System

            
          


          
            	
              AFOSI

            

            	
              Air Force Office of Special Investigations

            
          


          
            	
              AIS

            

            	
              automatic identification service

            
          


          
            	
              ALI

            

            	
              American Law Institute

            
          


          
            	
              AMS

            

            	
              Automated Manifest System

            
          


          
            	
              ANSI

            

            	
              American National Standards Institute

            
          


          
            	
              APIS

            

            	
              Advance Passenger Information System

            
          


          
            	
              ARRL

            

            	
              American Radio Relay League/National Association for Amateur Radio

            
          


          
            	
              ATA

            

            	
              American Trucking Associations

            
          


          
            	
              ATRI

            

            	
              American Transportation Research Institute

            
          


          
            	
              ATS

            

            	
              automated targeting system

            
          


          
            	
              B2A

            

            	
              business-to-authorities

            
          


          
            	
              B2B

            

            	
              business-to-business

            
          


          
            	
              BBWG

            

            	
              Beyond the Border Working Group

            
          


          
            	
              BTB ESC

            

            	
              Beyond the Border Executive Steering Committee

            
          


          
            	
              BTN

            

            	
              Brussels Tariff Nomenclature

            
          


          
            	
              BZPP

            

            	
              Buffer Zone Protection Program

            
          


          
            	
              CAMS

            

            	
              container automated monitoring system

            
          


          
            	
              CAS

            

            	
              Chemical Abstracts Service

            
          


          
            	
              CBP

            

            	
              Customs and Border Protection

            
          


          
            	
              CCC

            

            	
              Customs Convention on Containers

            
          


          
            	
              CERCLA

            

            	
              Comprehensive Environmental Response, Compensation, and Liability Act

            
          


          
            	
              CFR

            

            	
              Code of Federal Regulations

            
          


          
            	
              Chem-BZPP

            

            	
              Chemical Buffer Zone Protection Program

            
          


          
            	
              CISG

            

            	
              United Nations Convention of Contracts for the International Sale of Goods

            
          


          
            	
              CISLA

            

            	
              Cargo Intelligence, Security, and Logistics Association

            
          


          
            	
              COAC

            

            	
              Advisory Committee on Commercial Operations of Customs and Border Protection

            
          


          
            	
              CoC

            

            	
              chain of custody

            
          


          
            	
              COGSA

            

            	
              Carriage of Goods by Sea Act

            
          


          
            	
              CSD

            

            	
              container security device

            
          


          
            	
              CSI

            

            	
              Container Security Initiative

            
          


          
            	
              C-TPAT

            

            	
              Customs-Trade Partnership Against Terrorism

            
          


          
            	
              CVSA

            

            	
              Commercial Vehicle Safety Alliance

            
          


          
            	
              DEA

            

            	
              Drug Enforcement Agency

            
          


          
            	
              decaBDE

            

            	
              decabromodiphenyl ether

            
          


          
            	
              DHS

            

            	
              Department of Homeland Security

            
          


          
            	
              DOC

            

            	
              Department of Commerce

            
          


          
            	
              DOD

            

            	
              Department of Defense

            
          


          
            	
              DOE

            

            	
              Department of Energy

            
          


          
            	
              DOJ

            

            	
              Department of Justice

            
          


          
            	
              DOT

            

            	
              Department of Transportation

            
          


          
            	
              DTO

            

            	
              drug-trafficking organization

            
          


          
            	
              EDC

            

            	
              European Datacomm

            
          


          
            	
              EPA

            

            	
              Environmental Protection Agency

            
          


          
            	
              EPC

            

            	
              EPCglobal

            
          


          
            	
              ESI

            

            	
              electronically stored information

            
          


          
            	
              EU

            

            	
              European Union

            
          


          
            	
              FACA

            

            	
              Federal Advisory Committee Act

            
          


          
            	
              FAK

            

            	
              freight of all kinds

            
          


          
            	
              FAR

            

            	
              false accept rate

            
          


          
            	
              FAST

            

            	
              Free and Secure Trade

            
          


          
            	
              FBI

            

            	
              Federal Bureau of Investigation

            
          


          
            	
              FCA

            

            	
              free carrier

            
          


          
            	
              FCC

            

            	
              Federal Communications Commission

            
          


          
            	
              FCL

            

            	
              full container load

            
          


          
            	
              FDA OCI

            

            	
              Food and Drug Administration Office of Criminal Investigations

            
          


          
            	
              FEMA

            

            	
              Federal Emergency Management Agency

            
          


          
            	
              FIPS

            

            	
              Federal Information Processing Standards

            
          


          
            	
              FLETC

            

            	
              Federal Law Enforcement Training Center

            
          


          
            	
              FMCSA

            

            	
              Federal Motor Carrier Safety Administration

            
          


          
            	
              FMCSR

            

            	
              Federal Motor Carriers Safety Regulations

            
          


          
            	
              FOT

            

            	
              field operational test

            
          


          
            	
              FP7

            

            	
              Seventh Framework Programme for Research and Technological Development

            
          


          
            	
              FRR

            

            	
              false reject rate

            
          


          
            	
              G8

            

            	
              Group of Eight

            
          


          
            	
              GAO

            

            	
              Government Accountability Office

            
          


          
            	
              GDAIS

            

            	
              General Dynamics Advanced Information Systems

            
          


          
            	
              GPRS

            

            	
              general packet radio service

            
          


          
            	
              GPS

            

            	
              global positioning system

            
          


          
            	
              GSA

            

            	
              General Services Administration

            
          


          
            	
              GSM

            

            	
              global system for mobile communications

            
          


          
            	
              HEU

            

            	
              highly enriched uranium
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              high-intensity drug-trafficking area

            
          


          
            	
              HMR

            

            	
              Hazardous Materials Regulations

            
          


          
            	
              HSI

            

            	
              Homeland Security Investigations
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              Homeland Security Investigations International Affairs
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              Harmonized Tariff Schedule

            
          


          
            	
              HTSA

            

            	
              Harmonized Tariff Schedule of the United States Annotated

            
          


          
            	
              HTSP

            

            	
              HAZMAT Truck Security Pilot

            
          


          
            	
              HTSUS

            

            	
              Harmonized Tariff Schedule of the United States

            
          


          
            	
              IBSGP

            

            	
              Intercity Bus Security Grant Program

            
          


          
            	
              ICC

            

            	
              International Commerce Commission

            
          


          
            	
              ICE

            

            	
              Immigration and Customs Enforcement

            
          


          
            	
              ICT

            

            	
              information and communication technology

            
          


          
            	
              IED

            

            	
              improvised explosive device

            
          


          
            	
              IEEE

            

            	
              Institute of Electrical and Electronics Engineers Standards Association

            
          


          
            	
              IIT

            

            	
              Instrument of International Traffic
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              International Maritime Organization
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              Infrastructure Protection Program
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              Intercity Passenger Rail Security Grant Program
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              Implementing Recommendations of the 9/11 Commission Act of 2007

            
          


          
            	
              ISO

            

            	
              International Organization for Standardization
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              International Ship and Port Facility Security Code
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              information technology

            
          


          
            	
              ITC

            

            	
              International Trade Commission

            
          


          
            	
              ITDS

            

            	
              International Trade Data System

            
          


          
            	
              LAN
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              LEO
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              LOS
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              MOU
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              material safety data sheets

            
          


          
            	
              NAFTA

            

            	
              North American Free Trade Agreement
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              NCCUSL

            

            	
              National Conference of Commissioners on Uniform State Laws

            
          


          
            	
              NCIC

            

            	
              National Crime Information Center

            
          


          
            	
              NII

            

            	
              nonintrusive inspection

            
          


          
            	
              NIPP

            

            	
              National Infrastructure Protection Plan

            
          


          
            	
              NIST

            

            	
              National Institute of Standards and Technology

            
          


          
            	
              NLETS

            

            	
              National Law Enforcement Telecommunications System

            
          


          
            	
              NOAA

            

            	
              National Oceanic and Atmospheric Administration

            
          


          
            	
              NSEERS

            

            	
              National Security Entry Exit Registrations System

            
          


          
            	
              NTC

            

            	
              National Targeting Center

            
          


          
            	
              NVOCC

            

            	
              non-vessel operating common carriers

            
          


          
            	
              OSHA

            

            	
              Occupational Safety and Health Administration

            
          


          
            	
              OTS

            

            	
              off-the-shelf

            
          


          
            	
              PACS
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              PAPS
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              PIP
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      Chapter One


      Genesis of Supply Chain Security


      Its Origins, Its Transition, and Its Current Status

    


    
      When did it leave? Where is it? When will it get here? What’s its condition? If it left the port two days ago, why isn’t it here now? These are familiar questions to any firm depending on a global supply chain. Governments have similar questions. Who’s the shipper? Where is it coming from? Is it coming through a CSI port? What do we know about this container? With the incredible increase in the number of container volumes, seaport growth, and unpredictable seaport selection and usage, industry leaders and governments are looking for more knowledge faster. But paper knowledge in today’s world is insufficient. The world’s customs authorities and industry leaders recognize that only an automated electronic system can monitor these volumes and the security aspects surrounding them. Although the security and knowledge of cargo locations in the pipeline have always been concerns for industry, the events of September 11, 2001, or 9/11, increased the concern over unmonitored container movements as potential implements of terrorism.


      In the United States, the common perception is that we have taken the leadership role in streamlining supply chain security. However, the reality is that the concept of supply chain security and container security has developed through three phases:


      Phase 1. Harmonizing divergent customs practices;


      Phase 2. 9/11 and port security; and


      Phase 3. Origin to destination and a chain of custody.


      Understanding these phases can best be explained by looking at the entities who led the development. These entities will be divided into worldwide organizations, U.S. legislation and programs and processes, and the European initiatives that were and are extensive and significant in developing supply chain security practices. There is no question that the world trading communities are now in Phase 3, the origin-to-destination or chain-of-custody stage.


      Worldwide Organizations


      Revised Kyoto Convention of 1999


      Phase 1, between 1999 and September 11, 2001, was the recognition of the need for cooperation and modernization among the world’s customs authorities; the genesis for improving and modernizing customs practices around the world was the Revised Kyoto Convention of 1999.1 However, the history and foundation for the worldwide movement to improve port and container security through the use of more efficient technology and control can be traced to its beginnings in the 1973 Kyoto Convention, where customs authorities from around the world met to harmonize tariffs. The Kyoto Convention specifically supported the application of new technology to customs practices. The Revised Kyoto Convention of 1999 had the goals of simplifying customs procedures with an emphasis on information technology and risk management involving automated systems to target and select high-risk shipments for inspection based on prearrival information. Specifically, the Kyoto Convention Information and Communication Technology Guidelines (ICT Guidelines) include the advance electronic transmission of information to customs computerized systems, including the use of the electronic exchange of information at export and import. They focus on simplifying customs procedures, information technology, automated targeting systems, maximum use of information technology, and e-commerce.


      World Customs Organization (WCO)


      Perhaps the foremost leader in supply chain security in Phase 3 was the World Customs Organization (WCO). The WCO grasped the opportunity to develop standards for enhancing global supply chain security by moving to automate and control global cargo movements. Furthermore, its efforts to develop standards of efficiency and security in this regard are being supported by governments around the world. Its push for automated systems and electronic transfers of data is critical in accommodating the worldwide growth of the container and port industry. The WCO adoption of the Revised Kyoto Convention of 1999 served as a baseline for the development of its SAFE Framework of Standards to secure and facilitate global trade. The SAFE Framework was approved and then officially adopted by the WCO in 2005.2 Almost all member countries of the WCO followed by also adopting the SAFE Framework, including the United States. The SAFE Framework succeeded in pushing the security of cargo back to its stuffing or loading. It did so by involving the private sector and by requiring increased security at the point of origin or stuffing and as the container is moved point to point through the supply chain. The Framework clearly states that


      Customs should use sophisticated methods to identify and target potentially high-risk cargo, including—but not limited to—advance electronic information about cargo shipments to and from a country before they depart or arrive; strategic intelligence; automated trade data; anomaly analysis; and the relative security of a trader’s supply chain. For example, the Customs-Business Pillar certification and validation of point-of-origin security reduces the risk, and therefore, the targeting score.3


      Furthermore, the customs administration should require advance electronic information on cargo and container shipments in time for adequate risk assessment to take place.4 There are four core elements of the SAFE Framework:


      
        	Advance electronic manifest information requirements


        	Consistent risk-management approach


        	Inspection of certain containers by nonintrusive means


        	Benefits to businesses for cooperation

      


      WCO proposed programs to “push the security of cargo and container further back into the supply chain by involving the private sector and by requiring increased security at the point of origin, e.g., the point of stuffing a container at a foreign manufacturer’s loading docks, and as the container is moved point to point through the supply chain.”5 This was probably the most important element in promoting a chain-of-custody process applicable to the global supply chain. The appendix to Annex I of the SAFE Framework is entirely dedicated to the security of containers. The SAFE Framework and each of these core elements in particular are accommodated in the U.S. SAFE Port Act.


      Kyoto Convention Information and Communication Technology Guidelines


      The 2004 Kyoto Convention Information and Communication Technology Guidelines (ICT Guidelines) contributed to the origin-to-destination concept through guidelines on the electronic exchange of information at export and import, creating a chain of electronic data and a single global schema linked electronically. Specifically, the Kyoto Convention ICT Guidelines proposed the advance electronic transmission of information to customs services’ computerized systems, including the use of the electronic exchange of information at export and import.


      E-commerce can be broadly defined as the delivery of information, products, services, and payments using any kind of automated media, ranging from telephones to computers and beyond. While, in more technical terms, e-commerce can be seen as commercial activity conducted over closed or open networks linking electronic devices (usually computers), it has now acquired a wider sense of the use of electronic technology for all business needs.6


      UN’s “Single Window”


      Phase 3, the origin-to-destination phase from 2004 to the present, can only be accomplished through a unified and efficient system of data transfer as envisioned in the Automated Commercial Environment (ACE). This idea of efficiency was crystallized in the UN Economic Commission for Europe’s Recommendation 33 (approved September 2004), which was the proposal of a “single window” through which “trade-related information and/or documents need only be submitted once at a single entry point to fulfill all import, export, and transit-related regulatory requirements.”


      Transported Asset Protection Association (TAPA) and International Maritime Organization (IMO)


      During this phase, there were also actions by international organizations such as the Transported Asset Protection Association (TAPA), which promoted its freight security requirements in 2001, and the International Maritime Organization (IMO), resulting in “Special Measures to Enhance Maritime Security,” the International Ship and Port Facility Security Code (ISPS), which went into effect in 2004.


      U.S. Legislation


      Trade Act of 2002


      On September 11, 2001, everything seemed to change. Phase 2, between 2001 and 2004, focused on maritime issues. In response to the attack on the United States, the Trade Act of 2002 (as amended by the Maritime Transportation Security Act of 2002) was passed, requiring that Customs and


      

      

      

      

      

      

      

      

      
        	U.S. importers of record


        	U.S.-Canada highway carriers


        	U.S.-Mexico highway carriers


        	Rail carriers


        	Sea carriers


        	Air carriers


        	U.S. marine port authority/terminal operators


        	U.S. air freight consolidators


        	Ocean transportation intermediaries


        	Non-vessel operating common carriers (NVOCC)


        	Mexican and Canadian manufacturers


        	Certain invited foreign manufacturers


        	Licensed U.S. Customs brokers

      


      

      

      

      
        	Security beginning at stuffing


        	Tracking and monitoring


        	Nine areas of security

      


      

      
        	Secure Exports Scheme Program (New Zealand)


        	Partners in Protection Program (Canada)


        	Golden List Program (Jordan)


        	Authorized Economic Operator Program (Japan)


        	Authorized Economic Operator Program (Korea)


        	Secure Trade Partnership Plus Program (Singapore)


        	Authorized Economic Operator Program (European Union)

      


      

      

      

      

      

      

      

      

      

      

      

      

      
        	Identity of person supervising stuffing and arming the system at origin


        	Document number


        	Booking number


        	Shipper/exporter


        	Forwarding agent and license number


        	City or point of origin (stuffing)


        	Date of departure from origin, if known


        	Consignee


        	Notify party


        	Place of receipt by land carrier


        	Exporting carrier (vessel line)


        	Seaport of loading (origin seaport)


        	Loading pier or terminal, if known


        	Seaport of discharge (destination seaport)


        	Declared value


        	Container ID number


        	Gross weight in pounds or kilograms or other measurements


        	Description of goods (six-digit tariff number)

      


      

      
        	International Maritime Organization (IMO) number


        	Nationality of ship


        	First port or place where carrier takes possession


        	Name of vessel


        	Name of master


        	Last foreign port before the United States


        	Marks and container numbers


        	Bill of lading number


        	Driver’s identification

      


      

      

      

      

      

      

      

      

      
        	Geofencing and reporting path diversions


        	Remote locking and unlocking


        	Radiation detection (including shielded enriched uranium)


        	Temperature detection (remote sensing and adjustments)


        	Vibration detection (vibration differentiation, e.g., from gantry, drayage, drilling)


        	Light detection


        	Infrared detection


        	Drugs/chemicals detection


        	Humans

      


      

      

      

      

      

      

      

      

      

      

      

      

      

      

      

      

      

      

      

      
        	Stimulate interoperable B2B (business-to-business) cooperation in door-to-door container transport security


        	Develop compliant application of B2B and B2A (business-to-authorities) container security data solutions with international customs operations


        	Develop a neutral approach and service platform for secure and interoperable data communications


        	Define added-value services and chain visibility–enabling techniques for fulfilling operational requirements of the actors


        	Develop prototypes of advanced applications in global container management, such as dynamic scheduling at the containers


        	Assess large applicability of the above-mentioned project solutions by considering costs and benefits


        	Analyze existing business models in global container chain management and operation and study e-business models


        	Contribute to standards development for advancing of interoperability of technologies

      


      

      

      

      

      

      

      
        	Align Federal activities across the United States Government to the goals of the Strategy.


        	Refine our understanding of the threats and risks associated with the global supply chain through updated assessments.


        	Advance technology research, development, testing, and evaluation efforts aimed at improving our ability to secure cargo in air, land, and sea environments.


        	Identify infrastructure projects to serve as models for the development of critical infrastructure resiliency best practices.


        	Seek opportunities to incorporate global supply chain resiliency goals and objectives into the Federal infrastructure investment programs and project assessment process.


        	Promote necessary legislation that supports Strategy implementation by Federal departments and agencies.


        	Develop, in concert with industry and foreign governments, customized solutions to speed the flow of legitimate commerce in specific supply chains that meet designated criteria and can be considered low-risk.


        	Align trusted trader program requirements across Federal agencies. We will consider the potential for standardized application procedures, enhanced information-sharing agreements, and security audits conducted by joint or cross-designated Federal teams.
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