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CHAPTER 01 / CLOUD COMPUTING




1.1 Overview of the AWS Infrastructure Engineer Role

The AWS Infrastructure Engineer plays a pivotal role in designing, deploying, and managing scalable, secure, and cost-effective cloud environments on Amazon Web Services (AWS). This role bridges the gap between traditional systems administration and modern cloud architecture, requiring a blend of hands-on technical expertise, architectural vision, and operational discipline.


Core Responsibilities

AWS Infrastructure Engineers are responsible for:


	Designing Cloud Architectures: Creating robust, scalable, and highly available infrastructures using AWS services such as EC2, VPC, S3, RDS, and more.

	Deployment and Automation: Automating infrastructure provisioning and configuration using Infrastructure as Code (IaC) tools like AWS CloudFormation and AWS CDK.

	Security and Compliance: Implementing security best practices, managing IAM (Identity and Access Management), and ensuring compliance with organizational and regulatory standards.

	Monitoring and Optimization: Utilizing AWS CloudWatch, CloudTrail, and other tools to monitor resources, optimize performance, and control costs.

	Troubleshooting and Support: Diagnosing and resolving infrastructure issues, performing root cause analysis, and ensuring system reliability.





Why the Role Matters

With organizations migrating workloads to the cloud at an accelerated pace, the AWS Infrastructure Engineer ensures that cloud environments are:


	Reliable: Minimizing downtime through resilient architectures (e.g., Multi-AZ, Auto Scaling).

	Secure: Protecting data and resources using IAM, encryption, and network controls.

	Efficient: Optimizing resource utilization and cost with tools like AWS Cost Explorer and resource tagging.

	Compliant: Meeting industry standards (e.g., GDPR, HIPAA) with AWS compliance offerings.




💡 Pro Tip: Organizations often look for AWS Infrastructure Engineers to lead cloud migration projects, drive DevOps initiatives, and architect solutions that align with business objectives.





Key Skills and Technologies

To excel, AWS Infrastructure Engineers must master:


	Core AWS Services: EC2, S3, VPC, RDS, Lambda, IAM, CloudWatch, CloudTrail, ELB, Route 53

	Networking: Subnets, route tables, security groups, VPN, Direct Connect

	Automation & IaC: AWS CloudFormation, AWS CDK, Terraform (often used alongside AWS-native tools)

	Security: IAM, KMS, encryption, security groups, NACLs, AWS Shield, WAF

	Monitoring & Logging: CloudWatch, CloudTrail, AWS Config

	Cost Management: AWS Cost Explorer, Budgets, and cost allocation tags





Real-World Example

Scenario:

A retail company wants to migrate its e-commerce platform to AWS. As the Infrastructure Engineer, you:


	Design a VPC with public and private subnets across multiple Availability Zones.

	Deploy EC2 instances behind an Application Load Balancer (ALB) for web servers.

	Use RDS for the backend database, enabling Multi-AZ for high availability.

	Implement IAM roles and policies for least-privilege access.

	Set up CloudWatch alarms to monitor CPU utilization and automate scaling.

	Use CloudFormation templates to automate the entire deployment process.





Step-by-Step: Typical Workflow


	Requirements Gathering: Meet with stakeholders to define performance, security, and compliance needs.

	Architecture Design: Diagram the solution using AWS Architecture Icons; select appropriate AWS services.

	Implementation: Use IaC tools to build and deploy resources.

	Testing: Validate functionality, failover, and security controls.

	Monitoring & Optimization: Set up alerts, review logs, and adjust resources for performance and cost.

	Documentation & Handover: Document the environment and hand off to operations or DevOps teams.





Common Edge Cases


	Hybrid Environments: Integrating on-premises and AWS resources using VPN or Direct Connect.

	Legacy Application Constraints: Adapting cloud architectures to support older software with specific requirements.

	Compliance-Driven Deployments: Designing for strict data residency or audit requirements.




⚠️ Common Pitfall: Over-provisioning resources “just in case” can lead to unnecessary costs. Use Auto Scaling and right-sizing to optimize spend.





Key Figures and Standards


	AWS Well-Architected Framework: A set of best practices across five pillars—Operational Excellence, Security, Reliability, Performance Efficiency, and Cost Optimization.

	SLAs: AWS provides service-level agreements for core services (e.g., 99.99% uptime for S3 Standard).





Tools and Resources




	Tool/Service
	Purpose





	AWS CloudFormation
	Infrastructure as Code



	AWS CloudWatch
	Monitoring and logging



	AWS IAM
	Access management and security



	AWS Trusted Advisor
	Best practice and cost optimization



	AWS Cost Explorer
	Cost tracking and analysis










1.2 AWS Certification Pathways and Prerequisites

AWS certifications are structured to validate a candidate’s expertise across a spectrum of cloud roles, from foundational knowledge to advanced, specialized skills. Understanding these pathways and their prerequisites is essential for planning your certification journey and ensuring you meet the requirements for the AWS Certified Infrastructure Engineer exam.


AWS Certification Levels

AWS certifications are offered at four primary levels:


	Foundational: AWS Certified Cloud Practitioner

	Associate: AWS Certified Solutions Architect – Associate, AWS Certified SysOps Administrator – Associate, AWS Certified Developer – Associate

	Professional: AWS Certified Solutions Architect – Professional, AWS Certified DevOps Engineer – Professional

	Specialty: AWS Certified Advanced Networking, Security, Database, Machine Learning, and others



The AWS Certified Infrastructure Engineer exam is typically aligned with the Professional tier, focusing on advanced design, deployment, and management of AWS infrastructure.



Certification Pathways

There is no strict requirement to follow a linear path, but AWS recommends the following progression for deep technical roles:


	Foundational Level

	AWS Certified Cloud Practitioner

	Intended for individuals with basic AWS Cloud and industry knowledge.

	No prerequisites.







	Associate Level

	Solutions Architect, SysOps Administrator, or Developer

	Recommended for those with at least one year of hands-on AWS experience.

	No formal prerequisite, but foundational certification is beneficial.







	Professional Level

	Solutions Architect – Professional or DevOps Engineer – Professional

	Designed for individuals with two or more years of comprehensive AWS experience.

	AWS recommends (but does not require) holding an Associate certification.







	Specialty Certifications

	For targeted expertise (e.g., Advanced Networking, Security).

	At least two to five years of hands-on experience in the specialty domain is recommended.







📝 Exam Tip: While AWS does not mandate Associate-level certification before attempting Professional or Specialty exams, having Associate-level experience and knowledge is highly advantageous for success.





Prerequisites for AWS Certified Infrastructure Engineer


	Experience: At least 2–3 years of hands-on experience designing, deploying, and managing AWS infrastructure.

	Knowledge: Deep understanding of core AWS services (EC2, VPC, IAM, S3, RDS, etc.), security, networking, automation, and cost optimization.

	Skills: Proficiency in infrastructure as code (e.g., AWS CloudFormation, CDK), monitoring, troubleshooting, and applying AWS best practices.



Recommended Prerequisite Certifications: | Level | Certification Name | Relevance to Infrastructure Engineer | |—————|——————————————|————————————–| | Foundational | AWS Certified Cloud Practitioner | Basic AWS and cloud concepts | | Associate | AWS Certified Solutions Architect | Core architectural skills | | Associate | AWS Certified SysOps Administrator | Operations and deployment focus | | Professional | AWS Certified Solutions Architect | Advanced infrastructure design | | Professional | AWS Certified DevOps Engineer | Automation and DevOps best practices |



How to Choose the Right Path


	Assess your experience: If you are new to AWS, start with the Cloud Practitioner, then progress through Associate to Professional.

	Role alignment: For infrastructure-focused roles, Solutions Architect and SysOps Administrator tracks are most relevant.

	Specialize as needed: After achieving Professional certification, pursue Specialty certifications based on your career goals (e.g., Security, Networking).





Registration and Preparation


	Register via AWS Training and Certification Portal: https://www.aws.training/

	Exam formats: Most exams are available both in-person at testing centers and online proctoring.

	Preparation resources: AWS whitepapers, FAQs, practice exams, and instructor-led training.





Edge Cases and Common Scenarios


	Skipping Levels: Experienced professionals may bypass Foundational and Associate exams, but should ensure their knowledge is comprehensive.

	Cross-discipline Candidates: Developers or security professionals should consider relevant Specialty certifications after foundational infrastructure knowledge.

	Certification Expiry: AWS certifications are valid for three years. Recertification is required to maintain active status.




⚠️ Common Pitfall: Attempting Professional or Specialty exams without sufficient hands-on AWS experience often leads to failure, as these exams emphasize scenario-based, applied knowledge over rote memorization.





Real-World Example

A systems administrator with three years of AWS experience starts with the Solutions Architect – Associate, then earns the SysOps Administrator – Associate. After gaining advanced skills in CloudFormation and multi-region deployments, they pursue the Solutions Architect – Professional, positioning themselves for the Infrastructure Engineer certification.






1.3 Exam Structure, Domains, and Scoring

Understanding the structure, content domains, and scoring methodology of the AWS Certified Infrastructure Engineer exam is essential to effective preparation. This knowledge enables candidates to allocate study time efficiently, focus on high-value topics, and approach the exam with confidence.


Exam Structure

The AWS Certified Infrastructure Engineer exam is delivered via Pearson VUE or PSI test centers, as well as online proctoring. The exam consists of the following key characteristics:


	Format: Multiple-choice and multiple-response questions

	Number of Questions: Typically 65 questions

	Duration: 170 minutes (2 hours and 50 minutes)

	Language: English (with availability in other languages depending on region)

	Delivery: Online proctored or in-person at testing centers



Each question is either single-answer (one correct out of four options) or multiple-answer (two or more correct out of five or more options). Scenario-based questions are common, requiring application of knowledge to real-world AWS infrastructure situations.


📝 Exam Tip: Read each question carefully for keywords like “MOST cost-effective,” “HIGHLY available,” or “SECUREST,” as these guide you toward the best answer in the context of AWS best practices.





Exam Domains

The exam blueprint is organized into several content domains, each representing a core competency area for AWS Infrastructure Engineers. As of 2024, the typical domain breakdown is as follows:








	Domain
	Approximate Weight





	1. Design and Implement Core AWS Infrastructure
	30%



	2. Secure AWS Infrastructure
	25%



	3. Monitor, Troubleshoot, and Optimize
	20%



	4. Automate and Evolve Infrastructure
	25%





Domain Details: - Design and Implement Core AWS Infrastructure: Covers VPC design, compute, storage, and networking architectures. - Secure AWS Infrastructure: Focuses on IAM, encryption, compliance, and incident response. - Monitor, Troubleshoot, and Optimize: Involves CloudWatch, CloudTrail, logging, cost optimization, and performance tuning. - Automate and Evolve Infrastructure: Addresses Infrastructure as Code (IaC), automation tools (CloudFormation, CDK), and DevOps practices.

This domain weighting means that a candidate’s performance in each area directly affects the overall result. For example, neglecting “Automate and Evolve Infrastructure” could cost up to 25% of the total score.



Scoring Methodology


	Passing Score: The scaled passing score is typically 720 out of 1000.

	Scoring Model: AWS uses a scaled scoring system. Raw scores (number of correct answers) are converted to a standardized scale (100–1000) to account for question difficulty variations across different exam versions.

	No Partial Credit: For multiple-response questions, all correct options must be selected to receive credit; there is no partial credit for partially correct answers.

	Unscored Questions: Some questions may be unscored and used for research purposes. These do not count toward the final score but are indistinguishable from scored questions.




⚠️ Common Pitfall: Don’t spend too long on a single challenging question. Mark it for review and move on; time management is crucial given the exam length and complexity.





Step-by-Step Exam Experience


	Registration: Schedule via AWS Certification Portal.

	Pre-Exam: Identity verification, NDA agreement.

	Exam Interface: Navigation panel, flag questions for review, time remaining displayed.

	During Exam: Answer questions in any order; use the review screen to revisit flagged items.

	Post-Exam: Immediate preliminary pass/fail notification; detailed score report available within days.





Real-World Example

Suppose you encounter a scenario question:

“A company needs to design a multi-tier web application with high availability and secure access. Which AWS services and configurations would you recommend?”

This question tests knowledge across multiple domains: core infrastructure (VPC, subnets), security (IAM, security groups), and automation (CloudFormation).



Tools and Resources


	AWS Exam Guide: Official outline of domains and objectives (AWS Certification Site)

	Sample Questions: Provided by AWS to illustrate question style and difficulty

	Exam Readiness Training: Free and paid courses from AWS Training and Partners






💡 Pro Tip: Regularly review the official AWS exam guide and domain breakdown, as AWS periodically updates exam content and weighting to reflect evolving best practices and services.








1.4 Key Skills and Competencies Assessed

The AWS Certified Infrastructure Engineer exam rigorously evaluates a candidate’s ability to design, implement, manage, and optimize secure, scalable, and highly available AWS infrastructure. Understanding the key skills and competencies assessed is critical for exam success and real-world effectiveness in the role. This section provides a comprehensive breakdown of these competencies, why they matter, and how they are tested.


Core Competency Areas

The exam blueprint outlines several core domains, each with specific knowledge and skill requirements:


	AWS Architecture Design: Ability to design robust, fault-tolerant, and cost-effective architectures using AWS services, including multi-tier, microservices, and hybrid models.

	Security and Compliance: Implementation of AWS security best practices, including IAM, encryption, network security, and adherence to compliance requirements.

	Network Design and Implementation: Proficiency in designing and configuring VPCs, subnets, routing, connectivity (VPN, Direct Connect), and network security controls.

	Compute and Storage Management: Selection, deployment, and optimization of EC2 instances, Auto Scaling, Load Balancing, and storage solutions (S3, EBS, EFS).

	Monitoring, Logging, and Automation: Use of CloudWatch, CloudTrail, and AWS Systems Manager for monitoring, alerting, auditing, and automating infrastructure tasks.

	Cost Management and Optimization: Understanding AWS pricing models, resource tagging, budgeting, and cost control mechanisms.

	Disaster Recovery and High Availability: Designing resilient architectures with Multi-AZ/Region deployments, backup strategies, and failover mechanisms.

	Infrastructure as Code (IaC): Proficiency in using CloudFormation and AWS CDK to provision, manage, and version infrastructure.





Why These Skills Matter

AWS infrastructure engineers are responsible for ensuring that cloud environments are:


	Secure: Protecting resources and data is fundamental, especially in regulated industries.

	Reliable: Business continuity depends on high availability and disaster recovery planning.

	Efficient: Cost optimization and automation reduce operational overhead.

	Scalable: Designs must accommodate growth and changing workloads.




💡 Pro Tip: Mastering the AWS Well-Architected Framework pillars—Operational Excellence, Security, Reliability, Performance Efficiency, and Cost Optimization—will help you meet these objectives and is a recurring theme in exam scenarios.





How Competencies Are Assessed

The exam uses a mix of multiple-choice and scenario-based questions to test both conceptual understanding and practical application. Candidates must demonstrate:


	Hands-On Skills: Familiarity with the AWS Management Console, CLI (e.g., aws ec2 describe-instances), and SDKs.

	Best Practices Application: Knowing when and how to apply AWS-recommended solutions (e.g., using Security Groups vs. NACLs, or choosing S3 storage classes).

	Troubleshooting Ability: Diagnosing and resolving real-world issues such as VPC connectivity failures, IAM permission errors, or cost overruns.





Example Exam Scenario

A typical question may present a scenario such as:

“Your company needs to deploy a highly available web application across two AWS Regions with automatic failover. Which services and configurations should you use?”

To answer, you must integrate knowledge of Route 53 (for DNS failover), Elastic Load Balancers, Multi-Region deployments, and health checks.



Step-by-Step: Preparing for the Assessed Skills


	Review the Exam Guide: Download the latest AWS exam guide for the Infrastructure Engineer certification and map each domain to your study plan.

	Gain Hands-On Experience: Use AWS Free Tier or sandbox accounts to build, break, and fix real infrastructure.

	Study Key Services: Focus on EC2, VPC, IAM, S3, RDS, CloudWatch, CloudFormation, and networking.

	Practice Scenario-Based Questions: Use AWS-provided sample questions and third-party practice exams.

	Follow AWS Best Practices: Regularly reference the AWS Well-Architected Framework and service documentation.





Key Tools, Technologies, and Standards


	AWS Management Console and CLI (aws configure, aws s3 ls, etc.)

	CloudFormation and AWS CDK for IaC

	CloudWatch, CloudTrail, Systems Manager for monitoring and automation

	IAM, Security Groups, NACLs for access and network security

	Cost Explorer, Budgets for cost management




⚠️ Common Pitfall: Over-focusing on one domain (e.g., compute) while neglecting others (e.g., networking or security) can lead to exam failure. Balanced expertise across all domains is essential.





Edge Cases and Advanced Scenarios


	Hybrid Connectivity: Designing solutions that span on-premises and AWS, such as using Direct Connect with VPN failover.

	Cross-Account Access: Implementing IAM roles and resource policies for multi-account architectures.

	Regulatory Compliance: Understanding how AWS Artifact and compliance reports assist in audit scenarios.





Summary Table: Key Competencies









	Domain
	Example Skills Tested
	Tools/Services Involved





	Architecture Design
	Multi-AZ/Region, scalability
	EC2, ELB, Route 53



	Security and Compliance
	IAM policies, encryption, compliance
	IAM, KMS, CloudTrail



	Networking
	VPC, subnets, routing, hybrid connectivity
	VPC, Direct Connect, VPN



	Compute & Storage
	EC2, Auto Scaling, storage lifecycle
	EC2, Auto Scaling, S3, EBS



	Monitoring & Automation
	Metrics, alarms, automation scripts
	CloudWatch, Systems Manager



	Cost Optimization
	Budgeting, resource tagging, cost analysis
	Cost Explorer, Budgets



	Disaster Recovery
	Backup, restore, failover
	RDS, S3, Route 53



	Infrastructure as Code
	Template authoring, automation, versioning
	CloudFormation, CDK






📝 Exam Tip: Expect scenario-based questions that require integrating multiple AWS services to meet specific business, security, and operational requirements.










2. AWS Global Infrastructure Fundamentals
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CHAPTER 02 / CLOUD COMPUTING




2.1 AWS Regions, Availability Zones, and Edge Locations

A thorough understanding of AWS’s global infrastructure is foundational for any certified AWS Infrastructure Engineer. The AWS cloud is designed to provide high availability, fault tolerance, scalability, and low latency through its distributed architecture, which comprises Regions, Availability Zones (AZs), and Edge Locations. This section breaks down these components, their purposes, how they interrelate, and key considerations for architecting resilient, performant AWS solutions.


AWS Regions

An AWS Region is a physical geographic area that contains multiple, isolated locations known as Availability Zones. Each region is entirely independent and isolated from other regions to achieve the greatest possible fault tolerance and stability. As of early 2024, AWS offers over 30 regions worldwide, each identified by a unique code (e.g., us-east-1 for Northern Virginia, eu-west-1 for Ireland).

Why Regions Matter: - Data Residency & Compliance: Some workloads must remain within specific countries or jurisdictions. - Disaster Recovery: Regions are isolated to prevent large-scale outages from affecting multiple regions. - Latency Optimization: Deploying resources closer to end users reduces latency.

Choosing a Region: - Consider regulatory requirements, proximity to users, available services (not all services are in every region), and cost (pricing varies by region).



Availability Zones (AZs)

An Availability Zone is one or more discrete data centers within a region, each with redundant power, networking, and connectivity. AZs are physically separated by a meaningful distance (often miles) but close enough for low-latency connectivity.

Key Properties: - Each region contains at least two AZs (some have up to six). - AZs are connected through high-bandwidth, low-latency links. - Deploying across multiple AZs protects applications from data center failures.

Architectural Use: - Deploy EC2 instances, RDS databases, and other resources in multiple AZs for high availability. - Load balancers (e.g., ELB) can distribute traffic across AZs. - S3 and DynamoDB are designed to automatically replicate data across AZs within a region.


⚠️ Common Pitfall: Deploying all resources in a single AZ risks downtime if that AZ experiences an outage. Always architect for multi-AZ redundancy for production workloads.





Edge Locations

Edge Locations are sites deployed in major cities and highly populated areas worldwide. Unlike regions and AZs, edge locations are not for general compute or storage but are used to cache and deliver content closer to users, enabling low-latency access.

Primary Uses: - Amazon CloudFront: Content Delivery Network (CDN) that caches copies of static and dynamic content at edge locations. - AWS Global Accelerator: Improves global application availability and performance using the AWS global network. - AWS Lambda@Edge: Runs code closer to users for lower latency.

Real-World Example: A media company hosts video assets in S3 in us-west-2 (Oregon) but uses CloudFront with edge locations in Tokyo, Frankfurt, and São Paulo. Viewers in those cities retrieve content from the nearest edge location, minimizing latency and offloading traffic from the origin.



Step-by-Step: Selecting and Deploying Across Regions and AZs


	Identify Requirements: Determine data residency, latency, and compliance needs.

	Choose a Region: Use the AWS Management Console, CLI (aws configure set region <region-name>), or SDKs.

	Design for Multi-AZ: When launching EC2 instances, select the “Launch into multiple AZs” option, or specify AZs in the console or via the CLI (e.g., aws ec2 run-instances --placement AvailabilityZone=us-west-2b).

	Leverage Edge Services: Set up CloudFront distributions or Global Accelerator for global reach.












	Component
	Purpose
	Example Code/CLI
	Key Service Example





	Region
	Geographic isolation, compliance
	aws configure set region eu-west-1
	S3, EC2, RDS



	Availability Zone
	Fault tolerance, high availability
	aws ec2 run-instances --placement AvailabilityZone=us-east-1a
	Multi-AZ RDS, ELB



	Edge Location
	Content caching, low-latency
	Configured via CloudFront or Global Accelerator
	CloudFront, Lambda@Edge






💡 Pro Tip: Always check the AWS Regional Services List (https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/) to verify service availability before architecting solutions in a specific region.





Edge Cases and Considerations


	Service Availability: Not all AWS services are available in every region. Some newer services may launch in select regions first.

	Inter-Region Data Transfer: Data transfer between regions incurs additional costs and higher latency.

	AZ Naming: AZ names (e.g., us-east-1a) are mapped uniquely per account. us-east-1a in your account may not map to the same physical AZ as in another account.

	Edge Location Limitations: Edge locations do not support general compute workloads; they are only for specific services like CloudFront and Route 53.





Summary

Mastery of AWS’s global infrastructure model—regions for isolation, AZs for fault tolerance, and edge locations for low-latency content delivery—is critical for building robust, scalable, and performant cloud architectures. Understanding how to leverage these constructs is a core skill for any AWS Infrastructure Engineer.




2.2 Core AWS Services Overview

AWS offers a vast array of services, but a strong foundational knowledge of its core services is essential for any infrastructure engineer. These services form the backbone of most AWS architectures and are frequently tested in certification exams. Understanding their purpose, how they interoperate, and their real-world applications is critical to designing, deploying, and managing scalable, secure, and resilient cloud solutions.


Core Service Categories

AWS core services are grouped into several main categories:


	Compute: Powering workloads with scalable virtual servers and serverless compute.

	Storage: Persistent and ephemeral storage options for data, backups, and archives.

	Networking: Services for connectivity, security, and traffic management.

	Database: Managed relational and NoSQL database services.

	Security & Identity: Tools for access management, encryption, and compliance.

	Monitoring & Management: Services for visibility, logging, automation, and resource management.





Key AWS Core Services

Below is a summary of the most critical AWS core services, their functions, and common use cases:









	Service
	Category
	Description & Use Cases





	Amazon EC2
	Compute
	Scalable virtual servers; host applications, databases, etc.



	Amazon S3
	Storage
	Object storage for data, backups, static websites, etc.



	Amazon RDS
	Database
	Managed relational databases (MySQL, PostgreSQL, etc.)



	Amazon VPC
	Networking
	Isolated cloud networks; control subnets, routing, security



	IAM
	Security
	User, group, and role management; fine-grained permissions



	Amazon CloudWatch
	Monitoring
	Metrics, logs, and alarms for resources and applications



	Elastic Load Balancer (ELB)
	Networking
	Distributes traffic across EC2 instances for HA and scaling



	AWS Lambda
	Compute
	Serverless compute; run code without managing servers



	Amazon DynamoDB
	Database
	Managed NoSQL database for low-latency, scalable workloads



	Amazon EBS
	Storage
	Block storage for EC2 instances



	AWS CloudTrail
	Management
	Auditing and logging API calls across AWS account







How Core Services Work Together

A typical AWS workload involves several of these services:


	Compute: EC2 instances run your applications; Lambda functions handle event-driven processing.

	Storage: S3 stores static assets and backups; EBS volumes provide block storage for EC2; EFS offers shared file storage.

	Networking: VPC isolates resources, subnets segment workloads, ELB distributes traffic, and security groups control access.

	Database: RDS hosts transactional data, DynamoDB handles high-throughput NoSQL needs.

	Security: IAM governs access, encryption is managed via AWS KMS, and CloudTrail logs activity.

	Monitoring: CloudWatch collects metrics and triggers alarms; CloudTrail provides audit logs.




💡 Pro Tip: Mastering the integration points—such as connecting EC2 to RDS within a VPC, or triggering Lambda from S3 events—demonstrates advanced AWS architectural skill and is often tested on the exam.





Real-World Example: Web Application Architecture

Consider a scalable web application:


	Frontend assets are stored in S3, served via Amazon CloudFront (edge caching).

	Application servers run on EC2, behind an Application Load Balancer (ALB).

	User data is stored in RDS (relational) and DynamoDB (session/cache).

	Networking is secured and segmented using VPC, subnets, and security groups.

	IAM controls developer and application access.

	CloudWatch monitors performance and triggers scaling actions.





Step-by-Step: Deploying a Basic Web App


	Create a VPC with public and private subnets.

	Launch EC2 instances in private subnets for the app servers.

	Set up an ALB in the public subnet to route traffic to EC2.

	Provision an RDS instance for the database layer.

	Create S3 buckets for static content.

	Configure IAM roles for EC2 and RDS access.

	Enable CloudWatch for monitoring and set up alarms.

	Use CloudTrail to log API activity.





Edge Cases and Considerations


	Service Limits: Be aware of default service quotas (e.g., EC2 instance limits per region).

	Multi-Region Deployments: Not all services are available in every region; check the AWS Regional Services List.

	Data Residency: S3 and RDS data remain in the selected region; cross-region replication requires explicit configuration.

	Security: Misconfigured IAM policies or open S3 buckets are leading causes of breaches.




⚠️ Common Pitfall: Over-provisioning resources (e.g., large EC2 instances, unused EBS volumes) leads to unnecessary costs. Always right-size and monitor usage.





Essential AWS CLI Commands


	Launch EC2: aws ec2 run-instances ...

	Create S3 bucket: aws s3 mb s3://my-bucket

	List RDS instances: aws rds describe-db-instances

	View VPCs: aws ec2 describe-vpcs

	Check IAM users: aws iam list-users





Summary

A deep familiarity with AWS core services—how they function, interact, and are configured—is fundamental for any infrastructure engineer and forms a significant portion of the AWS certification exam. Practice using the AWS Management Console, CLI, and SDKs to reinforce your knowledge.




2.3 Shared Responsibility Model

The AWS Shared Responsibility Model is a foundational concept for all AWS professionals, delineating the division of security and compliance tasks between AWS (the cloud provider) and the customer (you). Mastery of this model is essential for infrastructure engineers, as it directly impacts how you architect, secure, and manage workloads in the cloud—and is a frequent focus on certification exams.


Concept Overview

The Shared Responsibility Model defines who is responsible for what aspects of security and compliance in the AWS Cloud. It ensures there is no ambiguity regarding which party (AWS or the customer) is in charge of implementing and managing specific security controls.


	AWS Responsibility (“Security of the Cloud”): AWS manages and controls the infrastructure components from the host operating system and virtualization layer down to the physical security of the facilities.

	Customer Responsibility (“Security in the Cloud”): Customers are responsible for securing everything they deploy or configure within AWS services, such as applications, data, identities, and network configurations.





Why It Matters


	Risk Mitigation: Understanding your responsibilities ensures you do not leave critical security gaps.

	Compliance: Many regulatory frameworks require clear delineation of responsibilities.

	Operational Efficiency: Knowing where AWS’s responsibility ends and yours begins streamlines incident response and audit processes.




📝 Exam Tip: Expect scenario-based questions that test your ability to distinguish between AWS and customer responsibilities for different services and deployment models.





How It Works

The boundaries of responsibility shift depending on the AWS service model:









	Service Model
	AWS Responsibility
	Customer Responsibility





	IaaS (e.g., EC2)
	Compute, storage, networking, physical infrastructure
	OS, application software, firewall config, data, IAM



	PaaS (e.g., RDS)
	Underlying OS, DB engine patching, infra
	Database settings, data, IAM, network policies



	SaaS (e.g., Amazon Chime)
	Entire application stack and infra
	Data, user access management





Key Areas of Responsibility:


	AWS (Security of the Cloud):

	Physical security of data centers

	Hardware, network, and facility infrastructure

	Hypervisor and virtualization layer




	Customer (Security in the Cloud):

	Data classification and encryption

	Identity and Access Management (IAM)

	Application-level security and network controls

	OS and application patching (for IaaS)








Real-World Examples


	Amazon EC2 (IaaS):

	AWS secures the underlying hardware and hypervisor.

	Customer must patch the guest OS, configure firewalls (Security Groups/NACLs), manage IAM, and encrypt data.




	Amazon RDS (Managed Database/PaaS):

	AWS handles OS and database engine patching, backups, and physical security.

	Customer is responsible for database schema, user permissions, and encrypting sensitive data.




	Amazon S3 (Object Storage):

	AWS secures the infrastructure hosting S3.

	Customer must configure bucket policies, enable encryption, and manage access controls.







💡 Pro Tip: Always consult the official AWS Shared Responsibility Model documentation for the latest service-specific nuances: https://aws.amazon.com/compliance/shared-responsibility-model/





Step-by-Step Guidance: Applying the Model


	Identify Your Service Model: Determine if you’re using IaaS, PaaS, or SaaS.

	Review AWS Documentation: Reference the Shared Responsibility Model for that service.

	Map Out Controls: List out all required security and compliance controls for your workload.

	Assign Ownership: Explicitly define which controls are AWS’s responsibility and which are yours.

	Implement and Monitor: Configure, monitor, and audit your responsibilities using AWS tools (e.g., IAM, AWS Config, CloudTrail).

	Educate Stakeholders: Ensure your team understands their obligations.





Tools, Technologies, and Standards


	AWS Artifact: Access compliance reports and agreements.

	AWS Config: Monitor configuration compliance.

	AWS CloudTrail: Audit API activity for your resources.

	AWS IAM: Manage user access and permissions.





Common Edge Cases


	Shared Services: For hybrid or cross-account setups, clarify responsibility boundaries.

	Third-Party Integrations: When using AWS Marketplace or external SaaS, review their shared responsibility models.

	Automation: Automated deployments (e.g., via CloudFormation) still require you to secure the resulting resources.




⚠️ Common Pitfall: Assuming AWS handles all aspects of security—neglecting your share (e.g., failing to patch EC2 instances or misconfiguring S3 bucket permissions) is a leading cause of cloud security breaches.








2.4 AWS Pricing and Support Models

Understanding AWS pricing and support models is fundamental for infrastructure engineers. Effective cost management and the right support plan ensure both financial efficiency and operational reliability. This section covers the pricing structures, key cost optimization strategies, and the various AWS support offerings relevant to the AWS Certified Infrastructure Engineer exam.


AWS Pricing Models

AWS employs a pay-as-you-go pricing model, allowing customers to pay only for the resources they consume, without upfront commitments. Pricing can vary by service, region, and usage patterns. The main pricing models include:


	On-Demand: Pay for compute, storage, or other resources per hour or per second, with no long-term commitments. Ideal for unpredictable workloads or short-term projects.

	Reserved Instances (RIs): Commit to using a specific instance type in a region for a 1- or 3-year term in exchange for significant discounts (up to 75%) compared to on-demand pricing. RIs are available for services like EC2, RDS, and Redshift.

	Savings Plans: Flexible pricing for EC2, Lambda, and Fargate; commit to a consistent amount of usage (measured in $/hour) for a 1- or 3-year term. Offers similar discounts to RIs but with more flexibility across instance families and regions.

	Spot Instances: Purchase unused EC2 capacity at discounts of up to 90%. Best for stateless, flexible, and fault-tolerant workloads.

	Free Tier: New AWS customers can access certain services for free (e.g., 750 hours/month of t2.micro EC2, 5GB S3 storage) for the first 12 months.













	Pricing Model
	Commitment
	Discount Level
	Flexibility
	Example Use Case





	On-Demand
	None
	None
	High
	Development, testing, unpredictable



	Reserved Instance
	1 or 3 years
	Up to 75%
	Medium (some scope)
	Steady-state workloads



	Savings Plans
	1 or 3 years
	Up to 72%
	High
	Dynamic workloads



	Spot Instances
	None
	Up to 90%
	Low (interruption)
	Batch jobs, CI/CD, big data






📝 Exam Tip: Be able to distinguish between Reserved Instances and Savings Plans, especially regarding flexibility and applicable services.





Key AWS Cost Management Tools


	AWS Pricing Calculator: Estimate monthly costs for AWS services before deployment.

	AWS Cost Explorer: Visualize, understand, and manage AWS spending over time. Allows for cost allocation tags and resource-level granularity.

	AWS Budgets: Set custom cost and usage budgets and receive alerts when thresholds are exceeded.

	AWS Cost and Usage Report (CUR): Provides comprehensive data for detailed analysis, available in CSV or Parquet format for use in analytics tools.





AWS Support Models

AWS offers several support plans tailored to different business needs:


	Basic Support (Free)

	24/7 access to documentation, whitepapers, and support forums.

	AWS Trusted Advisor (core checks only).

	Service Health Dashboard.




	Developer Support

	Email access to Cloud Support Associates during business hours.

	Best suited for early development and testing.

	General guidance and best practice advice.




	Business Support

	24/7 access to Cloud Support Engineers via phone, chat, or email.

	Full AWS Trusted Advisor checks.

	AWS Personal Health Dashboard.

	Guidance for common architectural best practices.

	Third-party software support.




	Enterprise Support

	All Business Support features.

	Access to a Technical Account Manager (TAM).

	Concierge support team for billing and account assistance.

	Infrastructure Event Management (IEM) and proactive guidance.
















	Support Plan
	24/7 Support
	Trusted Advisor
	TAM
	Use Case





	Basic
	No
	Core
	No
	Personal, experimentation



	Developer
	Limited
	Core
	No
	Dev/test environments



	Business
	Yes
	Full
	No
	Production workloads



	Enterprise
	Yes
	Full
	Yes
	Mission-critical, large-scale






💡 Pro Tip: For mission-critical workloads, Enterprise Support offers proactive guidance and direct access to AWS experts, which can be crucial during large-scale migrations or major incidents.





Real-World Example

Suppose a SaaS provider runs a steady-state web application on EC2 and RDS. To optimize costs, they: - Use Reserved Instances for baseline EC2 and RDS capacity. - Employ On-Demand instances for unpredictable spikes. - Leverage AWS Budgets to monitor monthly spend. - Choose Business Support for 24/7 production support and Trusted Advisor optimization.



Edge Cases and Considerations


	Regional Price Variation: AWS service prices differ by region; always check the region-specific pricing.

	Data Transfer Costs: Inbound data transfer is typically free, but outbound (especially inter-region or to the internet) can be significant.

	Spot Instance Interruption: AWS can terminate Spot Instances with 2 minutes’ notice; use for fault-tolerant workloads only.

	Support Plan Upgrades: Upgrading support plans is immediate, but downgrading may only take effect at the next billing cycle.





Step-by-Step: Estimating and Monitoring AWS Costs


	Use the AWS Pricing Calculator to estimate costs for planned architecture.

	Deploy resources and enable cost allocation tags for granular tracking.

	Set up AWS Budgets and Cost Explorer for ongoing monitoring.

	Review Trusted Advisor recommendations for cost optimization.

	Regularly analyze the Cost and Usage Report for anomalies or savings opportunities.




⚠️ Common Pitfall: Failing to monitor resource usage and costs can lead to unexpected bills, especially with on-demand and data transfer charges.










3. Identity and Access Management (IAM)
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CHAPTER 03 / CLOUD COMPUTING




3.1 IAM Users, Groups, and Roles


Concept Overview

AWS Identity and Access Management (IAM) is the foundational service for controlling access to AWS resources. Three core entities—Users, Groups, and Roles—form the basis of IAM’s identity management model:


	IAM Users: Individual identities with long-term credentials (username, password, access keys), typically representing a person or application.

	IAM Groups: Collections of users that share common permissions, simplifying management by allowing you to attach policies at the group level.

	IAM Roles: Identities with specific permissions that can be assumed by users, AWS services, or external identities, designed for temporary, controlled access.



Understanding and effectively configuring these entities is essential for secure and compliant AWS infrastructure management.



Why It Matters


	Security: Properly managing IAM entities minimizes the risk of unauthorized access and supports the principle of least privilege.

	Operational Efficiency: Groups and roles streamline permission management, reducing administrative overhead and human error.

	Scalability: Roles enable secure, temporary access for services and external users, critical for automation, cross-account access, and federated authentication.





How It Works


IAM Users


	Creation: Users are created in the AWS Management Console, AWS CLI (aws iam create-user), or via CloudFormation.

	Credentials: Each user can have a password for the AWS console and up to two access keys for programmatic access.

	Permissions: Users have no permissions by default; permissions are granted by attaching policies directly or via group membership.





IAM Groups


	Purpose: Groups aggregate users with similar job functions (e.g., Developers, Admins).

	Policy Attachment: Policies attached to a group apply to all its members.

	Management: Adding/removing users to/from groups automatically adjusts their permissions.





IAM Roles


	Assumption: Roles are assumed via the AWS Security Token Service (STS), providing temporary security credentials.

	Use Cases:

	AWS Services: EC2 instances assume roles for resource access (via instance profiles).

	Cross-Account Access: Roles grant access to users or services in other AWS accounts.

	Federated Users: External identities (e.g., via SAML, OIDC) assume roles for AWS access.




	Permissions: Defined by attached policies; trust policies specify who can assume the role.




💡 Pro Tip: Always use roles for applications and services instead of long-term IAM user credentials to enhance security and simplify credential management.






Real-World Example

Scenario: You need to grant developers S3 read/write access, while a CI/CD pipeline running on EC2 requires temporary permissions to deploy to ECS.


	Users: Create individual IAM users for each developer.

	Groups: Create a Developers group, attach an S3 access policy, and add users to it.

	Roles: Create an EC2DeployRole with ECS deployment permissions and configure the EC2 instance to assume this role via its instance profile.



Step-by-Step: Assigning Permissions via Groups and Roles


	Create Users:

	Console: IAM > Users > Add user

	CLI: aws iam create-user --user-name alice




	Create Group and Attach Policy:

	Console: IAM > Groups > Create group > Attach policy (e.g., AmazonS3FullAccess)


	CLI:

aws iam create-group --group-name Developers
aws iam attach-group-policy --group-name Developers --policy-arn arn:aws:iam::aws:policy/AmazonS3FullAccess






	Add User to Group:

	Console: IAM > Groups > Developers > Add users

	CLI: aws iam add-user-to-group --user-name alice --group-name Developers




	Create Role for EC2:

	Console: IAM > Roles > Create role > AWS service > EC2 > Attach policy (e.g., AmazonECS_FullAccess)


	CLI:

aws iam create-role --role-name EC2DeployRole --assume-role-policy-document file://ec2-trust-policy.json
aws iam attach-role-policy --role-name EC2DeployRole --policy-arn arn:aws:iam::aws:policy/AmazonECS_FullAccess










Tools, Technologies, and Standards


	AWS Management Console: GUI for IAM management.

	AWS CLI: Scriptable interface for IAM operations.

	CloudFormation/CDK: Infrastructure as Code for IAM entities.

	Policies: JSON documents defining permissions (Action, Resource, Effect).

	STS: Issues temporary credentials for roles.





Edge Cases and Common Pitfalls


	Direct User Policies: Attaching policies directly to users complicates auditing and scaling; prefer groups or roles.

	Credential Rotation: Long-lived user access keys are a security risk; use roles and rotate keys regularly.

	Role Trust Policies: Misconfigured trust policies can allow unintended entities to assume roles.

	User Deactivation: Deleting a user does not automatically remove their access keys unless explicitly revoked.




⚠️ Common Pitfall: Assigning broad permissions (e.g., AdministratorAccess) to users or groups can lead to privilege escalation. Always follow the least privilege principle.








3.2 Policies and Permissions

Policies and permissions are the cornerstone of AWS Identity and Access Management (IAM), providing the fine-grained access control required to secure AWS environments. Understanding how policies work, how permissions are evaluated, and how to implement them effectively is essential for any AWS Infrastructure Engineer and is a key focus of the certification exam.


What Are IAM Policies?

An IAM policy is a JSON document that defines permissions for actions on AWS resources. Policies specify: - Who (the principal) can perform - What actions (e.g., s3:PutObject, ec2:StartInstances) - On which resources (e.g., a specific S3 bucket or EC2 instance) - Under what conditions (optional, using condition keys)

There are two main types of policies: - Identity-based policies: Attached to IAM users, groups, or roles (granting permissions to the principal). - Resource-based policies: Attached directly to AWS resources (like S3 bucket policies or SNS topic policies), specifying which principals can access the resource.



Why Policies and Permissions Matter

Properly configured policies enforce the principle of least privilege, ensuring users and services only have access to the resources and actions necessary for their roles. Misconfigured policies can lead to security breaches, data leaks, or accidental resource modifications.


⚠️ Common Pitfall: Granting overly broad permissions (e.g., s3:* or *:*) can lead to privilege escalation and unintended access. Always scope permissions as narrowly as possible.





How Policy Evaluation Works

When a request is made to perform an action on an AWS resource, AWS evaluates all applicable policies using the following logic:


	By default, all requests are denied.

	Explicit allow: If any applicable policy allows the action, it is permitted—unless…

	Explicit deny: If any applicable policy explicitly denies the action, the deny overrides any allows.



The evaluation considers all identity-based and resource-based policies that apply to the principal and the resource.


Policy Structure Example

A simple identity-based policy allowing an IAM user to list objects in a specific S3 bucket:

{
  "Version": "2012-10-17",
  "Statement": [
    {
      "Effect": "Allow",
      "Action": "s3:ListBucket",
      "Resource": "arn:aws:s3:::example-bucket"
    }
  ]
}





Real-World Examples


	Restricting EC2 Management: Granting a DevOps group permission to start and stop EC2 instances only in a specific region.

	S3 Bucket Access: Allowing a Lambda function to read from one S3 bucket but not others.

	Cross-account Access: Using resource-based policies to permit another AWS account to write to an S3 bucket.





Step-by-Step: Attaching a Policy to a User


	Navigate to the IAM Console.

	Select “Users”, then the specific user.

	Choose the “Permissions” tab.

	Click “Add permissions” → “Attach policies directly”.

	Select a managed policy (e.g., AmazonS3ReadOnlyAccess) or create a custom policy.

	Review and add the policy.





AWS Policy Tools and Standards


	AWS Managed Policies: Predefined, best-practice policies maintained by AWS.

	Customer Managed Policies: Custom policies you create to meet organizational requirements.

	Policy Simulator: Tool for testing and validating the effect of policies before deployment.

	JSON Policy Editor: In-console editor for writing and validating policy syntax.




Key Policy Elements








	Element
	Description





	Version
	Policy language version (always use 2012-10-17 for new policies)



	Statement
	Main container for one or more permissions statements



	Effect
	Allow or Deny



	Action
	Specific AWS service actions (e.g., s3:PutObject)



	Resource
	ARN(s) of resources affected



	Condition
	Optional, for additional constraints (e.g., IP address, MFA)






📝 Exam Tip: Know how to interpret and troubleshoot JSON policy documents, especially identifying why a particular action is denied—look for






Edge Cases and Special Considerations


	Service Control Policies (SCPs): In AWS Organizations, SCPs set maximum permissions for member accounts.

	Permissions Boundaries: Limit the maximum permissions an IAM role or user can have, regardless of attached policies.

	Session Policies: Temporary, inline policies passed during role assumption, further restricting session permissions.

	Implicit Deny: If an action is not explicitly allowed, it is denied—even if not explicitly denied.











3.3 Federated Access and SSO


Concept Overview




Why It Matters


	Centralized Identity Management: Reduces the administrative burden of managing separate identities in AWS.

	Security: Leverages existing security policies, MFA, and lifecycle management from the corporate IdP.

	User Experience: Users log in once (SSO) and seamlessly access AWS and other applications.

	Compliance: Helps meet regulatory requirements by enforcing consistent authentication and authorization policies.





How It Works



	SAML 2.0 Federation: AWS IAM can trust external IdPs that support Security Assertion Markup Language (SAML) 2.0, such as Microsoft Active Directory Federation Services (AD FS), Okta, or Azure AD.

	AWS Single Sign-On (AWS SSO): A fully managed service that integrates with external IdPs and provides SSO access to AWS accounts and applications.

	Web Identity Federation: Allows users to sign in using social identity providers (e.g., Login with Amazon, Facebook, Google).

	Custom Identity Brokers: For custom or legacy integrations, organizations can build brokers that authenticate users and obtain temporary AWS credentials via the AWS Security Token Service (STS).





Real-World Example: SAML 2.0 Federation




	Configure Azure AD as a SAML IdP:

	Register AWS as an enterprise application in Azure AD.

	Download the SAML metadata document.




	Create a SAML Provider in AWS IAM:

	In the IAM console, go to “Identity providers” and create a new SAML provider.

	Upload the Azure AD metadata document.




	Define IAM Roles for Federation:

	Create one or more IAM roles with trust policies that allow the SAML provider to assume the role.

	Attach relevant permissions policies to the roles (e.g., AdministratorAccess, ReadOnlyAccess).




	Configure Role Mappings in Azure AD:

	Set up attribute mappings so that users/groups in Azure AD are mapped to specific AWS IAM roles.




	User Authentication Flow:

	User logs into Azure AD and selects the AWS application.

	Azure AD issues a SAML assertion.

	User is redirected to AWS, which validates the assertion and allows the user to assume the mapped IAM role.

	AWS STS issues temporary security credentials.












AWS SSO Service






Edge Cases and Considerations


	Session Duration: Temporary credentials issued via STS can have a maximum duration (default 1 hour, up to 12 hours for SAML).

	Role Chaining: Not supported for federated users; a federated user cannot assume a role from another assumed role.

	Revocation: Revoking access requires disabling the user in the IdP or removing role assignments; AWS cannot revoke issued STS credentials until they expire.

	Attribute Mapping: Incorrect or missing SAML attribute mappings can prevent proper role assignment.









Summary Table: Federation Mechanisms










	Mechanism
	Use Case
	Protocol
	Example IdPs





	SAML 2.0 Federation
	Enterprise SSO, AD integration
	SAML 2.0
	AD FS, Okta, Azure AD



	AWS SSO (IAM Identity Center)
	Centralized SSO for AWS accounts
	SAML, OIDC, SCIM
	Okta, Azure AD, Google Workspace



	Web Identity Federation
	Social login for mobile/web apps
	OIDC, OAuth
	Google, Facebook, Amazon



	Custom Identity Broker
	Custom/legacy directory integration
	Custom
	On-premises LDAP, etc.










3.4 Best Practices for Secure Access



Why Secure Access Matters



	Data exfiltration or loss

	Service downtime

	Escalation of privileges and lateral movement

	Non-compliance with regulatory frameworks (e.g., GDPR, HIPAA)






Core Best Practices















Step-by-Step Implementation Example: Enforcing MFA for All IAM Users


	

	


	

	





Tools, Technologies, and Standards


	IAM Policies: JSON-based documents attached to users, groups, or roles.

	AWS Organizations: Centralized account management and policy enforcement.

	CloudTrail & CloudWatch: For logging and alerting on access events.

	AWS Config: For compliance tracking.

	MFA Devices: Virtual (e.g., Authenticator app) or hardware (e.g., YubiKey).





Common Edge Cases


	Service-linked roles: Some AWS services require specific roles with pre-defined permissions. Customizing these can break service functionality.

	Third-party integrations: External tools may require specific permissions; avoid over-permissive policies.

	Cross-account access: Use resource-based policies and roles rather than sharing user credentials.









Real-World Example
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