

KEEP YOUR CRYPTO

Wallets, Seed Phrases, and Scams in Plain English




Michael Meola

Crypto Investor Series




Copyright © 2026 Michael Meola. All rights reserved.

No part of this book may be reproduced in any form without written permission from the author, except for brief quotations used in reviews.

This book is for educational and informational purposes only. Nothing in it is financial, legal, or tax advice. Cryptocurrency involves substantial risk, scams evolve constantly, and no security setup eliminates risk entirely. Product and service names appear as examples only; the author has no sponsorship or affiliate relationship with any company mentioned and receives nothing if you use them. Always verify current guidance from official sources before acting. The author assumes no liability for losses of any kind.

First edition.


Introduction: The Part Nobody Wants to Read

Nobody buys a crypto security book because they want to. You buy one because you heard a story. A coworker got a text from “Coinbase support” and almost handed over everything. A guy on a forum watched his retirement disappear into a trading platform that never existed. Maybe the story is yours, and the near miss scared you into doing this properly.

I bought my first Bitcoin in 2020. Since then I have dollar-cost averaged nearly every day, run cloud mining, filed crypto taxes every spring, and watched two full market cycles play out with real money on the line. The pattern never changes. Prices rise, new people arrive, and the scammers arrive about an hour later. The FBI’s internet crime reports now put annual crypto fraud losses above eleven billion dollars, and that figure only counts the people willing to admit what happened.

Six years in, the thing that still surprises me is how rarely anyone loses crypto to a genius hacker. People lose it to a text message. A lookalike website. A seed phrase typed where it should never be typed. A patient, friendly “support agent” who was gone by morning. The technology protecting your coins is genuinely excellent. The weak point is the human holding them, which means the fixes are mostly habits, not hardware.

This book is the security setup I wish someone had handed me in 2020, in plain English, readable in an afternoon. No hype, no doom, and nothing to sell you. I name a few products because a security book that pretends products don’t exist is useless, but I have no sponsorships and no affiliate links. When I tell you to buy a hardware wallet, it’s because I own one, not because anyone pays me to say so.

Two promises before we start. First, none of this requires you to be technical. If you can set up a new phone, you can do everything in these pages. Second, you don’t need all of it on day one. The final chapter sorts every step by how much money you’re protecting, so a beginner with three hundred dollars on an exchange isn’t building a vault designed for six figures.

Start with the bad news. Everything else in the book follows from it.


Chapter 1: No One Is Coming to Save You

When someone steals your credit card number, you make a phone call. A fraud department opens a case, the charges disappear, and the bank eats the loss or passes it along to a merchant. The whole system is built to absorb fraud, because every transaction is reversible and an institution sits in the middle of all of them.

Crypto removes the middle. That is the entire point. It’s why nobody can freeze your coins, block your transaction, or quietly print more of what you hold. But the same design that stops anyone from taking your money also stops anyone from giving it back. A confirmed Bitcoin transaction is final in a way almost nothing in modern finance is final. There is no chargeback, no fraud department, no 1-800 number. If coins leave your wallet, they are gone, whether you sent them or a thief did.

People sell self-custody with the slogan “be your own bank.” They leave out the rest of the job description. You are also your own fraud department, your own IT staff, and your own vault. The role comes with real power and zero customer service, and pretending otherwise is how new holders get hurt.

It helps to know exactly what protection exists, because the answer is less than most people assume. FDIC insurance covers bank deposits when a bank fails. It does not cover crypto, even crypto bought through an app that looks and feels like a bank. Some exchanges carry insurance against their own systems being breached, which is nice, and which is almost never the thing that hurts you. No policy anywhere reimburses you for approving a transaction yourself, and nearly every scam in this book ends the same way: with you, pressing the button.

None of this is an argument for staying out. It’s the cost side of a trade I happily make every single day. An asset nobody can confiscate or debase is, by the same math, an asset nobody can recover for you. Those are the same feature viewed from different angles, and you don’t get one without the other.

Pilots don’t run checklists because flying is doomed. They run them because the failure mode doesn’t forgive. Treat the rest of this book as the checklist.


Chapter 2: Who Holds Your Coins

Every unit of crypto you own is held in one of two ways, and most of the decisions in this book flow from which one you pick.

The first way is custodial. You buy on an exchange, the coins sit in the exchange’s wallets, and your account balance is a promise. You hold an IOU from a company. This is how nearly everyone starts, because it’s how everyone buys.

The second way is self-custody. The coins sit in a wallet whose keys only you control, and no company is involved at all. Nobody can freeze it, nobody can lose it for you, and nobody can help you with it.

The case for taking custody yourself is written in bankruptcy filings. In 2022, Celsius and Voyager were paying interest on customer deposits right up until the week they froze withdrawals. FTX went from one of the largest exchanges on earth to bankrupt in about a week, taking customer balances down with it. Older hands remember Mt. Gox, whose users waited roughly a decade for partial repayment. In every case the lesson was identical: when a custodian fails, you are not a customer retrieving property. You are an unsecured creditor standing in line behind the lawyers. “Not your keys, not your coins” became a cliché the honest way, by being right over and over.

Here’s the nuance the slogan skips: custodial isn’t automatically wrong. It’s wrong at scale. A major, regulated US exchange with a locked-down account, which chapter 6 covers in detail, is a reasonable home for small balances and for money in motion. I dollar-cost average daily, which means coins accumulate on an exchange between sweeps to cold storage, and I’m comfortable with that because the amount at risk on any given day is small and the account itself is hardened.

The dividing line is personal, but mine is simple. If losing the balance would ruin your week, the exchange is fine. If losing it would change your year, you want a hardware wallet. If it would change your life, the question answers itself. The moment crypto stops being an experiment and becomes a real slice of your net worth, custody stops being a technical detail and becomes the whole game.

One last note on trust. After FTX collapsed, exchanges began publishing “proof of reserves” reports to demonstrate that customer funds exist. Some are more rigorous than others, and none of them turn an IOU into property. Read them as a good sign, not a guarantee.


Chapter 3: Seed Phrases in Plain English

Set up any self-custody wallet and the first thing it does is show you a list of words. Twelve or twenty-four of them, drawn from a fixed list of 2,048 English words, in an order that matters. That list is called a seed phrase, and from that moment on it is the single most important object in your financial life.

The phrase is not a password to the wallet. It is the wallet. Every address, every key, every balance the device will ever manage is mathematically derived from those words. The hardware can be lost, stolen, or run over by a truck; buy a new device, enter the words, and everything reappears exactly as it was. Lose the words with no backup, and no person, company, or government can regenerate them. Analysts estimate that millions of Bitcoin are stranded forever in wallets whose owners lost exactly this.

The reverse is also true, and it’s the part scammers care about: anyone who has your words has your money. They don’t need the device, your fingerprint, or your permission. Every scam aimed at self-custody is, at the bottom, a trick to get you to reveal the phrase.

So the rules are strict, and they’re worth following like they’re load-bearing, because they are.

Write the phrase by hand at setup. Pen, paper, your worst handwriting. Fine.

Never let it become digital. No photo, no cloud note, no email draft, no text to yourself, no file named something clever. Phones sync to clouds and clouds get breached. The moment the words touch a camera or a keyboard on an internet device, assume they’re public.

Never type it into a website. There is no legitimate site, app, form, or “validation tool” that needs your phrase. The only place those words ever get entered is the screen of a hardware wallet during recovery. A message asking for them is a thief introducing himself.

Upgrade paper to metal. Paper burns, fades, and floods. Stamped or punched steel backups cost thirty to fifty dollars, survive house fires, and turn your backup from a hope into infrastructure. For any serious balance, this is the cheapest peace of mind you will ever buy.

Keep a copy in a second location. A home safe plus a bank box, or a trusted relative’s safe across town. The realistic threat is fire and flood, not ninjas. And resist the clever-sounding move of splitting the phrase in half across two places. Half a phrase badly weakens you against a thief who finds one piece, and it ruins recovery if either piece disappears. Duplicate, don’t divide.

One advanced option deserves a paragraph: most wallets support an optional passphrase, sometimes called a twenty-fifth word, that you invent yourself. With it, even a thief holding your written words can’t open the real wallet. Without it, forgetting that one word loses everything, permanently, with no reset and no appeal. Powerful tool, real foot-gun. Skip it until self-custody feels boring, and if
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