
  
    APPENDIX A - CYBER CAPABILITIES PROVIDERS


    Amesys


    The Advanced Middle East Systems (AMESys) was a subsidiary from the French technology company Bull SA (acquired in 2010). It provided the EAGLE system which provides Monitoring Centres, Internet Monitoring, Audio Surveillance and Location Monitoring technology. In 2013, this product was divested to Nexa Technologies with the help of former Amesys employees (Stéphane Salies, a former Bull SA director).


    The EAGLE System allows the creation of investigations focused on individuals. It also performs analysis of different data including web traffic, VoIP, chat protocols and search engine queries.


    This research identified two cases for government acquisition, Libya and Syria, including former Lybian secret police during the Gaddafi regime.


    • Libya


    • Syria


    The human-rights NGO called Fédération internationale pour les droits humains prosecuted Amesys in 2011 for being complicit for tortures during Gaddafi’s regime in Libya.


    Cyberbit and Elbit Systems


    Elbit Systems is an Israeli traditional military and defense equipment provider. In 2015, it acquired Cyberbit to bolster its cybersecurity and intelligence collection portfolio.


    Their approach to the offensive capabilities market is that boundaries between national security, defense and law enforcement agencies (even local ones) are increasingly blurred. That creates opportunities for an all-encompassing intelligence solution.


    Cyberbit’s capabilities include bulk metadata collection and analytics, malware, open-source intelligence, satellite communications, and a platform that can unify all of that. It can all be acquired in a single purchase or as separate modules.


    Additional features include the PC Surveillance System (PSS), a solution that provides zero-days exploits to plant malware for “monitoring and extracting information”. The user can bypass encryption and security mechanisms to control and collect data from the target device.


    This includes VoIP conversations, e-mails exchange, web browsing history, keystrokes, screen shots, extract credentials, obtain geo-location in real time, and activation of microphone and cameras. The advertised solution is flexible to act in conformity to local legislation worldwide.


    This research identified six sales to state users, including intelligence agencies and a law enforcement agency.


    • Ethiopia


    • Kazakhstan


    • Philippines


    • Thailand


    • Uzbekistan


    • Zambia


    The most noticeable cases include the actions against opposition political organizations in Ethiopia (Ginbot 7), Bahraini human rights activists and Malay language speakers during the 2013 General Elections.


    Dreamlab


    Dreamlab Technologies is Swiss company operating in Bern since 2004. Its main product is called iProxy and provides communications monitoring coming across the internet. In one of its commercial enterprises Dreamlab was associated with Gamma Group. The bundle allowed for the customer to deploy Gamma’s FinFisher intrusion software.


    This research found evidence of Dreamlab’s equipment in two countries:


    • Oman


    • Turkmenistan


    Gamma Group


    Gamma Group is a British-German enterprise that provides “ethical hacking” programs. Its product, called FinSpy suite, possesses a host of functionalities that derives from the privileged access granted with the remote control of the target`s device.


    The tool allowed the customer to access web browsing, keystrokes, audio collected by the phone, instant messaging, and voice conversations. Moreover, credentials to private services (user/password) would also be collected by the FinSpy suite, allowing the customer to go further than the compromised device into other systems. The tool also worked cross-platforms (mobile and desktop) and operating systems (Windows, iOS, Android).


    The company gained unwanted notoriety in 2014 as a result of a data breach - by a hacktivist identified as “PhineasFisher,” - that made public 30 GB of information regarding technical capabilities and their customers (WIKILEAKS).


    The offensive actions are a product of multiple vectors such as zero-day vulnerabilities, spear-phishing attacks, drive-by downloads, and social engineering deployed against the targets.


    Its architecture includes a main server (Master FinFisher) that acts as a command and control, and FinProxy that host and deploy malware solutions. The FinSpy module communicates with the FinProxy, to communicate with the Master Server.


    The company also provides solutions for hacking into devices with physical access (FinFisher USB Suite) and a Remote Hacking Kit to remotely gain access to the target computer.


    Other features include dynamically changing files as the download occurs (FinFly), high-performance password cracking (FinCrack), sniffing strokes from remote keyboards (Fin Wi-Fi KeySpy), attacks against Bluetooth protocol (FinBluez),


    This research identified 55 sales to state users, including intelligence agencies and a law enforcement agency.


    • South Africa


    • Germany


    • Angola


    • Saudi Arabia


    • Australia


    • Austria


    • Bahrain


    • Bangladesh


    • Belgium


    • Bosnia & Herzegovina


    • Brunei Darussalam


    • Bulgaria


    • Canada


    • Kazakhstan


    • Egypt


    • United Arab Emirates


    • Slovenia


    • Spain


    • United States


    • Estonia


    • Ethiopia


    • Gabon


    • Netherlands


    • Hungary


    • India


    • Indonesia


    • Italy


    • Japan


    • Jordan


    • Latvia


    • Lebanon


    • Lithuania


    • Macedonia


    • Malaysia


    • Morocco


    • Mexico


    • Mongolia


    • Nigeria


    • Oman


    • Panama


    • Pakistan


    • Paraguay


    • Qatar


    • Kenya


    • United Kingdom


    • Czechia


    • Romania


    • Serbia


    • Singapore


    • Taiwan


    • Turkmenistan


    • Turkey


    • Uganda


    • Venezuela


    • Vietnam


    The most noticeable cases include the actions against opposition political organizations in Ethiopia (Ginbot 7), Bahraini human rights activists and Malay language speakers during the 2013 General Elections.


    Hacking Team


    Hacking Team is an Italian company provider of “ethical hacking” programs. The company was later acquired by a Swiss group called Memento Labs. Its main product was called Remote Control System (RCS), a later version was branded Galileo. Its functionalities allowed the customer to have full control over the target device.


    The tool allowed the customer to access web browsing, keystrokes, audio collected by the phone, instant messaging, and voice conversations. Moreover, credentials to private services (user/password) would also be collected by the RCS, allowing the customer to go further than the compromised device into other systems. The tool also worked cross-platforms (mobile and desktop) and operating systems (Windows, iOS, Android).


    The company gained unwanted notoriety in 2014 as a result of a data breach - by a hacktivist identified as Phineas Phisher - that made public 30 GB of information regarding technical capabilities and their customers (WIKILEAKS).


    This research identified 61 sales to state users, including Armed Forces, intelligence agencies and law enforcement agencies.


    • Saudi Arabia


    • Azerbaijan


    • Bahrain


    • Brazil


    • Kazakhstan


    • Chile


    • Cyprus


    • Colombia


    • South Korea


    • Egypt


    • United Arab Emirates


    • Ecuador


    • Spain


    • United States


    • Ethiopia


    • Guatemala


    • Honduras


    • Hungary


    • Italy


    • Lebanon


    • Lithuania


    • Luxemburg


    • Malaysia


    • Morocco


    • Mexico


    • Mongolia


    • Nigeria


    • Oman


    • Panama


    • Poland


    • Czechia


    • Russia


    • Singapore


    • Sudan


    • Switzerland


    • Thailand


    • Turkey


    • Uzbekistan


    • Vietnam


    Among the famous cases, the targeting of Moroccan media outlet Mamfakinch, the Emirati human rights activist Ahmed Mansoor, Ethiopian Satellite Television Service (ESAT) employees, and the use against Korean speaking targets by the South Korean National Intelligence Service (NIS).


    Sandvine


    Sandvine is a rebranding of Procera Networks after Francisco Partners (an American private equity firm) acquired the Ontario-based networking equipment company. The group is known to have multiple investments in companies with dual-use technology (among them NSO Group).


    Its main product is called PacketLogic. It is a Deep Packet Inspection (DPI) device. It can interact in different manners (degrade, block, inject, and log) a great number of types of Internet traffic. This was used by governments to inject malicious programs into the target devices (Turkey) and to suppress legitimate traffic (acting as a censorship mechanism in Egypt to block access to Report Without Borders, Human Rights Watch and other ONGs).


    This research identified three countries that acquired the Sandvine PacketLogic:


    • Egypt


    • Turkey


    • Pakistan


    One of the most prominent cases is the use of Sandvine by the Türk Telekom to bundle legitimate internet traffic with malware used by StrongPity APT. The targets were physically located in Syria and Turkey.


    NICE Systems


    The company was founded by former Israeli military personnel, NICE (Neptune Intelligence Computer Engineering) began as a provider of intelligence and defense related products.


    The group has multiple solutions that include real-time predictive analysis and surveillance packages that can provide data for the predictive actions of the first product.


    The company’s products are used in over 150 countries, including customers in the Fortune 100. The main product NiceTrack Mass Detection Center (MDC) can be utilized in a bulk collection system for a big data set-up.


    This research identified five cases where NICE Systems equipment was sold individually or bundled together with Hacking Team RCS.


    • Colombia


    • Kazakhstan


    • Nigeria


    • Uganda


    • Uzbekistan


    NSO Group


    NSO Group was founded in 2010 by Unit 8200 three former agents, Israel’s military intelligence service. The company’s chairman was also a retired general from the Israeli Armed Forces. Its core product is called Pegasus and its targets are mobile devices by a combination of malware and social engineering skills.


    One of the striking features of Pegasus is its zero-click installation vector, by which the target is compromised without any action of the human target. It also has one-click vectors, that require some level of social engineering or other instances to trick the victim.


    After the initial access to the target device, Pegasus can collect and exfiltrate all the data available in the device. Emails, instant messages, keystrokes logging, web browsing, search history, record audio/video, screen shots from the camaras, follow its GPS location, and so forth.


    The NSO Group came to public awareness due to Citizen’s Lab work. As part of the Munk School of Global Affairs and Public Policy at the University of Toronto, the Lab researched several cases of targeting of human rights defenders across the Middle-East (they previously exposed FinFisher and Hacking Team campaigns).


    This research identified 19 sales to state users.


    Probable User/Buyer


    • Bahrain


    • Croatia


    • Honduras


    • Hungary


    • Kazakhstan


    • Latvia


    • Morocco


    • Mozambique


    • Nigeria


    • Poland


    • Saudi Arabia


    • Switzerland


    • Uzbekistan


    • Zambia


    Confirmed User/Buyer


    • Mexico


    • Panama


    • United Arab Emirates


    • Togo


    The high-profile cases of the Pegasus include the targeting of Emirati human rights activist Ahmed Mansoor, several targets in Mexico public and private sector, Amnesty International and Saudi dissidents (Omar Abdulaziz, Ghanem al-Masarir, and Yahya Assiri), and Togolese civil society (including a Catholic Bishop).


    Another interesting fact is the lawsuit that Facebook and WhatsApp against NSO Group claiming it has engaged in unlawful conduct for exploiting an audio-calling vulnerability in WhatsApp. The action affected over 1400 app’s customers. Several companies - such as Microsoft, Google, and Cisco - joined the action as amicus curiae in support of WhatsApp.


    No definitive decision has been made, but the court acknowledged that NSO Group might be held responsible for the actions undertaken by its “sovereign” customers.


    SS8


    SS8 provides lawful interception and cyber offensive capabilities. Their line of products includes communications interception, social media monitoring, and analytics.


    The hacking of Blackberry’s phones offered by the United Arab Emirates mobile operator, Etisalat. The company also provided cyber offensive solutions for the GCHQ.


    This research identified three sales to nation-states.


    • Pakistan (Ufone)


    • Suriname


    • United Arab Emirates


    Trovicor


    Trovicor is a German company that has roots in the Siemens conglomerate and later initiatives with Nokia Siemens Networks (NSN), the latter known as Nokia Networks. It provides lawful interception, mobile locations, analytics, open-source intelligence, and cyber offensive capabilities.


    The company’s cyber offensive technologies deploy zero-day exploits provided by Gamma Group/FinFisher. Thus, features such as social engineering, phishing, gaining access to targets device, collecting information, and ultimately taking control of the device.


    This research identified nine sales to state users, including Armed Forces, intelligence agencies and law enforcement agencies.


    • Bahrain


    • Bangladesh


    • Egypt


    • Ethiopia


    • Oman


    • Syria


    • Tajikistan


    • Tunisia


    • Yemen

  


  
    APPENDIX B - CYBER CAPABILITIES PURCHASES


    Amesys Sales to Libya. Amesys. Retrieved from: Transparency Toolkit. Link: www.wsj.com/articles/SB10001424053111904199404576538721260166388


    Amesys Sales to Syria (2007). Amesys. Retrieved from: Vice. Link: https://www.vice.com/en/article/nz75wd/european-surveillance-compa nies-agt-rcs-sell-syria-tools-of-oppression


    Area SpA Sales to Egypt (2016). Area SpA. Retrieved from: Transparency Toolkit. Link: http://www.lastampa.it/2016/06/28/italia/litalia-esporter-software-di-sorveglianza-in-egitto-11iR9uYFcPpkP9PebyHdwM/pagina.htmlCustomer: Trd


    Area SpA Sales to Syria (2009). Area SpA. Retrieved from: Transparency Toolkit. Link: http://www.bloomberg.com/news/2011-11-03/syria-crackdown-gets-italy-firm-s-aid-with-u-s-europe-spy-gear.htmlCustomer: 225, Syrian intelligence


    Cyberbit Sales to Ethiopia (2017). Cyberbit. Retrieved from: CitizenLab. Link: Citizen Lab, ‘Champing at the Cyberbit: Ethiopian Dissidents Targeted with New Commercial Spyware’, September 2017, https://citizenlab.ca/2017/12/champing-cyberbit-ethiopian-dissidents-targeted-commercial-spyware/


    Cyberbit Sales to Kazakhstan (2017). Cyberbit. Retrieved from: CitizenLab. Link: Citizen Lab, ‘Champing at the Cyberbit: Ethiopian Dissidents Targeted with New Commercial Spyware’, September 2017, https://citizenlab.ca/2017/12/champing-cyberbit-ethiopian-dissidents-targeted-commercial-spyware/Customer: National Security Committee of the Republic of Kazakhstan


    Cyberbit Sales to Philippines (2017). Cyberbit. Retrieved from: CitizenLab. Link: Citizen Lab, ‘Champing at the Cyberbit: Ethiopian Dissidents Targeted with New Commercial Spyware’, September 2017, https://citizenlab.ca/2017/12/champing-cyberbit-ethiopian-dissidents-targeted-commercial-spyware/Customer: Philippine President’s Malacañang Palace


    Cyberbit Sales to Thailand (2017). Cyberbit. Retrieved from: CitizenLab. Link: Citizen Lab, ‘Champing at the Cyberbit: Ethiopian Dissidents Targeted with New Commercial Spyware’, September 2017, https://citizenlab.ca/2017/12/champing-cyberbit-ethiopian-dissidents-targeted-commercial-spyware/Customer: Royal Thai Army


    Cyberbit Sales to Uzbekistan (2017). Cyberbit. Retrieved from: CitizenLab. Link: Citizen Lab, ‘Champing at the Cyberbit: Ethiopian Dissidents Targeted with New Commercial Spyware’, September 2017, https://citizenlab.ca/2017/12/champing-cyberbit-ethiopian-dissidents-targeted-commercial-spyware/Customer: Uzbekistan’s National Security Service


    Cyberbit Sales to Zambia (2017). Cyberbit. Retrieved from: CitizenLab. Link: Citizen Lab, ‘Champing at the Cyberbit: Ethiopian Dissidents Targeted with New Commercial Spyware’, September 2017, https://citizenlab.ca/2017/12/champing-cyberbit-ethiopian-dissidents-targeted-commercial-spyware/Customer: Zambia’s Financial Intelligence Centre


    Dreamlab Sales to Oman (2010). Dreamlab. Retrieved from: Transparency Toolkit. Link: www.corpwatch.org/article.php?id=15867Customer: Government of Oman


    Dreamlab Sales to Turkmenistan (2010). Dreamlab. Retrieved from: Transparency Toolkit. Link: www.corpwatch.org/article.php?id=15867Customer: Government of Turkmenistan


    Egypt Purchase of Intrusion software Technology (2015). . Retrieved from: Transparency Toolkit. Link: https://www.exportcontroldb.bis.gov.uk


    Elbit Systems Sales to Nigeria. Elbit Systems. Retrieved from: Transparency Toolkit. Link: http://www.premiumtimesng.com/investigationspecial-reports/196964-how-jonathan-govt-paid-companies-linked-to-doyin-okupe-to-hack-unfriendly-websitesinvestigation-how-jonathan-govt-paid-companies-linked-to-doyin-okupe-to-hack-unfriendly-websites-2.htmlCustomer: National Security Adviser


    Gamma International, FinFisher Sales to Angola. Gamma International, FinFisher. Retrieved from: Transparency Toolkit. Link: https://citizenlab.org/2015/10/mapping-finfishers-continuing-proliferation/


    Gamma International, FinFisher Sales to Australia. Gamma International, FinFisher. Retrieved from: Transparency Toolkit. Link: https://citizenlab.org/2013/04/for-their-eyes-only-2/


    Gamma International, FinFisher Sales to Austria. Gamma International, FinFisher. Retrieved from: Transparency Toolkit. Link: https://citizenlab.org/2013/04/for-their-eyes-only-2/


    Gamma International, FinFisher Sales to Bahrain (2010). Gamma International, FinFisher. Retrieved from: Transparency Toolkit. Link: https://bahrainwatch.org/blog/2014/08/07/United Kingdom-spyware-used-to-hack-bahrain-lawyers-activists/


    Gamma International, FinFisher Sales to Bangladesh. Gamma International, FinFisher. Retrieved from: Transparency Toolkit. Link: https://citizenlab.org/2015/10/mapping-finfishers-continuing-proliferation/Customer: Directorate General of Forces Intelligence (DGFI)


    Gamma International, FinFisher Sales to Belgium. Gamma International, FinFisher. Retrieved from: Transparency Toolkit. Link: https://citizenlab.org/2015/10/mapping-finfishers-continuing-proliferation/Customer: Federal Police


    Gamma International, FinFisher Sales to Bosnia and Herzegovina. Gamma International, FinFisher. Retrieved from: Transparency Toolkit. Link: https://citizenlab.org/2015/10/mapping-finfishers-contin uing-proliferation/


    Gamma International, FinFisher Sales to Brunei. Gamma International, FinFisher. Retrieved from: Transparency Toolkit. Link: https://citizenlab.org/2013/04/for-their-eyes-only-2/


    Gamma International, FinFisher Sales to Bulgaria. Gamma International, FinFisher. Retrieved from: Transparency Toolkit. Link: https://citizenlab.org/2013/04/for-their-eyes-only-2/


    Gamma International, FinFisher Sales to Canada. Gamma International, FinFisher. Retrieved from: Transparency Toolkit. Link: https://citizenlab.org/2013/04/for-their-eyes-only-2/


    Gamma International, FinFisher Sales to Czech Republic. Gamma International, FinFisher. Retrieved from: Transparency Toolkit. Link: https://citizenlab.org/2015/10/mapping-finfishers-continuing-proliferation/


    Gamma International, FinFisher Sales to Egypt. Gamma International, FinFisher. Retrieved from: Transparency Toolkit. Link: https://citizenlab.org/2015/10/mapping-finfishers-continuing-proliferation/Customer: Technology Research Department (TRD)


    Gamma International, FinFisher Sales to Estonia. Gamma International, FinFisher. Retrieved from: Transparency Toolkit. Link: https://citizenlab.org/2013/04/for-their-eyes-only-2/


    Gamma International, FinFisher Sales to Ethiopia. Gamma International, FinFisher. Retrieved from: Transparency Toolkit. Link: https://citizenlab.org/2015/10/mapping-finfishers-continuing-proliferation/


    Gamma International, FinFisher Sales to Gabon. Gamma International, FinFisher. Retrieved from: Transparency Toolkit. Link: https://citizenlab.org/2015/10/mapping-finfishers-continuing-proliferation/


    Gamma International, FinFisher Sales to Germany. Gamma International, FinFisher. Retrieved from: Transparency Toolkit. Link: https://citizenlab.org/2013/04/for-their-eyes-only-2/


    Gamma International, FinFisher Sales to Hungary. Gamma International, FinFisher. Retrieved from: Transparency Toolkit. Link: https://citizenlab.org/2013/04/for-their-eyes-only-2/


    Gamma International, FinFisher Sales to India. Gamma International, FinFisher. Retrieved from: Transparency Toolkit. Link: https://citizenlab.org/2013/04/for-their-eyes-only-2/


    “Gamma International, FinFisher Sales to Indonesia. Gamma International, FinFisher. Retrieved from: Transparency Toolkit. Link: https://citizenlab.org/2015/10/mapping-finfishers-continuing-proliferation/Customer: National Encryption Body (Lembaga Sandi Negara)


    Unknown other entities”


    Gamma International, FinFisher Sales to Italy. Gamma International, FinFisher. Retrieved from: Transparency Toolkit. Link: https://citizenlab.org/2015/10/mapping-finfishers-continuing-proliferation/Customer: Unknown multiple entities


    Gamma


    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    
  

OEBPS/Fonts/MyriadPro-BoldIt.ttf


OEBPS/Fonts/MyriadPro-It.ttf


OEBPS/Fonts/MinionPro-Regular.ttf


OEBPS/Fonts/MyriadPro-Regular.ttf


OEBPS/Fonts/MinionPro-BoldIt.ttf


OEBPS/Fonts/MyriadPro-Bold.ttf


OEBPS/Fonts/MinionPro-Bold.ttf


OEBPS/Fonts/MinionPro-It.ttf


OEBPS/Images/capa.jpg
EDUARDO IZYCKI

NATION-STATE CYBER
OFFENSIVE CAPABILITIES

an in-depth look into a multipolar dimension

¥ L) - i
DIALETICA





