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  What Is the Dark Web?


  WHAT IS THE DARK WEB?


  What is the dark web? We see it depicted in movies and the media as an insidious forum where criminals purchase drugs and take down governments. But how true is that? Is there really no merit to the dark web, or have facts simply been clouded by sensationalism? We believe the dark web is not quite as dark as it is made out to be. We find that, as with many things in this world, there are two very different sides to the story. It is our goal to tell the side of the story that is often neglected. In this book, we will show how the dark web is used to protect people and provide privacy. We will show you how and—more important—why the dark web was developed. We will introduce you to ways to safely access and explore the dark web from the comfort of your own home, and why you would want to. Welcome to our straight, no-bull guide to the dark web. Join us as we cast light upon its shadowy veneer.


  The Deep Web


  The term dark web does not necessarily mean a place where illegal activities occur or dark deeds are performed. The dark web is called dark for the same reason the night is called dark: you cannot see what all is there. Whereas on the mainstream Internet anyone with a computer and a web browser can visit Google and search the entirety of knowledge indexed within it, the dark web is hidden.


  The dark web is part of a broader concept called the deep web. The deep web is simply defined as any portion of the Internet that is not readily accessible to the average Internet user. The deep web includes sites that are behind corporate firewalls or are behind authentication or pay-walls that are available only to subscribers or to a limited number of individuals. Have you watched a Netflix video online recently? Read a paid article on NYTimes.com? Maybe you have paid some bills or purchased something on Amazon? Surely you have logged into email or Facebook? All of these are examples of deep web content. You cannot just go online and freely access this content. You had to log in. You had to dig beyond the surface of what is on the website to access content buried under a login screen. Hence, the term deep web.


  The deep web is a very good thing. We do not want our hidden Facebook profiles searchable on Google. (That is why we made them hidden!) We definitely do not want our banks to list all our account numbers and financial details in a publicly available database. Netflix and the New York Times are not going to make enough money to support their businesses if everyone with an Internet browser can access all their content. In a capitalist society, the deep web is what makes e-commerce possible, and ideally the vast majority of sites on the Internet will be deep web sites.


  Content that is considered part of the deep web is not indexed in search engines. Indexing is a process that search engines use to create lists of accessible information on pages. When a website is indexed, the words that appear on the page are put into a list of similar terms. Search engines like Google or Bing will only index and make available sites that their web crawling indexers can locate and have permission to index. Pages on the deep web are not accessible by search engines, so they cannot log in to index them. Again, we do not want our proprietary content freely available in your average Google search, so thank goodness for the deep web. It encourages the online development that has produced all the major websites we enjoy today and creates millions of jobs in e-commerce and web development.


  The dark web is a part of the deep web, or a subset of it. The dark web, like the deep web, consists of sites that are not indexed by Google or other similar search engines. Unlike the traditional deep web sites previously discussed, however, dark web sites are not indexed because of system design rather than site design. Dark web sites are not necessarily buried beneath login screens. They are hidden by an invisibility cloak. Google cannot index what it cannot access but also cannot index what it cannot see.


  Here is another way to think of it. The Internet can be broken down into two major divisions, the regular, visible, or surface web—stuff I can type into an address bar or Google and pull right up on my computer with no extra steps—and the deep web. It is estimated that the deep web is roughly 90 percent of all the information available on the Internet (unfortunately, it is not possible to come to a specific number since the deep web is mostly hidden or unavailable). For instance, Netflix has maybe ten publicly available pages—the home page, the account creation page, FAQs, Help, etc.—and millions of deep web pages, with information about the films, user accounts, and payment forms. Sites like Facebook are similar. They have a portion of their site that is accessible on the surface web. You can find pages, search content, or view information that users have made visible. They also have a much larger portion of their site that is not visible; it is hidden behind logins, or only visible to close friends. Take the deep web, then, and divide it into two parts: the deep web and the dark web.


  Another very common way to visualize the Internet is by using the iceberg analogy. Think of an iceberg floating in the ocean. The small part, roughly 10 percent of the iceberg, is above the waterline and is visible. This is the visible or regular Internet. The remaining 90 percent under the water is the deep web. Then take the last little spike at the bottom, roughly 5 percent of the underwater portion, and that is the dark web. Once again, the actual percentage is really unknown. It is difficult to fully know how much is on the deep or dark web.


  What if you do not like icebergs (or still do not understand the relationship between the deep and dark web)? Think of rectangles and squares. Quick geometry lesson: all squares are rectangles (have two equal sides) but not all rectangles are squares (have four equal sides). The deep web is like rectangles, and the dark web is like squares. The dark web is part of the deep web, because it shares the quality of not being accessible on the surface of the web, but the dark web also has qualities that differentiate it from the deep web. It is not hidden because of authorization issues. It is hidden because its creators have taken steps to make it invisible to the average user. The average deep web site has not undergone this process to make it completely invisible. It cannot be said that a deep web site is a dark web site unless it has undergone this process, just as it cannot be said that a rectangle is a square unless the sides have been squished until they are equal.


  WAYS TO ACCESS THE DARK WEB


  The dark web is not one single place. It is a concept that describes several online networks, just like the concept of social media describes thousands of different websites and platforms. Speaking of the dark web as though it is a single network is like speaking of social media as though Facebook, Twitter, Instagram, Snapchat, Myspace, and all the many other platforms past and present are the same thing. We know that Facebook and Twitter, though they have similar goals of facilitating communication and spreading ideas, are very different from the user’s perspective. One has completely different functionalities from the other. The only thing they have in common is that underlying philosophy. Same thing with the dark web. There are all kinds of dark web networks, each of which provides different functionalities.


  The most common dark web network is the Tor network (also called the Tor Project). The Tor network, previously known as the Onion Router, is a dark web network that is accessible only through a specially designed browser. The creator of Tor (which just happens to be the US government) discovered that creating the network within the shell of a Firefox browser increases security rather than having the network open in a default browser. To access Tor, then, you have to download and install this modified browser on your computer, just as you would any new browser (more on this process in chapter 5).


  The I2P network, or the Invisible Internet Project, and Freenet are the two other most popular dark web networks. Let us analyze each one of these networks in greater detail.


  Freenet


  The Freenet network is a distributed peer-to-peer network designed to promote censorship-resistant communication and anonymous publishing. Freenet uses a distributed file storage system. When information is inserted into a Freenet site, it is broken into pieces and stored on different servers around the Internet. When a user accesses a particular piece of information, that information is retrieved from multiple sites. The system uses this distributed network to protect the anonymity of the person uploading information and the person retrieving it.


  Think of a pirate burying her treasure. She does not put all the treasure in one place, because if she did and someone found it . . . well, they would have all her treasure! So, she hides it in chests scattered all across the seas. Now, if she wants to put that treasure back together to purchase a new private jet (because this is a very anachronistic pirate), she has to pull from multiple treasure chests. Distributed file storage hides your treasure all over the web so that it cannot all be stolen together and then pieces it back together when it is time to make a withdrawal (i.e., you want to view or use the content).


  Freenet also uses encryption technologies in all its communications to help protect privacy. Encryption is like that invisibility cloak. The invisibility cloak bends light so you cannot see what is there. Encryption disguises online content so that, as far as an outside observer or computer can tell, the encrypted content could be the answer to the mystery of life, winning lottery jackpot numbers, a bunch of random words typed in a document, or literally nothing at
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