
[image: Cover: Emergency Communication 101: The Essential Guide to Maintaining Contact During and after Any Disaster Scenario, by Creek Stewart & Joe Bassett. Ready. Set. Survive.]



[image: Emergency Communication 101: The Essential Guide to Maintaining Contact During and after Any Disaster Scenario, by Creek Stewart & Joe Bassett. Adams Media. New York | Amsterdam/Antwerp | London | Toronto | Sydney/Melbourne | New Delhi.]





INTRODUCTION

In terms of surviving during and after a disaster scenario, communication is critical. However, the uncomfortable truth is that the normal communication systems we rely on for our daily life activities are in fact fragile infrastructures that are prone to damage and disruption. Whether it’s getting in touch with loved ones, reaching out to first responders, securing resources, or receiving in-bound disaster–related updates, the ability to communicate in times of emergency can make the difference between life and death. In an emergency, you simply can’t afford to be offline or out of touch.

In Emergency Communication 101, you will learn how to create a personalized emergency communication plan for you and your family. You’ll be equipped with the knowledge, tools, and resources to effectively communicate with emergency responders, family members, neighbors, and others even when the normal modes of communication are unavailable. In this book, you will discover:


	The vulnerabilities in the modern communication grid.

	What radio services and setups are available and most applicable for you to use.

	How to set up an emergency communication go-kit.

	How to power your communication tools at home, on the road, and in the field when the electrical grid has been compromised.

	What radios, tools, and services are available to receive disaster updates and information.

	Basic radio etiquette and operation.

	What your options are in the satellite communication space.

	How to create a comprehensive Family Communication Plan that can be deployed in the event of a disaster.

	And more!



Communication is critical to establishing goals, making decisions, developing strategies, and executing plans during a disaster scenario, but often people overlook the entire category of emergency communication. Emergency Communication 101 will help you gain clarity on what steps to take, what gear to purchase, what skills to know, what licenses to obtain, and what plans to make. This comprehensive guide can be the catalyst for an entire mindset shift from being fearful to becoming a confident leader.

If your goal is to learn how to create a reliable emergency communication plan, how to choose the right tools, and how to adapt to various crisis scenarios with confidence, this book will offer you a clear, actionable approach. With it, you can provide reassurance, guidance, organization, and leadership for an individual, a family, or team in the midst of chaos. By the end, you’ll feel confident and in control, knowing that you can maintain communication and keep in contact with your loved ones no matter what happens. Remember, it’s not IF but WHEN!






PART 1 WHEN THE COMMUNICATION GRID GOES DOWN

The “normal” communication grid is composed of several components that you depend on during any given day. These include landline phones, cell phones, Internet service, radio and television broadcasts, and electricity. Unfortunately, you’re just one cell tower, one power outage, one cable, one software glitch, or one major disaster away from being disconnected from one or all of these services.

This is why a backup “off-grid” form of communication is so important. Off-grid communication is any tool or collection of tools that allows you to send and/or receive communication when the normal operation of these services is interrupted. Off-grid communication systems ensure that you can still communicate with families and emergency responders in the midst of a crisis.

Chapters 1 and 2 will highlight modern vulnerabilities and what scenarios can cause communication grid failures, including physical damage, power outages, cyberattacks, and operational overwhelm. Dozens of events can cause either one or all of these to occur, including winter storms, civil unrest, terrorist attacks, rolling blackouts, wildfires, and more. Understanding why systems fail is foundational to developing an effective plan to replace them.

Finally, Chapter 3 will introduce you to a variety of off-grid power solutions. Many disasters interrupt the electricity grid and you must have systems in place for powering the tools you will choose. With the information in these first chapters, you will be able to grasp the importance of the resources and plans outlined throughout the rest of the book.







CHAPTER 1 COMMUNICATION SYSTEMS FAILURE SCENARIOS

Before deciding on your alternative communication options and power, it’s important to understand what can lead to a communication breakdown. The better you understand the cause, the better you can prepare a solution. This chapter will cover the four most common reasons why modern communications fail. It’s important to understand these reasons so that you can make better decisions about the plan you create, the tools you choose, the skills you learn, and the actions you’ll take.

There is no black-and-white solution to emergency communication. A thorough understanding of why communication systems fail directly impacts your upcoming decisions. As you read through this chapter, think about the disasters you’ve experienced and ask yourself which of the following failures you’ve witnessed in your area before. These are the ones that will likely happen again.
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Puerto Rico after Hurricane Maria devasted the island. This physical damage certainly interrupted the local communication grid.



Causes of Communication Failures

While new, unexpected, and unforeseen scenarios can happen at any given moment and interrupt normal communication systems, there are four scenarios that are most likely. Knowing these four causes will help you identify personal vulnerabilities and make plans accordingly. These causes include physical damage, power outages, cyberattacks, and operational overwhelm.



Physical Damage

The most obvious cause of communication system failure is physical damage to communication infrastructure from either natural disasters, human-made disasters, or even terrorist attacks.

Natural disasters of all varieties can cause temporary or long-lasting physical damage to communication cables, cell towers, and Internet services. Nearly every region in North America is affected by natural disasters, which can interrupt communication systems and hardware. Winter storms in the north, hurricanes and tsunamis along the coasts, tornadoes in the central states, wildfires on the West Coast, and flooding along waterways are all responsible for temporary loss of normal communications in the past.

In addition, physical damage can be caused by human-made disasters such as explosions, nuclear meltdowns, acts of war, and terrorist attacks. Just like in the case of natural disasters, repairing or rerouting communication systems after a human-made disaster can take days to months. For example, in March 2024, submarine communication cables were “cut” by terrorists, which affected nearly 25 percent of Internet traffic between Asia, Europe, and the Middle East. Repair of the cable took months due to permitting restrictions.

The severity of physical damage can vary greatly. It can be as simple as a tree branch knocking down an Internet cable to one home or as complex as a hurricane damaging multiple aspects of the communication grid over an entire region. Without backup communication plans and tools, individuals have very little control or recourse when these events occur and are at the mercy of communication operators repair crews.

When assessing how physical damage could affect you and your loved ones, consider these questions:


	What disasters have caused physical damage in your area in the past? These are indicators of what may cause future communication failures. Everyone’s local risk is different based on where they live.

	How long will you need to provide your own power and communications? Physical damage requires repair. Depending on the scale of the disaster, repair can take days to months.



Off-grid communication tools are often the only tools that work in events with widespread physical damage. Subsequent chapters will discuss different options for you to consider.




Power Outages

“Normal” communication systems are all dependent on electricity. The power grid is equally as fragile as communication hardware and can be affected by all of the same previously mentioned events. Understanding this connection can help you plan for time when power and communications are both affected simultaneously. Even if communication hardware, switches, or cables are not physically affected, the hardware that enables the creation or delivery of electricity can be damaged. This can include electric poles, substations, electric lines, and dozens of other hardware-related items. Here are a few events from recent history that can help add context:


	In 2011, a 5.8 magnitude earthquake took the North Anna Nuclear Power Station in Virginia offline for nearly ten weeks. This exposed vulnerability and weakness in one of the United States’s largest generators and transporters of power.

	In 2013, an organized sniper attack on the Metcalf substation in California did significant damage and exposed how vulnerable these substations are to domestic or foreign terrorist attacks. In just a few minutes with a handful of high-powered rifles, an entire substation became inoperable, and all power had to be rerouted through various generators.

	In 1998, ice accumulation of several inches during winter storms throughout Canada and the Northeast United States caused dozens of electrical poles to collapse. Full recovery from this storm took weeks.



Besides these specific instances, millions of people lose power for undetermined periods of time each year due to countless incidents, including but not limited to winter storms, floods, windstorms, and overuse blackouts. Chances are you can remember the last time your own power was knocked out due to a natural or human-made disaster.

What’s even more interesting is that some power outages aren’t directly caused by disasters. In 2019, California experienced a record-breaking loss of cell phone and Internet service during the Kincade wildfire. This loss wasn’t caused directly by the fire. Instead, the power company shut down power to widespread parts of the state to prevent ignition from power lines and other electrical equipment that were damaged by the high Diablo winds. Even fire stations in the affected areas were forced to communicate solely by radio. This left thousands of California residents without cell service and Internet service. Consequently, residents who did not have backup communication tools or plans couldn’t communicate with loved ones or receive information about the wildfire. Regardless of whether the decision to shut down power was good or bad, it is yet another reality when it comes to loss of power. When someone else is in charge of the power, it can be removed.

The bottom line: Power outages due to physical damages can be caused by a number of circumstances, both natural and human-made. While best efforts are being made on all levels, the power grid is very susceptible to interruption the moment things go sideways.

In terms of how power outages can affect you, consider these points:


	Power outages almost always impact the local communication grid.

	Do you have backup power in place to keep your communication tools online or to power your off-grid communication devices? (Chapter 3 will explore numerous off-grid power options.)

	Even when power is available, overuse of regular communication networks (both Internet and cellular) dramatically impacts a region’s ability to communicate normally.

	Without a plan to provide your own power, no communications will work, even if you have off-grid backups.





Cyberattacks

Cyber-related attacks pose significant threats to the modern communication grid. These attacks and many others like them continue to reveal the fragility of the communication grid and the software that controls it. Cyberattacks are a modern form of piracy—hijacking unsuspecting communication systems for the purpose of doing harm. From government agencies to private businesses, recent history is littered with dozens of successful distributed denial-of-service (DDoS), ransomware, and other types of cyber infiltration and manipulation.

In addition to economic disruption and access to personal data, entire systems have been affected by cyberattacks, from shipping to communications. Cyberattacks are the Wild West of modern warfare and the tactics are changing as fast as the technology itself.

With all normal modes of communication now on a digital computer and software backbone, everything from Internet service to cell phones are susceptible to disruption. In 2024, the Chinese espionage group known as Salt Typhoon successfully targeted several large communication companies in the US, including AT&T, Verizon, and T-Mobile. While the Federal Communications Commission has enacted enhanced security measures, it is yet another example of how fast the technology landscape changes.

In terms of cyberattacks, you should consider that:


	Your communication network can be impacted even when everything seems normal and there is no obvious natural or human-made disaster.

	Communication grids are popular targets due to their disruptive nature. Shutting down communications affects many other areas of society. This is a trend that will only get worse.

	You have absolutely no control over many modern communication infrastructures such as cloud-based servers and online messenger programs. Modern communication platforms leave you entirely helpless when the software or infrastructure is compromised.

	Do you have off-grid communication tools such as two-way analog radios that are not connected or dependent on modern service providers? (Chapter 5 will discuss options for this.)





Operational Overwhelm

What’s the first thing people do when disaster strikes? They make calls on their cell phones, send texts, and get on the Internet to see what’s happening. Just as there is a limited number of first responders to go around in the beginning stages of disasters, the same is true for cell phone and Internet capacity. All of our systems—medical, food production, communications, etc.—are designed for “normal” use. These surges of use during a disaster will cause clogging and failure, at least temporarily, due to overwhelm. This happens even if there is no physical damage or loss of power.

Some points to consider about operational overwhelm:


	Historically, text messages are more reliable in situations of operational overwhelm than phone calls.

	Off-grid communication tools such as ham radios are not affected by operational overwhelm on cellular or Internet platforms.

	The faster you can execute a communication plan before congestion sets in, the more likely your messaging will reach family, friends, and neighbors. (You will outline an executable plan in Chapter 10.)





Quick Action Checklist

As you’ve learned, failure can come from physical damage, power outages, cyberattacks, and even operational overwhelm. Recognizing these causes is the first step in preparing a plan that can help to navigate them. Using the information provided in this chapter, it’s time to assess the likelihood of certain communication failures in your area.


	Identify the top natural disasters that could happen in your area.

	Determine the most likely physical threats to the communications grid in your area.

	Estimate how long you could be without power or communications if physical damage were to occur.

	Make a list of cyber-dependent communication tools you currently rely on.

	Start a communications threat log to track communications failures and their impact in your area.








CHAPTER 2 VULNERABILITIES IN MODERN COMMUNICATION SYSTEMS

As convenient and impressive as modern communication devices are, the grid they operate on is fragile and more interconnected and interdependent than ever. While advances in communications have helped us stay more connected, they have also made the “normal” communication grid more susceptible to disruption by exposing a variety of vulnerabilities. Unfortunately, these exposures are magnified during a disaster. In this chapter, you’ll learn about hidden weaknesses built into the modern communication grid, from centralized and cloud-based infrastructure to Internet and power dependence. Understanding these threats will not only help you construct a more modern communication plan; it will help you create one that is more resilient as well.

To build a reliable strategy, you must fully understand where your current communication options will likely fail. Your goal is to make a backup communication plan that is both modern and resilient. This requires a keen understanding of your current communication weaknesses. This chapter will shine a light on some of these areas to help you hone your communication plan.



Centralized Communication Hub

The old “copper wire” landline telephone systems may not have allowed mobile communication, but they were not susceptible to many of the vulnerabilities (such as cyberattacks) of modern software-based systems. In general, it was only damage to the physical infrastructure (such as telephone wires and poles) that disrupted communications. Typically, this was in a very localized area.

But now, vast regions of communications are controlled by centralized hubs consisting of cell towers, fiber-optic cables, satellite stations, and data centers, all which are heavily dependent on electricity and other interconnected systems. Each of these communication hubs have their own set of vulnerabilities; the failure of any one of them can affect an entire region of customers. By recognizing how centralization leads to fragility, you’ll better understand the importance of diversifying your communication options with localized and even independent solutions.

For example, cell towers are susceptible to extreme weather, such as ice and wind. They are also susceptible to terrorist attacks, as they are often located in remote areas with little to no security. Data centers have their own unique vulnerabilities; this became evident in 2022, when the United Kingdom experienced a record heat wave. As a result, Google and Oracle’s data centers in London overheated and suffered cooling system failures. Both companies had to go offline to prevent further damage.

Besides physical damage, loss of power, and cyberattacks, there is an added issue to these modern systems—overuse. These systems can only handle so much data load. When that load is reached along any one of the connected infrastructures, the system becomes “clogged.” The result is sluggish connectivity or loss of communication altogether. This is often seen in times of disaster when too many people from a specific region are trying to call or text on their cell phones at the same time.

In addition, an incredible number of telecommunication professionals are needed to keep these systems operational. According to the World Economic Forum, four million technology professionals are needed to bridge the gap in the cybersecurity industry alone. It takes a lot of trained and skilled individuals to operate the thousands of interconnected cell towers, fiber-optic cables, satellite stations, and data centers.




Dependence on Internet Communication

As if the digital age doesn’t present enough problems during disasters, the world is now almost as reliant on forms of Internet communication as it is on electricity. Virginia Tech computer scientist Ali Butt describes what’s happening to online communication, specifically the consolidation of infrastructure, best:


“This is akin to replacing all local streets with a highway, where a single crash can shut down the highway, leaving users few alternate options.”



Over the years, the infrastructure that enables online communication, such as email, apps, and data storage, has been consolidated to a smaller number of cloud service providers. This magnifies the impact if these centers are affected by physical damage, loss of electricity, cyberattacks, terrorist attacks, or something else. The implications of these outages are further reaching than just disrupting social media and email. Nearly every industry and service, from energy and healthcare to transportation and payment processing, relies on these various systems being online 365-24-7 and functioning properly.

The bottom line is that, if a disaster of any kind disrupts online communication, it will create a second indirect layer of damage on top of the obvious direct damage. Essentially, the vulnerabilities in modern communication systems create an environment where one disaster becomes many, almost instantaneously.

What does this information mean for you? Consider these points:


	It is important to assess which of the services you use on a regular basis will not work when Internet or cellular service is unavailable. You may be surprised to find out how grid and cloud-tied you really are.

	You should make a short-term goal to have at least one form of two-way communication that does not rely on the Internet. The ideal options are either ham or GMRS two-way radios. Upcoming chapters will discuss both of these options.

	It is now very common for important documents and access to important information (and even money) to be dependent on Internet access. It is therefore essential to have physical backups, documented account numbers, and more in case of an emergency. (You’ll have an opportunity to plan this while creating your physical copy of your Family Communication Plan in Chapter 10.)





The Dependence on Electricity

It used to be, with analog landline phones, that one could talk on the nonelectric rotary phone during a complete power outage as long as the phone company still had electricity to send power through the phone lines. But now everything is dependent on electricity. On a macro scale, cell towers, fiber-optic cables, satellite stations, and data centers all require electricity. On a micro scale, cordless phones, laptops, computers, routers, cell phones, ham radios, and two-way radios will all require batteries or charging eventually. All modern-day communication tools and the systems that run them will require power, either through the traditional power grid or a backup of some kind.

This creates a double layer of dependency on modern systems. Communication tools are no longer enough. One must also have access to electricity. One is just as important as the other.

In terms of your electrical needs, consider these points:


	All communication tools need power—both on and off-grid. You will need backup power options to have a complete disaster communication plan.

	There are many things to consider when it comes to power and electricity, including portability, renewable sources, fuel, and cost. All of these will factor into your upcoming power strategy.

	You should have a tiered power plan that provides several power options. This will be described in Chapter 3.





Recent Disasters with Personal Perspective

While the following historical lessons may feel beyond the scope for many who just want to set up a disaster communication plan for their family or neighborhood, they help provide a context for the developments of electronic communication in real-world events over the past several decades. While you may never “deploy” to help set up disaster communications, you may very well be put in a position to set up something similar on a smaller scale for your own team, family, or neighborhood. The following lessons from real-world events can be invaluable in your own communications journey, regardless of the scale.

It’s easy to think of historical events as “something that happened to other people.” But studying historical events provides valuable insight into decisions you can make today. They show you what worked, what didn’t, and how you might be better prepared for what will happen next.


HURRICANE KATRINA (2005)


	What happened: Widespread flooding caused communication infrastructure failures, especially in New Orleans. Overwhelmed circuits and power failures at relay points caused this communications failure.

	Lesson learned: Cellular networks and landline communication are susceptible to congestion and power failure.

	How this applies to you: You should prepare alternate communication methods powered by battery, solar, and generators.



In the early morning hours of August 29, 2005, Hurricane Katrina slammed into the coast of Louisiana, Mississippi, and Alabama. Later that day, several people found themselves stranded on a rooftop in New Orleans.

Someone in this group attempted to call 911, but the circuits were overwhelmed. Then they tried calling a relative in a nearby city spared from the devastation. To everyone’s relief, the call was answered, but now they struggled to find what could be done from 80 miles away. The relative called the local Red Cross office, which had a ham radio station and operator. He used the radio to contact members of the Salvation Army Team Emergency Radio Network (SATERN), who were actively listening for distress calls from areas in the disaster zone. Two SATERN members, one in Oregon and one in Arizona, answered the call and relayed the information via radio back to a ham radio operator in proximity to first responders in Louisiana, and the group was rescued.

Katrina was an unusual mix of intensity and widespread destruction. The Mississippi coast experienced the fiercest winds, damaging most cell towers and other exposed equipment. Flooding caused significant damage to communication power infrastructure stretching from New Orleans east to Florida and north to Jackson, Mississippi, and Birmingham, Alabama. The combination of all three factors took New Orleans and the Gulfport-Biloxi metropolitan area completely “off the air” and caused sporadic communication outages across hundreds of miles.



HURRICANE MARIA (2017)


	What happened: Hurricane Maria devastated the island of Puerto Rico. This knocked out nearly all phone service (cell and landline), Internet access, and first responder radio service across the island. These failures cascaded and repeated over several weeks and months.

	Lesson learned: Entire regions and remote communities can be left isolated for long periods. Varied terrain makes short- and long-distance communication very challenging in these instances.

	How this applies to you: You should develop a scalable communication plan that accounts for varied terrain and short- and long-distance communication.



Hurricane Maria was the deadliest tropical cyclone of 2017. On September 20 of that year, Maria struck the southeast corner of Puerto Rico, near Yabucoa, and carved a northwesterly swath of destruction across the entire island before exiting near Arecibo. Category 4 winds, as high as 155 miles per hour, heavy rain, and storm surge impacted virtually every structure in its path. Power, communication, transportation, and vital services were out of commission, not just for local communities but all 3.2 million people on the island. Some estimates state that all but five cell towers were damaged. As of this writing, Puerto Rico still suffers from random, frequent power outages.

A few days later, Joe (one of the authors of this book) and several other ham radio operators landed at Luis Muñoz Marín International Airport in San Juan. We were part of the ARRL Force of Fifty, deployed to provide communication support for the American Red Cross (ARC) relief efforts. Our original mission was to collect information from individuals and families who wanted to let their loved ones and friends outside of Puerto Rico know they were safe and well.

A few hours after we landed in San Juan, we met with Oscar Resto. He was the ARRL section manager for Puerto Rico at that time. Oscar had already
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Joe in the radio room at the temporary Red Cross Headquarters in San Juan. From this radio room, he coordinated ham radio communication between the field operators, the American Red Cross, and the local FEMA office at the Puerto Rico Convention Center.






HURRICANE HELENE (2024)


	What happened: Hurricane Helene’s high winds and torrential rains devastated remote areas that generally aren’t affected by hurricanes. Vast swaths of transportation and communication infrastructure were wiped out. Relief and recovery efforts were delayed or nonexistent for weeks and months. Self-reliant, well-trained, and prepared civilians filled the communication gaps for an extended period.

	Lesson learned: An unexpected disaster will happen and catch the “official” response off guard. Many factors will delay help coming, and self-reliance will be crucial.

	How this applies to you: Join or establish a self-supported communication community now. Develop, refine, and practice an actionable communication plan. Be ready to implement it when disaster strikes.







Points to Consider



	What if this same event happened to your region today? How might your current communication options be impacted?

	What communication tools would you use if your normal options, such as cell phone and Internet, were inoperable?

	Do you have a strategy in place for communicating with friends or family members who may be separated during such an event?







Ongoing Lessons









Quick Action Checklist




	My primary form of communication relies on my cell phone and/or an Internet connection.

	If my cell phone stops working and Internet service is unavailable, I do not have a backup communication tool to use.

	The communication apps I use on a regular basis such as email, iMessage, WhatsApp, and more are cloud-based.

	I do not currently own off-grid communication tools such as two-way radios or satellite messengers.

	I do not currently own off-grid navigation tools such as offline maps or physical maps.

	I do not have backup power options to charge my communication tools in the event of a power outage.

	I have not tested to see if my communication tools and regularly used apps operate without Wi-Fi or a cellular data Internet connection.

	I have not created a Family Communication Plan to execute in the event of a communication grid failure.

	I would not know how to get in touch with my family or close friends if a disaster struck today and knocked out the communication grid.s
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